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[bookmark: _Toc229013905]IntroductionThis report presents a formal academic evaluation of the Morgan’s Health Coach app, developed in response to the UWTSD Hackathon 2026 brief. Although the hackathon task was primarily designed for team participation, I was granted permission by the university to complete the project individually. As a result, this report reflects an individual development process while still addressing the key expectations of the brief, including project planning, research, innovation, prototype design, development, security, financial considerations, evaluation, and reflection.
This report analyses the main challenges in current health and weight-tracking applications, focusing on cybersecurity, user experience, technical limitations, and data-related issues, and explores possible improvements for future solutions
The Morgan’s Health Coach app is a digital health and wellbeing platform intended to support users in managing multiple aspects of personal wellness within one integrated system. In many real-life cases, users rely on separate applications for calorie tracking, exercise logging, weight monitoring, meal planning, health insights, and motivational support. This fragmented experience creates inconvenience, reduces consistency, and often discourages long-term healthy behaviour. This app was designed to address this gap by bringing these functions together in a single web-based application.

The project also explores the role of emerging technology in everyday health management. In particular, it applies artificial intelligence, predictive analytics, secure authentication, and wearable-oriented thinking to create a more interactive and supportive user experience. Rather than including advanced technology only for novelty, the app attempts to apply it where it adds practical value to the user. The resulting prototype demonstrates a realistic and innovative solution to a genuine modern challenge.




[bookmark: _Toc229013906]Abstract

In recent years, health coaching and weight tracking applications have become important tools for managing fitness, nutrition, and overall well-being.                    With the spread and development of smartphones and wearable devices, users using on apps like MyFitnessPal, Noom, and Fitbit to track their progress and personal goals. Many people want to improve their health, but struggle to maintain healthy habits consistently because the technologies available to them are disconnected.

“We found that the majority of services examined failed to provide users with full access to their own data, did not acquire sufficient consent for the use of the data, or inadequately extended controls over disclosures to third parties. Furthermore, the type of app, in terms of the category of data collected, was not a useful predictor of its privacy. However, we found that apps that collected health-related data (eg, exercise and weight) performed worse for privacy than those designed for other types of self-tracking...”  

“ …Our study draws attention to the poor performance of current self-tracking technologies in terms of privacy, motivating the need for standards that can ensure that future self-tracking apps are stronger with respect to upholding users' privacy. Our heuristic evaluation method supports the retrospective evaluation of privacy in self-tracking apps and can be used as a prescriptive framework to achieve privacy-by-design in future apps.” [1]


The Morgan’s Health Coach app is a digital health and wellbeing platform intended to support users in managing multiple aspects of personal wellness within one integrated system. In many real-life cases, users rely on separate applications for calorie tracking, exercise logging, weight monitoring, meal planning, health insights, and motivational support. This fragmented experience creates inconvenience, reduces consistency, and often discourages long-term healthy behaviour. Morgan’s Health Coach was designed to address this gap by bringing these functions together in a single web-based application.





“The development and deployment of machine learning systems can be executed easily with modern tools, but the process is typically rushed and means-to-an-end. …….The accelerating use of artificial intelligence (AI) and machine learning (ML) technologies in systems of software, hardware, data, and people introduce vulnerabilities and risks due to dynamic and unreliable behaviors; fundamentally, ML systems learn from data, introducing known and unknown challenges in how these systems behave and interact with their environment. Currently, the approach to building AI technologies is siloed: models and algorithms are developed in testbeds isolated from real-world environments, and without the context of larger systems or broader products they will be integrated within for deployment.” [2]

[bookmark: _Toc229013907]Problem analysis
A significant problem in the health and wellbeing sector is the fragmented nature of digital support tools. Many people want to improve their health but struggle to maintain healthy habits consistently because the technologies available to them are disconnected. One application may track food, another may record exercise, another may support health monitoring, and another may provide advice. This creates a disjointed user experience in which the burden of organising health information falls onto the individual rather than the technology.

This issue can be observed at regional, national, and global levels. Rising concerns around obesity, low physical activity, poor diet, stress, and preventable long-term health conditions highlight the need for more accessible and engaging support systems. At the same time, people are increasingly familiar with digital tools, mobile platforms, wearable devices, and AI-based services. This creates an opportunity to design a more connected solution that helps users manage their wellbeing in a simple, personalised, and efficient way.
The HealthCoach app was developed to respond to this challenge. Its purpose is to reduce fragmentation by centralising wellness-related functions in one platform, allowing users to log data, review progress, receive guidance, and interact with intelligent support features without constantly switching between separate services.

[bookmark: _Toc229013908]Aim and Objectives
The overall aim of this project was to design and develop an innovative health and wellness application that uses emerging technologies to support users in tracking, understanding, and improving their wellbeing.


To achieve this aim, the project was guided by the following objectives:


· To identify a genuine real-life problem within personal health management.

· To design an integrated digital solution that combines core health, nutrition, exercise, and coaching functions.

· To produce a working prototype with meaningful basic functionality rather than a purely theoretical proposal.

· To incorporate suitable emerging technologies, particularly AI-driven features and predictive logic.

· To apply software engineering and cybersecurity principles throughout the design and development process.

· To evaluate the practical benefits, limitations, ethical issues, and financial considerations associated with the proposed solution.










[bookmark: _Toc229013909]Research and Context

Research into current health applications shows a large and competitive market, with many solutions focused on isolated functions such as calorie counting, activity logging, smart-device dashboards, or wellbeing content. While these products may perform well within their own niche, they often do not provide a joined-up experience. A user may be able to record information, but not necessarily interpret it in a way that helps them take practical action. This lack of integration can reduce motivation and diminish the perceived usefulness of health technologies.

The gap identified through this research is therefore not simply the absence of health applications, but the shortage of coherent platforms that combine tracking, interpretation, and guided support. An effective digital health solution should allow users to capture data and also transform that data into accessible insights and recommendations. This principle directly informed the development of Health Coach.

The project also reflects wider technological trends that are increasingly shaping software and digital wellbeing products. These include AI-assisted personalisation, predictive analytics, wearable device integration, secure digital identity, and conversational interaction. By incorporating these themes into the prototype, the project aligns closely with the hackathon requirement to use emerging trends and technologies within an applied solution.

“The public health impact of health and well-being digital interventions is dependent upon sufficient real-world uptake and engagement. Uptake is currently largely dependent on popularity indicators (eg, ranking and user ratings on app stores), which may not correspond with effectiveness, and rapid disengagement is common. Therefore, there is an urgent need to identify factors that influence uptake and engagement with health and well-being apps to inform new approaches that promote the effective use of such tools.” [3]




[bookmark: _Toc229013910]Proposed Solution

The proposed solution is a web-based application called Morgan’s Health Coach.                 It is designed as a centralised digital wellness platform where users can register securely, manage personal profile details, log health-related information, track progress over time, and interact with AI-supported features that provide motivation and guidance.

The system includes several connected modules. It supports user registration and login, body-weight tracking, height management, food diary entry, exercise recording, vital-sign logging, smartwatch-style device connection, meal support, food-photo analysis, AI coaching, and voice generation. It also includes an administrative cybersecurity dashboard that demonstrates awareness of audit logging, access control, and security measurement.

The innovative quality of the app lies in its integration. Rather than presenting isolated tools, the platform aims to support the user through a connected wellness journey. This creates a stronger and more practical response to the chosen problem because it reduces digital fragmentation and makes the experience more coherent, personalised, and engaging.











[bookmark: _Toc229013911]Project Planning and Individual Organisation

Although the original hackathon brief emphasised teamwork, this project was completed individually with university approval. As a result, planning and organisation were handled personally rather than through shared team structures. Nevertheless, a structured workflow was followed in order to reflect sound project-management practice.

The project was divided into a sequence of development stages: idea selection, problem analysis, background research, feature planning, backend implementation, interface design, AI integration, security enhancement, testing, and presentation preparation. This process functioned as a simplified timeline and helped to control scope while maintaining steady progress.

A staged build strategy was used. The backend and authentication foundation were created first, followed by the health-tracking functions, then the nutrition and exercise modules, and finally the AI-related features. This order was intentional because advanced features such as coaching and prediction become more meaningful when the system already contains relevant user data and a stable structure.

If represented as a formal project-planning diagram, the workflow would resemble a linear-iterative Gantt model, with early planning and research feeding into development, followed by testing, review, and presentation preparation. Even as an individual project, it still required prioritisation, staged delivery, and time management comparable to a small-team software build.







[bookmark: _Toc229013912]Design and Architecture

The HealthCoach app uses a layered architecture. This was a deliberate design choice intended to improve clarity, maintainability, and separation of concerns. The primary layers include the frontend interface, API routing, service logic, data storage, and security/authentication components.
The frontend was built using HTML templates rendered with Jinja, styled with CSS, and supported by JavaScript. This provides a dashboard-based interface with dedicated pages for overview, coaching, profile tools, exercise, food diary, food AI, vitals, history, feedback, and cybersecurity. This structure allows the application to present a broad feature set while still keeping each section focused on a clear user task.
The backend was developed using FastAPI. This framework was selected because it supports fast development, clear API design, and strong compatibility with validated data models. The application routes are separated into page-rendering routes and API routes, while most business logic sits inside a dedicated service layer. This reduces congestion in the route definitions and keeps key logic centralised.
Pydantic data models were used to validate user inputs such as passwords, health conditions, goals, weight entries, exercise records, nutrition values, feedback ratings, meal requests, and vital signs. This is especially important in a health-related application because invalid or poorly structured inputs could undermine both usability and trust.  
“ Distinct from the details of implementation, algorithm, and data representation, an architecture holds the key to achieving system quality, is a reusable asset that can be applied to subsequent systems, and is crucial to a software organization's business strategy.” [4]

The data layer uses lightweight JSON-based persistence. This was chosen for speed and simplicity during prototype development. While it would not be suitable for large-scale deployment, it was appropriate for an MVP-style hackathon build and allowed the core features to be demonstrated without the overhead of a full production database architecture.



[bookmark: _Toc229013913]Prototype Features

1. [bookmark: _Toc229013914]Registration, Login and Profile Setup
Users can register with a username, password, email, goals, health conditions, allergy information, consent settings, and optional height details. This enables the platform to establish a more personalised experience from the beginning. Secure login is then handled through token-based authentication.


2. [bookmark: _Toc229013915]Weight Tracking and Prediction
The application allows users to record body-weight entries over time. It also includes short-term predictive logic that estimates likely near-future weight trends based on recent entries. The prediction feature uses simple machine-learning and trend-blending techniques rather than overstating accuracy, which makes it more appropriate for a student prototype.


3. [bookmark: _Toc229013916]Exercise Logging
Users can record exercise type, duration, intensity, and notes. The system estimates calories burned and stores related summary information. This allows users to connect physical activity to broader wellness goals and makes the app more comprehensive than a basic food or weight tracker alone.



4. [bookmark: _Toc229013917]Food Diary and Nutrition Tracking
The food-diary module allows users to record meals and nutritional values including calories, carbohydrates, fat, protein, sodium, and sugar. It also supports daily notes and water intake. This creates a more complete view of user behaviour and helps users review patterns in their nutrition.


5. [bookmark: _Toc229013918]Keto Suggestions and Meal Planning
The app includes curated keto meal suggestions and an AI-supported meal-planning feature. These tools extend the system beyond simple tracking and move it towards practical behaviour support. This aligns with the wider aim of helping the user act on information rather than merely record it.
6. [bookmark: _Toc229013919]Vitals and Device Support
Users can log vital signs such as heart rate and blood pressure. The prototype also includes support for smartwatch-style device connections. This demonstrates how user-entered information and connected-device data could coexist in a future expanded version of the platform.

7. [bookmark: _Toc229013920]AI Coach and Check-In Tools
One of the most innovative features of the app is the AI coaching module. Users can access a coach plan, engage in chat-based interaction, and complete AI-assisted check-ins. The coach uses stored user context and structured logic to provide more relevant feedback, helping the platform feel more supportive and personalised.


8. [bookmark: _Toc229013921]Food Photo Analysis and AI Media Features
The prototype supports food-image upload and AI-based analysis, reflecting current interest in computer vision and AI-assisted nutrition tools. It also includes text-to-speech support and image generation for presentation content, demonstrating broader experimentation with emerging generative technologies.










[bookmark: _Toc229013922]Emerging Technologies and Innovation

A major requirement of the hackathon brief was the use of suitable cutting-edge technologies or emerging trends. HealthCoach addresses this expectation through several different technical choices.

Artificial intelligence is the most significant emerging technology used in the project. AI is applied to meal planning, conversational coaching, wellness check-ins, food-image interpretation, speech generation, and presentation imagery. Importantly, these features are linked to concrete user needs rather than being included simply to increase novelty value.

Predictive analytics is also present in the form of weight-trend estimation. While modest in scope, this feature shows how user data can be transformed into forward-looking insights. In addition, the project reflects emerging interest in connected wellness ecosystems through its smartwatch-support model and vital-sign tracking.

The application also demonstrates innovation through a hybrid AI design, where some functions rely on deterministic logic and stored user context, while stronger external AI services are used selectively. This balance is important because explainability is not purely a technical issue and remains a major concern in healthcare AI, especially when systems influence decisions and user trust.

“Even though AI-driven systems have been shown to outperform humans in certain analytical tasks, the lack of explainability continues to spark criticism. Yet, explainability is not a purely technological issue, instead it invokes a host of medical, legal, ethical, and societal questions that require thorough exploration.” [5]









[bookmark: _Toc229013923]Development Methods and Technical Justification

The application was developed using Python and FastAPI as the backend foundation, with Jinja templates, CSS, and JavaScript used for the interface layer. Additional libraries support validation, authentication, password security, and machine-learning logic.

FastAPI was chosen because it enables clear API design and rapid full-stack development. It is especially suitable for a project with many structured endpoints, such as registration, login, weight logging, food diary submission, exercise storage, coach interaction, and device connection. Pydantic was used because health-related data benefits from strict validation and type checking.

The service-layer pattern was adopted to avoid placing excessive logic in the route files. This improved readability and made the application easier to extend. Weight prediction, meal planning, food-photo handling, multi-factor authentication, audit logging, coach logic, and cybersecurity summaries are all concentrated in service code rather than mixed directly into routing.

A further development decision was to keep the prototype pragmatic. Instead of attempting to simulate a clinical system or build an unnecessarily complex infrastructure, the project focused on producing a functional and coherent application that demonstrates real software engineering ability and realistic feature integration.

“The development and deployment of machine learning systems can be executed easily with modern tools, but the process is typically rushed and means-to-an-end. …….The accelerating use of artificial intelligence (AI) and machine learning (ML) technologies in systems of software, hardware, data, and people introduce vulnerabilities and risks due to dynamic and unreliable behaviors; fundamentally, ML systems learn from data, introducing known and unknown challenges in how these systems behave and interact with their environment. Currently, the approach to building AI technologies is siloed: models and algorithms are developed in testbeds isolated from real-world environments, and without the context of larger systems or broader products they will be integrated within for deployment.” [2]

AI Implementation:

food_ai.py for food image analysis orchestration
food_analysis.py for food-analysis logic/helpers
ai_logic.py for prediction and recommendation helpers
health_ai.py
health_brain.py

Related AI assets/config are in:
local_models
requirements-local-ai.txt



Workflow chart

user input
*
data processing
*
AI model or rule engine
*
app logic output user feedback















[bookmark: _Toc229013924]Security and Cybersecurity Considerations

Security was treated as a fundamental requirement of the project because the application stores personal and health-related information. This makes cybersecurity particularly important, even at prototype stage.

The system includes password hashing, JWT-based authentication, email-based multi-factor authentication, role-based access control, audit logging, protected file serving, and validation of uploaded files. Security headers are also applied at HTTP level, including restrictions relevant to framing, content sniffing, referrer policy, permissions policy, and content security policy.

The project also separates public and protected assets. Uploaded food images and generated audio are handled in dedicated directories rather than being exposed carelessly through public static paths. This demonstrates awareness of secure asset handling and controlled file access.

An additional strength of the prototype is the presence of an executive cybersecurity dashboard, which summarises security measurements such as patch-management visibility, access control, MFA status, audit events, sandboxing, and browser hardening. Although this does not represent a full enterprise security operations centre, it does show that security was considered from both a technical and a managerial perspective.

“Our results suggest that the complexity of the attacks have not changed significantly and that many web problems are still simple in nature. Hence, despite awareness programs provided by organizations such as MITRE, SANS Institute and OWASP, application developers seem to be either not aware of these classes of vulnerabilities, or unable to implement effective countermeasures. Therefore, we believe that there is a growing need for languages and application platforms that attack the root of the problem and secure applications by design.”[6]



[bookmark: _Toc229013925]Legal, Ethical and Privacy Considerations

Health-related systems raise important legal and ethical questions. Even though HealthCoach is a student prototype, these issues still need to be recognised. The application collects sensitive information such as goals, health conditions, allergy information, weight, vital signs, and behavioural data. This means privacy must be treated seriously.

The inclusion of consent-related fields within user registration reflects awareness that users should have some level of control and understanding regarding the data being processed. In a full production environment, this area would require much more formal handling, including clearer policies, lawful processing grounds, retention rules, and user rights.

Ethically, it is also important not to misrepresent the capabilities of a health app. Morgan’s Health Coach should be understood as a wellbeing support tool rather than a replacement for clinical diagnosis or professional medical care. AI-generated guidance may be useful for motivation, structure, and planning, but it should not be treated as medical authority.

If the system were to progress beyond the prototype stage, compliance with data-protection regulations such as the UK GDPR would become a major requirement. This would involve stronger governance around data minimisation, secure retention, access rights, breach response, and accountability.

“Data protection laws are “rights-based approaches” that provide standards for regulating data processing that both protect the rights of individuals and establish obligations for data controllers and processors.” [7]







[bookmark: _Toc229013926]Financial Constraints and Cost Analysis

Financial realism is an important part of evaluating any proposed solution. The Morgan’s Health Coach prototype was designed with an awareness of both low-cost development benefits and the future expenses associated with scaling the product.

One advantage of the project is that its main technical stack is based largely on open-source technologies. Python, FastAPI, Jinja2, and standard frontend tools make it possible to create a sophisticated prototype without major licensing costs. This makes the concept accessible for small-scale development or startup-style experimentation.

However, some features would introduce ongoing operational costs in a real deployment. These would include cloud hosting, secure database infrastructure, email-delivery services, AI API usage, image-processing requests, audio generation, maintenance work, and security monitoring. The more frequently users rely on AI-heavy features, the greater the running cost becomes.

A realistic financial strategy would therefore involve staged deployment. Core tracking features could remain low-cost and accessible, while advanced AI capabilities might be limited, usage-controlled, or placed within a premium service model. This would allow the product to remain sustainable while still offering innovative features.

“Although we focus on a particular Infrastructure-as-Code technology (Terraform), the findings can be applicable to cloud-based application development in general. The provided empirical grounding can serve developers seeking to reduce costs through service selection, resource allocation, deployment optimization, and other techniques.” [8]






[bookmark: _Toc229013927]Market Relevance and Potential Users

The digital wellness market remains highly active, with strong demand for tools that support healthier routines, personal accountability, and data-driven progress tracking. Potential users for the software application include students, adults pursuing weight-management goals, beginners seeking structured wellness support, and users who prefer integrated digital systems rather than multiple separate apps.

The main competitive challenge is that health and fitness software is already a crowded market. Nevertheless, my app attempts to differentiate itself through integration, supportive coaching features, security awareness, and a broader dashboard-based experience. Rather than focusing on one narrow task, it aims to act as a central personal wellness hub.

This gives the concept potential relevance for educational wellbeing support, personal use, or future niche-market adaptation. For example, the platform could later be tailored for student wellbeing, beginner fitness guidance, or health-conscious users interested in structured nutrition and accountability.

“Mobile health applications provide a convenient way for users to obtain health information and services. Studying the factors that influence users’ acceptance and use of mobile health applications (apps or Apps) will help to improve users’ actual usage behavior.” [9]













[bookmark: _Toc229013928]Evaluation of the Solution

The Morgan’s Health Coach app has several clear strengths. First, it addresses a genuine and recognisable problem: fragmented digital health management. Second, it provides a solution that is both technically ambitious and practically grounded. Third, it demonstrates a broad range of computing skills, including backend development, data validation, structured design, AI integration, interface planning, and security implementation.
Another major strength is that the project exists as a functioning prototype rather than only as a visual concept. The app includes real routes, real data structures, real dashboards, and a broad set of connected features. This increases the credibility of the proposal and better satisfies the hackathon requirement for a prototype with basic functionality.
There are also limitations. JSON-based persistence is not suitable for scale and would need to be replaced by a stronger database design in a future version. Some service files have become large, reflecting the natural complexity of integrating many features into one codebase. In addition, AI-powered functions introduce cost, dependency, and responsibility concerns that would need tighter governance in a production environment.
Despite these limitations, the project remains effective as a hackathon response because it demonstrates innovation, problem solving, technical integration, and awareness of real-world constraints.












[bookmark: _Toc229013929]Future improvements and implementation
Implementing  an IoT device and software
A future improvement for Morgan’s Health Coach would be the integration of an IoT-enabled digital scale that automatically sends body-weight data to the application. This would remove the need for manual input, improve measurement accuracy, and provide real-time data for analysis. The captured value, in kilograms or another selected unit, could then be processed by the app’s AI automation layer to update progress tracking, generate coaching responses, and support personalised health calculations.
From a computer science perspective, this extension could combine sensors, IoT connectivity, edge computing, and secure communication protocols. The sensor would capture real-world data, while local edge processing could validate and prepare the reading before transmission. Communication could be implemented through protocols such as MQTT, CoAP, Modbus, or OPC UA, depending on the final system design. A further enhancement would be to use fuzzy logic to support intelligent decision-making when health conditions are not purely binary. At the same time, absolute conditions could still be used for fixed, threshold-based responses. Because IoT systems introduce security risks such as sensor manipulation, ransomware, and botnet attacks, the design would also need strong network segmentation, secure gateways, and compliance with standards such as ISO 27001, NIST, and IEC 62443.
The development of a digital scale would improve the efficiency of the app’s weight-input process by reducing manual data entry and saving time for the user. Through a wireless connection to the application, weight measurements could be transferred automatically, creating a more accurate and streamlined user experience.
“For example, IoT devices like sensors and actuators are used in manufacturing to monitor equipment performance, track inventory in real time, optimize supply chains, and enable predictive maintenance [1]. This helps reduce downtime, improve production efficiency, and lower operational costs.” [10]




[bookmark: _Toc229013930]Reflection

Completing this project individually provided an opportunity to bring together multiple areas of study in one substantial piece of work. The app required software design, backend engineering, data handling, user-experience thinking, security awareness, and the practical use of emerging technologies. It also required independent decision making across planning, feature selection, technical trade-offs, and evaluation.

One of the most important lessons from the project was the value of integration. Building separate features is challenging, but designing them so that they feel like one coherent product is more demanding. This process improved my understanding of architecture, feature dependency, and the importance of designing around user experience rather than isolated functionality.

The project also reinforced the idea that AI should be applied carefully and purposefully. The most useful AI features in the app were those that supported clear tasks, such as meal planning, conversational encouragement, food-image interpretation, and voice generation. This showed that emerging technology becomes more meaningful when it solves a defined problem instead of simply being included for effect.

From a professional perspective, the work also highlighted the importance of cybersecurity and ethical thinking in software development. Even at prototype stage, decisions around authentication, consent, file handling, and access control influenced the quality and credibility of the overall solution.

If the project were continued, I would improve the persistence layer, refactor larger files into smaller modules, expand testing, strengthen compliance planning, and prepare the system for more scalable deployment. Even in its current form, however, the prototype demonstrates a meaningful and realistic application of the skills developed during my studies.





[bookmark: _Toc229013931]Conclusion

In conclusion, the Health Coach app provides an innovative and relevant response to the UWTSD Hackathon 2026 brief. It addresses the real-life problem of fragmented digital health management by offering a centralised platform for wellness tracking, nutrition support, exercise logging, vitals monitoring, intelligent coaching, and secure user interaction.
The project successfully combines software development practice with emerging technologies, particularly AI-driven support and predictive logic, while also recognising the importance of security, cost, privacy, and ethical responsibility. Although the prototype has limitations typical of an MVP, it presents a strong foundation for future development and demonstrates a clear ability to design and justify a modern digital solution.
Overall, the Health Coach app shows how a connected, intelligent, and user-centred approach can improve the practicality of digital wellness support. As an individual submission, it also demonstrates independent planning, technical skill, and critical evaluation in a way that aligns well with the aims of the hackathon task.
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