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[bookmark: _Toc223279796]Task 1
[bookmark: _Toc223279797]1. Hypervisors 
Virtualisation has become central to modern infrastructure, but the real value of a virtualised environment depends on how effectively the underlying hypervisor model supports performance, security, and operational stability. When comparing hypervisor types, the key difference lies not in their definitions, but in how each model affects performance, security, and stability in real-world deployments[1].
Bare‑metal hypervisors (Type 1) consistently demonstrate stronger isolation, more predictable resource allocation, and reduced dependency on additional software layers. These characteristics make them well suited to environments where reliability and security are non‑negotiable, particularly when hosting identity services or critical workloads[1].
Host‑based hypervisors (Type 2) still have their place, especially in development and testing scenarios, but their reliance on a full operating system introduces additional complexity and potential instability. This layered architecture can create inconsistencies in performance and expand the attack surface, which becomes increasingly problematic as workloads grow or when multiple services depend on consistent uptime[2].
In the SWANSEA.ACCA topology, the type of hypervisor affects how reliably systems run within the virtual environment. Although services such as Active Directory, DNS, and routing will be implemented in Coursework 2, the current setup focuses on establishing stable connectivity between Windows Server and Debian systems. A Type 2 hypervisor is suitable for this environment because it provides enough performance and stability for a small, controlled lab network[3].
Overall, while Type 1 hypervisors are often used in enterprise environments, a Type 2 hypervisor is appropriate for this project. It allows virtual machines to be created and managed easily without dedicated hardware, while still supporting the required network configuration and testing.

[bookmark: _Toc223279798]2. IP Addressing and Network Structure 
IP addressing is more than just giving devices an address. The way addresses are organised affects how efficiently traffic moves through the network, how easily the network can grow, and how clearly communication paths are structured. A well-planned addressing scheme reduces unnecessary broadcast traffic, makes troubleshooting easier, and helps keep services properly separated. Poor planning, however, can lead to messy network design, inefficient routing, and ongoing management problems[4].
The continued use of both IPv4 and IPv6 shows the challenge between keeping older systems working and preparing for future growth. IPv4 is still widely used, but its limited address space is becoming a problem as networks get larger. IPv6 provides a long-term solution with a much larger number of addresses and a more structured design[5]. However, adoption has been slow because many organisations are used to IPv4 and often need to run both versions at the same time. This means network designers must balance what works now with what will be needed in the future[5].
[image: ]Subnetting is an important part of this process. Dividing a network into smaller sections improves performance and security by reducing broadcast traffic and controlling how devices communicate. In environments that host services like Active Directory, as in the SWANSEA.ACCA topology, clear subnet boundaries help keep communication predictable and limit the spread of security issues. Structured subnets also support more efficient routing and ensure that services such as DHCP, DNS, and Active Directory operate within clearly defined network ranges[4].[bookmark: _Toc223335134]Figure 1: Network subnetting


Figure 1 shows an example of a 192.168.1.0/24 network divided into four /26 subnets for Staff, Students, Servers, and Management. Each subnet provides 62 usable host addresses, with its own network and broadcast address, allowing the network to be logically segmented.
IP addressing is a strategic design decision rather than a simple configuration task[4]. The addressing structure used in this topology shows an understanding of growth, organisation, and network control principles that support effective network design in both academic and real-world environments.
[bookmark: _Toc223279799]3. Routing Protocols
Routing decisions affect how efficiently and reliably data moves through a network. Choosing between static and dynamic routing is mainly a choice between simplicity and flexibility. Static routing is predictable, uses very little system resource, and gives full control to the administrator. This makes it well suited to small, stable networks where traffic paths are clear and unlikely to change. Because the routes do not change automatically, there is less risk of unexpected behaviour, which is important when key services rely on steady communication[6].
Dynamic routing allows routers to share information and adjust to changes automatically. This is useful in larger or more complex networks where managing routes manually would take too much time. However, it also requires more processing power and more detailed configuration. Mistakes can spread quickly across the network, and the extra routing traffic may not be necessary in a simple setup[6].
In the SWANSEA.ACCA topology, the network is small and clearly organised, with defined subnets and simple communication paths. The Debian Server acts as a DHCP Relay and depends on stable routing to the Windows Server. Static routes ensure this path stays consistent without adding extra protocol traffic. Services such as Active Directory also benefit from predictable routing, as interruptions can affect authentication, DNS resolution, and domain access.
In a small, controlled environment such as this, static routing provides the most appropriate balance of simplicity and reliability. Although dynamic routing has strong advantages in larger environments, it adds unnecessary complexity in a small, controlled setup. Static routing better suits this topology, providing reliability and control without extra administrative effort[6].
[bookmark: _Toc223279800]4. Network Services  
Network services such as VPNs, DHCP, Active Directory, and Certificate Authorities form the backbone of secure and functional IT environments, but their effectiveness depends heavily on how they are designed and managed. These services are critical to the network and must be configured correctly to ensure stability and security. This makes thoughtful implementation and continuous oversight essential.
VPNs, for example, provide secure remote access, but their strength depends on how access is controlled once a user is connected. Overly broad permissions or weak authentication can undermine the purpose of the VPN entirely. Effective deployment requires a balance between accessibility and strict access governance, ensuring users only reach the resources necessary for their roles[7].
DHCP simplifies address management, but it can also become a point of failure if not properly secured. Issues such as rogue DHCP servers, poorly planned scopes, or lack of monitoring can disrupt network operations. Implementing protective measures and maintaining clear scope boundaries are essential for ensuring reliability[8].
Active Directory remains one of the most critical services in many organisations. Its centralised nature makes it efficient but also means that misconfigurations such as excessive privileges or poorly structured organisational units can have widespread consequences. Maintaining a secure AD environment requires disciplined policy management, regular auditing, and strong backup strategies[9].
Certificate Authorities underpin trust across secure communications. Their integrity depends on strict control of certificate issuance and strong protection of private keys. A compromised CA can undermine the entire security model of an organisation.
Taken together, these services represent the foundation of organisational security rather than isolated technical features. Their value emerges when they are implemented with precision, monitored consistently, and aligned with a security‑first mindset.









[bookmark: _Toc223279801]Task 2
[image: A diagram of a computer network
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IP Addresses Assigned
Windows Server (S-DC)- 192.168.1.1 /29
Windows Client (Client-S1)- 192.168.1.2 /29
Debian Server (LCD)- 192.168.2.1 /29
Debian Client (Client-L1)- 192.168.2.2 /29

[bookmark: _Toc223279802]Why Type 2 Hypervisor for this Topology
A Type 2 hypervisor was selected because this project is being developed within a controlled lab environment using a single physical host machine. Implementing a Type 1 hypervisor would require dedicated server hardware, which is unnecessary for the scale and purpose of this coursework. Since the topology is designed for configuration, testing, and learning rather than enterprise deployment, a host-based solution is more practical[1].
VirtualBox runs on top of the host operating system and allows multiple virtual machines to be created, configured, and managed efficiently. It supports both Windows Server and Debian, which are required for this topology, and provides flexible network adapter options for configuring internal, external, and routed networks. This makes it fully capable of supporting the required network setup.
In Coursework 2, services such as Active Directory, DNS, and routing will be implemented. These services require stability, but within a small lab environment they do not demand enterprise-level infrastructure. VirtualBox provides sufficient performance and reliability to support these services without introducing unnecessary complexity or hardware requirements.
Overall, the decision reflects a practical and technically appropriate approach. A Type 2 hypervisor meets the functional requirements of the project while remaining cost-effective, manageable, and suitable for an academic environment.























[bookmark: _Toc223279803]Screenshots

[image: ][image: ][bookmark: _Toc223335135]Figure 2: Windows Client IP Configuration

[bookmark: _Toc223335136]Figure 3: Windows Server IP Configuration
Figure 2 & 3 shows the IP addressing setup I used for the internal network. I chose the 192.168.1.0/29 subnet for the internal network, giving six usable IP addresses that are perfect for a small server environment without wasting space. The screenshots show two of these addresses in use: 192.168.1.1 and 192.168.1.2, both within the same /29 range, allowing direct communication for services such as Active Directory, DNS, and routing which will be implemented in Coursework 2.
[image: ][bookmark: _Toc223335137]Figure 4: Windows Server Ping


[image: ]
[bookmark: _Toc223335138]Figure 5: Windows Client Ping
[image: ]Figure 4 & 5 shows successful connectivity tests between the two internal IP addresses I assigned within the 192.168.1.0/29 subnet. By pinging 192.168.1.1 and 192.168.1.2, the results confirm that both systems can communicate with each other with no packet loss and extremely low latency. This demonstrates that the subnet I chose is working correctly and that the devices are properly configured within the same internal network range. The /29 subnet provides a small, efficient block of usable addresses, and the successful ping responses show that routing, addressing, and internal communication are all functioning as intended.
[bookmark: _Toc223335139]Figure 6: Windows Server VirtualBox Manager
[image: ][bookmark: _Toc223335140]Figure 7: Debian Server VirtualBox Manager

Figures 6 & 7 show the VirtualBox Manager with both the Windows machines (S-DC and Client-S1) and the Linux machines (LCD and Client-L1). They confirm that the virtual machines are powered on and correctly configured with memory, storage, and network settings. This shows that the full virtual environment is set up properly and ready for configuration, testing, and network services.

[image: ]
[bookmark: _Toc223335141]Figure 8 : Interfaces Configuration File
Figure 8 shows the Debian server terminal displaying the /etc/network/interfaces configuration file. It shows that static IP addresses and netmask values have been manually defined for specific network interfaces. This confirms that the system is configured to use manual addressing rather than automatic DHCP assignment


[image: ]
[bookmark: _Toc223335142]Figure 9: Debian Server IP Address
Figure 9 shows the Debian server terminal where an IP address has been manually configured on a network interface. The configuration is completed using command-line commands, and the output confirms that the new IP address has been successfully applied to the selected interface. This verifies that the network settings have been correctly updated on the system.
[image: ]
[bookmark: _Toc223335143]Figure 10: External Network Ping
Figure 10 shows the external network connection where both servers can communicate with each other. The successful ping replies confirm that the external network is set up correctly and that both systems can connect without any issues.
[image: ]
[bookmark: _Toc223335144]Figure 11: Debian Client Ping
[image: ]
[bookmark: _Toc223335145]Figure 12: Debian Server Ping
Figures 11 & 12 shows successful connectivity tests between the two internal IP addresses I assigned within the 192.168.2.0/29 subnet. By pinging 192.168.2.1 and 192.168.2.2, the results confirm that both systems can communicate with each other with no packet loss and extremely low latency. 
The successful ping results confirm that the Debian server and Debian client can reach each other without packet loss. This verifies that the IP configuration, subnetting, and network adapter settings have been correctly applied, allowing reliable communication between the two systems.

[image: ]
[bookmark: _Toc223335146]Figure 13: Debian Client IP Address
Figure 13 displays a Debian client terminal in which an IP address has been manually configured on a network interface. The command‑line output confirms that the system has successfully applied the new address, indicating that the interface is active and correctly recognised by the operating system.

[image: ]
[bookmark: _Toc223335147]Figure 14: Windows Client Network Adapters
[image: ]
[bookmark: _Toc223335148]Figure 15: Debian Client Network Adapters
Figures 14 & 15 show the network configuration in VirtualBox where three network adapters are enabled for each virtual machine. Each adapter is configured for a different purpose, allowing the machines to connect to multiple networks at the same time.



[bookmark: _Toc223279804]Task 3
[bookmark: _Toc223279805]3.1 Technical Reflection
During the deployment and testing of the network, I carried out connectivity checks between all configured devices, including the Windows Server and the Debian server. The main issues I faced were failed ping responses caused by incorrect IP settings and firewall restrictions.
When the first ping tests failed, I avoided assuming a complex problem. Instead, I checked the basic network configuration on each system such as the IP address, subnet mask, and default gateway. This helped me identify that one device had been assigned an IP address outside the 192.168.1.0/29 range. After correcting the address and ensuring both machines were within the same subnet, connectivity was restored immediately.
However, further tests still showed failed pings between the Windows Server and the Debian server. I then checked the firewall settings and found that ICMP traffic was being blocked. Once I allowed ping requests through the firewall, all devices responded successfully with no packet loss and very low latency. Repeating the tests confirmed stable and reliable communication across the internal network.
This process reinforced the importance of checking simple configuration issues first and following a structured, logical troubleshooting approach.
[bookmark: _Toc223279806]3.2 Personal Reflection
This task improved my confidence in building and testing a network independently. I learned to approach problems step by step, checking basic configurations first before moving on to more complex troubleshooting. The experience strengthened my understanding of core networking principles and helped me develop a more efficient and professional approach to resolving technical issues.










References
[1] Bigelow Stephen, "What's the difference between Type 1 vs. Type 2 hypervisor? | TechTarget," Accessed: Feb 15, 2026. Available at: https://www.techtarget.com/searchitoperations/tip/Whats-the-difference-between-Type-1-vs-Type-2-hypervisor. 
[2] J. Brodkin, "Bare-metal desktop hypervisors: A primer: Client virtualization holds long-term potential but is in its infancy," 2010, 
[3] Unknown, "Comparing Hypervisor Types: Which is Best for Your Infrastructure? • sgewebdev.com," -03-25 2025, Accessed: Feb 26, 2026. Available at: https://sgewebdev.com/comparing-hypervisor-types-which-is-best-for-your-infrastructure/. 
[4] T. Rooney and M. Dooley, "IP Addressing," in Hoboken, NJ, USA: Wiley, 2020, pp. 31–50. doi: 10.1002/9781119692263.ch2
[5] I. Ceberkaite."Why IPv6 Adoption Still Lags: Seven Key Challenges and How the Industry Is Responding" IPXO. (-11-192025). Accessed: Feb 15, 20262026, [Blog]. Available at: https://www.ipxo.com/blog/ipv6-adoption-challenges-2025/
[6] P. Singh and T. Sood, "A Comparative Analytical Survey on RIP, EIGRP and OSPF", pp. 1–6. [Online].doi: 10.1109/DELCON57910.2023.10127233.
[7] M. Asim, N. Tariq, A. I. Awad, F. Waheed, U. Ullah and G. Murtaza, "SecT: A Zero-Trust Framework for Secure Remote Access in Next-Generation Industrial Networks," J-SAC. vol. 43, no. 6, pp.2293–2311, 2025, doi: 10.1109/JSAC.2025.3560015. 
[8] "Dynamic Host Configuration Protocol (DHCP)," -01-03 2018, Accessed: Feb 17, 2026. Available at: https://www.geeksforgeeks.org/computer-networks/dynamic-host-configuration-protocol-dhcp/. 
[9] Unknown, "Introduction of Active Directory Domain Services," -08-14 2018, Accessed: Feb 17, 2026. Available at: https://www.geeksforgeeks.org/computer-networks/introduction-of-active-directory-domain-services/. 


image2.png
Subnet 1-Staff

Network: 192.168.1.0 /26
Usable:
192.168.1.1-192.168.1.62
Broadcast: 192.168.1.63

Original Network

192.168.1.0/24
(256 addresses)

Subnet 2-Students
Network: 192.168.1.64 /26
Usable:
192.168.1.65-192.168.1.126
Broadcast: 192.168.1.127

Subnet 3-Servers

Network: 192.168.1.128 /26
Usable:
192.168.1.129-192.168.1.190
Broadcast: 192.168.1.191

Subnet 4-Management
Network: 192.168.1.192 /26
Usable:
192.168.1.193-192.168.1.254
Broadcast: 192.168.1.255





image3.png
NOSS 2026 Inc SWANSEA.ACCA

5-DC
192.168.1.1/24

w Server 2022 Windows 10

192.168.1.10

CligntL1

192.168.2.1/24 >
192Y68.2.10

Debian Server (CLI) Debian Client (GUI)

SWANSEA.ACCA




image4.png
orporation.

Adnintstratorsipcont;

adap

Signiin to sync data

Start without your data

T oo





image5.png
Fault Gateuay
fic oS Surfix

e

B s B





image6.png
- a,

2 s B

= R





image7.png
P Type here toseac B
] B ~ma 20





image8.png
& Oracle VM VirtualBox Manager

&ﬂé;:w vE QR @ OP
B come =] preiem

Coargsate: Waows 22 6350
8] system

oy ety s1208
B oy, cpRc, ek
et NemadPacg e Paravlzaton
) oepiey
G o, oo a
erre ey Srver, Doaies
@ storge.

Dbt $0Cc Dlrns, 0.008)

et 1l RO/ ekt o A, ) S Comcin (7 2584)
& s

beveerir: D Dacov)

] shared s

® Descrption

"u [P




image9.png
& Oracle VM VirtualBox Manager
e wodwe 1o

BB e
& Teor
& T

hent1s
S

" [ TR

Wamie o gomd, v

0 Auo
FostOr: Dt

B Metwork
At 11 RO 1090 ek 0T
5 v

e o8
EGER

2 shored akers
© oesenpton

o





image10.png
Eeecute
T

& 2omotrinahens A G T NG




image11.png
WER_UP ity €536 qdlse noqueus state UNKNDAI groua default alen 10ae
scope hoss 1o
orever preferred, 11t foree
orever preferred. 11 foreer
(OROCAST, ML TICAST ,UP, LOAER_UP» ey 150 cglse fa_codel
rk/sther 03:00:27:6 720011 brg
et 0.0 .0.2.255 scope globs] dynanic nooref ixroute enpds3
54 scape Link
_Lé¢ forever preferred_Ift forever
FROROCAST, WL JPILONER. P> ity © fa_codel state L group default aler
ord 192,165 2 7 scope global enpass
referred i1 foreve
& scope 1ink prota kerrel.
orever preferred 1
ICAST, U LONEF o catse fa_codel state U praup defauls

1.0, scope global enos3
prefarred 1t farcuer

4 scope Link proto kerne
preferred it fancier

& 2amotrinsn A G T G 2





image12.PNG
i 5-DC [Running] - Oracle VM VirtualBox

Fie Machne View Input Devices

Heb

B Administrator: Command Prompt

hpproxinate round trip
imum = ems, Maximum

dmini

P Type here to search

time
time
time

2 time:

ems,

time
time
time
time

<ams
<ams
<ams
<ims

<ams

<ams
<ams
<ims

TTL-12

= 4

26/02/2026

™)

o

Mouse integration

Auto capture keyboard

1 G

26/02/2026

8 &





image13.PNG
il LCD [Running] - Oracle VM VirtualB
ot

inet /8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether brd
altname enxo80027670c13
inet /24 brd scope global dynamic noprefixroute enpos3
valid_Lft 86391sec preferred_lft 75531sec
inete /64 scope link
valid_Lft forever preferred_lft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether brd
altname enxo800278868h
inet /29 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether brd
altname enxos0027dcfeza
inet /30 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
JrehaneLcD: s ping 192.168.2.2
.168.2.2 (192.168.2.2) 56(84) bytes of data.
from 192.168. icmp_seg=1 tt1=64 time=0.592 ms
from 192.168. icmp_seg=2 .20 ms
from 192.168. icmp_ses=3 dims
from 192.168. icmp_seq=4 73 ms
from 192.168. icmp_sed=5 .58 ms
from 192.168. icmp_se=6
from 192.168. icmp_sen=7 92 ms
from 192.168. icmp_se=8 A1 ms
from 192.168. icmp_ses=3 .45 ms
from 192.168. icmp_seq=10 ttl=64 time=0.940 ms
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
from 192.168.
192.168.

icmp_seq=13 tt .
icmp_seq=14 tt1=64 time=0.730 ms
icmp_seq=15 tt
icmp_sed=16 tt
icmp_seq=17 tt
icmp_seq=18 tt1=64 time=1.45 ms

.2 ping statistics ---
16 packets transmitted, 18 received, 0% packet loss, time 18384ms
rtt min/avg/max/mdev = 0.245/1.512/3.202/0.774 ns

[rehanaLcp: s

12:20
26/02/2026

&% 10°C Rain A dx T ENG





image14.png
Bl Client-L1 [Running] - Or

sacins

e VM VirtualBox

o

rehanhenan:~4 ipconfiq

26Feb 1221

bash: ipconfig: comnand not found

rehangrehan:~4 ping 192.168.2.1

Prnc 152 168.2.1) 56(84) bytes of data

4 bytes 1: dcmp_

64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

64 bytes icmp
64 bytes from 102 + icnp.
54 bytes from 192 icmp

bytes fron 192 + demp,

152.168.2.1 ping statistics

10 packets transmitted, 10 recei,

seq=1 t1l=64 time=o
til=64 tine-1
til=64 tine=2
til=64 tine=o

325 ns
75 ns
03 ms
401 s

0.717 ns

Seq=7 t1l=64 tine=1
seq=s

Seq=0 t11=64 time=o
seq=10 t11=64 time

ved, o packet loss,

rtt min/avg/max/ndev = 0.325/1.259/2.112/6.677 ms

rehancrenan:~$ I

778 ns
82 ms
88 ne
800 s
1 ns

tine s084ns

P

016 @




image15.png
Bl Client-L1 [Running] - Or

sacins

fiualBox
o

26Feb 1222

rehanhenan:~4 ipa
conmand not found

<LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
br
state UP gr-

< aten 1060
ink/Toopback
/8 scope host lo

inet

valid Uit forever preferred 1ft forever

inets ::1/128 scope host noprefixroute
valid Uit forever preferred 1ft forever
2: co<3: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 qdisc fq codel
oup default qlen 1600
Uink/ether brd
altnane enxean02775108d
/24 brd
valid Uit seoeosec preferred Lft Bsososec
00:2771: fe75:1084/64 scope Uink noprefixroute

inet scope glabal dynanic noprefixroute enpas3
<BROADCAST MULTICAST, UP, LONER_UP> mtu 1500 qdisc fq_codel state UP gr.

inets fedo
valid Uit forever preferred 1ft forever
: enposs:
oup default qlen 1000
Unk/ether brd
altnane enx0890277e62d8

129 brd scope global noprefixroute enposs

cver preferred 1ft forever

inet
Valid Uit fore

o

P

016 @




image16.png
303

= chenss
@raveston

i8] &

N Chent11
S

Y © e e toseoen

" ooy, conc a0k
S a—

Network
e a2 | adpirs | Aot

-





image17.png
e @ @ 0D
AP
& 5 e
Fpe
@ peefesietis
& e
L MNetwork

a5 -

] 5w

W o
@ s

D2 ae

" e
5 swsr
& =

(] st
T st

st w2 e

stenes o et vk
Py





image1.jpeg




