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Abstract: CoffeeBlend uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities. Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which is worth billions. 
This paper analyzes the risks brought by law and morality, complex business scenarios and new technologies to the information security of Coffeeblend. Combining the three security levels of security management, security technology and security operation of data. This paper proposes a data security organization capability framework that meets the security requirements of data, and critique, analyse, and discuss why it is good practice to constantly have new or updated
regulations and standards mainly in the area of security policies, risk management, contingencies planning, protection mechanisms, etc.
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1. Security Framework Models Example
1.1 Chinese Government Data Security Technology System [1]
The government data security technology system includes the data life cycle security technology guarantee system and the data security management and operation guarantee management platform [2]. The system architecture is shown in Figure 1


Figure 1 
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Data full-life cycle security technology system: based on the various stages of the data full-life cycle, put forward corresponding security technology security measures, including data collection security, data transmission security, data storage security, data processing security, data exchange security, and data destruction security, covering the entire life cycle of government data.
Data security management and operation guarantee management platform: It is composed of data collection management system, data center system and business service system. The data collection management system collects all kinds of security equipment data, business platform system data and manually filled data as the resource base of the platform; The data middle platform system extracts, filters, and analyzes the data collected by the collection management system, converts it into high-value data, and delivers it to the business service system; The business service system implements the main business work of data security and provides technical support for data security.


1.2 Safety System Construction in Traffic Big Data Platform [3]
The security system of the private cloud platform adopts the three-level construction of information security protection. The main security schemes include access control, access control, security group firewall and VPC isolation.
Through the division of security domains and the security capabilities of cloud sheild technology, it can protect against DDoS attacks from the Internet, and detect and block malicious network scanning and attacks from the Internet; When the ECS sends malicious traffic to the Internet and launches DDoS attacks, the network intrusion prevention system effectively identifies the above abnormal behavior of the ECS and automatically protects [4,5]; Effectively ensure the data security of the cloud platform. The specific safety system is shown in Table 1.
Table 1 

	number
	General Requirements
	Security Requirements
	Safety Measures

	1
	

Cloud Protection
	Anti-DDoS attack
	Cloud shield anti-DDoS module

	2
	
	Security isolation and access control
	Border firewall

	3
	
	Malicious code protection
	Cloud shield security knight and anti-virus system

	4
	
	Remote access security
	Fortress plus SSL VPN

	5
	
	Web page tamper proof
	Web page tamper-proof system

	6
	Cloud Detection
	Intrusion detection
	Cloud shield control plus intrusion
 prevention system

	7
	
	Vulnerability scanning
	Vulnerability scanning software

	8
	Cloud Audit
	Enable security audit function
	Cloud Components

	9
	
	Centralized control and operation and maintenance audit
	Fortress

	10
	
	Centralized analysis
	Cloud shield control platform

	11
	Cloud Recovery
	Local and off-site data backup and recovery
	Local backup of cloud platform plus off-site

	12
	
	Redundancy of key components
	Cloud platform components

	13
	
	Remaining information protection
	Cloud platform components


2. Risk Analysis Framework of Personal Information Sensitivity
2.1 Difficulties and Challenges
In the era of big data, personal privacy protection has become a difficult problem. One of the important reasons is that it is difficult to take unified protection measures due to the different risks faced by different individuals at different stages of the data life cycle. Therefore, combining the two dimensions of data life cycle and personal information sensitivity, taking the representative risks faced by different privacy types at different data stages as an example, a risk analysis framework based on data life cycle and personal information sensitivity is constructed (see Figure 2). 
Figure 2 
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a. In the stage of data generation, due to the lack of data acquisition regulations, the browsing trace information is arbitrarily collected; Related sensitive information is obtained without customers and clients' knowledge because people lack privacy and security awareness; Independent sensitive information is vulnerable to malicious theft; Basic identity information faces the risk of being illegally collected.
b. In the data transmission stage, the browsing trace information is lack of protection and easy to be illegally monitored; Associated sensitive information is maliciously circulated on the Internet; Independent sensitive information may be illegally tampered with during transmission; The security risk of the transmission interface of basic identity information is also high.
c. At the stage of data use, the rules on the use of browsing trace information are vague; Associated sensitive information is often accessed without the knowledge and authorization of people; Lack of effective evaluation and tracking of the use of independent sensitive information; The anonymization of basic identity information will bring huge privacy risks to customers and clients.
d. In the data sharing stage, once the browsing trace information is clustered and analyzed, it will expose people' hobbies, needs and other personal privacy; The associated sensitive information is mined to infer other private information of people; For independent sensitive information, they are faced with the risk of illegal sharing and secondary use; The anonymized sharing of basic identity information will directly threaten the personal and property security of citizens.
e. In the data clearing stage, browsing trace information, associated sensitive information, independent sensitive information and basic identity information are all faced with the risk of data residue and malicious recovery.
To sum up, different types of personal privacy have different risks at different stages of the data life cycle, which are difficult to be regulated by fuzzy and unified methods and systems. Any technology does not have the universality of multiple links, and must achieve differentiated and more accurate management and supervision.

2.2 Personal Information Protection Method Based on Information Lifecycle
The protection of privacy covers a wide range of areas and needs to be managed by multiple subjects in a coordinated manner. More attention should be paid to prevention in advance rather than relief after the event, and more comprehensive rather than partial protection. Based on the reasonable reference of the European Union's General Data Protection Regulation [6] and the exploration experience of various countries, in view of the risks of different personal privacy at different data stages in the analysis framework, combined with the current legislative practice, the role of the technical means and the management subject should be analyzed from the four aspects of technical means, government, civil rights, and the responsibility of the information industry.

2.2.1 Data generation stage: pay attention to prevention in advance
Prevention in advance is the key. We should plug the loopholes of privacy security from the source of data. The government should strengthen the review of data opening and clarify the ownership of data ; People should have the right to know, the right to self-determination of information, the right to inform and permit, and keep their identities anonymous; When collecting information, information providers should clarify their own use purpose and collect citizen information in a minimum range; At the same time, technologies such as data traceability and anonymization are used to prevent the occurrence of privacy security problems[7].

2.2.2 Data transmission stage: ensure process encryption
Process encryption is the key point to ensure the safety and reliability of data flow. For browsing trace information, the focus is on data traceability and data protocol, and necessary encryption technology is set to ensure transmission security; For related sensitive information, the government should develop a cross-border and cross-sectoral data flow security system, and use differential privacy protection and blockchain and other technical means to ensure that data transmission has a track to follow. For independent sensitive information, the government should crack down on the illegal transmission of personal private information .

2.2.3 Data use stage: ensuring people' self-determination
Self-determination of people is the foundation. It is necessary to ensure that personal data is used legally and authorized. For browsing trace information, the focus is on the strict supervision of the government and the evaluation of the platform security factor, and the necessary digital watermarking, electronic signature and other technologies. Associated with sensitive information, the government needs to establish a special data management privacy protection agency [21] to achieve complete access control and identity authentication management. The information industry should carry out personalized information processing and bear legal responsibilities. For independent and sensitive information, citizens have the absolute right to know and self-determination. The government needs to strengthen the punishment of illegal use of data and establish a data repository.

2.2.4 Data sharing stage: adhere to legal exchange
Legal exchange is the bottom line. We should crack down on illegal data exchange and data trading. For browsing trace information, the government should achieve cross-sectoral cooperation, develop a complete process to respond to public queries, and ensure that people are informed and verifiable. For related sensitive information, the government should build a framework for opening government data, strengthen the coordination and supervision within the government, and unify the platform for government data exchange; The information industry needs to carry out depersonalized information processing, adhere to industry self-discipline, and refuse to share information illegally; In technology, differential privacy protection technology and blockchain technology are used to build massive transaction databases, and all transactions are traceable. Independent sensitive information requires the government to formulate strict industry norms, adhere to citizens' knowledge and information control, and comprehensively use anti-data tracking and other technologies.

2.2.5 Data clearing stage: effective deletion
Effective deletion is a means to ensure people' information control. It mainly refers to the forgotten right proposed by the European Union, that is, citizens have the right to edit, delete and make independent decisions. At the same time, the government should regulate the data retention period and authority of service providers, standardize industry development and unify industry standards.

2.3 Suggestions for personal data privacy security protection
The problem of personal privacy security is actually seeking the balance between privacy security protection and data public sharing. While promoting the maximization of data utilization efficiency, we should pay attention to the protection of personal privacy and realize the original intention of improving efficiency and serving the society of the Internet. On the basis of precise positioning and clear rights and responsibilities at each stage of the data life cycle, further promote innovation at the top design level of personal privacy in the era of big data, and realize a full-process, multi-security, and strong protection system. Seek countermeasures and suggestions from four aspects: technology, government, practitioners and citizens:

2.3.1 Strengthen the research and development of data security technology and the formulation of technical standards.
Personal privacy is collected, utilized and shared through technical means, and breakthroughs should also be found through technical means. Following the precise protection framework proposed above, specialized technologies should be adopted for different processes. In this field, many researchers have put forward effective technical means, such as data layer, application layer, data release layer and other different technical means for different data levels [9]. At the same time, there are a large number of research results, such as such a system, network anonymity protection technology, digital watermarking technology, differential privacy protection technology, which can provide technical support for the protection of personal privacy.

2.3.2 Formulate special data security protection laws and regulations
Only through special legal protection of personal privacy can we achieve the goal of accurate management throughout the process. The lack of a basic and comprehensive network information security law, the lack of a targeted and forward-looking legal and regulatory system, and the "no basis" problem in the field of network personal privacy security are more prominent. We should speed up the pace of legislation, ensure citizens' right to know, self-determination and control of personal information, and fill the gap as soon as possible. At the same time, the government should pay attention to the privacy analysis of the data life cycle, conduct privacy risk assessment and monitoring, establish an early warning model, clarify the risk level, and assist the implementation of various laws and regulations.

2.3.3 Strengthen industry licensing norms and industry self-discipline
Large Internet companies have an absolute advantage in information collection and integration, and their attitudes and behavior choices towards personal privacy have a far-reaching impact. First of all, we should realize the industry standardization process, adhere to the principle of equal rights and obligations, and consciously establish and improve the industry self-discipline mechanism and data access mechanism. The government should also formulate industry norms as soon as possible, increase the punishment for divulging personal privacy, and make strict restrictions on information collectors. In the face of the current situation that Internet companies violate personal privacy, relevant enterprises should be required to regularly disclose the process of collecting personal information, strengthen the review and directly accept user supervision. In the long run, enterprises should have a forward-looking vision to protect personal privacy and take the initiative to assume the social responsibility of data security, which will be the best choice for them to gain personal favor and trust and achieve long-term healthy development.

2.3.4 Strengthen privacy education and cultivate protection awareness
At present, citizens have insufficient awareness of personal privacy protection, which is manifested in two aspects. First, they are accustomed to and rely on Internet services, pay more attention to disclosure than protection, and do not pay enough attention to personal data privacy; Second, people may realize the importance of privacy protection, but are not willing to make concessions and sacrifices for privacy protection [10]. In order to change the current situation of this lack of subject awareness, the promotion of personal privacy protection, data privacy concept education and related skills training in the era of big data are crucial. When citizens' network quality, protection awareness and prevention ability are collectively improved, and personal privacy information protection becomes a collective awareness and overall atmosphere, it will greatly reduce the difficulty of governance.


3. Why It’s Good Practice to Constantly Have New or Updated Regulations and Standards.
Because no specification can be perfect, problems will be found in the process of use and need to be improved continuously. There is no best, only better. This is the requirement of continuous improvement of the specification.

3.1 With the continuous progress of society, all kinds of things and understanding are also advancing. 
The formulation of laws is based on the current social situation, but with the rapid development of society, some new things and opinions may appear. Our understanding will also continue to improve, and the moral provisions will also continue to improve, so the amendment of laws and regulations is essential. Some things don't need to be regulated when they don't appear, but they may need to be regulated after they appear.

3.2 Conflicts may also arise between laws. 
The revision of a law involves the revision of other laws and regulations. Therefore, the law cannot be strict all the time. Only through continuous amendments can it become more and more strict.

3.3 The amendment of the law needs to be careful. 
Many experts are reflecting on the difficulty in implementing the new laws and regulations, because we have become accustomed to the original laws and regulations. The new laws and regulations are unclear, so many people will not strictly abide by the new legal system. At the same time, the amendment of the law is also extremely strict and rigorous, which requires long-term consideration and the establishment and support of various working procedures.

3.4 Because the law always lags behind the reality.
This is not because the legislators are not knowledgeable enough, but because the society is progressing, new things are emerging in endlessly, and the legislators do not realize or have not found the way to regulate when they legislate, resulting in the imperfection of the law.
It is also because people's understanding is also improving, and society is also changing. Some things do not need to be standardized before, but become more and more inapplicable with the passage of time, leading to the need to revise.

3.5 Laws cannot be changed day by day.
If laws changed every day, authority of laws cannot be established, which will also affect the people's sense of security and cause social unrest. The law should be stable and serious, so that the people can have security, the society can have order, the people will feel happier, the consciousness is the product of material, and the law is formulated according to the social conditions at a certain stage.
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