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Assignment code: ACCA5023

Introduction
This assignment provides a detailed analysis of the practical application of advanced networking and system administration concepts through the setup and management of a complex network infrastructure. The focus is on the implementation of Routing and Remote Access Services, configuration of VPNs, DNS and DHCP services, and the creation and management of Active Directory domains and child domains. By delving into these tasks, the assignment aims to bridge the theoretical knowledge acquired in academic settings with practical skills essential for managing real-world network environments. This introduction sets the stage for a discussion on configuring secure, efficient, and robust IT systems.

Swansea
Installing routing and remote access on Swansea DC
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Figure 2 Addition to figure 1
[image: A screenshot of a computer

Description automatically generated]
Figure 3 Services installed and running (Swansea)
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Figure 4 Setting up inbound rules for ICMP
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Figure 5 ICMP Allowed
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Figure 6 Configuring VPN
Changing to persistent connection:
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Figure 7 Persistent connection
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Figure 8 Setting up AD Samuel.noss
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Figure 9 DNS Forward lookup
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Figure 10 Setting up reverse lookup zones
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Figure 11 Two reverse lookup zones


London network:
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Figure 12 Child domain ld.domain.noss
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Figure 14 Import CSV file for user accounts
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Figure 15 Checking if users added
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Figure 16 Users have been added
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Figure 17 Correct usernames
Testing connectivity
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Figure 18 LD Domain to sw.samuel.noss
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Figure 19 Adding new site
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Figure 21 Certificate for RDP Gateway
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Figure 22 Adding RDS to DNS
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Figure 23 Authorisation policy
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Figure 25 Child domain setup 
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Figure 26 Swansea VPN connection
Scripts
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Figure 27 London DC
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Figure 28 Swansea DC
Summary reflection
Throughout Coursework 1 and Coursework 2, I engaged deeply with various advanced networking and system administration concepts, which equipped me with both theoretical and practical skills essential for executing complex IT tasks. The coursework covered a broad spectrum of activities, from establishing secure VPN connections and configuring DNS services to managing Active Directory (AD) domains and subdomains. These foundational tasks were critical as they laid the groundwork for successfully completing the subsequent challenges in tasks 7, 8, and 9.
One of the most technically demanding aspects was the configuration of site-to-site VPNs and understanding the role of Routing and Remote Access Service (RRAS). This knowledge was crucial for task 7, which involved configuring network services to allow secure and efficient file sharing between the London and Swansea networks. Understanding the VPN's role in providing a secure tunnel for transmitting data meant I could confidently implement a system that safeguarded sensitive information while ensuring seamless connectivity between disparate network segments.
The setup of the Active Directory forest and the addition of a child domain required a solid understanding of DNS configurations, which are fundamental to AD operations. The practical application of DNS management, especially the decision-making process around DNS delegation, directly translated into a more nuanced approach to managing network resources in task 8. This task involved configuring a web server and required ensuring that DNS could correctly resolve the addresses needed for both internal and external services.
Furthermore, the experience gained from deploying and managing DHCP services enabled me to effectively assign and manage IP configurations automatically. This skill was invaluable in task 9, where setting up Remote Desktop Services (RDS) demanded a robust understanding of network addressing and permissions. Ensuring devices received consistent and correct IP addresses helped streamline the process of configuring RDS, particularly when dealing with certificates and ensuring secure connections.
Each of these tasks underscored the interconnectedness of network services and the importance of a systematic approach to IT administration. Understanding how various components like RRAS, DNS, and DHCP work together allowed me to appreciate their interdependencies and their collective impact on the overall network environment. This comprehensive knowledge was instrumental in not only implementing task-specific solutions but also in foreseeing potential issues and proactively addressing them to maintain network integrity and performance. These experiences have significantly strengthened my technical proficiency and problem-solving capabilities, preparing me for real-world IT challenges in network and systems administration.
Personal reflection:
Creating a child domain within an existing Active Directory forest and configuring associated network services like DNS, DHCP, and VPN was a challenging yet illuminating task that significantly enhanced my understanding of Windows Server and network administration. The assignment compelled me to apply theoretical knowledge in a practical scenario, bridging the gap between what is often discussed in academic settings and what is required in real-world IT environments.
One of the first hurdles was installing and configuring the Routing and Remote Access Service (RRAS) and adjusting firewall settings to allow ICMP traffic. This task underscored the importance of network security measures and their impact on network accessibility and performance. It was crucial to ensure that security protocols did not inadvertently block essential communications between network nodes.
Setting up the site-to-site VPN was particularly instructive. It demonstrated how virtual private networks secure data transmission across different network segments, which is critical for maintaining operational integrity and confidentiality in business applications. The process of configuring persistent connections highlighted the need for reliability and continuous access in corporate networks, especially where business operations depend on uninterrupted data flow between sites.

The DNS configuration steps, including the decision on whether to create DNS delegation, provided deep insights into how domain names are managed and resolved within networks. Understanding the intricacies of DNS helped me appreciate how crucial this service is to the functionality of the Internet and internal networks.
Furthermore, the creation of a child domain and the promotion of a server to a domain controller involved careful planning and execution. It required a meticulous approach to ensure all settings were correctly configured to avoid potential issues like the one encountered during credential verification, which turned out to be a pivotal learning moment. It emphasized the importance of accurate user authentication and the role of DNS in Active Directory environments.
Overall, this assignment not only showcased my need to enhance my technical skills but also tested my problem-solving abilities. Although I believe I could’ve done a lot better in my overall implementation, testing and deployment capabilities.
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