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Abstract 

Hyper-fort ltd as consultancy company with a global presence that uses cloud services to operate its Intranet and Extranet are on the verge of adopting and rolling out BYOD (Bring Your Own device) concept. The report contains in length the known and perceived advantages and disadvantages of adopting a BOYD policy. The adoption of a BOYD concept policy is more of a case of when and how, as they (Hyper -Fort ltd) are overwhelmed with meeting the greater needs of device maintenance and requirement. The report therefore contains proposed possible policies that seek to address their concerns with regards to protection of intellectual rights, client and staff`s personal data. In the enhancement of security, it pertinent to have the policies enforceable. The key to the operation of an effective and efficient BOYD system is the need to have a secure operational system, hence a recommendation and insight into MDM (Mobile device Management) Cisco Meraki that has features that meet the security needs and aide in the enforcement of the policy framework. A virtual network design using packet tracer was undertaken, as an enlightenment of architectural network design that would be able to meet the security requirements of Hyper-Fort ltd. 







Introduction 
The report seeks to explore the best possible ways of a BOYD policy roll out that meets the requirements off Hyper-Fort ltd and these include the management of employee devices, policy formulation in line with data protection and through a virtual network design establish how security can be fortified. There is need to draw a clarity on identifying the possible advantages and disadvantages of Hyper Fort Ltd adopting a BOYD policy. Critical to the policy formulation is the  need to establish how they can be enforced in different circumstances and scenarios, such as when an employee is dismissed or leaves the Company. A cost benefit analysis of the BOYD concept is necessary to establish its viability to Hyper-Fort ltd.



 





Literature Review
The dynamic development that has happened and still is happening in the technological sector has seen an increase and easy accessibility to mobile communication devices. These changes made an impact on cultural trends, as business admin, learning, social engineering and interaction platforms have shifted to being electronic driven. UK has been denoted by OFCOM as a smart phone society with an estimated 90% of 16-24-year-olds owning a smart phone[1] This is indication of how people has developed a personal connection with their devices.
To exploit on the new generational needs of staying connected, Companies have crafted policies and authentication methods that are not only used on company devices but can be extended to personal devices. With challenges of intrusion on personal data, Mobile device management software have been produced with tailor made security for the management of business enterprise apps and data such as email and interactive portals. There are however security challenges around the use of BYOD as only a third of private owner devices are deemed to use encryption [2]. The monitoring of data stored on employee privately owned cloud such as Drop box as they hold personal key and passwords for their protection are among some of the challenges.  
Organisational resources are pertinent to the successful administration and implementation of BYOD with regards to support and awareness. Support patterns may change when dealing with many devices, which may entail reliance on users own capabilities, and awareness of security concerns can be dependent on user led reporting and this can be a challenge to uniformity and standardisation. Therefore there is a need to assess resource depth and capabilities before committing to BYOD implementation.


Pro and Cons of BYOD
The advantages driven from BYOD include employees or users being familiar and efficient in the use of their preferred brands of devices and this effectively cuts on count down time of OS (operating system) adjustment and familiarization. There are users comfortable with Androids or Microsoft, thus if employees already know how to use and operate their device productivity can be immediate from the first day of employment as there is no training necessary or learning curve on the usage of a new device. A study by Acorn Marketing and research titled “New Way Of Work Study” established that 64% of employees in Asian and Australian multinational companies recorded an increase in productivity, due to efficiency and easiness in the selection and use of personal devices for work, resulting in high morale and satisfaction [3].
Employers can save quite a substantial amount of money that would have been used for maintenance and purchase of devices for employees. The extra savings realized can be channeled towards investing in other area such as training and development of employees which ultimately increase productivity. Support cost can be further reduced as employees may be required to contact device vendor directly for personal support. This ensures a quick turnaround in solving of the device problem, as it serves a dual purpose i.e. personal and business. The company can benefit through employees upgrading to the latest version of their preferred devices, as they do not need company approval to upgrade and this in turn increases productivity as the latest software operating systems will be utilised in the administering of their tasks
Though unprofessional new business and continuity can be realized from new employees as they can use previous employer`s data base to harness new business. There is a convenience aspect in the use of one device serving a dual purpose as opposed employee having a company device on top of their own. The cumulative time saved in enabling accessibility of personal information and business information on a single device can make a substantial difference in productivity. A Cisco study has reported a weekly saving of up to 81 minutes per week in the US by employees through the use of their own device. [4]
With an upsurge in the flex working arrangements productivity can be increased through employees having the freedom of choice of working location home or coming into office, as company data can be accessed in different locations. Instantaneous accessibility to information reduces the wait time of having to come into the office to acquire information or implementation of a brilliant idea that would increase productivity. Ordinarily personal devices are used as storage of sentimental and important data that may include life achievements, family pictures etc., hence they would naturally take good care of their devices as opposed to company devices. This ensures minimal interruptions due to device loss or damage and that’s a cost benefit to the company. As the company has no responsibility on employee devices, cost are saved in tracking and management of bills 
 However, BYOD policy has issues that may impact on productivity such as IT support. Due to differences in device brands, versions and operating systems used by employees there is a lack of standardization. Efficiency and productivity can be compromised as it can be determined by device brand, version or operating system. An example being Nokia windows mobile devices OS not being compatible with Barclays mobile banking. The installation of necessary software may not work on every employee device, some employees may prefer Windows whilst the company has Linux OS that may be cost effective and ideal for their needs. In trying to adhere to user needs the company may be forced to adopt the least cost-effective OS to sustain BYOD policy.
Device responsibility solely rest with the employee hence the company cannot provide support and service to employee devices. Where theft, loss or damage occurs replacement and repair plans vary from employee to employee dependent on personal insurance, therefore there is no standard turnaround time in device replacement. In such occurrences the employers may lose productivity time as they are not bound to provide a replacement or repair. Faulty devices may have effect on the operations of the entire Company as spam messages and traffic can flood the network via a bad port and can slow down the Organization’s entire network. Such events can cause blacklisting of company barring them to send outbound mails thus affecting business.
Critical to BYOD policy is the control of data when an employee severs ties with a Company. If the correct procedure of wiping of data is not followed from the device or through deceit, trade or company confidential information can fall into competitor hands, compromising the Organisation`s business operations and survival. In circumstances where an employee device has their personal details such as contact number for both private and business, their movement can mean a loss to retention of business as they may direct customers to their new employer.  It will therefore be costly and at times takes a while to rebuild a customer base lost through employee movement 
It is vital to note that although BYOD can be deemed as cost saving in terms of company`s hardware acquisition and device support.  In turn therefore, the company requires a substantial investment into a robust security system capable of meeting the security of different employee devices in their pool.



Hyper- Fort BYOT Proposed Implementation Framework
User policy 
Herein contained is Hyper-Fort Ltd user policy, regards to accessing material on the platform. The policies play an important role in ensuring personal, Hyper-Fort ltd and third-party entities rights non-infringement.
Harassment, Threats & Bullying
· Under no any circumstances shall material and content deemed to be, bullying, harassment and threats will be tolerated. Action or material deemed to be in breach of the above will lead to content removal, account suspension and offence deemed to be serious in nature may or will be escalated to law enforcement Agencies 

· Impersonation & misrepresentation 
The use of deceit means through impersonation and misrepresentation to access forbidden information and data is illegal. This shall be inclusive of, the use of non-allocated credentials, another user`s authentication credentials to access material and content forbidden.

· Data Sharing 
Personal data is not shared with third parties and will not be processed outside EEA. Personal data will and shall only be shared between data controller and data processor with contractual consent of the Data Controller.

· Consent 
In circumstances where capture of additional data is required, additional consent will be requested  



  
Device Management Policy
· Remote Monitoring Agent 
In the quest of ensuring security a remote monitoring agent software will be installed on employee devices to guard against malicious software that may be detrimental to Company`s operation.

· Remote Wipe and Find me 
The company reserves the right and non-consensual remote wipe out of data on devices upon leaving Hyper-Fort through voluntary and non-voluntary termination of employment, loss or theft of device. Find me software will be installed on devices in compliance with remote wipe out.

· Over the Air Update(OTA)
Where necessary to maintain operational flow Hyper- Fort ltd will carry out automatic OTA software update and installation on user mobile devices that are used to access Company`s servers.

· In circumstances of security breach or concern Hyper-Fort ltd reserves the right to suspend service until and when addressed.
 

Security Policy 
· Security Settings 
Hyper Fort security systems inclusive of antivirus, and data loss prevention need not be      disabled or tempered with in any way or circumstances  

· Data Encryption 
In line with Hyper Fort network encryption policy, user devices  shall be enforced with end to end remote access communication channels 

· Device Inventory and Tracking shall be done on all registered devices to the network to ensure adherence to security compliance.

· Password will be created to protect user credentials and configuration done to prevent the reuse on unauthorized devices 

Recommended Mobile Device Management Software 
Hyper-Fort ltd requires a Mobile Device Management (MDM) software that would enable the management, monitoring and security of employee mobile devices accessing the intranet or clients accessing the extranet. An MDM software ensures easiness in mobile device management and the enforcement of a secure and reliable BYOD policy. There are several MDM software available from different vendors but it’s of importance to make a choice suitable to the needs of the Company`s BYOD policy.
Hyper-Fort ltd, for its business administration and BYOD policy enforcement it would benefit from adopting Cisco Meraki MDM solution. It is an appropriate software that covers the security, business and device management needs, required for BYOD policy rollout. Due to diversity in devices, operating systems and software version of employee and client devices, Cisco Meraki would provide a unified management of mobile devices and the benefits include Over the Air (OTA) centralised management. 
Cisco Meraki MDM analyses network activity and does automatic reporting on any noted anomalies , this ensures 24/7 on- line guard against any possible compromise of the system. Cisco Meraki MDM has Integrated Network access control important in the prevention of viruses spreading from unmanaged devices on to the network. Affected devices will be scanned and antivirus software will be installed and run. This management tool is necessary for network bench marking 
Automatic device classification allows the instant categorization of devices, which allows the efficient and appropriate deployment of administrative policies compatible with specific device needs. Automatic application of network policies by device type through the Cisco Meraki integrated layer 7 client fingerprinting technology that is capable of identifying Android, iPads and iPhones on the Network is another driven benefit. This feature allows the application of restrictive policies on unknown devices that may have been reported.
On device content management allows the limiting or access denial to content or sites that are deemed to be in contravention with the set user policies of Hyper-Fort ltd, such as sexual content material. The feature ensures easiness in the enforcement of barring or prevention of none essential content availability on the company network.  The Meraki MDM solution can be automatically deployed in an effort to throttle user owned device, restrict and quarantine when need arises. This feature would be of importance in the management both intranet and extranet clients of Hyper-Fort who do not meet the antivirus requirements. On instances where their devices do not meet the antivirus requirement, these can be quarantined whilst antivirus is being installed.
Cisco Meraki has a secure support for BYOD initiatives and needs, with accessibility to network summary reports that can be scheduled to be received at specific time periods suitable to BYOD operational needs. With the activity automatic reporting, network traffic measurement can be done including measurement of bandwidth use and the devices connected at any given time. 
Pricing of the MDM software is dependent on organizational needs, hence Hyper-Fort ltd can purchase a software tailor made to suit its BYOD policy compliance. Scalable end-point configuration of Cisco Meraki MDM ensures isolation of user owned device from the network or a secure integration of those devices through the use of applied device specific policies. To top it all configuration is easy which is a 2 click process. [5]. Therefore Cisco Meraki is an appropriate MDM solution that can be used in the mitigation of successful BYOD deployment needs.
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Data Flow diagram
Device- The Employee device logs and connects to the Network
Authentication – Device authentication is undertaken to access compatibility 
Version control- Inspection of Operating system version and compatibility 
Critical update – Critical update is carried out to facilitate device for operation on 
Check credentials -User credentials are verified against user data base for authorization and password allocation and setup.
Approval and Consent – User approval and consent and approval is obtained and sought 
Remote monitoring Agent- Installation and of necessary software and remote monitoring agent is done  
Enroll- Successful device enrollment is done 










Conclusion
Adoption of BYOD is largely dependent on the resources and commitment to investment in proper Mobile management software solution, that gives a unified center of device management. It is important to ensure that a structured policy is in place, that is able to encompass conformity to the needs of BYOD. BYOD success is reliant on capability in Policy enforcement, hence the need for resources able to monitor diversified devices is important. There is more susceptibility of security intrusion on BYOD system, hence investment in the training of employees in the appreciation and adherence to security requirements has to be undertaken. BYOD can definitely save the company cost in hardware purchase and support, but it requires a complex security structure to ensure compliance to data protection needs and protection against virus and malware intrusion   
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]A number of sources used but mainly websites. Try to use more credible peer reviewd articles. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge of the underlying concept and principles. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your work has discussed and analysed your findings.  All areas are well covered. (Grade mark: 75.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A fully detailed working design with countermeasures implemented. (Grade mark: 85.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]17

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Excellently written,  flow and formatted.   (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]76%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Connect Device 


Scan & Query Devic e 


Authenticate User
Credentilas 


Allocate user ID & password


User availeded BYOD policy 


accept or decline policy terms 


Install anti virus and MDM.
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