Steven Moore
Networks and Cybersecurity Essentials (ACCA4024) Lab4
Configure IP Address and Subnet Mask for PC0, 1, 2, 3
	Device
	Interface
	IP Address
	Subnet Mask

	PC0
	NIC
	11000000.10101000.01001000.00011110
	/24

	PC1
	NIC
	11000000.10101000.01001000.00101000
	/24

	PC3
	NIC
	11000000.10101000.01001000.00110010
	/24

	PC4
	NIC
	11000000.10101000.01001000.01000110
	/24



Ip address conversions
	Binary
	Decimal

	11000000.10101000.01001000.00011110
	192.168.72.30

	11000000.10101000.01001000.00101000
	192.168.72.40

	11000000.10101000.01001000.00110010
	192.168.72.50

	11000000.10101000.01001000.01000110
	192.168.72.70


[image: ]Subnet conversions /24 = 255.255.255.0

Configure Switch
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Configure switch to with basic security.
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Observe running command – show running-config
Is your privileged password shown in running configuration? 
Yes 
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Remove the privileged password.
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Secret encrypts passwords?
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Configure and connect laptops to wireless network.
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Did all laptops successfully connect to the wireless router?
Yes
Did all laptops gain DHCP IP addresses?
Yes
Collect the MAC address of any two laptops and go to wireless mac filter option in the wireless router and set MAC Addressing FILTERING to prevent them to connect the network.
Getting mac address 1
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And 2
[image: ]
Adding them to the filter to block them.
Does not accept MAC address. Incorrect length. Will ask next lecture.
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Now, remove the privileged password. To do that, go to config mode
(Privileged Executive mode)

# Config t
No enable password cisco
And Type

enable secret cisco
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Now, go to config mode (Privileged Executive mode) again
# Config t
Service password-encryption
Observe the running configuration of your switch again and note the
difference now
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Comnection-specific DNS Suffix.
Physical Address - 0001 564D 3445
Link-local Ievé Address 201 96FF-FRAD: 5





image11.png
00016465 5647
AFF:FEes 5647





image1.png
agy




image2.png
Basic Switch Configurations

1. User Mode, Privilege Mode, Global Configuration Mode:
2. Give a Host Name: SwTMyFirstSwitch
Swt1 (config)#hostname SwTMyFirstSwitch
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To remove a command, use “no” before the executing command Eg: no hostname

3. Passwords (Basic Security)
Configure console password: cisco123

>enable
#Config t
Line console 0
password cisco123
login
Exit

#

Configure vty password: 1CiSc3
>enable
#Config t
Line vty 015
password 1CiSc3
login
Exit
#

Enable Privileged Password: Password
>enable
#Config t
Enable password cisco
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Current configuration : 1178 bytes

version 12.2

5o service cimestamps log datevime msec
no service cimestamps debug datevime msec
no service password-encryprion

hostname SwDMyFirstSwiteh

enable password cisco

Soevle password sisce
spanning-tree mode pvst
spanning-tree excend system-id

interface FascEcherneso/l
—Moze—





