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[bookmark: _Toc49241388]Introduction
The following report considers that the author is a manager responsible for information governance. A manager from a different department advises that they have accidentally emailed the names and addresses of members of their staff to a member of the public. Further investigation exposes that the staff member details were downloaded from an operational system and this document had mistakenly been attached to the email.
In addition, it is also established that copies of staff sick notes and occupational health reports have been scanned and accumulated on the manager’s desktop.
It is noticeable that there has been a breach of the data protection legislation, this report investigates the breach further and provides the required reports to present to the Head of Information Governance, Executive Board and Governance Committee. 





















[bookmark: _Toc49241389]Head of Information Governance Report

[bookmark: _Toc49241390]Summary
Dyfed Powys Police collate and store employee details for the purpose of Human Resources. These personal details are stored in confidence on a secure central operational system, being viewed and used for legitimate HR purposes.
It has become apparent that a breach has occurred as the manager of the learning and development department has accessed the central operational system, whilst he accessed the system legitimately using his own personal log in details, he has however downloaded his staff member’s details, saving the extracted document on to their desktop. Upon questioning the learning and development manager disclosed that he extracted and saved these details due to feeling it was a more efficient way of being able to keep track of his current staff and allocate resources and training duties accordingly.
Whilst corresponding with a member of the public via email in relation to an upcoming event, in error the learning and development manager has attached the extracted staff members details document, instead of the intended event leaflet. Both documents were saved on the same place within the manager’s desktop, in the same format and with similar file names. The enclosed staff details document was attached to the email without any encryption or password protection and therefore easily accessible to the member of the public that was the recipient. 
[bookmark: _Toc49241391]Data Protection Implications
[bookmark: _GoBack]The data accidently shared externally to the member of the public included all of the learning and development department’s staff names and addresses (5 staff members in total), therefore meets the classification of personal data as it is information that relates to an identified living individual [1]. The names and address shared are considered as identifiers and consequently GDPR is engaged in these circumstances.
The personal data breach that has occurred is a confidentiality breach, due to the data being accidentally disclosed [2]. 
The ICO [3] clarifies that Article 5(1)(f) states that personal data shall be:
“Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”
It is clear that this integrity and confidentiality principle has been breached. Consideration must also be given to the repercussions and implications on other principles including principle (a) [4] :  “Processed, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’) ,  and principle (b) [4]:
“collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’)”.
These additional principles may be implicated due to the data not being used for its intended purpose.
[image: ]Utilisation of the NPCC Matrix [5] aided in the determined risk exposure of the breach. Studying the circumstances of the breach and its implications, it is felt that in this event the breach was an isolated occurrence and therefore was not deemed that a similar event was expected to recur again however it was possible, should other members of staff/management be following similar procedures. The breach event falls into the ‘Medium likelihood of detrimental impact on the data subjects’ rights and freedoms’ as noted in the matrix below [5]. 
The medium category was deemed suitable due to the matrix stipulating that the alternative ‘Low Likelihood’ criteria stating that access to the data would be unlikely due to security measures, this is not the case within this event as no encryption or protection was placed on the attachment. The Low Likelihood criteria also states that the personal data would be extremely difficult to match to a particular individual. In this case due to full names and addresses being shared in the document these are identifiers and consequently at risk of being matched to an individual.

[image: ]Deliberating on the requirement to report this breach to the ICO it is considered that even though the data was not encrypted the impact was not understood to be vast and the amount of data shared was relatively low. It therefore meets the ‘Low Likelihood’ criteria in the table below, which does not propose an ICO notification.

To reaffirm this risk matrix decision, utilisation of an alternative Risk Matrix [6] assisted in confirming and justifying the risk exposure of the breach.
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A score of 2 on the matrix was provided for Likelihood. Considering the impact of this breach it was of the opinion that the impact was a minor impact on the individuals in question’s privacy and actions could be put in place to mitigate the risk, an Impact score of 2 was therefore felt suitable. Combining the Likelihood and Impact scores on the matrix results in a final Risk Matrix score of 4, providing it with an outcome of ‘Moderate Risk’.  Both matrix results correspond and therefore assured that the decision is justifiable.
[bookmark: _Toc49241392]Organisation Policy
In the event of becoming aware of a breach, the Force’s Incident reporting procedures must be followed. This procedural policy [7] stipulates that “all information security Incidents must be reported to the ISO. Whilst all breaches of Personal Data be reported to the DPO”. Reporting of all incidents is to be completed via the e-forms facility. Examining this event the manager in question followed the reporting procedures as required and as GDPR Article 33 states , this personal data breach was notified within the required 72 hours of becoming aware [5] . As per force policy details of this breach will be recorded on the internal breach recording spreadsheet and an incident case file has been created on the central drive.
As a result of such breach force policy will be followed where the manager will be encouraged to undertake the Data Protection NCALT and will be provided with the SNAIL poster (Appendix A – Force SNAIL Poster) as a reminder of the things that should be considered when processing personal data.
Dyfed Powys follow the requirements of the college of policing authorised professional practice (APP) on information management – data protection. This APP creates an environment across the police service for compliance achievement. This APP recognises in addition to the use of personal data for law enforcement purposes it also processes personal data for supporting functions including personnel [8].
The force exercises an Email Procedure policy. This policy aims to ensure all staff within Dyfed Powys Police are aware of their responsibilities when using e-mail. The policy emphasises the importance of checking all attachments to ensure they are correct prior to sending. The Email Procedure policy stipulates that in no circumstances should any sensitive or personal data be sent to non-secure email accounts. When requiring sending personal information to a non-secure email address the Policy advises the use of the Varonis software. Consideration could be given to including within this policy a requirement for all attachments to be encrypted. Article 43 of the GDPR provides the use of encryption as a suitable measure. Encryption is a relatively low-cost implementation and many options and solutions are available. An accompanying encryption policy to any implementation would govern how and when it would be used [9].
It is disappointing and of concern that this breach has occurred post introduction of the ‘Titus’ Software within the force. This software provides some solutions to protecting personal and sensitive data, including data classification and provides the platform to prompt and automatically set classifications when personally identifiable information is detected within an email/attachment , thus protecting the personal data and also assisting the users in making their own informed decision on sharing data [10]. From viewing the sent email it is evident that the ‘Titus’ software did perform as should, through prompting the user to set the required classification, highlighting to the sender that there was personal data identified and the email address was not secure, however it is apparent that nevertheless the manager selected to send this email to the insecure recipient choosing the justification reason that there was no personal details included. Upon questioning, the manager advises that they chose this option still under the impression that the correct leaflet was attached which did not include any sensitive data. Upon reflection the manager acknowledges they should have taken this prompt as an opportunity to examine and check the email and attachment further prior to sending. The Titus software is relatively new in force and further awareness and understanding is required to ensure it is utilised and used appropriately to mitigate risks. The force’s ‘Government Security Classification – DPP Security Controls Framework’ with accompanying classification guidance poster requires further circulation for reaffirmation.
As part of the scrutiny into the breach as per Policy the Professional Standards department have been consulted, however as it is not considered a severe or high-risk breach then no further action will be pursued and the DCC (Deputy Chief Constable) does not need to be sighted.
NPCC policy [5] advises that when it is discovered that personal data has been shared unlawfully then the recipient of this data must be notified of this fact in a timely manner. Although the direction is not clear in whether this notification should be made in writing, Police best practice is to make a written notification in addition to or instead of a verbal one.
The force’s privacy policy, published on the force website [11], has been reviewed and is up to date, this notice reiterates how the force aims to protect the privacy of individuals. Should the member of the public have any concerns or/and pass their concerns to others they will be provided with these details for reassurance and confirmation of the force’s commitment.

[bookmark: _Toc49241393]Actions to contain a future breach
Examining the breach and the source, it is evident that there are actions that could be taken and put in place to contain a possible future breach of this kind. It is suggested that the organisation should consider taking the opportunity to review what employee data they currently retain and ensure proper data classification and encryption.
On this occasion the staff details were extracted and saved directly from the operational system, considerations should be made to limiting or prohibiting the extraction function, restricting to a view and read only. Alternatively, full scrutinization could be completed as an option to examine who has access to the central system and for what purpose, considering giving access solely and centrally to the HR department.  
Performing an impact analysis on the task/department in question may also be a suitable task to undertake in order to understand the data flows and associated risks further.
Whilst email encryption and the Titus software provide the technical measures to assist in adherence to Article 5 , organisational policies, staff training and awareness are key in ensuring organisational measures are in place [12]. Adhering to the NPCC guidance Dyfed Powys must ensure that all training should be repeated or refreshed as a minimum on an annual basis with evidential records kept advising what training has been provided to whom.  The NPCC states that the force must develop a training strategy to ensure all police staff and officers, including volunteers are aware of the requirements that the Act places upon them [5].A review is required to ensure the training strategy is up to date and all staff are compliant. It is imperative that all staff have completed the required E-learning ‘Managing Information’ and foundation E-learning for Data protection police professionals. The College of Policing is currently in the process of developing further training including Intermediate Data Protection classroom training for police data protection professionals, advanced classroom training for police data protection professionals and is developing a Data Protection Authorised Professional Practice (APP) relating to Data Protection: Managing Police Information, Sharing Police information and information assurance (Security) [5]. The force will keep informed of developments with these packages and implement, as part of the training strategy, when available. 
[bookmark: _Toc49241394]Actions in respect of those whose information has been leaked
GDPR advises that should a breach result in a high risk to the rights and freedoms of individuals those concerned must be informed directly as soon as possible [13]. As confidential employee personal data has been disclosed there is the risk of possible social, economic, legal or other harm such as theft of identity [14]. Within this breach the risk has been deemed as a Medium likelihood of detrimental impact on the data subjects’ rights and freedoms and therefore there is no legal requirement to notify the data subject, however the organisation should consider its duty of care and integrity, to inform those 5 employees that have been affected, in order for those individuals to be aware and to take any necessary action they feel required to protect themselves.
[bookmark: _Toc49241395]Other Considerations
Whilst undertaking the examination of this breach occurrence it also became evident that the manager in question has stored scanned employee sick notes and occupational health records on their desktop which were slowly accumulating.  Special Category Data is defined under GDPR Article 9(1), which includes data concerning health [5]. The insecure storage and accumulation of these health-related documents are of great concern and needs immediate action. Due to the increased sensitivity of the Special Category Data it requires additional safeguarding. The GDPR sets out additional processing conditions that require obedience prior to processing. Timely adjustments are required with the HR/Occupational Health department regarding this process with discussions around amending this to a central process to mitigate the risk.
Along with a High risk of impact to the data subjects the organisation would have been left susceptible to reputational and financial damage should this information have remained vulnerable or been disclosed. The manager has been advised to discard of these sensitive documents immediately and an all user correspondence regarding this has been sent to all managers in the interim.



















[bookmark: _Toc49241396]Executive Board Report

[bookmark: _Toc49241397]Summary
Dyfed Powys Police collate and store employee details for the purpose of Human Resources and these details are stored on a secure central operational system, being viewed and used for legitimate HR purposes.
It has become apparent that a breach has occurred as a manager of a different department has legitimately accessed the central operational system however has downloaded their 5 staff member’s details, saving the extracted document on to their desktop. The manager in question has extracted and saved these details due to feeling it was a more efficient way of being able to complete an alternative task.
Whilst corresponding with a member of the public via email, in error the manager has attached the extracted staff members details document, instead of the intended document, in error. Upon realising the error, the manager has contacted the Information governance manager to report the incident.
[bookmark: _Toc49241398]Data Protection Implications
The breach reported is recognised as a confidential breach of personal data, due to the data being identifiable and disclosed accidentally [2]. The GDPR sets out 7 key principles. Within this incident the integrity and confidentiality principle has been breached. This principle makes clear the requirement for data to be protected against “unauthorised or unlawful processing and against accidental loss, destruction or damage” [3]. This has been breached due to the data being extracted and distributed in error. 
Although not on a direct basis, the implications of this breach could also violate the purpose limitation principle and the lawfulness, fairness and transparency principle, due to the data not being processed for this purpose and for the staff members not being aware of their data been extracted for this alternative purpose.
[bookmark: _Toc49241399]Risk Exposure
Reflecting on the incident a risk matrix was utilised to examine the risk exposure to “establish the likelihood and severity of the resulting risk to people’s rights and freedoms” [1]. The force takes advice from the NPCC matrix [5]. Examining the likelihood of detrimental impact to the data subject’s rights and freedoms the incident in question does not meet the Low Likelihood criteria due to the document shared not being protected and personal identifiers, namely names and address, were included. It is defensible to allocate a Medium likelihood of detrimental impact in this case.
[image: ]NPCC Matrix [5]

To affirm this decision a confirmation alternative matrix was also performed.
Alternative Risk Matrix [6]
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Alternative Risk Matrix likelihood descriptors [6]
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[image: ]Alternative Risk Matrix Impact descriptors [6]








When assessing the risk, Recital 85 of the GDPR was considered, concentrating on the potential negative consequences for those individuals involved. A likelihood score of ‘2’ is felt appropriate on this occasion with an Impact score of ‘2’. These scores were chosen from the matrix due to the opinion that the breach event was an isolated occurrence with an action plan in place to implement processes to mitigate any future occurrence of this type. Considering these scores, the risk falls in the Moderate Risk Category. 
The results of both matrix’s correspond and results felt justifiable; Although the mistaken sharing of the personal information may cause some possible inconvenience and unnerving feelings amongst those individuals whose personal data has been compromised, it is not deemed that the breach would cause any significant adverse effects.
As the risk exposure is considered Moderate It is therefore not felt that the ICO (Information Commissioners Office) needs to be informed on this occasion. All information relating to the breach, justifications and action taken will be documented and kept on file should the ICO require sight in future. This ensures compliance with Article 33(5) and part of the organisation’s overall obligation on accountability [1].
[bookmark: _Toc49241400]Actions
Investigation into the personal data breach made evident that the incident was a result of both a human error and a systemic issue.  In order to prevent a future similar recurrence, specific actions require implementation. The below lists the actions felt necessary and suitable to mitigate any future risks.
-As per policy the manager in question will be directed to complete the required e-learning and be provided with the SNAIL poster(Appendix A – Force SNAIL Poster) This will provide as a reminder of requirements when processing personal data.
- Force to consider a suitable encryption policy in addition to the Varonis and Titus software – To further protect attachments.
-All staff to receive further guidance on training on the Titus Software – To ensure it is used to its potential mitigating email breaches.
-The operational system where data was extracted will be reviewed to who has access for what purpose, considering the function to be centralised – This will ensure data is protected fully.
-The learning and development department will ensure all staff have completed the required data protection training and refresher training , as per NPCC guidance [5]– this will ensure up to date awareness.
Kho, Nancy Davies [15] cites that according to Peter Milla, who is a privacy and data protection expert, “Building awareness and undertaking management education is a key first step”. Staff training and awareness at all levels within the organisation is imperative to ensure awareness, understanding and conformity.
The organisation’s Professional Standards Department have been informed as per policy, however it was not felt necessary, besides GDPR awareness and understanding training, for any additional action or disciplinary action, against the manager in question on this occasion. 
[bookmark: _Toc49241401]Other Considerations
In addition to the breach noted above it was also established that copies of staff sick notes and occupational health reports had been scanned and accumulated on the manager’s desktop. This practice is not acceptable and poses a high risk. Should the manager have attached these sick notes or occupational health reports in error to the email, then this would have resulted in a greater significant breach, of both personal and special data.  Within GDPR health records are considered as special category data, exposure of such data could significantly impact the data subject’s rights and freedoms [16].  It is imperative to ensure that if special category data, such as health records, are collected, stored or processed then additional protections and precautions must be put in place to ensure the data is sufficiently safeguarded [16]. 
Should the breach in question have included the special category data then the impact decision within the risk matrix would have reflected a high risk of harm and there would have been a greater obligation to report the breach to the ICO.
In addition to the concerns regarding the impact to the individuals, consideration must also be given to the impact and damage such a breach would have had on the organisation – In terms of public confidence and reputation, also under GDPR there is the risk of considerable fines; The fines imposed could reach up to four percent of the annual worldwide turnover or €20 million, whichever higher [17].
Staff training events and correspondence will assist in ensuring awareness and accountability, In light of this occurrence the HR and Occupational health department have also been tasked with reviewing their procedures and safeguarding of these documents, with the likelihood of all sick notes and health related documents being processed and stored centrally by the HR/Occupational Health department to ensure greater safeguarding and adherence of this sensitive information.





		
[bookmark: _Toc49241402]Governance Committee Discussion Note

 A personal data breach, of Article 5(1)(f) (integrity and confidentiality) of the GDPR has occurred within the organisation. The particulars involved a department manager accidently emailing staff details, namely staff names and addresses, to an external member of the public. Through investigation of the breach it became evident that this occurred due to the department manager extracting their staff details (5 members in total), from a central operational system and saving these extracted details on a document on their desktop. When questioned the manager states this was completed in order to assist in the efficiency of an alternative task. This extracted document was then attached to an email, and sent to a member of the public, in error, without any protection or encryption. Considering the event there may be lateral implications on principles (a) and (b) (purpose limitation and lawfulness, fairness and transparency principles) [4].
Two risk impact and likelihood matrixes were performed with the outcome of this occurrence being a Medium/Moderate Risk, it is therefore felt that it is not a requirement to report the incident to the ICO. Although not considered High Risk all individuals affected by the event will be informed due to integrity and duty of care of the organisation. 
The impact of this breach is considered to be minimal with no detriment to the force’s reputation and no financial loss will occur.
An examination into the cause of the breach has taken place and a list of suitable approaches and actions to mitigate the risks have been generated. 
-As per policy the manager in question will be directed to complete the required e-learning and be provided with the SNAIL poster. This will provide as a reminder of the requirements when processing personal data.
- Force to consider a suitable encryption policy in addition to the Varonis and Titus software – To further protect documents
-All staff to receive further guidance on training on the Titus Software – To ensure it is used to its potential mitigating email breaches.
-The operational system where data was extracted will be reviewed to who has access for what purpose, considering the function to be centralised – This will ensure data is protected fully.
-The learning and development department will ensure all staff have completed the required data protection training and refresher training , as per NPCC guidance [5]– this will ensure up to date awareness.
In addition to the breach noted above it was also established that copies of staff sick notes and occupational health reports had been scanned and accumulated on the manager’s desktop.
Should the breach in question have included the special category data then the impact decision within the risk matrix would have reflected a high risk of harm and there would have been a greater obligation to report the breach to the ICO, with possible fines and reputational impact. HR/Occupational health have been tasked to review this process with the view of it becoming centralised to safeguard the sensitive information.

[bookmark: _Toc49241403]Conclusion
This report makes evident that GDPR is a significant legislation that seeks to protect personal information of living individuals, through regulating how their data is stored, managed and processed. Adherence to this legislation is essential to ensuring low and minimal likelihood of detrimental impact to subjects and to avoid organisational confidence, reputational and financial damage. GDPR is everyone’s responsibility and all should be aware of the legislation, their responsibilities and consequential impact and process of non-compliance.
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