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“The lack of 2 Factor Authentication in systems increases the vulnerability of unauthorized access, posing security threats to a system.”

Intro – Aims and Objectives 

The growth in the technology sector is causing concern regarding the integrity and safety of user data.  The issue of preventing data being compromised is increasing as the technology is expanding. Ensuring that data stored in systems is kept private and secure with the use of methods and protocols should be a priority in all organisations. Authenticating users is a challenge in data security as vulnerabilities in a system leads to system malfunction [1]. One method used to mitigate the risks of data intrusion and corruption is: Two Factor Authentication (also known as 2FA) [2]. Two Factor Authentication requires the user to input two or more forms of identification. By requesting two different fields of data from the user and more information, the system can be made more secure as more than one form of identification is required [3]. 


Aim: Implement a Two-Factor Authentication (2FA) System for Enhanced Security
· Specific: Demonstrate how 2FA enhances the security of a system.
Measurable: Ensure that the system is working and maintained.
Achievable: Gather all resources required to implement the software.
Relevant: Improved security in a system.
Time-bound: Log all activities, time-frame estimate: 2-3 months. 

Aim: User-Friendly Experience
· Specific: Enhance the user-friendly experience of the application
Measurable: Provide a questionnaire about the ease of use of the application
Achievable: Implement changes that users requested
Relevant: Ensure that changes made will not affect the functionality of the application
Time-bound: Log all activities, time-frame estimate: 2-3 months.

Aim: Provide user integration
· Specific: Ensure all users can use the application 
Measurable: Provide known methods (SMS, email)
Achievable: Allow users to choose the preferred method
Relevant: Ensure that changes made will not affect the functionality of the application
Time-bound: Log all activities, time-frame estimate: 2-3 months.

The Two/ Multi Factor Authentication Software mitigates the issue of the rise of system and security breaches. Two Factor Authentication is a line of defence that enhances data security by asking a user two different forms of identification. Asking for a second form of identification makes it more complex for hackers to gain access to a system [4]. 
The purpose of this application is to highlight the use of Two/Multi Factor Authentication and its importance to data security. By adding an extra layer of security, such as another form of identification, lowers the risk of unauthorized access. For this application to be successful, users must login to the application successfully by providing 3 forms of identification: A username, password, and a 6-digit code. All forms of identification must match corresponding to the data stored in the database, otherwise the user cannot be granted access to the application. 



Background to the Project / Literature Review

Two/Multi Factor Authentication is a protocol that provides an extra layer of security within applications. Users a required to provide two or more forms of identification when trying to access accounts. Examples of identification include something that a user knows such as a password, something that a user possesses such as smart cards and codes sent via SMS, lastly something that a user can provide such as their fingerprint or voice for recognition [5].
The purpose of the Two Factor Authentication software is to demonstrate how adding an extra layer of authentication improves the security of systems. A system comprising of a login method containing only a username and password is more vulnerable to attacks [6]. The statements below from a study regarding the comparison between single factor and multi factor authentication (Nancie Gunson et al [7], [8]) systems highlight the significant difference in complexity of someone trying to gain access to an account or system:
· “Using the single-factor approach, since there are ten possible values for each of the two digits (0e9), the chance of a fraudster guessing both digits correctly on a single attempt is 1 in 100.” [7].
· “With the two-factor strategy, assuming the fraudster is not in possession of the device, the possibility of guessing a six-digit passcode correctly on any given attempt is 1 in 1 million.” [8].
These statements indicate that implementing a system with Two Factor Authentication will be more secure and more complex to access than a system with single factor authentication [9]. This study relates to the software that will be created to signify the importance of two factor authentication.

Examples of ethical issues related to Two Factor Authentication are privacy concerns such as data collection and user profiling. Two Factor Authentication requires users to provide forms of identification such as their phone number to receive codes via SMS or email. This can cause concerns regarding the privacy of user profiles if the system is not implemented in a secure manner. Additionally, reliability issues may arise within the system. It is crucial to inspect the software closely to prevent any issues that may cause the system to be corrupt and not enable users to have access to it.


Project Design (500 words)

Developing, maintaining and creating a Two Factor Authentication application requires considerate planning. To ensure that the application performs in a manner that it was intended for, the security, accessibility and the application must be planned thoroughly. The development methods that are vital for the Two Factor Authentication are:

· Documentation: Documenting the process of creating the application is important as every activity completed or yet to be completed can be seen and reviewed [10]. Recording the steps allows to make changes in advanced, additionally allows less complex troubleshooting when errors occur.
· User design: Ensuring that users have a positive experience with the application is crucial. The application must be easy to use and navigate, and user friendly.
· Usability testing: The process of a user receiving some form of identification such as a SMS message or an email containing a code must be simple and not complex. 

For the application to perform purposefully, several development methods will be implemented within the application/software. The following methods appropriate for this application:

Software & Tools
· Visual Studio Code: A source code editor that supports the use of languages needed for this application such as JavaScript, HTML & CSS. 
· Node.js: A runtime environment allowing JavaScript to run on the server side. Node.js contains features such as security libraries – enabling encryption and security, asynchronous programming, and JSON Web Tokens to authenticate users. Additionally, Node.js includes libraries and frameworks such as ‘express’, ‘speakeasy’ and ‘node-qrcode’ that will enable the application to perform as it should. 
· JSON-Based User Database/MongoDB: Both methods can store user data.

Data collection
Surveys is a data collection method used to gain feedback from users and participants can share their experience with the Two Factor application and suggestions for improving the application. Additionally, feedback from surveys can help highlight areas of the application about any usability or accessibility issues and address them accordingly to enhance the performance of the application. Furthermore, behavioural data can be analysed to inspect how users interact with the application.


Resources / Planning 

Planning is important for the Two Factor Authentication program. Planning provides an overview of the tasks that need to be completed, the aims/objectives to achieve and a guide of the timeline for the execution of the program/project. Below are the phases that define the plan of the project and an estimate of time on what is required to be completed:

Phase 1: Reviewing resources, tools and data collection.
Length: 3 days

Phase 2: Coding the project.
Length: 1-2 months

Phase 3: Testing the project.
Length: 1-3 days

Phase 4: User Feedback
Length: 1 week
A summary of the phases shown in the Gantt chart below:

[image: ]
The Gantt chart demonstrates the main activities and tasks that need to be completed within the given time frame. The Gantt chart gives a visual representation of the summary of the tasks. As highlighted in orange, the coding of the project will take the most amount of time as it is quite a complex program to create. An estimated time given for the project to be completed is 1-3 months.
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