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[bookmark: _Toc5269199]Introduction
Web services and websites have one distinct difference that is their audience. While websites deal mainly with the human audience, web services deal with pre-programmed clients. In todays world, web servers are mostly developed following the principals of REST. The purpose of this report is to analyse recommendations for best practice in the implementation of RESTful web services, as outlined by literature. The report will also demonstrate, using appropriate code snippets how to functionally conduct these best practice recommendations.
The report will analyse how to plan for a restful web service and will look at some of the important considerations or best standard practices when developing Rest Web services. The standards which will be looked at are;
· the use of nouns not verbs in naming end points, 
· the stateless nature of the service, 
· the importance of pagination, 
· versioning the rest service, 
· error handling 
· and in the conclusion the report will look at how changing requirements may affect the standards. 
[bookmark: _Toc5269200]Background
A web service can simply be defined as an addressable resource which exposes data using a Universal Resource Identifier URI [1]. The URI will never expose or represent more than one resource. And the service is a client server system. It is important to note that web services benefit from a resource-oriented design which uses HTTP and URI and XML or JSON. An Application Program Interface   API is defined as a set of functions and procedures which allow creation of applications which access different data features [2]. An API can be created using different standards. In the world of API’s the most widely used is the Representational State Transfer (REST) software architectural style. This was defined by Roy Fielding [3] in his PHD thesis when he proposed a set of constraints used to create Web services. REST principles are not random restrictions. The assumptions made in a Restful Web Servers gives advantages to resource-oriented services. Rest web services must have three principles [4];
· Client-server architecture - this means that the must be a client front-end and a server back-end
· Cacheable - the client should have the ability to store responses in a cache
· Stateless - the server should not save request between states
[bookmark: _Toc5269201]Planning a restful web service
Before a web service is developed it is important to plan for the service. The following is list of main considerations [5];
· Identify the data set which needs to be exposed from your service.
· Divide the data set into resources for each type of resource
· Name the resources with equivalent URI then expose the subset of the uniform interface. 
· Design the representation for accepted and served to the client 
· Documentation could be done with the use of Swagger
· Integrate the resource into secondary client-end services which will consume the service 
The next section of the report will look at what the best practice for rest really is. 
[bookmark: _Toc5269202]Use Nouns not Verbs
When creating a Restful API, all end points should be nouns and they should not contain verbs. Therefore, verbs like ‘toDelete’ or ‘edit’ should not be in the URI. All access to resources, should been done through a basic HTTP verb GET, POST, PUT and DELETE this defines the CRUD functions of REST [6].  
· CREATE – POST – is how to create a new entry in the resource
· READ – GET – retrieves an item in the resource
· UPDATE – PUT – modifies an existing resource
· DELETE – DELETE – removes an item in the resource
It is also important to remember not to mix up singular and plural nouns and case conventions must be consistent throughout the application. Below is a PHP Example of post.

[bookmark: _Toc5269203]public static   function postInfo($endpoint_url, $data_to_post ){
   $data_to_post = json_encode($data_to_post);
   $headers = array( "Content-Type: application/json", "Accept: application/json");
   // Sets our options array so we can assign them all at once
   $options = [
      CURLOPT_HTTPHEADER => $headers,
      CURLOPT_URL        => $endpoint_url,
      CURLOPT_POST       => true,
      CURLOPT_POSTFIELDS => $data_to_post,
   ];
    // Initiates the cURL object
   $curl = curl_init();
   // Assigns our options
   curl_setopt_array($curl, $options);
   curl_setopt($curl, CURLOPT_RETURNTRANSFER,1);
   // Executes the cURL POST
   $results = curl_exec($curl);

   return $results;
   var_dump($results);
   //return $id;
   curl_close($curl);
}

Statelessness
The state of the client should not be kept by the server. This means that a Restful web service should be Stateless by nature. This is one of the key principles of Rest. Therefore, it is the responsibility of the client to pass data to the server. This data is stored in the service for future interaction by the client [4].
[bookmark: _Toc5269204]Hypertext as the Engine of Application State HATEOAS
A key component of building a Rest web service is that, the service should be navigable without prior knowledge of the URI scheme. Therefore, every HTTP GET request will only return the information necessary to find the resources related directly to the requested object. This should be done through hyperlinks which are included in the response. The Rest web service should be given the data that describes the operations available on each of these resources. This is known as HATEOAS, or Hypertext as the Engine of Application State. HATEOAS [7] means the Rest web service is a finite state machine.  Therefore, responses to each request contains the data to necessitate the move from one state to another.
[bookmark: _Toc5269205]Use of Sub-resources
In a Restful web service, a resource is its fundamental unit of design. Therefore, resources model objects for the application model. It is important to note that most resources in a Restful web service have relationships to other resources. In a Restful web service, the use of sub-resources makes the relationships between resources more obvious. Therefore, if a resource is part of  another then it should be a sub-resource [8].  
[bookmark: _Toc5269206]Headers for Format Serialisation
Using a restful service, it is important to decide how we send information. One way of sending information is the use of headers. Servers and clients using the API service require to know the format being used for communication.  HTTP headers help provide required information about the request or response. A header can also give you information about objects being sent in the message body. Principally there are four types of headers:
· General-header: These could be both request or response in nature.
· Client Request-header: These are only used for requests from the client end. Content-Type defines the request format.
· Server Response-header: These are only used for Response from the server. Accept defines a list of acceptable response formats
· Entity-header: These are headers describing the entity-body.

[bookmark: _Toc5269207]Pagination
If your resource end point has many results it is important to build in pagination into the response. Pagination on the client side of the API is a way of representing data into smaller groups but allows the client to go through all the result by only requesting a small amount of the data at a time. This helps because the user gets to only see a manageable amount of data at a time and this helps prevent system overloading by putting all the results into memory. In Rest best practice we use limit and offset to help navigate through results. Limit limits the number values and offset picks the point in the results to start from [9]. Example below also shows how to only get limited results through “Lazy” load, which improves efficiency; 
limit=20 and offset=0

@ManyToOne(fetch = FetchType.LAZY)


@JoinColumn(name = "townid")

@OneToMany(fetch = FetchType.LAZY, targetEntity=bid.class, mappedBy = "batch")
private List<bid> batchid;

The end post below shows you can get the page, size of results and the order. 
[image: ]
[bookmark: _Toc5269208]Version API
As the API ages new requirements come into play necessitating changes to the end points. The secondary service consuming your API needs to still operate without disruption. Therefore, it is important to manage changes meaningfully [10]. Versioning the API is the attempt to keep the end point consistent when upgrading to different versions.
There a few common standards used for API versioning. The first way of versioning is done by, adding a version number to the URI, every time the API is modified or if the schema of resources is changed. This should be done for each resource. Importantly previously URIs should continue to work and return resources that conform to their original schema. The example below simply appends a query string to the HTTP request 

https://localhost/bid/3?version=2. 

Another way of versioning your URI is to add a custom header. This can be done by having the service request stating which version of the API it requires in the resource header, as seen below [10]. 

GET https://localhost.com/plate/3 HTTP/1.1
Header: api-version=1
[bookmark: _Toc5269209]Error Handling and Error Codes
It is important to provide meaningful error handling in your Restful service. In spring for example, the default behaviour tends to return a stack trace which could be hard to understand especially if the service is consumed by a third party client. Therefore, partitioning the error into information fields and returning error codes helps trace whats going wrong fairly easily [11]. Best practice is to return HTTP error codes. HTTP has over 70 status codes which describe different errors [11].
Persistence API
The method of converting data between different types in a system( in this case a Restful web service) by mapping data types as objects in Object-oriented programming languages is known as Object-relational mapping (ORM) [12].  The Restful web server does this by creating a virtual database in memory where CRUD actions (Create Read Update Delete) carried out in memory [13]. ORM helps Rest service reach persistence. The are many persistence API solutions for Restful web services. In Java the Java Persistence API (JPA) is one way to do Object-relational mapping.
[bookmark: _GoBack]

With JPA the restful web service can conduct the CRUD function to a relational database through Java objects and vice versa. It is important to note that JPA is a specification, therefore the are several implementations of it. Most Popular of these implementations are Hibernate, EclipseLink and Apache OpenJPA [14]. Below is an example of String Boot using Hibernate. 
import com.fasterxml.jackson.annotation.JsonIgnoreProperties;

import javax.persistence.Entity;
import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.Id;


/**
 *
 * @author Solomon Simukoko
 */
@Entity
@JsonIgnoreProperties({"hibernateLazyInitializer", "handler"})
public class bannedplate implements java.io.Serializable
{
    @Id
    @GeneratedValue(strategy=GenerationType.IDENTITY)

[bookmark: _Toc5269210]Conclusion and Discussion 
The key question is, what is the future of Restful Web services. Restful Web Services are increasingly becoming the industry standard. The are many reasons driving the rise of Restful web services. Tim Berners-Lee, creator of the world wide web, expressed this from the very beginning of the web, he called this the ‘Semantic Web’ [15] [16]. Berners-Lee proposed that the web needs to be formatted into a semantic layer Cake. This basically means that the computer system you are using to browse the internet needs to have a layer of understanding of the content on websites you visit. This way computers will help in shaping the content you are looking at based on your past searches. This dual nature of the web has meant the Restful Web service would move away from becoming mostly used by enterprise corporations to any everyday usage where the human users and the device will be using the same resource to get and interpret information. The human using a website and the machine using a Rest Web service. Berners-Lee proposed that the internet should be used to solve problems because it accumulates “Big Data” [16]. This means information or data on the internet needs to be tracked to get an overview of trends. 
What are the implications for Restful Web services in the future, with this dual nature of the internet? Clearly URI must have both a web view and a rest end point. Some may argue that a Rest service already does this by its client/ server relationship, however, this functionality can only be achieved if the service is developed independently of the client. Restful web services will in some way or form be there in the future, however at some point the standard are most likely to change. 
Bibliography

[1] 	. L. Richardson and S. Ruby, RESTful Web Services, O'Reilly Media, 2007. 
[2] 	M. A. S. R. Leonard Richardson, RESTful Web APIs: Services for a Changing World, O'Reilly Media, 2013. 
[3] 	R. Fielding, “Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content,” Internet Engineering Task Force, p. 20, 2013. 
[4] 	R. Fielding, Architectural Styles and the Design of Network-based Software Architectures, Irvine,: University of California,, 2000. 
[5] 	M. Biehl, RESTful API Design (API-University Series), CreateSpace , 2016. 
[6] 	B. Mehta, RESTful Java Patterns and Best Practices, Packt Publishing , 2014. 
[7] 	M. Biehl, API Architecture: The Big Picture for Building APIs (API-University Series Book 2), 2016. 
[8] 	M. Stowe, Undisturbed REST: A Guide to Designing the Perfect API, MuleSoft, 2015. 
[9] 	S. P. I. R. Jim Webber, REST in Practice: Hypermedia and Systems Architecture, O'Reilly Media, 2010. 
[10] 	J. Gyerik, Bazaar Version Control, Packt, 2013. 
[11] 	M. W. Marsha Chechik, Fundamental Approaches to Software Engineering, Springer, 2009. 
[12] 	M. Fowler, Patterns of Enterprise Application Architecture, Addison Wesley, 2002. 
[13] 	T. Halpin, Object-Role Modeling Fundamentals: A Practical Guide to Data Modeling with ORM, Technics Publications, 2015. 
[14] 	D. Korotkevitch, Pro SQL Server Internals, Apress, 2016. 
[15] 	T. Berners-Lee, “Semantic Web Road map,” W3, 14 10 1998. [Online]. Available: http://www.w3.org/DesignIssues/Semantic.html. [Accessed 27 12 2018].
[16] 	T. Berners-Lee, “Linked Data,” w3, 27 07 2006. [Online]. Available: https://www.w3.org/DesignIssues/LinkedData.html. [Accessed 10 12 2018].














ASSIGNMENT TWO Serverless Technology and Circult Breaker Pattern


Contents
Introduction	2
Serverless technologies and their relevance to web hosting	2
Background to serverless Computing Systems	2
Serverless service providers	3
Advantages of Serverless Computing	3
No time spent on Managing Servers	3
The servers are continually scaled	3
Fast deployment	3
Location of server closer to end user	3
Cost what is Used	3
Disadvantage of Serverless Computing	4
Performance	4
Security Risk of the Serverless Cloud System	4
Privacy	4
The circuit breaker pattern	4
Background	4
Running the Circuit Breaker Pattern	5
State of the Circuit Breaker Pattern	5
Consideration of the use of the Circuit Break Pattern	6
Exception handling	6
Logging Error	6
Test All possible Connection	6
Manual Reset	6
Conclusion	7
Bibliography	8






[bookmark: _Toc6924702]Introduction
Web services and websites in general have come a long way since Tim Berners-Lee’s first prototype in the late 80s. The way in which websites are designed and implemented has changed especially in the way enterprise level infrastructure is developed. Deployment and design patterns are key considerations. The aim of this report is to look at two such implementations a development team could use to improve output. 
The first implementation which will be analysed is “Serverless”. This report will look at what “Serverless” technologies are and how they are relevant to web hosting.  The report will look at the background to Serverless technologies and will also look at who the leading providers of serverless technologies are. The report will than look at the advantages and the disadvantages of the use of Serverless technologies with a critical look at security risks of its use. 
The second implementation is the circuit breaker pattern. The circuit breaker pattern is an architecture design which is used to keep track of connectivity to a data source. The report will look at the circuit breaker pattern with the focus of looking at the rationale for its implementation in modern web development. The report will look at how the pattern is implemented and what the three states of the pattern are. Thereafter, the report will look at what considerations the development team needs for its proper implementation.
[bookmark: _Toc6924703]Serverless technologies and their relevance to web hosting
[bookmark: _Toc6924704]Background to serverless Computing Systems
Serverless cloud computing refers to a model of server client provision, where the service provider provide servers to different clients however, only bills the client based on the amount of resources which each client users  [1]. This is done dynamically as the clients increase their resource allocation. This differs from the model where a client purchases a set service which they pay for regardless of the amount of allocation of the machine resources are used. Serverless cloud computing is a form of utility computing [2].
Serverless computing simplifies code deployment into production. Capacity planning, maintenance and more importantly scaling operations are all hidden from the client and are managed by the service provider. Nevertheless, clients can manage the limits of how much scaling they require. This is helpful if there is unexpected traffic to their service [3]. 
Serverless code can be used with code deployed in the traditional way like a micro service. Nevertheless, code can be written in purely serverless with no provision of servers at all [4].
[bookmark: _Toc6924705]Serverless service providers
The first serverless service provider was Amazon’s AWS Lambda in 2014 [5]. Google and IBM followed in 2016 with Google Cloud Platform and IBM Cloud Functions respectfully [6]. Then Microsoft Azure with Azure Functions, which offers two types of services, the Azure public cloud and on-premises service via Azure Stack. 
The first open serverless project called Fn Project was introduced by Oracle, which is available on Github [7]. 
[bookmark: _Toc6924706]Advantages of Serverless Computing
There are many advantages to serverless computing the following is a list of some of the key advantages;
[bookmark: _Toc6924707]No time spent on Managing Servers
Most Serverless services automatically runs your code, therefore there is no need to manage servers. The servers are all managed by the service provider. If for example the client is using AWS, all the client has to do is to write the code and when done, upload it to Lambda [8].
[bookmark: _Toc6924708]The servers are continually scaled
The key advantage of serverless is the ability to automate the scaling process by running a script in response to a trigger. The script will run parallel processes to scale precisely to the size needed by the workload [9]. 
[bookmark: _Toc6924709]Fast deployment
There is no need to upload production code to a server and set up. The code can run on a container (like Docker) meaning the deployment is fast. Updates and upgrades to newer versions could be planned and executed very quickly [10].
[bookmark: _Toc6924710]Location of server closer to end user
Most serverless technology providers allow clients to setup their deployments in multiple locations. Therefore the service could be deployed close to the end-users’ location. [8].
[bookmark: _Toc6924711]Cost is based on what is used
Serverless technologies use a pay as you go model you only pay for what you use, Therefore, Clients pay based on their monthly needs. If the model of the business needs to have more computing power during business peak, the client would simply be billed more. Even if there is an unusual spike in the service the client need not worry [9]. 
[bookmark: _Toc6924712]Disadvantages of Serverless Computing
[bookmark: _Toc6924713]Performance
One problem with seldomly used serverless code is that it may suffer from greater response latency. Compared to code that is frequently-used, serverless code may suffer from greater response latency than code that is uninterrupted or continuously running on a dedicated server, virtual machine, or container. 
Another performance related problem is if a system requires a high computing workload like high-performance computing. This is because of the current limits which service providers have imposed. Therefore, in those situations it may be cheaper to have a provision of bulk servers. However, as the technology of serverless is becoming more versatile, solutions for these problems are being found every day [9].
[bookmark: _Toc6924714]Security Risk of the Serverless Cloud System
There are two views on the security risk of serverless technology. The first view is that, serverless cloud systems are more secure because all the vulnerabilities of server security are taken over by the service provider. Therefore, when the service provider notices an attack to one of its client it can prevent it from happening to other clients. 
The second view is that, due to the attack surface of a serverless cloud system being more exposed, attacks have a higher chance of getting through because components which make up the system have multiple access points than that of a traditional server system. This means that each component part of the system is a point of entry for a hostile system [10]. 
[bookmark: _Toc6924715]Privacy
Most of the serverless technologies share resources because the system sits on public cloud environments. There are privacy implications especially if an organisation needs to adhere to the General Data Protection Regulation (GDPR) of the European Union. However, if the client chooses to deploy their software using tools like Kubernetes, this vulnerability is somewhat mitigated. This will intern give the client organisation ultimate control over their own privacy mechanisms [10].
[bookmark: _Toc6924716]The circuit breaker pattern
[bookmark: _Toc6924717]Background 
Websites normally require connecting to a database or a secondary service like a Rest API. Therefore, in the case of the latter this maybe over a network. A situation may arise where the network is unavailable. To tackle this most networks time out past a set time. However, if for example the request to the service times out before the connection gets the response how does the system know that the transaction has gone through. There are multiple ways in which this problem could be resolved. One way is to have a function that checks the system to see if the value inputted exists after such a timeout. However, this could end up being a laborious task of adding additional code to the system and this may cause the system to slow down significantly [11]. 

[bookmark: _Toc6924719]States of the Circuit Breaker Pattern
Michael Nygard [12] considered the same problem and his solution was, before any transaction is done with an external system or database a function would check if the connection is available before committing to the said transaction. He called this system architectural design the Circuit Breaker Pattern.
There are three states to the pattern;
· Closed - if the system is running as usual than the circuit breaker is considered closed 
· Open - this happens when an error has been detected with the connection
· Half open - After the system has timed out it circuit should switch to half open to check if the connection is still down. This makes sure that if the timeout was temporary, the circuit breaker returns to closed allowing usage of the system.  [13].
[image: https://martinfowler.com/bliki/images/circuitBreaker/state.png]
Fig1  [13].

[bookmark: _Toc6924718]Running the Circuit Breaker Pattern
The Circuit Breaker Pattern also has the advantage of checking to make sure the external system or data source is running. Unlike the Retry Pattern, which continually tests operation of the system for n amounts, the Circuit Breaker Pattern, checks if the system is available before running the transaction. However, it should be noted that developers need not choose one over the other as it is possible to conduct both [13]. This is done by, first starting the Circuit Breaker Pattern, checking if the service is available which would mean the system could execute the transaction, then if the service is unavailable set in motion the Retry Pattern. It is important to note that every time you run the Retry Pattern you do not have to run the Circuit Breaker pattern. 
One thing the Circuit Breaker pattern is not good at and should ever be used for is handling access to local private resources especially in memory operations. This is because if elements in memory are not accessible, the could be larger system infrastructure problems.
[image: https://martinfowler.com/bliki/images/circuitBreaker/sketch.png]
Fig  [13].
[bookmark: _Toc6924720]Considerations of the use of the Circuit Break Pattern
[bookmark: _Toc6924721]Exception handling
The may be several reasons a service is unavailable. Therefore, the Circuit Breaker must account for them. This is referred to in programming as Exception Handling.  Exception Handling will differ depending on the application and environment. For example, the application may degrade if one event happens, than switch to an alternative process in another [14]. 
[bookmark: _Toc6924722]Logging Error
Its best practice to log every time the system receives an error, and the Circuit Breaker is evoked. The log should include the type of activity, which was involved, the input the system received, the time in which it occurred and, if possible, the user [15]. 
[bookmark: _Toc6924723]Test All Possible Connections
If the system has multiple possible connections it is important for the system to attempt to connect to all possible connections before failing the transaction [16]. 
[bookmark: _Toc6924724]Manual Reset
If in the system, the recovery time for a failure is extremely variable than it may prove valuable to the systems admin to have a manual reset which could restart the system. Similarly, a system admin may require making the Circuit into an open state if the operation protected by the circuit breaker is unavailable [14] [17]. 
[bookmark: _Toc6924725]Conclusion
In conclusion both serverless and the circuit breaker pattern are addressing a solution for problems found in modern infrastructure level architecture development. In Jeremy Daly’s [17] list of the top 19 design pattern needed when designing a serverless micro-service he puts the circuit breaker pattern at the top of his list. Stating. 
“This [circuit breaker pattern] is one of my favorite patterns since I am often using a number of third-party APIs within my serverless applications. The Circuit Breaker pattern keeps track of the number of failed (or slow) API calls made using some sort of a state machine [17].”
[image: https://www.jeremydaly.com/wp-content/uploads/2018/09/the-circuit-breaker.png]
fig 3 [17]
The image above shows how to implement the circuit breaker pattern with Aws Lambda. The value for which this circuit breaker pattern brings to serverless technology is the cost saving nature of keeping the connection closed when its unavailable. An AWS Lambda function costs every time its running especially on synchronous requests.  Another key advantage of using the circuit breaker pattern with a serverless micro service is the self-healing nature of the pattern [18]. As soon as the connection is re-established the system can continue to connect without the need of human intervention.
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