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Abstact——This paper discusses information security issues[1][2][3] and solutions for companies facing data security challenges[4][5][6] globally, using NatureGarden (NG) as an example.NG, a global company that sells healthy living products, is faced with the complexities of a widely distributed workforce[7] and a globalized customer[8] base, and in recent years the need for personal devices to access the company's network and resources has intensified. However, the lack of established security policies[9][10] and measures has led to concerns about the security of employee and customer data. The article will discuss several existing security frameworks or models such as ITIL[11][12], ISO 27002[13], etc. in the context of the current problems faced by NGs; in addition, it will also examine how NGs can get out of the dilemma through new approaches, taking into account what they have learned in this semester.
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1. Introduction
In today's rapidly evolving digital business environment, organizations are faced with complex and ever-changing data security challenges. NatureGarden (NG), a global leader in the sale of healthy living products with a global presence, is also facing increasing data security pressures. In recent years, a widely distributed workforce and globalized customer base, coupled with increased demand for personal devices to access company networks/resources, have made data security a key concern for NG's business.
Addressing these issues is not simple and involves multiple factors and strategies. First, compliance is critical. Companies must comply with laws, regulations and ethical standards to ensure that data is processed in accordance with data protection regulations, while protecting the privacy of personal data of employees and customers. Building on this foundation, it is especially important to establish sound security governance and strategic planning. This requires clear strategic planning, monitoring and execution mechanisms to ensure the successful implementation of data security objectives.
Second, establishing clear security policies is fundamental to ensuring data security. This includes regulations on access control, data encryption, network security, etc., with the aim of ensuring that both employees and customers are able to comply with best security practices. Meanwhile, risk management is a crucial aspect. Companies need to conduct comprehensive risk assessments to identify potential threats and vulnerabilities, and take appropriate measures to mitigate and manage risks to ensure business continuity and stability.
At the practical level, it is also vital to establish an effective security management model. This includes practices such as staff training, security awareness education, regular drills and audits to ensure the implementation and continuous improvement of security measures. In addition, it is equally important to have a contingency plan for responding to security incidents and disasters, which needs to clarify the response steps and allocation of responsibilities in case of an emergency.
To ensure that systems and data are adequately protected, organizations need to adopt multi-layered security protection mechanisms, including network firewalls[14], intrusion detection systems[15], and anti-virus software[16]. At the same time, clear service level agreements are signed with vendors and partners, requiring them to follow appropriate data security standards and measures as well.
By synthesizing these factors, this paper will suggest ways to help it build and continuously improve data security solutions to ensure information security, business robustness, and response to changing threats and demands.







2. Security Framework or Models
2.1 Information Technology Infrastructure Library(ITIL)
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Fig. 1. The ITIL Framework
ITIL (Information Technology Infrastructure Library) is a widely used framework and best practices for IT Service Management (ITSM)[17][18] that provides organizations with a set of guidelines and methodologies designed to optimize and improve the delivery and support of IT services. The framework divides IT service management into different phases, covering multiple aspects of the service lifecycle.
Service Strategy[19] is the starting point of the ITIL framework and focuses on determining how to deliver value to the organization's business objectives through IT services. This phase includes developing a service strategy, understanding customer needs, positioning the market, and managing service assets to ensure that IT services are aligned with business objectives.
Next comes Service Design[20], which focuses on designing, developing, and planning IT services that adapt to business needs. In this phase, the organization works to develop the design of new services or improvements to existing services, while also focusing on the planning of the IT architecture to ensure that the service can meet the business needs and achieve the desired results.
The Service Transition[21] phase transforms the designed service into an actual operational state. This includes the effective delivery and support of new or improved services, ensuring that the service transitions smoothly into the operational phase, minimizing disruption and risk.
Service Operation[22] is the phase that ensures that the service being run is smooth, efficient and reliable. In this phase, the services being provided are managed and maintained to ensure that the business runs smoothly and at the desired level.
Continual Service Improvement[23] is the core of the ITIL framework. This phase emphasizes the ability to continually assess, monitor, and improve services and processes to keep pace with changing needs and evolving business objectives. Through Continual Service Improvement, organizations are able to continuously improve service quality, enhance customer satisfaction, and optimize the efficiency of IT governance and management.
Overall, ITIL, as a comprehensive service management framework that emphasizes continuous improvement and full lifecycle service management, aims to improve IT service quality, achieve close alignment with business objectives, and continuously enhance an organization's IT governance capabilities.
2.2 National Institute of Standards and Technology (NIST)
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Fig. 2. The NIST Framework
The NIST Framework is a cybersecurity framework developed by the National Institute of Standards and Technology (NIST)[24][25] to help organizations assess, improve, and communicate their cybersecurity risk management. The framework consists of five core components, which are Identify, Protect, Detect, Respond, and Recover.
First, the Identify phase is designed to allow organizations to identify and understand the cybersecurity threats, vulnerabilities, and assets they face. This phase involves the assessment and analysis of potential risk factors.
Next is Protect, which looks at putting in place appropriate controls to protect systems, data and network devices against potential cyber threats and attacks.
Next is Detect, where the organization establishes mechanisms and processes to detect cybersecurity incidents and threats in a timely manner in order to quickly detect and confirm potential security issues.
Then comes Respond, a phase that involves developing plans and processes for responding to security incidents so that the organization can quickly and effectively respond to and contingently deal with security threats and attacks.
Finally, there is Recover, where the organization develops and implements recovery measures that enable it to quickly recover from a security incident and resume normal operations.
The NIST framework provides a flexible structure to help organizations assess their existing cybersecurity practices and provide guidance to improve those practices to increase security and resilience to changing cybersecurity threats and environments. The framework is applicable to organizations of all sizes and types and provides them with a common approach to managing and improving cybersecurity.
2.3 ISO 27002
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Fig. 3. The ISO 27002 Framework
ISO/IEC 27002 is an international standard in the field of information security management designed to provide organisations with guidance on information security best practices and controls. This standard provides a framework and guidance for building an information security management system (ISMS)[26][27] to ensure that information assets are adequately protected and managed.
Firstly, ISO/IEC 27002 emphasises the importance of an information security policy. It requires organisations to establish, implement and maintain an information security policy that clearly guides the organisation's expectations and commitment to information security.
Secondly, the standard focuses on organisational security, emphasising the establishment of a security management framework and processes to ensure the effectiveness and consistency of the information security management system.
ISO/IEC 27002 also emphasises the security of people, including the security management of employees, suppliers and partners. This covers security awareness training, assignment of responsibilities and duties, and compliance with security policies.
In addition, the standard covers aspects of asset management, access control, cryptographic techniques, physical and environmental security, operational security, communication and network security, and supplier relationship management. These areas provide a range of controls to protect information assets, ensure secure system operation, and manage secure relationships with external partners.
In summary, ISO/IEC 27002, as a comprehensive information security standard, provides organisations with information security controls that cover all aspects of information security and guides organisations in developing, assessing and adopting appropriate measures based on their needs and environments to ensure the security and reliability of information assets.
3. Problems and Solutions
3.1 Dilemma faced by NG
NatureGarden (NG), as a global company, faces information security challenges on multiple fronts.
First, NG allows employees and customers to use personal devices to access company networks and resources, which can lead to security risks because the security of personal devices is difficult to fully control. The lack of effective security controls for these devices may increase a company's exposure to the risk of a data breach or unauthorised access. This relates to the "access control" and "device security" requirements of many standards.
Second, the vast amounts of customer data and billions of dollars worth of intellectual property handled by NG need to be adequately protected. Ensuring that this data and intellectual property is protected from unauthorised access and the risk of disclosure is critical, in line with the data protection requirements of standards such as ISO 27001.
NG also needs to consider compliance, as there are a variety of different laws and regulations that exist in different countries and regions, such as data protection regulations (e.g. GDPR), privacy laws and regulations on cross-border data flows. Ensuring that a company's operations are compliant with these regulations is necessary to protect the privacy of customers' and employees' personal data.
Additionally, establishing proper security governance, risk management mechanisms and continuous improvement programmes is also a concern for NG. This requires the company to identify and assess security risks and take appropriate measures to mitigate them and continuously improve its security management system in accordance with the guidance of standards such as the NIST framework and ISO 27001.
In summary, NG faces information security challenges from a variety of sources, including employee personal device access, customer data protection, compliance requirements, and lack of a robust security management system. Addressing these issues requires the development and implementation of strict information security policies, the adoption of appropriate security measures and technologies, and the continuous improvement of the company's security management practices.
3.2 Solutions
In response to the information security challenges currently facing NatureGarden (NG), some solutions are detailed below.
NG needs to develop detailed information security policies that clearly define the norms for employees and customers using personal devices to access company resources. These policies should include requirements for access control, data classification, encryption requirements, and network security measures. In addition, the policies should cover procedures for reporting data breaches and security breaches, and they should be reviewed and updated regularly to ensure that they are aligned with the latest regulations and best practices.
Establish an information security governance committee, comprised of senior management and representatives from various departments, to oversee information security matters. At the same time, develop an information security strategy and plan that clarifies the alignment of security goals with business objectives, ensures the correct allocation of resources, and establishes a roadmap for long-term security goals.
NG needs to conduct a comprehensive risk assessment, including identifying the value of data and assets, threat and vulnerability analyses, and an assessment of likelihood and impact levels. Subsequently, based on the assessment results, appropriate risk management strategies such as risk transfer, risk mitigation and risk acceptance are developed and implemented to reduce likelihood and impact.
Establish an Information Security Management System (ISMS) that complies with international standards such as ISO 27001 and ensure that it comprehensively covers the company's information assets and processes. This includes the implementation of best practices such as access control, encryption, continuous monitoring and vulnerability management, as well as information security training to improve employee security awareness and behaviour.
Establish a comprehensive emergency response plan, including the designation of an emergency response team, drill and test plans, disaster recovery and business continuity plans. Strengthen network security measures, data encryption and device management to ensure protection against unauthorised access and data leakage.
Ensure that Service Level Agreements (SLAs) with suppliers and partners clearly include information security requirements, and evaluate and monitor partners' security measures and compliance to ensure that they meet the company's security standards.
By adopting these comprehensive information security measures, NatureGarden will be able to establish a more complete information security system to protect the company's and customers' data assets, reduce security risks, and ensure the continuity and reliability of the company's business operations.
4. Specific Measures
Based on the solution ideas mentioned in Chapter 3, NG can take the following specific measures.
4.1 Enhanced employee training and awareness
Regular information security training is critical to employee awareness and behaviour. ng can improve employees' ability to identify and respond to security risks through regular training programmes covering security policies, best practices and phishing attacks. Simulated phishing attack drills can test employees' response capabilities and strengthen their alertness to potential threats.
4.2 Implement Multi-Factor Authentication (MFA)
Enforcing MFA improves the security of access to systems. Combining passwords, biometrics and hardware tokens ensures that authentication is more reliable, thus effectively preventing unauthorised access.
4.3 Conduct security audits and monitoring
Regular security audits and continuous monitoring are important means of identifying security threats. ng needs to establish a systematic monitoring mechanism to monitor and analyse network activities, access logs and abnormal events to identify and respond to potential security risks in a timely manner.
4.4 Implement data encryption and data classification
Data classification and encryption are key measures to protect sensitive information. Establish clear data classification standards and implement end-to-end encryption for sensitive data to ensure data security during transmission and storage.
4.5 Establish Emergency Communication and Response Mechanisms
Emergency communication mechanisms and emergency response plans are essential in the event of a security incident. ng needs to set up effective communication channels and incident response programmes to quickly and effectively respond to security incidents and reduce the impact on the business.
4.6 Regular rehearsals and testing of security programmes
Regular simulation tests and rehearsals are an important means of evaluating the effectiveness of security programmes.NG should evaluate the response capability of its staff through rehearsals that simulate phishing attacks, incident response and recovery, and continuously improve security measures.
Some of these summarised measures will help NG to establish a more comprehensive and robust information security system that effectively protects company data and assets, reduces security risks, and improves its ability to prevent and respond to potential threats.
5. Importance of continuously promulgating and updating regulations or standards
In addition to those specific measures mentioned in Chapter 4, NGs likewise need to update their approach according to the latest policy environment. The continuous promulgation and updating of regulations or standards is of key importance in the field of information security. The following are a few aspects of their importance.
5.1 Keeping up with technology and threats
Information technology and security threats are constantly evolving and changing. Regularly updated regulations and standards can take into account the emergence of new technologies and changes in threats in a timely manner, prompting organisations to adopt security measures that are more responsive to the current environment.
5.2 Protecting Personal Privacy and Data Security
As information technology increases, concerns about personal privacy and data security continue to grow. New regulations are often enacted to protect individual privacy and ensure that data is appropriately protected, such as the GDPR and the CCPA, which dictate how organisations handle personal data and what their responsibilities are.
5.3 Provide guidance and best practices
Standards and regulations provide guidance and best practices for organisations to help them establish and maintain information security systems. For example, ISO 27001 provides a comprehensive information security management framework that guides organisations in establishing an information security management system to better protect information assets.
5.4 Enhance industry compliance and credibility
Adhering to the latest regulations and standards can help organisations ensure compliance and enhance their credibility and reputation in the industry. Continuous adherence to updated standards helps demonstrate good management practices for data and information security.
5.5 Addressing emerging threats and vulnerabilities
Malicious actors are constantly looking for new avenues of attack and vulnerabilities, and new regulations and standards take these threats into account and provide countermeasures. Continuous updates help organisations better prevent and respond to emerging threats and reduce the risk of attacks.
In summary, the continuous promulgation and updating of regulations or standards is critical to information security. These regulations and standards not only guide organisations in establishing comprehensive security measures, but also help them to adapt to the changing security environment, protect data, mitigate risks, and enhance compliance and trustworthiness.
6. Conclusion
Overall, NatureGarden (NG), a leading brand selling healthy living products with global operations, needs to immediately focus on and address its current information security challenges. The global nature of the company's business and the wide distribution of its employees and customers made data security and privacy protection a top priority. To do so, NG needed to establish a comprehensive information security system to ensure the safety of customer and employee data, mitigate potential security risks, protect the company's intellectual property, and enhance compliance and credibility in the industry.
Effective solutions include establishing exhaustive information security policies and specifications covering employee and customer use of personal devices and following compliance regulations such as GDPR, CCPA, etc. to ensure data privacy. In addition, implementing a security management framework such as ISO 27001, conducting comprehensive risk assessment and management, establishing a sound emergency response plan and enhancing staff training are all vital measures.
NG also needs to closely follow changes in regulations and standards in the field of information security and continuously update and improve its information security measures. Only through continuous improvement and keeping up with the latest security standards and best practices can NG better adapt to the constant changes in the field of information security and ensure the continued security and stable operation of its business. This will help improve NG's reputation in the industry, enhance the protection of its information assets, and ultimately achieve safe, secure and sustainable business development.
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