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Team Evaluation (Self Evaluate your Team)
___________________________________________________________________
	
	Kes Sumner
	Sam Jackson
	Pete Holdstock
	Timothy Day

	Kes Sumner
	5
	4
	4
	4

	Sam Jackson
	5
	4
	4
	4

	Pete Holdstock
	5
	4
	4
	4

	Timothy Day
	5
	5
	5
	5



Add your comments on Team Evaluation: (Justify your evaluation)
Kes Sumner: I have given Kes a 5 because he has been a really valuable asset to the team because he has been taking screenshot and storing them in a document as we have been working through to worksheet. This has meant when we have come together to work on the assigment we have a document which can be quickly shared which we can all work on and annotate. Addiotnally Kes has been to pretty much ever leture and lab session meaning me and the team have been able to build up a good working relationship with each other. 
Sam Jackson: Sam has equally attended most if not all of the lecture and labs sessions which have been run so a good working relationship has been devloped. This allows us as a team to pick up where we left off and be able to make good progress in getting the worksheet completed.
Pete Holdstock: I feel like have played a good role in make sure we have been able to complete the worksheet and assigments. I have made sure to make it most if not all the lecture and labs sessions which have been run to make sure I being able to help and controbute to the teams performance. 
Timothy Day: Tim has been a vauled member of the team as he has played his part in being able to complete the worksheet and assigment, Like the rest of the team he has also attended most if not all of the lectures and labs sessions. This has meant that he has built a good working relationship with the team. This has meant getting all the worksheet completed and screenshots captured has been efficent. 
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Figure 3: Configuring the network shared folder.
The folder was configured as a network share so that others can access the files within the folder. The '$' at the end of the share name causes the share to be hidden so it cannot be browsed via the network and the name has to be known to be able to map to it.
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Figure 4: Drive (Z:) mapped to the shared folder.
Once the share was configured on the folder it was possible to map to the share using the full universal naming convention (UNC) path consisting on the name of the server and the name of the share, i.e. \\DMC1-NT\Share_ACCA5023$
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Figure 5: GPO 1: Restricting Access to the control panel.
Using the group policy management console (GPMC), a group policy was created to disable access for standard users to the control panel.
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Figure 6: GPO 1: Moderating Access to the Control Panel.
Message displayed when a standard user attempts to open the control panel.
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Figure 7: GPO 2:  Removing Access to the Command Prompt.
Message displayed when a non-admin user attempts to access the command prompt after configuring a group policy to restrict access.
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Figure 8: GPO 3: Restricting Access to Removable Media Drives.
Removable storage devices are a significant security risk due to virus and malicious code infection, Group policies can be utilised as a security control to restrict use of USB drives and other removable storage devices, as shown above. 
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Figure 9: GPO 4:  Restricting Software Installation (REMOVE?)
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Figure 10: GPO 4:  Restricting Software Installs
Installation of software by users can lead to infection of a system allowing lateral movement for hackers to gain access to business systems. Using group policy, it is possible to stop non-admin users from installing software. This helps prevent these types of cyber-attacks. This will also aid an organisation in software version control as standard users will not be able to install or update software without admin access. Allowing for software management tools to be utilised. 
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Figure 11: GPO 5: Enforcing Password Policy in the 'accatask.msft' domain
Enforcing an organisational password policy contributes to maintaining a good security posture. Using group policy complex password can be enforced on all domain users, both admin and non-admin users. 
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Figure 12: Address resolution protocol cache contents from arp -A command.
Contents of the server address resolution protocol (ARP) cache prior to any other network communication.
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Figure 13: Arp cache contents from asp -A command after pings.
Contents of the server ARP cache after pinging other networked devices.
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Figure 14: Route print output from Server 1.
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Figure 15: Creation of FTP site on Server 2.
File Transfer Protocol is a common server function used to transfer files between computer. Installation of the FTP role on a Windows 2019 server.

Figure 16: Configuring FTP welcome banner of Server 2.











Routing:
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Figure 18: Installing the remote access role.
In order to be able to configure the two servers as routers, the Remote Access role had to be added to both servers. This would allow the clients in each of the private networks (172.16.0.0.) to communicate.
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Figure 19: Server 1 pinging Server 2 on its public IP address.
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Figure 20: Client 1 pinging Client 2 on its private IP address
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Figure 21: Client 2 pinging Client 1 on its private IP address
After both of the servers had the remote access role configured and RIP routing was configured the two clients on different networks could communicate, as demonstrated by the above screenshot.


Section 4: IP filtering
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Figure 22: Configuring IP filter to block ping of router interface (Filter 1).
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Figure 23: Ping of router interface blocked, other IP addresses respond.
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Figure 24: FTP service connection.
The above figure shows the FTP service connecting prior to applying the IP filter rule (Filter 2) and then failing to connect after the filter is applied on the router (Server 1). The filter worked as expected, stopping FTP connectivity to Server 2 from Client 1.


Filter 3:
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The filter to only allow FTP access to Server 2 from Client 1 in PrivateNet1 is based on the PublicNet interface of Server 1 with the following properties:
· It is an Outbound filter with a filter action of "Drop all packets except those that meet the criteria below". This means that the filter can block access for any traffic that does not meet the filter.
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Prior to the filter being applied, Server 1 was used to test FTP connection to the FTP site, which worked. The filter was applied and then Server 1 was tested again. The connection failed after the filter was applied, as shown below.
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With the current day threats to small office/home office (SOHO) networks increasing manufacturing of networking products has been expected to increase security but also their literature but some of the other manufacturers continue to make "routers for SoHo-based environments, yet the literature has remained unchanged" [1]. Actions which can be taken to make sure the password meets complexity requirements. Password Complexity policy determines "whether passwords must meet a series of strong-password guidelines".[2] For example, a password should contain characters from different categories. These are Upper case letters, Lowercase letters, the base ten digits and non-alphanumeric characters. These set of criteria are used by organisations across the globe in different combinations and requirements "which typically requires individuals to develop difficult-to-guess passwords." [3] Within the NHS in Wales, there is a requirement to have a minimum of 11 characters of upper and lower case letters with numerical digits and special characters for when a user is creating their password. A different way to protect a SoHo is by getting the users to use two-factor authentification. Security professionals describe it as a "hardware tokens that generate random numbers." [4] A popular option which has been adopted by many high-ranking professionals is RSA SecurID which for decades was the first proper two-factor authentification tool available. But now, like anything two, factor authentication is playing a much bigger role in protecting SoHos, as well as multimillion-pound organisations. 
A method which can be used in providing education and training to users to make them aware of the password policy but also getting them to understand what importance keeping to the password policies plays in the organisation and what are the best practices to follow to make sure they don't break any policies. A small office may also employ password history within its policy. What password history does is make sure that a user cannot make a new password which has been recently used. As a result, this ensures that if that password has been compromised, then it cannot be used in the future, protecting the organisation from any threats or attacks. Closed Circuit TeleVision or CCTV is defined as "a television system in which signals are monitored for monitoring and security." [5] What CCTV can do to help protect a SoHo Network is acting as a deterrent for anybody who is looking to access areas where they shouldn't be or access machines or hardware which they are not required to use for the role in the organisation. CCTV can allow small businesses to have recordings of the office space, which can be used to investigate if somebody is trying to tamper with machines or systems, allowing for threats or attacks to occur. With CCTV it adds a layer of protection which may be overlooked by some organisations. 

What is a failover or failover clustering, "A failover cluster is a group of independent computers" [6] where clustered roles are formed to provide increased availability and scaleability to an organisation. For an organisation to consider the implementation of failover clusters, they would need to pay careful consideration and attention to different elements. For example, cluster nodes are the actual individual virtual and physical machines that comprise the failover cluster. The organisation would have to make sure that they have enough resources like the CPU, Ram and storage to support the cluster if one fails. The network would also need to be configured to make sure the cluster has its own dedicated network connections at different stages and points to make sure the system isn't left with a single point of failure. Additionally, load balancing is also needed to be taken into consideration. "Load balancing refers to evenly distributing the load across a group/cluster of backend resources or servers." [7] if not considered, the workload won't be distributed across the cluster node, meaning a non-optimised performance and resource optimisation. A role which a Windows server OS environment can provision is a file server role. "A file server is a central server in a computer network that provides files systems." [8] The server provides a continuously accessible location for data to be stored and retrieved even in the event of a server and or hardware fault does occur. 
To deploy a server or role, you would first need to make sure that the clustering feature has been installed on all the nodes required. Secondly, a cluster needs to be created. This allows for all the nodes and configured shared storage locations to be added. After that, you would need to add the file server role, which would make sure there is a continuous connection to files and data. With a failover cluster, file shares can also be created and names with the desired permissions added and configured to make sure only the people who need to access it can access it. Finally, it would be a quick review of the settings and then its creation. Failover clusters are essential for organisations that require a state of high availability and continuous operation of their services. Organisations would need to make sure they review and consider the deployment steps to make sure they can efficiently meet their needs for availability and continuous services. 
"Network Policy is a collection of rules that govern the per hour of network devices." [9] A draft network policy would include an introduction explaining the aims of the policy, so for our example, it could include the aims to "create a secure, efficient" Network, which can be used for network operations on an enterprise scale where they would need to have access to multiple locations. The assumption that I have for the scenario provided is the network is shared between on-prem and cloud base with additional capacity for remote working. There is going to be a requirement to support a variety of different devices like PCs and Laptops. The architecture of the network I am going to propose a hierarchy-designed network with a core layer to provide high-speed routing and switching capabilities between the different sites as well as a distribution layer to control the network access and ensure the security policies are being enforced. I would also make sure that there is utilisation of VPNs for remote workers and communications between the two sites. I would advise the team in charge of security to make sure they develop and maintain the different guidelines, policies and procedures to make sure they can monitor the network traffic, perform regular security audits and develop and implement incident response. I would get a risk assessment conducted to identify any potential threats and risks to the organisation and then prioritise them based on the potential impact they could have. I would recommend having a regular review and update of the network infrastructure depending on the changing business needs and threats which may emerge, as well as conducting regular penetration testing and scanning to make sure no vulnerabilities have been missed. And finally, I would implement an incident response to address any breaches in security, including containment, eradication, recovery and follow-up, as well as conducting post-incident reviews. 
The tasks which we have completed in this worksheet have provided a demonstration of how to successfully manage and maintain network resources by using network policies and security practices. Equally, routing and packet filtering within the core TCP/IP services and critical failover practices have been demonstrated. Overall the team has worked great, and we were able to communicate effectively to complete the worksheet within a reasonable time. 
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C: \Users\Adnin>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data
Reply from 172.16.1.2: bytes=32 time-1ms
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes-32 time=ims TTL-126
Reply from 172.16.1.2: bytes-32 time=ims TTL-126

ping statistics for 172.16.1.2

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum - ems, Maximum = ims, Average = ems

C:\Users\Admin>
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Administrator: Command Prompt

C: \Users\administratorsping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.16.1.1
Packets: Sent = 4, Received = 0, Lost

4 (100% loss),
C: \Users\administratorsping 172.16.2.2

Pinging 172.16.2.2 with 32 bytes of data

[Reply from 172.16.2.2: bytes=32 time-ims TTL-126
[Reply from 172.16.2.2: bytes=32 time<ims TTL-126
[Reply from 172.16.2.2: bytes=32 ti TTL-126
Reply from 172.16.2.2: bytes-32 TTL-126

ping statistics for 172.16.2.
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems

C: \Users\administrator>
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ZE & Administrator: Command Prompt - ftp 172

C: \Users\administrator>ftp 172.16.2.1
connected to 172.16.2.1.

226-Microsoft FTP Service

226 Welcome to the FTP site on Server2

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (172.16.2.1:(none)): ~C

C: \Users\administrator>

C: \Users\administrator>

C: \Users\administrator>

C: \Users\administrator>

C: \Users\administrator>ftp 172.16.2.1

>

"

Ftp: connect :Connection timed out
tp>
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