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Abstract
SteelForm Manufacturing Ltd (SFM) is a manufacturing business which uses IoT sensors, automation technology and a cloud-based production management system. While these technologies help boost efficiency and enhance manufacturing processes in today’s world, they also make the business susceptible to cyber threats. This is evidenced by recent cases of malware attacks, phishing emails and attempts of unauthorized access.  The current report outlines the most significant internal and external threats that SFM faces and suggests the measures to lower such threats. Monitoring and incident response, as well as the staff awareness are also being considered. The CIA model, confidentiality, integrity and availability, is being used in order to assess the effect of such threats on the company. Suggestions made in the current report are being supported by the approaches used in the information security area, including ISO/IEC 27001, NIST and UK data protection standards.
Introduction
Modern digital technologies are crucial for contemporary manufacturing. SFM utilizes IoT sensors, automation and production management systems based in the cloud to perform its production activities. Though these technologies enable operation advantages, their integration into business and industrial processes increases cybersecurity risks. SFM has been exposed to malware, phishing attempts, as well as attacks on its systems trying to gain unauthorized access. An escalation of these events can lead to losses, interruptions in production, data stealing and harm the reputation of the company. Industrial espionage is another issue as manufacturing companies possess commercially sensitive information about their production process and products. This report aims to develop a cybersecurity and data governance policy for SFM. Such a policy will address issues related to identification of threats both from the inside and outside the company, development of the necessary security policies, mitigation strategies, monitoring of systems and incidents, as well as the enhancement of employees' knowledge in this sphere. The information security assures the confidentiality, integrity, and availability of the information. ISO/IEC gives the requirements for establishing, implementing, maintaining and improving information security management system.
Identification of cybersecurity threats
Internal Threats The internal threats come from the employees, contractors or any authorised user. One internal threat is the actions of the employee by accident. An employee might inadvertently open the malware attachment, click the phishing link or release the confidential information to an unauthorised person. Weak passwords and weak security can cause the attack on the employee's account. Another type of internal threat is insider threats. In this case, the employee with legitimate access may intentionally release the confidential. External threats arise from factors external to the organisation. Phishing presents itself as one of the largest threats since an attacker could use a legitimate-looking email to make the employees divulge their username, password, or other information. This stolen information could be used by the attacker to access cloud services and the corporate systems.
Malware and ransomware present themselves as another threat. While malware could cause harm to the system or steal information, ransomware could block access to files and systems. In the case of manufacturing organisation, a breach of the IT systems would interfere with production operations.
Another possible source of attacks is the IoT devices. An IoT device that is not secure enough can be targeted by the attacker who would use it as the source of entry into the system. Automated machinery and production systems need to be segregated from other devices.
Lastly, industrial espionage is a consideration for SFM. The attackers could try to gain access to sensitive information about the production process, designs, customers, and business plans.
Information, tamper with the data or even disclose the information to the outside party. The too many privileges of the users can lead to the insider threat as the user would access the information and system which are not required for the work.
	Threat
	Type
	Potential impact
	Principle

	Phishing
	External
	Credential theft and account compromise
	Confidentiality

	Malware
	External
	System damage and loss data
	Availability

	Ransomware
	External
	Production and system failures
	Availability

	Insider threat
	Internal
	Data theft and misuse
	Confidentiality

	IoT attack
	External
	Network compromise
	Availability

	Industrial espionage
	External
	Loss or sensitive information
	Confidentiality

	Unauthorised access
	External, internal
	Access to system and data
	Confidentiality



Security policies
SFM should establish clear security policies that define how employees and systems must be protected.
Access Control Policy It is crucial that SFM implements the principle of least privilege where users have access to the system only when necessary for the job function. User access should be re-evaluated periodically and terminated upon leaving the organisation and changing functions. MFA should be implemented where access to critical systems, especially cloud services, administrative accounts and remote access is needed as another level of security if the password is stolen. 
Password Policy Employees should choose robust and unique passwords and not disclose the passwords to anyone else. Password manager applications may come in handy as a solution. MFA should be required for high-risk accounts. 
Email and Phishing Policy Employees should be instructed on how to respond to suspicious emails and attachments. Staff should be encouraged to report suspicious messages rather than engaging with them. An email filtering solution should also be installed in order to identify malicious emails before they get delivered to employees. The combination of technical and human factors should be used since technological means do not protect against all social engineering attempts. 
Data Protection Policy SFM should categorise information depending on its level of sensitivity. Sensitive production information, personal information and commercially sensitive information should be protected more than publicly accessible information. Organisations should process only personal information for legitimate reasons and take necessary security measures. According to the ICO, the UK GDPR contains such principles as lawfulness, purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality, accountability.
Remote access should only be permitted through approved secure methods. MFA should be required, and remote users should only receive the access necessary for their role. Unauthorised personal devices should not be permitted to connect directly to sensitive production systems.
Mitigation measures
Internet Firewall Corporate Network Controlled Gateway Production Network IoT and manufacturing devices
Production systems should not have unnecessary direct access to the public Internet.
Firewalls- firewalls should control traffic entering and leaving the corporate and production networks. Rules should be based on business requirements, and unnecessary services should be blocked. 
Endpoint Detection and Protection- computers and servers should use endpoint protection capable of detecting malware and suspicious activity. Security software should be regularly updated
Patch Management- the operating systems, software and IoT devices need to be patched wherever possible. The vulnerabilities that go unpatched will enable the attackers to have the opportunity to access these systems.
Backup- here needs to be frequent backup of SFM's key business and production data. The backups must be secure from any unauthorised access and ransomware. Some backups must be kept isolated from the production environment so that it is not possible for the attacker to delete all the backups.
Encryption- sensitive information should be encrypted during storage and transmission where appropriate. The ICO notes that encryption can form part of the technical and organisational measures used to protect personal information under UK data protection requirements.
Network monitoring- should monitor the network activity of its system for any suspicious activity. There must be a logging of the security activities in order to detect any unauthorised authentication or malware activity
Monitoring and incident response
Security monitoring must give SFM advance notice regarding any possible attacks. The SIEM solution can be used for collection of logs from the server, endpoints, firewall, and authentication systems. The IDS/IPS solution can also be utilized for detection of any malicious network traffic. Incident Response should be developed as a proper process.[image: ]
Detection is the first stage. It is important for security staff to examine warnings and see whether they indicate an actual incident. In case of confirmation of an incident, the devices or accounts which were under attack should be quarantined. Containment is the next step. For instance, the computer which became vulnerable can be disconnected from the network, while the account which was attacked will be disabled. Following this stage, the company should find the reason of the incident. Recovery requires restoring systems through backup. Before putting the system back in use, it should be examined. Documentation and analysis is the final stage of an incident response process. The company should learn about the incident, its causes and measures that should be taken to improve their current controls.
Staff training and security awareness
Employees are another component of SFM’s cyber security approach since a number of threats target human behaviour.
The new staff should be introduced to security awareness training at the beginning of their employment. The training should include password security, multi-factor authentication (MFA), phishing techniques, secure use of emails, data protection and incident reporting.
The refresher training should also take place regularly. SFM can organize phishing simulations to evaluate if the staff is able to recognize suspicious communications. The employees failing in simulations will require further training.
The staff should be aware of the procedures for incident reporting. If the employee accidentally clicks on suspicious link he/she should report it immediately and not hide the mistake. Reporting early allows to prevent further development of the incident.
The protection of the confidential production information should be explained in the training as well. The employees should understand the financial and competitive risks that the company faces due to leakage of the sensitive data.
Data governance
Data Governance should support cybersecurity. SFM needs to determine the data it has, where it resides, who will have access to it and for how long it should be retained. Confidential information needs to be classified and the access to it should be governed according to business needs. Duplicate copies of personal and confidential information need to be avoided. Data Protection should be taken into consideration when introducing new systems. According to ICO, data protection by design and by default means taking into consideration data protection and privacy right from the beginning of the development process of any project. SFM should take into account security and privacy when implementing IoT, Cloud or production systems.
Conclusion
As it makes use of connected technology and automated machinery and cloud-based computing technologies, there are cybersecurity threats that may affect SFM's information and operational processes in terms of confidentiality, integrity and availability of the data. An effective cybersecurity policy for the organisation must consist of the following elements: access control; MFA; network segmentation; firewalls; endpoint protection; backups; encryption and monitoring. All these technical measures are to be complemented by proper organisational policies and training for the personnel of the company. There has to be a structured incident response process that includes steps such as detection and containment of the threat followed by recovery and post-incident review. Data governance is another element that should be considered by the company as part of its cybersecurity strategy to ensure the protection of personal and business-sensitive data. On the whole, SFM has to take a risk-based approach to cybersecurity which can be based on the ISO/IEC 27001 standard and UK GDPR principles.
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Encryption

About this guidance

e Why have you produced this guidance?
e Who is this guidance for?

e What does it cover?

e How do we use this guidance?

What is encryption?

e What is encryption and how can it protect personal information?
e What types of encryption are there?
e How can we use encryption?

Encryption and data protection

What does UK data protection law say about encryption?

Does this mean we must encrypt personal information?

How do we decide whether encryption is appropriate?

How should we consider the state of the art and cost of implementation
of encryption?

e What happens if we don’t encrypt personal information?

Is encryption relevant for other parts of UK data protection law?

Does encryption remove the risks?

If we encrypt personal information, does this count as processing?

Is encrypted data still personal information?

Encryption and data storage

e What are the benefits of encrypting the data we store?
What is full disk encryption?

How do we implement full disk encryption?

How do we encrypt our smartphones and tablets?

How do we encrypt removeable media?

How do we secure USB storage ?

How do we encrypt individual files?

What are the residual risks with encrypted data storage?

Encryption and data transfer
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e What are the benefits of encrypting data in transit?

e What is HTTPS?

e What is the difference between HTTPS, TLS, and SSL?

e Where should we use HTTPS on our website?

e How can we test if our HTTPS implementation is effective?
e Are there any risks with encryption and data transfer?

How do we implement encryption?

e Choose the right algorithm and key size

e Choose the right software

e Manage the key appropriately

e Keep your encryption under regular review

Encryption scenarios

e Encrypted email

e Encrypted attachments

e Encryption and the cloud

e Encryption and backups

e Sending personal information on physical storage media
e Faxing

e CCTV and video surveillance

e Photography and video cameras

e Body worn video (BWV)

e Unmanned aerial systems (UAS)

e Encryption and Internet of Things (IoT) devices

Glossary
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About this guidance

02 September 2025

We've finalised the guidance after the public consultation. We've also
published a summary of the responses.

13 May 2025

We’'ve updated this guidance to follow our ‘must, should, could’
framework to give greater clarity on which encryption measures we
expect organisations to implement. This change improves consistency
across our range of guidance products.

We've also updated the ‘encryption in practice’ section of this guidance
to reflect the current state of technology, especially Hypertext Transfer
Protocol Secure (HTTPS) which we expect all organisations to use.

In detail

e Why have you produced this guidance?
e Who is this guidance for?

e What does it cover?

e What doesn't it cover?

e How do we use this guidance?

Why have you produced this guidance?

Processing personal information securely is essential to maintaining trust and
confidence in digital services. Encryption is an effective technical measure
that helps you achieve this. For example, it supports online payments, e-
commerce and allows people to send information while being better
protected from eavesdropping.

We've seen numerous incidents where personal information has been lost,
stolen, or subject to unauthorised access. Many of these cases involved data
being inadequately protected or the devices the data was stored on being left
in inappropriate places, or both. You may face regulatory action in line with
our regulatory action policy, if you don’t implement appropriate technical and
organisational measures, such as encryption.
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However, it may be unclear when encryption can support compliance with UK
data protection law.

This guidance explains how UK data protection law applies when you use
encryption. It provides practical advice to help you comply with the UK
General Data Protection Regulation (UK GDPR).

This guidance highlights key compliance considerations. Read it to
understand the law and our recommendations for good practice.

Who is this guidance for?

This guidance discusses encryption in more detail. Read it if you need a
deeper understanding about how to apply encryption in practice. It is aimed
at data protection officers (DPOs) and those with specific data protection
responsibilities in any size of organisation who are implementing encryption.

If you have not read the ‘in brief’ page on encryption, read that first. It
introduces this topic and sets out the key points you need to know, along
with practical checklists to help you comply.

This guidance will help you to understand:

e the importance of encryption as an appropriate technical measure to
protect the personal information you hold; and
e how to implement it.

Whether you are a controller or a processor, encryption is a technique that
you can use to help protect personal information.

What does this guidance cover?

This guidance covers encryption in the context of the UK GDPR and how you
can use it in different contexts. It includes several scenarios where you can
use encryption to protect personal information, as well as the residual risks
of doing so.

What doesn't it cover?

This guidance doesn’t cover things like end-to-end encryption (E2EE),
privacy-enhancing technologies (PETs), encryption and ransomware, or the
potential impact of quantum computing.
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Further reading

For more information on things this guidance doesn’t cover, read:

e ICO statement on E2EE (PDF)

e Guidance on PETs

e Guidance on ransomware

e Quantum computing in our tech futures report

How do we use this guidance?

To help you to understand the law and good practice as clearly as possible,
this guidance says what organisations must, should, and could do to
comply.

Legal requirements

e Must refers to legislative requirements.
e Must also refers to binding case law.

Good practice

e Should does not refer to a legal requirement, but what we expect you
to do to comply effectively with the law. You should do this unless there
is a good reason not to. If you choose to take a different approach, you
must be able to demonstrate that this approach also complies with the
law.

e Could refers to an option or example that you could consider to help
you to comply effectively. There are likely to be various other ways you
could comply.

This approach only applies where indicated in our guidance. We will update
other guidance in due course.
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What is encryption?

In detail

e What is encryption and how can it protect personal information?
e What types of encryption are there?
e How can we use encryption?

What is encryption and how can it protect personal information?

Encryption is a process that uses a secret key to encode information,
ensuring that only those with access to the key can read it. Decryption is the
opposite - the secret key decodes the information and makes it useful again.

Some algorithms use different keys for encryption and decryption. Without
the correct key, the information remains inaccessible, protecting it from
unauthorised or unlawful access.

It is theoretically possible to decrypt the information without the key by
attempting every possible combination. This is called a brute force attack.
But this can take an impractically long time - potentially millions of years -
depending on the computing power and key type.

This means encryption provides a suitable safeguard against unauthorised or
unlawful processing of personal information, especially when alternative
measures are not feasible.

Today, most information transmitted over the internet is encrypted. Most
smartphones and similar devices are protected (eg by the phone’s passcode).
These common forms of encryption safeguard people without them needing
to think about it.

What types of encryption are there?

There are two types of encryption in widespread use today: symmetric and
asymmetric. The difference is whether or not the same key is used for
encryption and decryption.

What is symmetric encryption?
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Symmetric encryption is where the same key is used for both processes. This
means it is critical to use a secure method to transfer the key between
sender and recipient.

Symmetric encryption is useful in scenarios when:

e there is a secure or separate way to share a key, or both; or
e the key does not need to be shared (eg if you encrypt and decrypt data
on your local device).

Plaintext:

Here's my Encrypt
private data

Ciphertext:

U2sdGVkX1o
KSus91yVnP

Plaintext:

Here's my < Decrypt
private data B

Figure 1: Symmetric encryption — Using the same key for encryption and
decryption

What is asymmetric encryption?

Asymmetric encryption is where one key is used for encryption and a
different key is used for decryption. One of the keys is typically known as the
private key and the other is known as the public key.

The private key is kept secret by the owner and the public key is either
shared among authorised recipients or made publicly available.

This typically means that any party can encrypt data, but only the owner of
the private key can decrypt it.

This can avoid or greatly reduce the complexity of securely distributing keys
when compared to symmetric encryption. Data can therefore be sent with
reduced risk of unauthorised or unlawful access to it.
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Asymmetric encryption is useful in scenarios where both parties have the
infrastructure in place to facilitate its use.

Plaintext:

Here's my Encrypt
private data

Public®
key

Ciphertext:

U2sdGVkX1o
KSus91yVnP

Plaintext:
Here's my < Decrypt

private data

Figure 2: Asymmetric encryption — Using a different key for encryption and
decryption

How can we use encryption?
There are a few ways you can use encryption, depending on your purposes.

Encryption and data storage

This encrypts data stored on a device or network in such a way that it is
unintelligible to unauthorised users without a key. It ensures that the data is
kept secure against risks of theft or unauthorised access. You can use this
type of encryption when you store data on devices (eg servers, PCs, laptops,
mobile phones, removable storage) and in backups.

Encryption and data transfer

This protects data as it moves across a network, such as the internet. The
data is shielded from interception or eavesdropping. Even if the
communication is intercepted, the data remains unintelligible without the
decryption key. You can use this type of encryption when you send and
receive data online (eg through websites or over email).

Encryption when processing

2.0.9 | 13 May 2025 12





This protects data when it is being used. Normally, to make use of data
protected by encryption, it must first be decrypted and turned back into
plaintext. In recent years, technological advances mean that it is possible to
perform computations on encrypted data without decrypting it first. This
maintains the data’s security while still enabling it to be used.

An example of this type of encryption is ‘homomorphic encryption’. We
discuss this in more detail in our guidance on privacy-enhancing technologies
(PETSs).

Further reading - ICO guidance

Guidance on PETs
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Encryption and data protection

In detail

What does UK data protection law say about encryption?

Does this mean we must encrypt personal information?

How do we decide whether encryption is appropriate?

How should we consider the state of the art and cost of implementation
of encryption?

e What happens if we don’t encrypt personal information?

e Is encryption relevant for other parts of UK data protection law?

e Does encryption remove the risks?

e If we encrypt personal information, does this count as processing?

e Is encrypted data still personal information?

What does UK data protection law say about encryption?

Article 5(1)(f) of the UK GDPR states that you must process personal
information:

“...in @ manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate
technical or organisational measures”

This is the integrity and confidentiality principle, or security principle for
short. Although the UK GDPR does not define the meaning of ‘appropriate’, it
has further considerations in Article 32 on security of processing.

“Taking into account the state of the art, the costs of implementation,
and the nature, scope, context and purposes of processing as well as the
risk of varying likelihood and severity for the rights and freedoms of
natural persons, the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate:
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(a) pseudonymisation and encryption of personal data”

You must implement appropriate technical and organisational measures to
protect against unauthorised or unlawful processing.

So, implementing encryption can form part of how your collection and use of
personal information complies with the security principle. It's a technical
measure you put in place to protect that information.

Does this mean we must encrypt personal information?

No. The UK GDPR doesn’t specifically require you to use encryption or
encrypt all personal information you hold. But it does say you must process
the personal information securely, and it includes encryption as an example
of an appropriate technical measure.

Encryption is a widely available measure and is relatively easy to implement.
There are many low cost, easily deployable encryption tools and solutions.

Specifically, you should use encryption to protect personal information
when:

e it is in transit electronically (eg online);

e you store it on computing devices like PCs, laptops, smartphones and
tablets; and

e you store it on removable media.

These types of encryption and how to implement them are explained further
in the ‘encryption in practice’ section.

Further reading - ICO guidance

Security

How do we decide whether encryption is appropriate?

Although encryption is a widely available measure and is relatively easy to
implement, it is also not always suitable for every processing operation and
may not mitigate some types of risk.
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So, you should consider encryption alongside other measures that may be
relevant to the risks you identify, as part of a ‘defence in depth’ approach to
security.

You should assess your information risk before deciding on what measures
are appropriate. For example, by reviewing the personal information you hold
to determine things like its value, sensitivity, and confidentiality and risk.

You should look at this as part of any data protection impact assessment
(DPIA) you carry out. Although it is good practice to carry out a DPIA for any
intended processing activity, there are some where you must do so to
comply with the law. (See our DPIA guidance for more information.)

Ultimately, whether or not encryption is the right measure to put in place
depends on your circumstances. For example:

e the processing you want to carry out;

e the risks it may pose to people’s rights and freedoms;

e the state of the art of technology available to you to protect that data;
and

e the cost of implementing encryption.

Regardless of whether you do a DPIA, you should consider factors such as:

e the potential damage or distress to people if the data was
compromised;

e the nature, scope, context, purpose of processing and extent of your
organisation’s premises and computer systems; and

e the number of staff you have and the extent of their access to personal
information.

There is always risk in processing personal information. Even where you
assess the risks to be lower, some encryption measures are very likely to be
appropriate.

Where there is greater risk, a wider potential selection of encryption or other
security measures are appropriate.

You should have a policy governing your use of encryption, including
guidelines to help staff understand when they should and should not use
encryption.
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Example

An organisation uses spreadsheet software to keep track of personal
information. The spreadsheet software allows users to encrypt the
spreadsheet with a password they enter.

The organisation instructs staff not to use that functionality unless the
spreadsheet is being sent to someone outside the organisation.

The organisation does not have a process in place to keep track of the
passwords used. This means that when a staff member forgets, loses or
mistypes the password, the personal information in the spreadsheet is
inaccessible.

Personal information becoming inaccessible in this way will likely mean
the organisation has not implemented appropriate security measures. It
may also constitute a personal data breach (eg if the data is then
unavailable to the organisation).

To mitigate this risk, the organisation decides to operate centrally
managed encryption measures to protect this information.

You should take account of any industry or sector-specific guidelines. These
may include a minimum standard or expectation, or recommend a specific
policy or approach to encrypting personal information.

Further reading - ICO guidance

e Security
e Data protection impact assessments (DPIAs)

Other resources

The General Council of the Bar:

e Cyber and Information Security affirmation (PDF).
e Guidance on information security (PDF), which includes a section on
encryption.
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The Attorney General’s guidelines on information security and
government work, that include a section on storing and handling
electronic material.

The Payment Card Industry Data Security Standard (PCI-DSS).
Requirements 3 and 4 of the PCI-DSS cover the protection of cardholder
data in storage and in transit. If you use encryption as part of the
measures, there are specific considerations detailed in each of the
requirements.

How should we consider the state of the art and cost of
implementation of encryption?

When you assess whether a technical or organisational measure is
appropriate, you must consider the state of the art of technology and the
cost of implementing that measure.

To understand what ‘state of the art” means in the context of encryption, you
could think about whether a particular encryption technology is:

e widely available or widely used;

e aligned with recognised industry standards (eg FIPS 140-3 or FIPS 197
from the National Institute of Standards and Technology (NIST)); or

e certified or accredited (eg by the NCSC'’s Certified Assisted Products
Scheme (CAPS)).

Many types of encryption are well-established and widely deployed. There
are many solutions, and you can often implement encryption relatively easily
at little or no cost.

For example, encryption is widely available in the context of protecting:

e computing devices (eg full disk encryption);

files and folders on computing devices (eg file encryption, encrypted
containers);

web traffic, including online communications;

emails; and

removable media (eg external storage devices like USB drives or
portable hard disks).
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Further reading — ICO guidance

Security outcomes

Other resources

FIPS 140-3 - security requirements for cryptographic modules
FIPS 197 - the Advanced Encryption Standard (AES)

NCSC certifications, including the CAPS scheme

List of agreed cryptographic mechanisms published by the Senior
Officials Group Information Systems Security (SOG-IS)

e NIST Special Publication 800-131A on use of cryptographic
algorithms

e Technical guidelines on cryptographic mechanisms from the German

Federal Office of Information Security (in English)

What happens if we don’t encrypt personal information?

Poor information security doesn’t just leave your systems and services at
risk. If the data you process is compromised, this can cause real harm to
people. In extreme cases, lives may even be endangered.

Additionally, you may face risks of regulatory action and reputational
damage, if you don't put appropriate security measures in place.

Some examples of the harms that poor information security can cause
include:

e identity fraud;
e fake credit card transactions;

e targeting of people by fraudsters, potentially made more convincing by

compromised personal information;

e witnesses put at risk of physical harm or intimidation;

e offenders at risk from vigilantes;

e exposure of the addresses of service personnel, police and prison
officers, and those at risk of domestic violence;

e fake applications for tax credits; and

e mortgage fraud.
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Although these serious consequences do not always happen, people are still
entitled to be protected from less serious kinds of harm. For example,
embarrassment or inconvenience.

Further reading - ICO guidance

e Regulatory action policy (PDF)
e Data protection harms

Further reading — the National Archives
e Marriott International Inc penalty from 2020 (external link)

Is encryption relevant for other parts of UK data protection law?

Yes. Alongside the security principle and the provisions on security of
processing, encryption may be relevant for compliance with your data
protection by design obligations in Article 25.

These mean you must put in place appropriate technical and organisational
measures to implement the data protection principles effectively and
integrate necessary safeguards into the processing.

You must do this at the design phase of any processing you want to do, as
well as for the duration of the processing.

Implementing the data protection principles effectively includes ensuring
appropriate security. Therefore, encryption can be an effective way to
demonstrate that you've put in place a data protection by design approach.

Further reading - ICO guidance

Data protection by design and by default

Does encryption remove the risks?
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No. Encryption can reduce risks, but it does not remove them entirely.
Residual risks may remain. You should consider the benefits that encryption
will offer in the context of your processing, as well as these residual risks and
how you will manage them.

You should also consider whether there are other security measures that
may be appropriate for you to put in place, either instead of encryption or
alongside it, as you cannot use encryption in every situation.

You could include integrity checks alongside encryption to ensure that
attackers cannot tamper with encrypted data, even if they are unable to steal
it.

If you lose a decryption key it means that no-one, including you, is able to
decrypt the data. You should mitigate this risk through proper key
management, file storage or backup procedures.

Depending on the circumstances, loss of a decryption key may constitute
“accidental loss, destruction or damage” to personal information.
Additionally, if you cannot restore the data, this may constitute a personal
data breach due to a lack of availability.

This can result in harm to people, if the personal information is lost due to
loss of the encryption key. For example, a person is unable to access
important financial documents, personal videos or photos.

You should consider the risk of insider threats, for example misuse of keys.
Depending on the circumstances, you could consider technical and
organisational measures to mitigate these risks. For example, you could:

e use Hardware Security Modules (HSMs) to store and manage encryption
keys securely;

e implement role-based access control (RBAC) with the principle of least
privilege; and

e enforce separation of duties to prevent any single person from having
full access.

Encrypting data can reduce the risk of a personal data breach and the extent
that it impacts people’s rights and freedoms. This in turn can determine
whether:

e you must tell people about it; or
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e you don’t have to (eg because the encryption makes the personal
information unintelligible to anyone not authorised to access it).

However, you must still check whether you need to tell us about the
personal data breach.

Further reading - ICO guidance

e Data protection by design and default
e Personal data breaches: a guide
e A guide to data security

Other resources

e NIST Special Publication 800-57 Part 1 Revision 5 provides guidance
for developers and system administrators on best practices
associated with key management (external link)

e NIST Special Publication 800-53 Revision 5 describes the principle
of least privilege in its section on access control (external link)

e The NCSC's guidance on identity and asset management includes
considerations about the principle of least privilege (external link)

e The NCSC'’s guidance on reducing data exfiltration by malicious
insiders includes advice and recommendations to mitigate insider
threats (external link)

If we encrypt personal information, does this count as processing?

Yes. Article 4(2) of the UK GDPR defines ‘processing’ as any operation or set
of operations performed on personal information, It includes ‘adaptation or
alteration’. The process of converting personal information from plaintext into
ciphertext is an example of adaptation or alteration.

Is encrypted data still personal information?

From your perspective, yes. Although the status of encrypted data as
personal information can depend on the circumstances, ultimately if you
decided to carry out encryption, then the encrypted data is still personal
information in your hands.
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This means encryption is typically a pseudonymisation technique. It is a
security measure designed to protect personal information and is reversible
with a key.

You should not automatically view your use of encryption as an
anonymisation technique or assume the encrypted data is not subject to the
requirements of data protection law.

If you can access the encrypted data and the key, you have the means
available to re-identify people through decryption of that dataset. Therefore,
the encrypted data is personal information and UK data protection law
applies to it.

This means you must also comply with the law when processing that
encrypted data (eg if you store it, retrieve it, consult it, or otherwise use it).

Likewise, the encrypted data is subject to UK data protection law, if you are
a processor acting on behalf of a controller who can decrypt the dataset, or
vice versa. You are simply carrying out processing on behalf of your
controller. The status of the data in their hands is what matters.

If you use encryption as part of applying pseudonymisation techniques to
personal information, you should consider whether it is reasonably likely that
someone else, or someone you are deliberately sharing the encrypted data
with, can identify people. For example, this may be the case where:

e the data is only partially encrypted (eg so that remaining plaintext
identifiers allow singling out or linkability of a person);

e the encryption was ineffective due to misconfiguration, key leakage,
choice of vulnerable algorithms or other relevant factors; or

e the encrypted data is shared without any assessment of the receiving
organisation’s technical or contractual ability to identify people within
the dataset (including in cases where they have no access to the key).

Further reading - ICO guidance

Anonymisation — the section ‘Do we need to consider who else may be
able to identify people from the data?’ provides further information on
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assessing the identifiability of pseudonymised data without additional
information with another organisation.
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Encryption and data storage

In detail

What are the benefits of encrypting the data we store?
What is full disk encryption?

How do we implement full disk encryption?

How do we encrypt our smartphones and tablets?

How do we encrypt removeable media?

How do we secure USB storage ?

How do we encrypt individual files?

What are the residual risks with encrypted data storage?

What are the benefits of encrypting the data we store?

Encrypting personal information you intend to store (eg on a laptop, mobile,
USB or back-up media, databases, and file servers) provides effective
protection against unauthorised or unlawful processing.

It is especially effective in protecting the information from unauthorised
access if the device you use to store the encrypted data is lost or stolen.

An effective and appropriate encryption solution can also be a way to
demonstrate your compliance with the security requirements of UK data
protection law.

You should enable storage encryption on laptops, smartphones and tablets
that store personal information.

If the encryption you use depends on the user’s password for its security,
you should:

e ensure that passwords are sufficiently long and complex to provide
appropriate security;

e ensure that passwords are not stored or written down near the
encrypted device; and

e use alphanumeric passcodes, when possible, as they provide greater
protection than passcodes that only contain numbers.

What is full disk encryption?
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Full disk encryption involves encrypting the entire contents of a device’s
built-in storage. Most modern operating systems have full disk encryption
built in. With full disk encryption, the data is decrypted only when the user
accesses the device, and it becomes more difficult to access data stored on a
device without its password.

This functionality is also available in some non-portable devices, such as
desktop PCs and servers. These may have a lower risk of loss or theft
because they are generally located in a secure location (eg on business
premises with restricted access).

However, there is still a risk of loss or theft of a disk or the device itself (eg
during a break-in). Therefore, you should use encryption on non-mobile
devices, if it is available. This can be beneficial, especially if you cannot
maintain physical security of the devices at an appropriate level.

Example

A hospital uses non-portable computer systems in some areas (eg
shared administrative offices). It is not possible for the hospital to keep
these areas locked because multiple medical and administrative
personnel need to be able to access them constantly.

Encryption is therefore critical to ensure that sensitive patient and other
confidential information remains secure on non-portable devices and any
storage accessible to them, even if the physical devices are
compromised.

Example

An organisation issues laptops to employees for remote working.

As the devices are used outside the office, there is a risk of loss or theft
(eg when an employee uses it outside the office or travelling to and from
the office).

To address this risk, the organisation requires all data stored on laptops
to be encrypted using built-in full disk encryption technology.
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This significantly reduces the chance of unauthorised or unlawful
processing of the data, if a laptop is lost or stolen.

Full disk encryption depends on the user’s password for its security. This
means you should ensure that passwords are sufficiently complex to provide
appropriate security.

Example

A laptop is protected using a secure full disk encryption product. This
means that the personal information is stored in an encrypted form when
the laptop is switched off.

The laptop is stolen. The thief turns on the laptop and is challenged for
the password. Without knowing the password, the thief is unable to
access the data.

However, as the laptop’s password was written on a piece of paper
stored in the same bag as the laptop, the thief has everything necessary
to decrypt the data and gain full access to it. This makes the encryption
ineffective.

Full disk encryption may not be enabled by default. You should check
whether it is enabled. If not, you should enable it by accessing the relevant
settings option within the operating system of your device(s) and following
the instructions, for example.

Further reading - ICO guidance
Passwords in online services

The passwords guidance looks at what we expect you to do when setting
up an online authentication system (eg for user accounts). However,
some of its underlying concepts about appropriate passwords can apply
in other circumstances.

How do we implement full disk encryption?
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There are a number of ways to achieve full disk encryption. We don’t
recommend any particular encryption solution or product. The outcome is
what’s important — that you make it more difficult for someone with physical
access to a device to gain unauthorised access to personal information on it.

Not implementing encryption on mobile devices can lead to severe
consequences, for example:

e unauthorised people accessing sensitive personal information that may
cause significant harm to people, including identity theft, financial fraud,
and other malicious outcomes;

e reputational damage; or

e regulatory action.

Example

In 2013, under the previous data protection regime, we issued a fine of
£150,000 to Glasgow City Council.

This followed the loss of two unencrypted laptops which were stolen from
the council’s offices during a refurbishment. One of them contained the
personal information of 20,143 people, including 6,069 bank account
details.

Our investigation found that the laptops were unencrypted due to
problems with the encryption software. However, the council allowed its
IT supplier to issue unencrypted laptops, despite its own instructions. We
also found that another 74 unencrypted laptops were unaccounted for.

The council subsequently took remedial action, including implementing
port control.

In addition to the fine, we also issued an enforcement notice requiring
the council to:
e carry out an audit of its IT assets;

e arrange for its managers to receive asset management training;
and
e keep its asset register up to date.
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Most modern operating systems include full disk encryption as a feature. You
should consider whether using this feature is appropriate for your
circumstances.

Further reading - the National Archives

Glasgow City Council penalty from 2013 (external link)

Other resources

The NCSC has platform-specific guidance for securing devices. It has also
published downloadable configurations in its Github repository.

NCSC guidance on Windows: the Windows operating system includes a
feature called BitLocker Drive Encryption which encrypts all user and
system files on the drive.

NCSC guidance on macOS: macOS includes the FileVault feature which
encryptions the startup disk.

A number of Linux-based systems include disk encryption features. If
you use Linux, we advise you to consult the documentation of your
particular distribution for more information.

This list is not exhaustive and there may be other solutions that apply
depending on your circumstances.

How do we encrypt our smartphones and tablets?

Modern smartphone and tablet operating systems also have the functionality
to enable encryption, just like full disk encryption for PCs and laptops,. This
can provide greater protection against unauthorised access to personal
information if the device is lost or stolen.

The protection provided by encryption for smartphones and tablets depends
on the passcode used to unlock the device, as it is used as part of the
encryption key generation process.

This means you should ensure that passcodes for these devices are
sufficiently complex to provide appropriate security.
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Encryption is enabled by default on modern smartphones and tablets that are
set up with a passcode required to unlock the device. By default, the
passcode may only allow numbers, but most devices have a setting to enable
letters as well as numbers which allows greater security.

On iPhone and iPad, encryption is called ‘data protection’. When enabled, you
see a line of text saying “data protection is enabled” at the bottom of the
“FacelD & Passcode menu” in “Settings”.

For Android devices, confirmation that encryption is enabled depends on the
device you use.

For more information about securing iPhone, iPad and Android devices, see
NCSC guidance.

Other resources

e NCSC platform guidance for Apple devices
e NCSC platform guidance for Android devices
e Apple’s documentation on its “"Data Protection” feature

How do we encrypt removeable media?

Personal information stored on removeable media, such as USB devices and
SD cards, is at risk of unauthorised access if you don't encrypt it. When you
encrypt removeable storage media, anyone who tries to access the data

needs to enter a password or have a digital key on their computer to do so.

It can be easy to lose or misplace removable media. This can make it difficult
to comply with other data protection obligations, such as dealing with a
subject access request (SAR). They can also introduce malware or other
cyber security risks.

You should consider more appropriate ways of transporting or storing data.

You should implement encryption if you have a business need to store
personal information on removable media. In particular due to the wide
availability of ways for you to do this on removable media, and the low cost
of doing so. (For more examples, see the encryption scenarios section.)
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Example

Under the previous data protection regime, we fined Greater Manchester
Police £150,000 after a USB stick containing data on police operations
was stolen from an officer’'s home. The stick contained personal
information of over 1,000 people with links to serious organised crime
investigations going back over an 11-year period. It was unencrypted
and had no password protection.

An investigation established that an officer had used the device to copy
information from their personal folder on the force’s network to access
the data from outside the office. It was subsequently discovered that a
number of other officers were also using unencrypted memory sticks on
a regular basis.

Greater Manchester Police failed to implement appropriate technical
measures against the loss of personal information. Although there was
an order requiring the use of encrypted memory sticks, it was not
enforced, and no steps were taken to restrict the downloading of files
onto external devices.

Example

Under the previous data protection regime, North East Lincolnshire
Council was issued with a fine of £80,000 after a serious data breach
resulted in the loss of sensitive information of hundreds of children with
special educational needs.

The information was stored on an unencrypted memory stick and went
missing after the device was left in a laptop at the council’s offices by a
special educational needs teacher. When the teacher returned to the
laptop, the memory stick was gone and it has never been recovered.

The device contained sensitive personal information about the 286
children who attended local schools, including information about their
mental and physical health problems and teaching requirements. The
device also included the pupils’ dates of birth and, for some, details of
their home addresses and information about their home life.

Further reading - ICO guidance
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Mobile devices in our Accountability framework

Further reading — the National Archives
Greater Manchester Police penalty from 2012 (external link)

North East Lincolnshire Council penalty from 2013 (external link)

How do we secure USB storage?

There are three main ways to avoid storing unencrypted personal information
on USB devices:

e Prohibiting or restricting your staff’s use of USB storage devices.

e Implementing measures to prevent your organisation’s devices from
connecting to USB devices, and to prevent unauthorised access of
personal information (eg staff training and enforcement, or technical
controls).

e Restricting how your organisation’s devices interact with USB devices.
This is good practice from a wider cyber security perspective.

If you do have a business need for your staff to use USB storage devices,
you should:

e implement appropriate measures (eg policies governing USB use and
staff training); and

e encrypt the whole device or ensure that individual files containing
personal information are encrypted before they are stored on it.

Encrypting the USB device provides protection against unauthorised access
by requiring a key before the files stored on it can be read.

Software for encrypting USB storage devices is widely available. For
example, a common tool is Bitlocker on Windows.

Alternatively, encrypting individual files before you put them on a USB device
can also protect personal information. Even though the presence of the
individual encrypted files can be seen on the USB drive, they cannot be
accessed without the password.

2.0.9 | 13 May 2025 32



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/records-management-and-security/#Mobile

https://webarchive.nationalarchives.gov.uk/ukgwa/20131204081927/http:/www.ico.org.uk/news/latest_news/2012/police-force-pays-120000-penalty-for-data-breach-16102012

https://webarchive.nationalarchives.gov.uk/ukgwa/20131204081946/http:/www.ico.org.uk/news/latest_news/2013/hundreds-of-childrens-details-lost-on-unencrypted-council-memory-stick-29102013



Whole USB device encryption is generally more robust and enforceable than
device restrictions. However, you could:

e use both whole device encryption and individual file encryption; or
e choose between the two based on what best fits your needs.

Other resources

e NCSC device security guidance on using peripherals securely
e Microsoft guidance on how (and why) to encrypt USB drives

How do we encrypt individual files?
In order to encrypt files, you could:

e encrypt each file separately, which may be appropriate when you need
to protect specific files without encrypting the entire storage device; or

e place groups of files within encrypted digital containers. These
containers act like secure folders that can hold multiple files and
directories. This method is appropriate for managing and protecting
multiple files at once.

The ability to create encrypted files or containers may be part of encryption
or other archive software you use. It may also be a feature of the operating
system on your devices or other applications like your productivity software
(eg Microsoft Office, LibreOffice, Google Docs or other applications).

Once you create a container, you can place files into it and encrypt it. You
can then move the container itself, or copy it, or both.

Other dedicated software solutions for encrypting files are available,
including free options such as VeraCrypt. You should choose whichever
solution best fits your needs.

If you rely on file password functionality to protect personal information, you
should check that the password functionality actually encrypts the data. For
example, in some cases, an application may allow you to just add a
password, but may not encrypt the underlying data.

You should not store the password or key in the same place as the
encrypted file.
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When you encrypt files, you should ensure that what you’ve done is
effective and that you mitigate the risk of someone reversing the encryption.
For example, encryption may be ineffective if you:

e store the password in an unencrypted text file alongside the encrypted
files. This means the decryption key is stored alongside the data;

e make the password the same as the name of the encrypted file; or

e send a password in the same email as an encrypted attachment.

Other resources

Microsoft support pages on protecting Word documents
Microsoft support pages on protecting Excel spreadsheets
LibreOffice help pages on encrypting documents

Google support pages on encryption in Google Drive and other
Google office applications

e VeraCrypt home page

What are the residual risks with encrypted data storage?
Encryption is only one component of a robust data security strategy.

There are occasions when an unauthorised person can still access data, even
if you use encrypted data storage. For example:

e If an encrypted device is left unattended and unlocked while a user is
logged in, an attacker can gain access to the decrypted material.

e Devices that store data in encrypted volumes or containers need to
‘mount’ or open these containers for the data to be accessed. If the
volumes are not closed or unmounted once the user has finished, the
data may be accessible to others.

e If a device is infected with malware that has appropriate permissions to
access the data, full disk encryption or use of secure containers offers
little protection once a user has decrypted the data. This is because
after the device is unlocked and the operating system is running, all the
data held on disk is decrypted and accessible to applications and
processes, including malware with the necessary permissions.

e If applications on the device are compromised by an attacker, any data
that can be accessed by the application is vulnerable. For example,
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successful exploitation of a website vulnerable to an SQL injection
attack can expose data whether or not the device itself is encrypted.

e Application programming interfaces (APIs) that permit web content to
read and write files on the underlying file system may pose additional
security considerations.
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Encryption and data transfer

In detail

e What are the benefits of encrypting data in transit?

e What is HTTPS?

e What is the difference between HTTPS, TLS, and SSL?

e Where should we use HTTPS on our website?

e How can we test if our HTTPS implementation is effective?
e Are there any risks with encryption and data transfer?

What are the benefits of encrypting data in transit?

Encrypting personal information while it is in transit from one device to
another (eg across the internet or over wired or wireless connections)
provides effective protection against interception of the communication by a
third party while it is in transit.

Most online services offer this type of encryption by default. For example, to
protect against digital eavesdropping. It requires no user intervention to
enable. Although encryption in transit is common, it may not be advertised
as a feature of such services.

When you transmit personal information, you should use encrypted
communications, when available. For example, Hypertext Transfer Protocol
Secure (HTTPS) provides secure communication over a network.

Alternatively, you could transform individual files into an encrypted format,
as described in the encryption and data storage section. The files then
remain protected when you send them over a non-secure communication
channel. For example, sending an encrypted attachment over email.

Secure communication methods, such as Transport Layer Security (TLS) or a
Virtual Private Network (VPN), can provide you with assurance that the
communication’s content cannot be understood if it is intercepted. However,
this relies on you using the method appropriately.

Without additional encryption methods in place, such as encrypted data
storage, the data will only be encrypted while in transit. This means that it
will be stored in the same plaintext form on the recipient’s system as it was
stored on the sending organisation’s system.
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Other resources

e NCSC guidance on using IPsec to protect data
e NCSC guidance on VPNs

What is HTTPS?

HTTPS is a method for encrypting the content of a webpage between your
servers and the user’s browser and protecting user input on your website or
mobile applications, or both.

Although the primary purpose of using HTTPS is to encrypt and protect all
traffic between a user and a website, it can have other benefits. For
example, verifying the identity of the website and indicating that it has not
been tampered with.

These additional benefits are not the focus of this guidance and depend on
the type of certificate you use and whether you apply HTTPS across your
entire site.

What is the difference between HTTPS, TLS, and SSL (Secure
Sockets Layer)?

TLS is the successor to SSL. It uses more modern cryptographic protocols.
HTTPS is a combination of HTTP with TLS to provide encrypted
communication with, and secure identification of, web servers.

When implementing HTTPS on your site or within your app, you might have a
choice of what protocols and cipher suites that your server can support.
These choices are important. If you use an outdated protocol or an insecure
cipher suite, this can compromise the protection HTTPS offers you.

When choosing an appropriate protocol for encrypted transfer, you must not
use any versions of SSL. All versions of SSL suffer from a number of well-
known vulnerabilities that can compromise the security of personal
information. This means that if you do use it, you are not complying with
your obligations to implement appropriate security measures to protect that
information.

This also means you must not use SSL under any circumstances for a
public-facing HTTPS implementation.
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Additionally, the Internet Engineering Taskforce (IETF), a key standards
organisation for the internet, does not support the use of TLS versions 1 and
1.1. This means those versions are no longer recommended for use.

Browser support for TLS version 1.3 is almost universal. When configured
correctly, both TLS 1.3 and TLS 1.2 provide strong protection for data sent
between a client and server. TLS 1.3 removes some outdated cryptography
and makes certain attacks harder.

You should ensure that your encryption configuration is not susceptible to
downgrade attacks which allow an attacker to force your server to use
insecure settings.

Further reading

The NCSC's guidance on TLS states that SSL "must not be used”. SSL is
listed in the “"Deprecated protocols” section of their guidance.

NCSC guidance on using Transport Layer Security to protect data

Where should we use HTTPS on our website?

If you provide a website, you should use HTTPS across all its pages. This is
especially important for safeguarding personal information, such as login
credentials, payment information, and any other sensitive details users might
share.

HTTPS provides a wide variety of security benefits. There is no longer a
compelling argument for not implementing HTTPS across all pages of a
website. Some web browsers will warn your users that your site is insecure if
your site does not use HTTPS.

The NCSC states that all websites should use HTTPS even if they don’t
include private content, sign-in pages or credit card details.

The NCSC also says that organisations should use certain HTTPS-specific
features to improve the security of their online services. These include:

e publishing services only using HTTPS;
e redirecting unencrypted HTTP requests to the HTTPS version;
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e using HTTP Strict Transport Security (HSTS) to force all connections to
use HTTPS instead of unencrypted HTTP; and

e setting up the ‘upgrade-insecure-requests’ directive within Content
Security Policy to force all content (including third party content) to load
using HTTPS.

Other resources

e NCSC guidance on using Transport Layer Security to protect data
e NCSC blog about always using HTTPS on websites

How can we test if our HTTPS implementation is effective?

A simple test is to visit your website with a web browser and check whether
the padlock icon is visible in the address bar of the browser. If there is no
padlock or there is a warning that the site is insecure, it is likely that HTTPS
is not correctly implemented on your website.

You could use publicly available online testing services to do this. These
services function by performing a test of a web server once you enter a
particular web address.

These tests do not require usernames or passwords for administrator
controls on your site. If these details are requested, you should not proceed
unless you are certain that the testing tool or service is legitimate. Revealing
usernames and passwords for controls on your site is a serious security risk
and may result in a data breach.

A low rating on any of these tools does not automatically mean that you're
not complying with the security principle. However, you should review your
security measures and make improvements, where appropriate.

Are there any risks with encryption and data transfer?

Yes. Even if you encrypt data in transit, there are still occasions where it can
be subject to unauthorised access. For example:

e Data that is encrypted in transit is protected against eavesdropping, but
if the security protocols are not in place on the recipient’s device, the
data may still be at risk once it reaches that device.
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e Certain data relating to the communication may still be exposed, such
as metadata or DNS queries in an unencrypted form.

e Implementations relying on public-key infrastructure need strict
certificate checking to maintain trust.

As with data storage, you should be aware of these residual risks and
address these as part of your encryption policy. You could include employee
awareness training.
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How do we implement encryption?

In detail

e Choose the right algorithm and key size

e Choose the right software

e Manage the key appropriately

e Keep your encryption under regular review

Choose the right algorithm and key size

Choosing the right algorithm is important because vulnerabilities may be
discovered over time, or advances in computing processing power may mean
that a brute-force attack (ie attempting every possible key) is no longer a
time-consuming task.

For example, as computing power advances, the time required to try every
combination potentially decreases to a length of time that would make it
possible to decrypt the data without the key.

You should ensure the key size you choose is large enough to ensure that
an attack on it is highly unlikely to succeed, taking into account that new
attack methods may be discovered. You should assess this as part of
keeping your encryption under regular review.

You should use a trusted and verified algorithm rather than attempting to
develop your own cryptography. You could use accredited products that:

e provide an assurance of suitability;
e reduce the likelihood of undiscovered vulnerabilities; and
e permit you to demonstrate a level of compliance with legal obligations.

Example

The Data Encryption Standard (DES) was developed in the 1970s and
standardised as a Federal Information Processing Standard in 1977 (FIPS
46). It had a total of 72 quadrillion possible keys.
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By the late 1990s, computing power had advanced to the point that it
was possible to ‘crack’ a DES key in less than 24 hours by conducting a
brute-force search of all possible keys.

The Advanced Encryption Standard (AES) was subsequently published as
a replacement for DES as FIPS 197. AES with a 256-bit key size has a
potential 115 quattuorvigintillion keys, or 115 with 78 digits following it.
There is presently no known practical attack that can brute force an AES
256 key.

Choose the right software

The way that encryption software is put together is also crucial. Software can
use a state-of-the-art algorithm and a suitably long key to output encrypted

data. But if its development did not follow good practice, or the product itself
is poorly tested or subject to insufficient review, there may be vulnerabilities
or other opportunities for attackers to intercept data or break the encryption
without the users’ knowledge.

You could choose specific software that has been independently tested to
mitigate this risk.

Manage the key appropriately

You should ensure that you keep symmetric keys and passwords secret, as
these give someone the ability to decrypt the data.

In many cases, keys are stored in a hierarchy for ease of management. The
top-level key is used to encrypt the keys below it and you should manage it
securely.

You could configure keys to have a finite lifespan and for processes to be in
place to generate a new key and re-encrypt the data. You can then archive
the old key and securely delete it when you no longer require it.

In symmetric encryption, the key is sometimes derived from a shorter, more
memorable password. You should take steps to ensure that any password
you use to derive or secure the keys also remains secret. A poor choice or a
compromise of the password can significantly lower, or even eliminate, the
level of protection offered by encryption.
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You should be able to revoke the existing key and generate a new key or
key pair. For example, if the key is compromised or if you cannot exclude the
possibility that it may be.

You should keep the decryption key secure. If you lose it, then it is likely
that you won't be able to access the data.

Keep your encryption under regular review

The UK GDPR'’s security provisions require you to be able to, where
appropriate, test, assess and evaluate the effectiveness of the technical and
organisational measures you implement.

This means that you must consider an appropriate review period for your
use of encryption.

For example, vulnerabilities or attacks may be found at any time in an
implementation of encryption or an underlying encryption algorithm. This
could allow an attacker to access the personal information.

You should assess whether your encryption methods remain appropriate on
a regular basis. Although it is for you to establish how often this is required,
taking into account the context of the your processing.

To do this effectively, you:

e should know what personal information you hold, and the risks any
compromise would pose to people;

e should know what encryption tools or processes you use. For example,
you could accomplish this by having a cryptographic inventory;

e should regularly check whether the encryption you use remains
secure. For example, you could sign up to relevant mailing lists for
urgent notices about the effectiveness of encryption, and review your
encryption on a regular period (eg annually); and

e could make a plan for how you would transition quickly and safely to a
secure encryption method, if necessary.
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Encryption scenarios

In detail

This section explores some typical scenarios where personal information is
processed and when you should consider encryption and take into account
the remaining risks.

e Encrypted email

e Encrypted attachments

e Encryption and the cloud

e Encryption and backups

e Sending personal information on physical storage media
e Faxing

e CCTV and video surveillance

e Photography and video cameras

e Body worn video (BWV)

e Unmanned aerial systems (UAS)

e Encryption and Internet of Things (IoT) devices

Encrypted email

Encrypted email can allow you to encrypt the body and attachments of
emails. OpenPGP and S/MIME standards are widely-used encryption methods
that have been implemented by a range of free and commercial software
products.

Sending and receiving encrypted email requires:

e using compatible email client software; and
e configuration in advance.

Encrypted email uses asymmetric encryption and requires a user to generate
a key pair before they are able to send an encrypted email. Users have to
exchange public keys before they can send an encrypted email between
them.

However, if you lose the private key it can mean that you cannot decrypt
emails that were encrypted with the associated public key.

When deciding whether to implement encrypted email, you should consider:
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e the risks and investment required;

e compatibility with other security measures; and

e alternative solutions for encrypted transit such as storing sensitive
information in encrypted attachments.

For example, how you will:

e keep the private key secret;

e deal with any potential complications, such as whether configuring
encrypted email within your corporate environment may cause
problems for server-based malware scanning products (as the content
and attachments are encrypted and may even be actively blocked by
the scanning software);

e manage any compatibility issues with automated email processing
systems or managing multiple private keys amongst multiple staff (eg a
common mailbox, such as support@example.com); and

e make available compatible software and ensure people can generate
key pairs and appreciate the necessity of key management. This is
particularly the case when communicating with people external to your
organisation.

Other resources

OpenPGP

Encrypted attachments

Depending on the software on your devices, it may be possible for you to
encrypt a file and then add it as an attachment to a standard email. (For
more details, see the encryption and data storage section.)

To decrypt the attachment, the recipient needs to have compatible software
(in some cases the same software) and have access to the key.

The key is commonly derived from a shorter, more-memorable password
that you share with the recipient. You should choose passwords that are
sufficiently long and complex to prevent compromise.

Also, you should communicate the key to the recipient over a separate
communication channel (eg by disclosing the password over the telephone
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when you receive confirmation that the email has been delivered). Do not
include the password within the same email as the encrypted file attachment.

Example

Under the previous data protection regime, we issued a £120,000 fine to
Surrey County Council after several incidents involving misdirected
emails.

One of these involved a staff member emailing a file containing special
category data of 241 people to the wrong address. As the file was neither
encrypted nor password protected, everyone who received the email
could access the data. The council wasn’t able to confirm whether the
recipients had destroyed the data or not.

Further reading - the National Archives

Surrey County Council penalty notice from 2011 (PDF, external link)

Encryption and the cloud

Storing data in the cloud

Many cloud service providers use encryption at rest as a common security
measure to protect data they store on their systems. This protects data from
physical attacks, such as unauthorised access to storage devices.

On a technical level, this does not prevent cloud providers from accessing the
data, as they typically manage the encryption keys. However, if you use a
cloud provider as your processor, you must only choose those that offer
sufficient guarantees, with the processing governed by a contract or other
legal act that specifies the rights and obligations of the parties.

Encryption at rest in the cloud also does not prevent the risks of data
exposure due to misconfigurations or unauthorised access through other
means. So, you should consider whether the cloud provider’s encryption
solutions are appropriate for your requirements.
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Alternatively, you could encrypt the data yourself before you upload it to the
cloud provider. This is called client-side encryption and can provide a further
layer of protection for the data once you store it in the cloud.

Doing this can provide an extra layer of security, provided you don't also
store the key in the same cloud storage system. For example, if an attacker
compromises the cloud provider’s systems, that attacker won’t be able to
decrypt the data.

Example

A financial services company uses cloud storage to store customer
financial data, transaction histories, and its own internal financial
statements.

Before it uploads any customer data to the cloud, the company uses
client-side encryption to encrypt the data.

The company securely manages the encryption keys. It does not store
them in the cloud. This ensures that only authorised personnel within the
company can decrypt and access the data.

The cloud provider only stores the ciphertext and has no access to the
encryption keys or the original data.

When the company needs to access the archived financial records, it
downloads the encrypted data from the cloud. It then decrypts the data
locally.

Client-side encryption can work well with file storage but may be
incompatible with some of the other benefits of using a cloud service. For
example, collaboration tools like Google Docs or Microsoft 365 allow multiple
users to edit documents in real-time. If the documents are encrypted on the
client side, the cloud service cannot process the content for real-time
collaboration, significantly reducing the effectiveness of these tools.

When considering using the cloud, you must also protect personal
information when it is in transit over the internet. This is likely to be the
default with any cloud provider, but you should confirm this is the case.
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Using cloud-based services and applications

Many online applications support file-sharing and collaboration features. For
example, common office software suites that allow documents to be shared
with a range of users.

This means that files are typically stored remotely and accessed over the
internet, often by multiple users.

You must use in-transit encryption for your online applications (eg TLS) to
ensure that information is not accessed if it is intercepted while in transit.

You should also consider whether any additional encryption methods are
needed when the data reaches the server or client device.

If the online application is simply a repository that the recipient can collect
their file(s) from, you could encrypt the files prior to upload. This ensures
that no third-party (including a service provider) can gain access to the
personal information.

If the online application performs some processing on the personal
information, it is a complex requirement to insist that data remains in an
encrypted form inaccessible to the application provider. This requires a
sophisticated key management system that is not a feature found on most
cloud-based applications today.

UK data protection law outlines requirements for when a controller engages a
processor. This includes conducting due diligence that:

e the processor has appropriate technical and organisational measures in
place;

e the processing is governed by a contract with key information; and

e the processor acts only in accordance with the controller's instructions.

Online applications can offer a ‘share a private URL’ feature or the ability to
grant specific users access to individual files or folders. This can provide a
secure and auditable means to share information. But unless additional
encryption methods are in place, the files are not stored in an encrypted
form. To maintain security, you must include a robust user authentication
process.

Further reading - ICO guidance
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Controllers and processors
Contracts and liabilities between controllers and processors

Privacy enhancing technologies (PETs), which includes examples of
technical measures for cloud computing processing tasks.

See our plans for new and updated guidance for information about the
upcoming revision of our guidance on the use of cloud computing.

Encryption and backups

Creating and storing a backup of data is a key component of a disaster
recovery strategy. Remember, you must have technical measures that
ensure you can restore the availability and access to personal information in
a timely manner in the event of an incident. You could use backups to
achieve this.

Backups are often recorded onto tape, disk or other physical media. You
could store these backups in an encrypted format, which helps protect the
data against unauthorised access.

If you encrypt your backups, you should have good key management in
place to ensure that you can access the backup when necessary.

In the case of an encrypted long-term backup or archive, you should ensure
you can still access the data and that the encryption you used remains
appropriate over time.

You must consider the right to erasure under Article 17 of the UK GDPR, and
how this may apply, when determining both your use of encryption and the
retention period of your backups.

Example

In 2012, under the previous data protection regime, we issued a
£150,000 fine to Welcome Financial Services Limited after the loss of
more than half a million customers’ details.
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The organisation was unable to locate two backup tapes containing the
names, addresses and telephone numbers of its customers. The personal
information stored on the backups was not encrypted.

Example

In March 2022, we issued a £98,000 fine to Tucker’s Solicitors LLP
following a ransomware attack on its systems that led to a personal data
breach.

One of the reasons for this was that personal information stored in
backups was not encrypted. This includes a number of court bundles that
the attacker exfiltrated and then published on the dark web.

While encryption wouldn’t have prevented the ransomware attack, it
would have mitigated the risks that the attack posed.

Further reading

Right to erasure

Further reading — the National Archives

Welcome Financial Services Limited penalty from July 2012 (external
link)

Tuckers Solicitors LLP penalty from March 2022 (external link)

Sending personal information on physical storage media

Physical storage media is another way you can send large volumes of

personal information from one location to another. But in this scenario, there

is a risk of that the information may be physically intercepted, lost, or
stolen.

To address this, you should consider:

e the type of storage device;

e the format of the data you store on it;

e the sensitivity of the information; and

e the security of the transport (eg the postal service used).
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The format determines how easily the data can be accessed or read if it is
intercepted. The more sensitive the information stored on the disc, the
greater the potential impact if it is lost or stolen.

The method of transport can affect the risk of interception, loss, or theft.

You could use a recorded delivery method or specialist courier. This gives
assurances that the disc is signed for by the intended recipient. It reduces
the risk of the data being intercepted, lost or stolen, but does not entirely
eliminate it.

If you send personal information in unencrypted form, there is a risk that if it
were lost or stolen, a third party might gain unauthorised access to the
information.

Therefore, you should use encryption as a way of adding an additional layer
of protection.

Encrypting the data on the disc ensures that an attacker can only gain access
to the personal information by breaking the encryption. However, to decrypt
the data, the recipient needs:

e access to the correct type of hardware (eg an optical drive if the storage
media is a CD or DVD); and

e compatible software to decrypt the data (in some cases the exact same
software will be needed).

This can cause some difficulties in corporate environments that have disabled
access to external drives or do not permit users to install unauthorised
software.

If you choose to encrypt the disc, you should share the password over a
separate communication channel (eg by disclosing the password over the
telephone on confirmation of delivery).

You should not include the password alongside the storage media (eg in the
same envelope as the disc or USB stick). This effectively removes the
protection offered from encryption.

Example
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In January 2024, we issued an enforcement notice to the Crown
Prosecution Service following the loss of an unencrypted USB stick
containing a case file concerning historic child abuse.

We found that the CPS did not have appropriate measures in place to
prevent people downloading personal information to devices like USB
sticks, and that neither the documents stored on the device nor the
device itself was encrypted.

The enforcement notice included a requirement for the CPS to ensure
that USB storage devices complied with their data protection policies and
procedures, including implementing measures such as device or file
encryption.

Example

Under the previous data protection regime, we issued a fine of £150,000
to the Nursing and Midwifery Council after it lost three DVDs containing
information about a nurse’s misconduct hearing. This included
confidential personal information and evidence from two children.

We found that the information was not encrypted.

Further reading — the National Archives
Crown Prosecution Service enforcement notice from 2024 (external link)

Nursing and Midwifery Council penalty from 2013 (external link

Faxing

Fax, particularly online faxing, remains a way of transmitting personal
information from one location to another.

Due to the limitations of normal fax machines, it is generally not possible for
you to overlay additional encryption measures when you send a fax. You
could consider whether another means of communication may be more
appropriate.
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Although fax machines are not immune from interception while in transit, the
Privacy and Electronic Communications Regulations require the provider of a
public communications network to assure the security and confidentiality of
the service.

As it is not possible to encrypt the message, you should ensure that you
send faxes to the correct recipient.

Fax machines in public areas also present a risk if received faxes are not
collected promptly by the intended recipient which could lead to a passing
person being able to read any personal information they contain. To address
this risk, you could move fax machines into ‘safe havens’ - a secure physical
location with an agreed set of organisational measures about their usage.

What about online faxing?

Online faxing, also called internet faxing or e-faxing, has grown in sectors
such as housing and healthcare. It allows you to send and receive faxes via
the internet, without a phone line or a fax machine.

It may be offered as a subscription service and may form part of a wider
package of cloud-based communications products.

Online faxing may offer benefits compared to traditional faxing. For example,
reduced infrastructure cost and enabling you to send and receive faxes from
anywhere with an internet connection.

Any security benefits of using online faxing depend on how you implement
the service. For example, whether faxes are delivered to a recipient’s email
address, or immediately printed on receipt by a fax machine (where another
person might see them).

Online fax services may also offer additional encryption while the data is in
transit, although the extent of protection may be limited. Sending a fax to an
email inbox presents a similar set of security risks as sending personal
information via email.

When deciding whether to use online faxing, you should consider if the
provider:

e offers encryption of any part of its services, and the faxes sent through
them, as standard or at an additional cost;
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e offers secure online storage, and whether it includes additional features
(eg the ability to delete faxes from its servers on delivery in cases
where you may send sensitive information);

o offers an audit trail of faxes sent and received through its servers; and

e has located its services in a secure environment.

Whenever you use faxing or online faxing services, you must implement
appropriate technical and organisational measures to protect against
unauthorised or unlawful processing.

Further reading - ICO guidance

Guide to PECR

CCTYV and video surveillance
Data protection law applies to most organisational use of video surveillance.

If your CCTV systems make use of wireless communication links (eg
transmitting images between cameras and a receiver), you should ensure
that these signals are encrypted to prevent interception.

If you use CCTV systems that transmit images over the internet (eg to allow
viewing from a remote location), you should:

e encrypt these signals to prevent interception; and
e implement access controls (eg some form of authentication like a
username and secure password).

The devices you use to store CCTV images may also be a common target
during a break-in (eg to remove potential evidence of the crime). To reduce
the risk of unauthorised access to data, you should:

e ensure the physical security of the storage device (eg by keeping it in a
locked room);

e store the recordings in an encrypted format; and

e implement access controls to limit access to CCTV storage.

People may make requests to disclose this information. For example, under
the right of access requests or in the context of other disclosures. You
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should consider an appropriate format for disclosing the data and implement
appropriate security controls.

During procurement, you should consider the capabilities of the device or
prospective system. For example, how you can export data securely.
However, you should not use proprietary encryption that restricts your
ability to give someone access to their personal information.

Further reading - ICO guidance

CCTV and video surveillance

Photography and video cameras

Use of digital photography and video cameras can provide a permanent
record of an event for a range of different purposes. Not all devices may
have the ability to encrypt images you store on them. This means there is a
risk of unauthorised access if a camera (or any removable memory card) is
lost or stolen.

When encryption is not a reasonable option, you should consider other
measures you can take to reduce the risk to a tolerable level. For example,
you could move images from the camera to a secure location and delete
them from the device or memory card as soon as practical.

You could consider using an alternative device (eg a smartphone or tablet)
that does offer an encrypted file system, as well as encrypting any memory
cards. You could also ensure that:

e the device does not automatically upload images to a remote cloud
service or social network; and

e the method you use to move the images from the device does not
present a further security risk (eg sending images as an email
attachment).

Example
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Under the previous data protection regime, the Royal Veterinary College
(RVC) signed an undertaking to comply with the security principle
following the loss of a memory card containing personal information.

Our investigation revealed that a personal digital camera was lost which
included a memory card containing the passport images of six job
applicants.

The camera did not support encryption, so the RVC needed to take
additional technical and organisational measures to mitigate against the
loss or theft of the camera or memory card. For example, a process to
move the images to a secure location and delete them from the memory
card as soon as practical.

A further option would have been to use a photocopier or a scanner to
take copies of the documents, where necessary.

Further reading — the National Archives

Royal Veterinary College’s 2013 undertaking (PDF, external link)

Body worn video (BWYV)

BWYV devices are increasingly being considered for use in the workplace (eg
for emergency services). There are also a range of sports action cameras
that some organisations use for this purpose.

The sensitivity of the footage (including both audio and video) differs
according to the situation. If you use these devices, you should take into
account the risks to people if they are accessed by an unauthorised third

party.

You should consider using encryption, whether this involves the device itself
or the storage medium. Where this is not appropriate, you should have
other ways of preventing unauthorised access to information.

In addition, you should consider designs that have robust technical security
measures. For example, BWV devices that do not have removable memory
cards and limited access permissions. These approaches further reduce the
risk of loss or compromise of data if a device is stolen, misplaced or accessed
by unauthorised people.
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Further reading — ICO guidance
Our guidance on video surveillance has more detail on BWV:

Additional considerations for technologies other than CCTV

Unmanned aerial systems (UAS)

Unmanned aerial systems (UAS), also known as unmanned aerial vehicles
(UAVs), remotely piloted aircraft systems (RPAS) or drones, commonly
include features allowing the user to record video footage and, depending on
the model, audio footage.

If you use these systems to capture personal information and transmit it
back to the pilot (eg a live feed of video footage over Wi-Fi to a smartphone
app), you should make sure that the data is protected from interception by
using an encrypted wireless communication link.

Encrypted communication is typically the default setting on UAS that
supports it. However, you should still check whether this is the case. Using
an encrypted wireless communication link may also give some protection
against potential hijacking of the device.

If images or other personal information are stored on the UAS itself (eg an
on-board memory card), you should appropriately protect the data in the
event of loss or theft (eg following a crash). You could use encryption to
accomplish this.

You should also consider the security of footage once you remove it from
the device (eg for longer-term storage).

Additional legal requirements or best practice may include:

flying UAS within line of sight of the operator;

retaining a log of usage;

ensuring data collection is kept to a minimum;

copying data to a secure location; and

securely destroying data on the device as soon as practical.

Other resources
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The Civil Aviation Authority's information on drones (external link) has
more information about the general requirements for drone use that are
outside the scope of our guidance.

Encryption and Internet of Things (IoT) devices

Many organisations now use IoT devices for a variety of purposes. If you
make these devices available (eg to your customers or your employees), you
must ensure that any personal information you process using them is done
securely.

The nature and risks of the data you collect, store and share from IoT
devices differs according to why and how you deploy them. For example,
wearable devices may collect and store a wide range of data. Some of this
may seem innocuous, but can reveal quite detailed pictures about people’s
habits and behaviours over time. For example, usage patterns or location
data. Other data has greater sensitivity, like wearables that process people’s
health data.

Many IoT devices are portable and may be at greater risk of being lost or
stolen. Also, IoT devices often send personal information over a network, so
you must also consider the security of any communications your devices
engage in (see encryption and data transfer).

Encryption can help you to address these issues. When you plan your use of
IoT devices, you should do a DPIA to understand:

e the types of personal information collected by the device;
e the potential risks to people if that data is compromised; and
e how encryption can mitigate those risks.

You should also consider if any additional legislation applies to you, as this
may mean you have to put specific security measures in place. For example,
certain organisations, such as IoT product manufacturers, have security
obligations under the Product Security and Telecommunications
Infrastructure (Security Requirements for Relevant Connectable Products)
Regulations 2023.

These include:

e banning the use of default and easily-guessable passwords;
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e putting in place a vulnerability disclosure policy; and
e providing people with information about how long the product will
receive security updates.

These regulations are enforced by the Office of Product Safety and Security.

Although their requirements are not specifically about data protection, we
may take them into account, where appropriate, in any incidents we deal
with that involve using IoT devices.

Further reading - ICO guidance
Data protection impact assessments (DPIAS)

Guidance for consumer IoT products and services

Other resources

The Office for Product Safety and Standards guidance on the PSTI
Regulations

The government’s voluntary code of practice on consumer IoT security
ETSI standard EN 303 645 on cybersecurity for consumer IoT
NCSC report into organisational use of IoT devices

NIST IoT Device Cybersecurity Capability Core Baseline
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Glossary

AES (Advanced Encryption Standard): AES is a symmetric encryption
scheme that uses a fixed block size of 128 bits and supports key lengths of
128, 192 and 256 bits.

Asymmetric encryption: Asymmetric encryption systems use a pair of
keys, one for encryption and the other for decryption.

Eavesdropping: An attack that occurs when an adversary intercepts and
keeps track of data or communications between two parties without either
party’s awareness or consent.

End-to-end encryption (E2EE): A method of secure communication that
encrypts content so that only the sender or recipient can access it. It
prevents third parties (including the communications provider) from
accessing the content while it’s transferred between users.

FIPS 140-3: Federal Information Processing Standard Publication 140-3; a
security standard used to approve cryptographic modules.

FIPS 197: See ‘AES’.

HTTP Strict Transport Security (HSTS): A web security policy mechanism
that helps to protect websites against man-in-the-middle attacks by ensuring
browsers only interact with the site using HTTPS.

Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that
uses encryption to secure data transferred between a user’s browser and a
website.

Man-in-the-middle (MITM) attack: A type of cyber attack where an
attacker intercepts or alters data travelling between two communicating
parties.

OpenPGP: A widely-used standard for encrypting and signing data,
particularly email. OpenPGP uses public key cryptography to provide
confidentiality and authentication for data.

Private key: A secret key used in cryptography that is kept confidential and
used to decrypt data encrypted with the corresponding public key.
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Public key: A cryptographic key that can be shared openly and is used to
encrypt data, which can only be decrypted by the corresponding private key.

Ransomware: A type of malicious software designed to block access to a
computer system or data until a ransom is paid.

Secure/Multipurpose Internet Mail Extensions (S/MIME): A standard
for public key encryption and signing of MIME data, used to secure email
communication by encrypting messages and providing digital signatures.

Software as a Service (SaaS): A software distribution model in which
applications are hosted by a service provider and made available to
customers over the internet.

SQL injection attack: A code injection technique that exploits a security
vulnerability in an application’s software by inserting malicious SQL
statements into an entry field for execution.

Secure Sockets Layer (SSL): An obsolete security technology for
establishing an encrypted link between a server and a client, such as a web
server and a browser. Superseded by TLS.

Symmetric encryption: Encryption techniques where the same key is used
for both encryption and decryption.

Transport Layer Security (TLS): A cryptographic protocol designed to
provide secure communication over a computer network, succeeding SSL.

Virtual Private Network (VPN): A service that encrypts a user’s internet
connection and hides their IP address to provide a secure connection when
online.
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