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[bookmark: _Toc235186663]Risk Assessment of Brimstone 2
[bookmark: _Toc235186664]HAZOP
ID 001 – Guidance System Failure
Cause – Electrical failure, mechanical failure, ESM interference, loss of communications
Consequence – Hits incorrect target, death of civilians
Controls – Software validation and verification, regular maintenance and inspection
Recommendations – Frequent health checks, ESM protection, independent safety monitoring
Severity – 5
Likelihood – 4
Risk – 6

A guidance system failure could cause the Brimstone 2 missile to deviate from its intended course, resulting in total failure, damage to infrastructure or equipment and potential injury to personnel and civilians. Due to the consequences noted, the risk is calculated to as Not to be Accepted. Controls are to be implemented to mitigate these risks, such as, software validation and verification by a trained operator. Regular inspection and maintenance are to be conducted to ensure no physical damage has occurred to the guidance system, this is to increase the rate of fault detection prelaunch. 

ID 002 – Propulsion System Failure
Cause – Electrical failure, mechanical failure, chemical failure 
Consequence – Hits incorrect target, death of civilians, failure to launch, death of personnel
Controls – Prelaunch health and performance checks, personnel training standards, verification and validation of system requirements
Recommendations – Increased frequency of inspection and maintenance, independent safety reviews, regulated training procedures, review/improve emergency response procedures for propulsion failures
Severity – 6
Likelihood – 4
Risk – 6
A propulsion system failure could result in a loss of thrust, reduced/increased performance, total failure, or unpredictable course of flight, which could pose a risk to civilians and personnel. The initial risk is to be classed as Not to be Accepted with a risk rating of 6. Implementing the recommendations listed above, will significantly reduce the risk of this occurring. Failsafe standards must be implemented to prevent detonation on the launch rail; strict maintenance schedules must be conducted. These controls will mitigate the risk as any physical faults will be identified before launch and reduce the risk of total failure. It is recommended that maintenance, emergency response and independent safety reviews are conducted on a more frequent basis to eliminate the risk of loss of life.

ID 003 – Targeting Failure
Cause – Electrical failure, mechanical failure, ESM interference
Consequence – Hits incorrect target, death of civilians, fails to launch, death of personnel
Controls – Target verification, regular calibration, functional testing, defined rules of targeting, operator training and competency assessments
Recommendations – Increased frequency of validation, periodic reviews of the software, implement regular operator training and refresher courses, reviews of operating procedures to incorporate lessons learned
Severity – 5
Likelihood – 4
Risk – 6
At targeting system failure could result in the missile being unable to track, or hit the intended target, leading to total loss of the system. Without any safety implementations, the risk is calculated to be high due to the impact on personnel and civilian life, unintended outcomes. Controls can be put in place to reduce these risks so they would rarely occur, such as, increasing the frequency of which the software is validated, this ensures the missile can identify the target and maintain its course. Other ways to reduce this risk is to implement more regular operator training and/or refresher courses for personnel who have undergone the training. This is to minimise the risk of human error during the preparation of launch. The operating procedures should be reviewed regularly and consider lessons learned to ensure the risk remains as low as reasonably practicable. 

ID 004 – Fire
Cause – Slow heating, fast heating, sustained exposure
Consequences – Detonation, death of civilians; sympathetic detonation, death of civilians; burning, death of civilians
Controls – Fire detection, temperature monitoring, safe storage and handling operations, autonomous fire suppression systems, segregation from sources of ignition e.g. igniters, evacuation procedures
Recommendations – conduct regular fire risk assessments, increase the frequency of inspection of electrical systems, ensure fire protection and suppression systems are tested and maintained, regularly testing the evacuation procedures, investigate fire-related incidents to identify lessons learned.
Severity – 5
Likelihood – 5
Risk – 6
A fire occurring within or around the missile system could result in total failure of the system, injury to personnel and escalation to injury of civilians. The initial risk is worked out to be high due to the consequences listed above. Ways to decrease this risk is routine inspection, maintenance and testing of autonomous fire suppression systems, as it is advised to never fight a fire involving explosives. Emergency response procedures should be tested on a regular basis, when to notify the appropriate agencies that an incident has occurred, what protocols to follow. These measures will reduce the extent of the fire and limit the risk to life, both civilian and operators. 

ID 005 – Handling
Cause – Dropping, improper fitting, lifting failure, maintenance error, personnel incompetence 
Consequence – Crushing, death of personnel; premature detonation, death of civilians; loss of increase of performance, death of personnel and civilians
Controls – Approved handling and lifting procedures, use of approved and certified lifting equipment and lifting assisting PPE, introduce communication protocols, appropriate personal protective equipment (PPE), compliance with safety regulations, routine safety audits and supervision.
Recommendations – provide regular refresher training/safety brief to the transport personnel, routine inspection of specialised lifting equipment, review and update movement plans, increase supervision during high-risk movements, verify personnel competency
Severity – 5
Likelihood – 5
Risk – 6
The result of improper handling of a missile system can be catastrophic. Examples of this would be, damage to the missile causing premature detonation or affecting the effectiveness and operational readiness. The initial risk is assessed as high due to the potential consequences of mishandling. To control these risks, safety effects can be introduced. These include supplying personnel with the appropriate PPE which can protect against fire risk and personal injury. Antistatic clothing will also be worn to prevent ESD causing premature detonation. Pre-use inspections will be conducted to ensure the safety of the operator and missile. Movement plans will be put into place to make the risk of movement ALARP. It is recommended that refresher training, equipment inspections and audits are conducted to ensure the risk remains as low as reasonably practicable. 

ID 006 – Inadvertent Detonation
Cause – ESD (Electrostatic Discharge), Shock, Humidity, Vibration
Consequence – Detonation, death of personnel and civilians
Controls – Strict adherence to approved handling, storage and transport operations, environmental controls to protect against excessive heat, humidity, shock, vibration or ESD, establishment of safety distances, preoperational checks, compliance with Explosives Regulations 2014, use of appropriate PPE where required
Recommendations – reviews of approved handling, storage and transport operations, provide periodic refresher training for personnel involved, periodically review hazard logs and risk assessments to ensure the risks remain ALARP, increase frequency of safety audits and compliance checks, review and (when applicable) upgrade environmental controls to minimise exposure from heat, vibration, humidity or ESD
An inadvertent detonation could result in the immediate loss of life to personnel working in close proximity to the weapon system, so the risk is classified as high. Some ways to mitigate these risks would be to increase the frequency of maintenance on the missile itself, by authorised personnel only. The missile system is only to be stored in compliance with appropriate regulations (Explosive Regulations 2014 as a minimum). Periodic review of the risk assessments so the risk remains ALARP, minimising risk to life and so all personnel only work around the missile in the capacity that they are trained and required. During storage, environmental controls must be implemented to prevent the premature detonation; for example, temperature and humidity control in the magazines to prevent moisture ingress or, on the contrary, keep the moisture level high. It is highly recommended that the safety systems, personnel training and emergency procedures are challenged and tested regularly to ensure the risk remains ALARP.
[bookmark: _Toc235186665]ALARP Justification – Manual Handling of the Brimstone 2 Missile System
[bookmark: _Toc235186666]Introduction
This ALARP justification considers the risks associated with the manual handling of a Brimstone 2 missile system during storage, transport, maintenance, loading, unloading and other activities. The objective of this is to show that the residual risks associated with manual handling have been reduced to a level that is acceptable through the introduction of engineering and procedural controls.
For this assessment, the hazards associated with manual handling are:
· Crushing
· Premature detonation
· Loss or increase in performance
This assessment has been made in accordance with risk management principles, hazard identification, risk evaluation and control implementation.
[bookmark: _Toc235186667]Legislation and Industry Standards
Manual handling of missile systems are subject to many legislations and specific industry standards:
· Health and Safety at Work Act 1974 [1]
· Manual Handling Operations Regulations 1992 [2]
· Lifting Operations and Lifting Equipment Regulations 1998 [3]
· HSE Manual Handling at Work [4]
· ISO 45001 Occupational Health and Safety Management Systems [5]
To conclude, these regulations state that manual handling should be avoided where reasonably practicable, assess risks where it cannot be avoided and reduce those risks using appropriate control measures.
[bookmark: _Toc235186668]Hazard Identification and Risk Assessment 
Manual handling/loading of the Brimstone 2 missile system presents significant risks to personnel due to its mass, size, geometry and sensitivity.
Without implemented safety controls, the consequences include:
· Death or serious injury to personnel
· Long-term health affects to personnel/civilians
· Damage to the missile system
· Total failure of the operation
· Loss or increase of performance to the missile system
The initial risk is calculated to be Not to be Accepted due to the combination of injury caused to the personnel and with how often the asset will be manually handled.
[bookmark: _Toc235186669]Selection of Controls
Controls were selected using the hierarchy of risk control:
1. Elimination
2. Substitution
3. Engineering Controls
4. Administrative controls
5. Personal protective equipment (PPE)
The controls selected are judged based on this hierarchy, to remove manual handling exposure where feasible before relying on solely procedural controls.
[bookmark: _Toc235186670]Engineering Controls
[bookmark: _Toc235186671]Mechanical Handling Equipment
The primary control measure to implement would be mechanical transportation and lifting equipment, this includes:
· Approved lifting frames
· Hoists
· Cranes
· Handling trolleys
· Transport fixtures and cradles
By introducing these controls, the frequency of manual handling decreases drastically. These controls are already used industry wide, so its implementation is considered reasonably practicable.
ALARP Assessment 
Risk Reduction: High
Cost: Moderate 
Time and Effort: Moderate 
As this equipment is already used throughout the defence industry, it is industry standard to implement these controls as a minimum.
[bookmark: _Toc235186672]Appropriate Storage and Transportation Fixtures
Dedicated, appropriate cradles prevent unintended movement/vibration of the asset while improving handling stability
ALARP Assessment
Risk Reduction: High
Cost: Low/Moderate
Time and Effort: Low
The safety benefits significantly outweigh the cost in this scenario. By keeping the asset in a fixed, permanent position, the risk of premature detonation is significantly reduced
[bookmark: _Toc235186673]Ergonomic Design Features
By introducing handling points, lifting interfaces, and securing locations; this minimises awkward positions and excessive force being placed on weak spots of the asset. The asset has the ability to be craned from any angle which reduces the risk to life and the risk of injury to the crane operator.
ALARP Assessment 
Risk Reduction: Moderate
Cost: Low 
Time and Effort: Low
This measure introduces a highly cost-effective risk reduction.
[bookmark: _Toc235186674]Administrative Controls
[bookmark: _Toc235186675]Approved Procedures 
Approved handling procedures ensure that personnel follow safe working procedures.
These procedures include:
· Pre-lift inspection checklists
· Team lifting guidelines
· Safe lifting routes
· Equipment inspections 
· Emergency action tests
ALARP Assessment
Risk Reduction: Moderate
Cost: Low
Time and Effort: Low
Procedural controls provide significant benefit to safety at minimal cost.
[bookmark: _Toc235186676]Training and Competence
The personnel involved in the manual handling procedures are required to have completed:
· Manual handling training
· Lifting equipment training
· Explosive safety awareness
· Competence assessments
ALARP Assessment
Risk Reduction: High
Cost: Low
Time and Effort: Moderate
The training costs are miniscule in comparison to the safety benefits of providing this training
[bookmark: _Toc235186677]Supervision
Supervision ensures that procedures are consistently followed and applied and mistakes are identified before they cause an incident.
ALARP Assessment
Risk Reduction: Medium
Cost: Moderate
Time and Effort: Moderate
Continuous supervision is justified due to the hazardous nature of the Brimstone 2 missile system
[bookmark: _Toc235186678]Personal Protective Equipment
Necessary PPE includes:
· Safety footwear
· Protective gloves
· High-visibility clothing
· Head protection where necessary
ALARP Assessment
Risk Reduction: Moderate
Cost: Low
Time and Effort: Low
Although PPE doesn’t prevent an incident from occurring, it can reduce the severity of an injury and therefore remains a reasonably practicable control.
[bookmark: _Toc235186679]Assessment of New and Emerging Technologies
[bookmark: _Toc235186680]Powered Exoskeleton Systems
Industrial exoskeletons can reduce operator fatigue and strain on muscles and bones during manual lifting activities [6].
Benefits
· Reduced physical strain to personnel
· Improved endurance throughout the lifting task
· Reduced risk of injury
Limitations
· Significant cost
· Significant training requirements
· Limited evidence of effectiveness in the defence industry due to different and more complex legislation
· Interference in manual handling activity in a confined space
ALARP Conclusion
Although the exoskeleton has potential future benefits, current costs, implementations and limitations outweigh the risk reduction provided over existing mechanical assistance. The introduction of this is not yet justified.
[bookmark: _Toc235186681]Autonomous Handling Systems
Automated vehicles and robotic handling systems can significantly reduce human interaction. [7]
Benefits
· Near elimination of human interaction
· Consistent performance
Limitations
· Significant cost
· Huge modifications to infrastructure
· Increased amount of maintenance tasks
· Integration problems with existing systems
ALARP Conclusion
The residual risk is already reduced to moderate through established controls. The additional risk reduction is not proportionate to the cost effect that will occur. This control is considered grossly disproportionate at this point in time.
[bookmark: _Toc235186682]Smart Sensor Technology
Modern lifting assistance can incorporate:
· Position monitoring
· Collision detection
· Real-time equipment health checks
· Load monitoring
ALARP Conclusion
Thes technologies offer a convincing balance between cost and risk reduction. Their implementation should be considered where funding permits.
[bookmark: _Toc235186683]Residual Risk Assessment
Following the implementation of the controls listed, the residual risk is calculated to be moderate, Tolerable/Tolerable, if demonstrated ALARP.
Key points supporting this includes:
· Elimination of significant manual lifting through mechanical handling assistance
· Component and trained personnel
· Certified lifting aids
· Established, approved procedures
· Continuous supervision
· PPE implementation
· Continuous maintenance and inspection of mechanical lifting equipment
After reviewing the implemented controls, no reasonably practicable control has been identified that would significantly lower the risk without disproportionate cost, time or effort. This residual risk is considered ALARP.
[bookmark: _Toc235186684]Maintaining ALARP Status
Demonstrating ALARP should not be a one-time task. It should be considered throughout the entirety of the activity.
The following procedures can be performed to maintain the ALARP status:
[bookmark: _Toc235186685]Periodic Risk Reviews
Risk assessments will be reviewed and updated following:
· Incidents
· Near misses
· Procedural changes 
· Equipment modifications
· At defined periodical reviews
[bookmark: _Toc235186686]Inspection and Maintenance
All lifting and handling equipment will continuously undergo:
· Scheduled inspection and maintenance
· LOLER examinations [3]
· Defect reporting and corrective actions
[bookmark: _Toc235186687]Training Refreshers
The competence of the personnel will be maintained throughout the activity through:
· Refresher training
· Practical assessments/demonstrations
· Observation by supervisors
[bookmark: _Toc235186688]Technology Review
New and emerging technologies, such as automated systems and industrial exoskeletal systems, will be periodically reassessed. This is so if the costs decreased or effectiveness increases, these measures may become reasonably practicable in the future.
[bookmark: _Toc235186689]Safety Performance Monitoring 
Performance indicators such as:
· Manual handling incidents
· Near misses
· Equipment defects 
· Training compliance/competence
This will be monitored continuously to identify trends and address them accordingly.
[bookmark: _Toc235186690]Conclusion
The manual handling risks associated with the Brimstone 2 Missile System have been systematically assessed and controlled through the use of engineering, administrative and personal protective procedures. Mechanical handling equipment, approved procedures, competent personnel, supervision and regular equipment inspections collectively provide constant risk reduction. Potential additional controls were considered, including industrial exoskeletons, autonomous handling and transport equipment but were found to be grossly disproportionate when comparing the risk reduction with the cost effects.
Based on the current controls, applicable legislation, recognised good industry standards and consideration of emerging technologies, the residual risks associated with the manual handling of the Brimstone 2 Missile System are now considered to be as low as reasonably practicable and can be maintained throughout the entire activity through ongoing reviews, maintenance and improvements.
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