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ABSTRACT/SYNPOSIS

The following project explores the vulnerability within typical home networks. The overall aim of the project is to test the current state of standard internet security provided by internet service providers to homeowners by performing different type of attacks using penetration tools on a kali Linux machine on a designed network that is based on a typical home network and record to results to see if these attacks targeted at the home network were successful. The main objectives of this project is to;  conduct research on how home networks can be exposed to intruders through the use of books and articles (Literature Review), conduct further research on the tools available to the public that has the capability to attack a home network, design a typical home network that is likely to be the standard network in typical homes across the United Kingdom, to build a typical home network that is likely to be the standard network in typical homes across Great Britain. attempt to break into the network using various types of researched intrusion and cyber-attack methods to label the success that certain attacks had in certain areas and to review the previous cyber-attacks to identify weaknesses within the network. A literature review on the current state of internet service providers security protocols will be researched alongside the different type of network intrusion tools. Once this is complete, a design and implementation of a typical home network will be put in place with the purpose of using researched penetration tools to attempt to intrude the network. After all penetration tools have been tested on the network then the results will be analyzed to see what vulnerabilities lie within a home network.
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Chapter 1 



1.1 Introduction

The first chapter of the report will underline the main aim of this report alongside the report objectives. Moreover, the first section will demonstrate the format the project report will be presented in (report structure).

57% of the current population are connected to the internet one way or another. [1] As technology continues to advance, so does the risk of network intrusions and cyber-attacks due to the advancement of new software. Intrusion can occur to any network devices connected to the internet for example (end devices such as PC’s, Mobile Phones etc.) Hackers can identify weak spots in a network from unprotected router passwords to outdated security services such as (firewalls, antivirus etc.). Cyber-attacks such as the breach of personal information belonging to another internet user that is stored within their private online files can be manoeuvred via a broader range of hardware/software. 

Due to these statistics it is important to investigate the current state of security measures available given to homeowners by internet service providers. The internet users understanding on home network security usually depends on the level of experience they have with using the internet. Many internet users still do not understand the risks of surfing the web without stricter security measures in place than the factory security measures given to the end user by internet service providers. There are many security risks that come with the internet service provider factory settings on a router, all of which can be exploited by advanced hackers attempting to steal personal data stored in files on an end device using the internet service providers connection.

A typical home network will first be designed to the average standard of a home network in the United Kingdom and then implemented to the stated standard. The typical home network will include a standard router provided by ‘Virgin Media’ [2] called the ‘Hub 3.0’ [3], a Laptop and a mobile phone. The different types of end devices are important to demonstrate that any end device on a home network could be targeted for an intrusion. Hackers in the past usually tend to attack PC’s as their preferred end device to intrude due to the wide range of operating systems and holes in their defence mechanisms due to there being many different versions of the operating systems.

Once the typical home network has been designed and implemented there will be a series of attacks on the network using researched intrusion tools that are available to download on the internet to the typical internet user. It is important that during this investigation that the intrusion tools used are available on the internet for any internet user to download to demonstrate how easy it is for any internet user to attempt to break into a typical home network. It is also important that the security settings on the router used provided by the internet service provider do not have the security features of an advanced user with a background in cyber security. This is because a typical internet user will only have the security measures stipulated by the internet service provider therefore if upgrades were made to the security before the attacks were made then the results that are attempting to be demonstrated will be inaccurate and will not show the correct findings that show the dangers of operating your internet use on a network that uses the factory internet service providers security measures.

After these attacks have been carried out the results of those researched attacks will be recorded and investigated to show what internet security protocol was compromised.




1.2  Aim 

The main aim of this project is to test the current state of standard internet security provided by internet service providers to homeowners by performing different type of attacks that are popular to internet based intrusion enthusiasts on a designed network that is based on a typical home network and record to results to see if these attacks targeted at the home network were successful. Once the attacks have been completed and every possible evidence that can be gathered from the results has been collected there will be an investigation of the weaknesses of that typically built home network. After this, suggestions on how to prevent these attacks if they were to attempt to occur in the future will be put forward. The aim of the network requirements is to implement different types of end devices into the network connected to a wireless router via wireless connectivity. The project aims to show that different types of end devices can be attacked on a home network and not just the main PC of the network.




1.3 Objectives

There are many different objectives and goals that will be aimed to be accomplished throughout this experiment. The first objective of this project is to conduct research on how home networks can be exposed to intruders through the use of books and articles (Literature Review). This is to ensure that there is a thorough understanding of how hackers can exploit poorly secured home networks before instigating any attacks on a manually implemented network that is an attempt to replicate a network available to a typical homeowner. If this research is not conducted properly then a domino effect could occur where many parts to the project are inaccurate which then leads to inaccurate results which then would mean false information would be shared.

The next objective is to conduct further research on the tools available to the public that has the capability to attack a home network. This is due to a further objective explained below which is to use those researched intrusion tools and attack the typically built home network. These tools need to be researched thoroughly to identify the most popular tools that are used by intrusion hackers.

A big objective of this project is to design a typical home network that is likely to be the standard network in typical homes across the United Kingdom. This is important to moving the project forward because the design gives an understanding of what the network should look like before the implementation. The home network will be designed on ‘Cisco Packet Tracer’ [4] which is a tool that is based on designing and simulating networks in attempt to predict results of a real life situation.

Another big objective is a continuation to the previous objective. The next objective is to build a typical home network that is likely to be the standard network in typical homes across the United Kingdom. This is achievable by acquiring a router obtained from an internet service provider and end devices such as a laptop and mobile phone.

The next objective is to attempt to break into the network using various types of researched intrusion and cyber attack methods to label the success that certain attacks had in certain areas. It is likely that the attacks performed on the network will have a lot of success due to the poor state of initial security that internet service providers distribute to homeowners across the United Kingdom.

The final objective of this investigation is to review the previous cyber attacks to identify weaknesses within the network.


1.4 Structure of the Project

Proceeding from the introduction the report will be structured in five main parts: Research & Review of Literature, Research & Development Methodology, Design & Implementation, Testing & Evaluation and the Conclusion & Recommendations.

The Research & Review of Literature section is the first chapter that proceeds from the introduction. This chapter will have thorough research which is conducted through looking over journals and books available on the subject being investigated. There are many different areas of the subject being investigated that will be reviewed within this chapter. Most importantly, intrusion tools that are most commonly used to attack typical home networks within the United Kingdom will be investigated to identify the suitable attacks to use during the proceeding demonstration. The literature review will also include reviewing how home networks can be exposed to intruders to make sure there’s a complete understanding om the background of home networks and how internet service providers leave potential for intrusion within their provided security measures on the home network. Furthermore, research will be conducted during this literature review on how other people have conducted similar research to this investigation and displayed their own results.

The next chapter is the Research & Development Methodology section. This chapter will help the end reader understand the reasoning behind choosing the system used to create this constructed project. The method used to construct this project will be explained in detail by showing the end reader the different research methods chosen to gain the knowledge needed to implement the chosen project idea. It will be explained why the method was chosen, the benefits of the chosen method and if there are any down sides to choosing the selected method.  Moreover, both the hardware and software that is needed for this project will be explained alongside why it is important that these selected tools are being used.

The next chapter of the report is the Design & Implementation section. Within this chapter the design of the typical home network and explaining why the design has been constructed in that particular way and why the components of the design were chosen. The reasons the particular designs are important to meeting objectives will also be explained within this chapter. Furthermore, the reasoning behind leaving certain devices out of the design will be explained alongside why the chosen devices were preferred. The requirements to implement the demonstrated design will be firmly outlined within this section alongside how those requirements were chosen. The next sub section is the implementation section of the chapter. Similar to the design sub section the components used will be named and explained in detail. The success rate of the connectivity of the implementation will also be explained. Furthermore, the tests that will be conducted on the designed home network will be explained in detail.

Another main chapter of the report is the Testing & Evaluation section. This chapter will enlist all results that have been recorded from the intrusion attacks and what the attacks mean for the network. It will be outlined whether or not these attacks successfully penetrated the implemented network security measures. Furthermore, these results will be compared to the literature review to determine if the research has been backed up. The results of the testing will then be compared to the aim and objective to determine whether or not these were met. To conclude the chapter, it will be determined whether or not these results were as predicted before testing began.

The final main chapter of the report is the Conclusion & Recommendations section. This section is an essential part of the project as recommendations will be put forward regarding how to prevent future intrusion and maintaining a secure home network. Typically, within a conclusion, a summary will be provided on whether or not the investigation gave accurate enough data to determine whether it was successful or not alongside what would be done differently if the experiment was to be carried out again at a later date.


Chapter 2 – Research & Review of Literature


2.1 Introduction


In this section, thorough research will be conducted through looking over journals and books available on the subject being investigated. This is important to ensure that sufficient knowledge has been gathered on intrusion tools and typical home networks. The literature review will contain research into different type of intrusion tools that can be used to attack typical home networks. The literature review will also contain research on the state of standard security measures implemented by internet service providers. Furthermore, research will be conducted during this literature review on how other people have conducted similar research to this investigation and displayed their own results.


2.2 Different types of intrusion tools

While security over the years has continued to progress so has different intrusion tools. There are still plenty of holes left in current internet service providers standard security that cyber attackers can exploit. In this section, the most popular current available intrusion tools will be analysed. Research into what the attack attempts to achieve and its success rate will be conducted.

2.2.1 Man in the Middle attack

One of the most popular intrusion tools available to the general public is a Man in the middle attack. A Man in the middle attack is achieved by a cyber attacker manoeuvring themselves in-between a user and their chosen communication in an attempt to steal data such as credit card details or to implement malicious software on the end device  The purpose of the cyber intruder placing themselves in-between and the end to end connection is to ‘act as a intermediary and the network traffic is routed through the attacking device’. [5] This then enables that the cyber attacker can ‘eavesdrop’ [5] all data being passed through the network which puts the cyber attacker in a prime position to implement a man in the middle attack as the intrusion has been successful. There are a few potential ways an internet user on a network can become a victim to a man in the middle attack. One of these ways a user on a network can become a victim to a man in the middle attack is by a fake SSL certificate if the end user is operating on HTTPS. The purpose of an SSL certificate is to ensure the end user that the connection that the user is potentially transferring sensitive data across to is a secure connection with full protection while transmitting data of HTTPS. Detecting a man in the middle attack while using HTTPS becomes more complicated if the cyber attacker is using a fake certificate. Once the attacker has successfully placed himself in between the client and connections network traffic the cyber attacker has the ability to seize the ‘transferred certificate and replace it with a forged one’ [5] with the end user very unlikely to have any realisation that the certificate has been changed. The user is likely to be prompted to enable the SSL certificate on their web browser due to the security of the connection ‘concerning possible risk’ [5]
. If the end user is still unaware of any potential breach of security, then the end user is likely to believe the SSL certificate has been authenticated therefore the end user is almost certain to allow the certificate to become the security of the data transmission on HTTPS. Another way a cyber attacker could be successful with a man in the middle attack is by DNS spoofing. DNS spoofing uses the same forging tactic as an SSL certificate forge but instead focuses the attention to intrusion via the network DNS. DNS spoofing fakes ‘DNS communication used for resolution of domain names and IP addresses.’ [5] DNS spoofing attempts to fake IP mapping which if successful would move the end user to a ‘different device’ [5]. Once the cyber attacker using the man in the middle attack places themselves in between a user and their chosen communication the attacker will look to ‘intercept DNS messages’ [5] that is being communicated on the network that the victim is located on. The cyber attacker will look to detect and intercept DNS messages being communicated and ‘forge a reply’ [5] for the user on the receiving end of the man in the middle cyber-attack. If the sufferer of the cyber-attack is unaware of the forged DNS messages then the end user will automatically start transmitting data with a spoof device due to the fake IP addressing mapping put in place by the cyber attacker. The man in the middle attack is then in full operation as the cyber attacker ‘acts as the inquired service’ [5]. Another way a cyber attacker can perform a man in the middle attack is by ARP spoofing. Similar to DNS Spoofing, ARP spoofing also uses fake replies to trick the victim into being none the wiser that a network intrusion has occurred. ARP spoofing is able to be less complex as ‘there is no authentication in this process’ [6]. Due to their being no secure verification of ARP the faking of ARP can be performed by anybody attempting to intrude into a network. Within an ARP table, if a MAC address is not identified then ‘the ARP request’ [6] is broadcasted instead. When an IP address is requested ‘in the same subnet’ [6] an ‘ARP reply’ [6] is delivered. That particular reply can be spoofed by a cyber attacker acting as an intermediate between an end user and their chosen communication. The cyber attacker using a man in the middle attack can edit the active MAC address to their own MAC address which means all interaction between the end user and the chosen communication has been intercepted meaning the cyber attacker using ARP spoofing has successfully intruded the network. The end user remains unaware of this attack as no prompt to allow any new connections or network editing has been displayed as the network believes the ARP table has been verified.

2.2.2 Krack

Another popular intrusion tool uses by cyber attackers looking to intrude a network is the Krack tool that focuses on a specific weakness of a wireless connection. Krack is short for Key Reinstallation Attack. Krack ‘targets the third step in a four-way authentication “handshake” performed when your Wi-Fi client device attempts to connect to a protected Wi-Fi network.’ [7] Cyber attacker that use Krack in attempt to intrude a network by exposing a weakness within the ‘wpa2 protocol’ [8] The purpose of the Krack attack to a cyber attacker is to seize personal information such as banking details, message exchanges etc. A Krack attack is successfully performed and executed by ‘reinstalling an already in use’ [8]wpa2 key ‘which in turn resets that key, allowing the encryption protocol to be attacked’ [8] This allows the cyber attacker to be in a prime position to attack the network by leaking viruses onto the network via the wireless connection after the exposure of the wpa2 protocol. That particular virus then allows the cyber attacker to gather information being transmitted across the network such as banking details, message exchanges etc. End devices such as mobile phones, laptops etc. could all be affected by the WPA2 Krack cyber attack as all of these end devices are most likely using wi-fi connectivity to transmit data via the internet. Krack does not aim to steal data stored on these end devices but instead the data transmitted and transferred using the wireless connectivity. Cyber attackers usually target specific data such as credit card credentials and other sensitive information such as passwords to social media sites that can be used against the victim. The same principle applies to the router connected to the network. The routers information is not at big risk but instead ‘sites you visit that aren’t HTTPS are most vulnerable’ [7]. For example, if the websites that the end user that is exchanging information do not have an authenticated SSL certificate then the information exchanged on the network will become visible to the cyber attacker using wpa2 Krack as the chosen intrusion tool. 


2.2.3 Phishing

Another intrusion tool that cyber attackers tend to use to break into a network is phishing. Phishing is where an individual mimics a company or organisation usually via email to trick the potential victim into a scam attempting to make the victim believe that the received email is from a genuine company and not from a cyber attacker that is spoofing an organisation. The aim is to get the potential victim to ‘enter personal details at a duplicate website.’ [9]That is manufactured by the cyber attacker by attempting to replicate a particular organisation that is familiar to the potential victim. There are three different types of Phishing attacks that cyber attackers use to potentially intrude a home network. These are Spear Phishing, Clone Phishing and Whaling. Spear Phishing ‘collect the user information and details about their particular target which is to increase the probability of success.’ [9] For example, these type of cyber attackers analyse a potential targets internet activity to manipulate or mimic a website that the potential victim seems frequently active on. This means there is a greater chance of the completion of this attack that could seize potential information. Clone phishing is another type of phishing attack where the cyber attacker makes ‘identical or cloned email.’ [9] This could be made by replicated a previous email the potential victim might have received. The final type of phishing attack is a Whaling attack. A Whaling attack targets to mimic high personnel in big corporate companies such as chief executive officers with an end game usually to steal credentials, financial information or in fact corporate finances or to gain access into the network and act as a legitimate and authorised user on the network to commit crimes.


2.3 Current state of Internet Service provider security

As technology continues to rapidly develop where more and more of the population each day are connecting to the internet in various ways it is essential that the security and safety of the end user remain an expectational standard that can handle the new technology and protocols created. Within wireless connectivity and communications there are many flaws. These flaws are usually only fixed with knowledge of the administrator of the security system. For example, a homeowner aware of the dangers of poor internet security is likely to educate themselves into network security and ensure the correct precautions are in place to ensure the data being passed across the home network is secured. However, homeowners with a home network may be unaware of the dangers of transmitting data across the network without the correct protocols in place.  Furthermore, a homeowner with a home network may also be unaware of security settings on a router and that making no change to the basic security settings implemented by internet service providers can bring dangers to the home network and that their internet safety could be compromised. Wireless security are mainly governed by the ‘WEP, WPA and WPA2 protocols’ [10] which are introduced to protect data transmission and communication between client and server across the network. Just like many other real-life protocols, these protocols have their flaws within internet security. If these protocols are not overlooked, maintained and governed properly then the risk of intrusion from third party attackers dramatically increases. Wired Equivalent Privacy (WEP) attempts to create a secure ‘communications protocol’ [11] that permits end users of the network to communicate over the network wirelessly with the same protection that a wired connection would provide an end user of a network. Typically, solid wired connections are more secure than wireless communications. The Wired Encryption Privacy protocol provides end users on a network with a ‘authentication and encrypted communications over unsecured channels.’ [11] With that being said, cyber attackers continue to find flaws within the Wired Equivalent Privacy protocol. Tools continue to be developed and performed by cyber attackers usually within the Kali Linux operating system terminal. Cyber attackers found weaknesses within the Wired Equivalent Privacy Protocol by ‘intercepting and modifying the transmissions’ [11]on a supposedly secured private network for purposes such as gaining credentials of the end user on the network.  Another protocol that is wireless security governed is the Wi-Fi Protected Access (WPA) protocol. The Wi-Fi Protected Access protocol is very comparable to the Wired Encryption Privacy protocol. This is a more secure protocol to the Wired Encryption Privacy protocol but still has its flaws regardless. The main improvement within security with the newer Wi-Fi Protected Access protocol is that a cyber attacker would already have to have gained access into the network to conduct cyber-attacks such as man in the middle attacks. With routers more securely protected with the WPA2 protocol via an encrypted password it is essential that the original password given to the user is changed immediately on the supplied interface by the internet service provider. This is because cyber attackers can use Kali Linux penetration tools such as WPA2 Krack which can gain access to a router on a private home network. The stronger the password on the router is, the more difficult it remains for the cyber-attacker to gain access to the network. If a cyber attacker successfully connected to the private home network, they could potentially act as an intermediator between a client and server and perform a man in the middle attack without any detection.  


2.4 Research within penetration testing

Within my field of research many others have used penetration testing of simple home networks to prove security flaws within an internet service providers basic security measure. After similarly studying the current state of security provided by internet service providers, Peter Svenhard’ [12] and ‘Amir Radaslic’ [12] used a different preferred method to the research conducted in this investigation. These two researchers used different types of Kali Linux penetration tools than the tools preferred within this investigation. Furthermore, these two researches looked into different flaws into basic internet service provider security settings than the flaws researched within this investigation such as ‘Denial of Service, Reconnaissance’ [12] while also using the Kali Linux toolset ‘NetCat’ [12] which scans the network for flaws within network ports (Port Scanning) etc. The results demonstrated by the two researchers show that after using the Kali Linux tool ‘Nessus’ [12] and ‘w3af’[ [12] to crack the wpa2 protected password. Once the attackers gained access to the network, they performed authentication attacks using different IP addresses and also advanced denial of service attacks to expose major vulnerabilities within an internet service providers basic security settings.


2.5 Conclusion

To conclude this chapter, there are many different types of intrusion tools that can be used to intrude a network. These tools can be found on the Kali Linux operating system and can be loaded through the terminal of the operating system. The main tools researched within this investigation are Man in the middle attacks, Phishing attacks and WPA2 Krack. There are three different type of man in the middle attacks that were researched; ARP Spoofing, DNS Spoofing and SSL certificate forging. Without the correct overlooking and maintaining of a home network, the probability of a cyber attacker gaining access to that personal network is highly likely using these different penetration tools available on the Kali Linux operating system. Finally, it has been found that similar research within my field has been conducted and the results expose many weaknesses within an internet service providers security protocol.
 













Chapter 3 – Research & Development Methodology



3.1 Introduction

In this chapter, the research methodology will be analysed thoroughly. The particular methodology used (survey, action, experimental, investigative, case-study) will be identified and broken down in detail as to why this particular method was chosen. Furthermore, the hardware/software being used will be explained in detail alongside the hypothesis of the experiment. Other outstanding questions such as why the experiment is valid, why the experiment is reliable and why the experiment is generalisable will be answered. Moreover, it will be explained in detail how the following experiment was conducted. 

3.2 Research onion 

The research onion was developed by ‘Saunders Et Al’ [13]in ‘2007’ [13] to ‘give a more detailed description of the stages of a research process.’ [13] There are 5 layers to Saunders Et Al’s developed research onion; ‘Research philosophy, Research Approach, Research strategies, Research Choice and Research time horizon.’ [13] Each layer of the research onion has a number of research methods to choose from. Each method within each layer gives an in-depth analysis of the research being undertaken.

3.2.1 Research Philosophy

Within the research philosophy layer there are three philosophies; ‘Ontology, Epistemology and Axiology’ [13]. Within my field of research, the most suitable philosophy is to adapt the Epistemology philosophy. The Epistemology philosophy is most popularly used within ‘scientific research.’ [13] The research gathered using the Epistemology philosophy is solely through fact. These potentially researched facts could be proven through a repeated about of testing on the same field. This would clearly prove that the results are authentic. The Epistemology philosophy is the chosen method for this project due to the project solely being based on testing and gathering results from those particular tests. Using a positivism approach is essential for this project because it would be impossible to explain how home networks are under threat with poor internet service providers security without penetration testing to test the security and back up the claim that home networks are under threat to potential cyber-attacks with poor security.

3.2.2 Research Approach

Within the research approach there are two approaches; ‘the inductive approach, the deductive approach.’ [13] Within my field of research, the most suitable approach is to deploy the deductive approach. Similar to the Epistemology philosophy, the deductive approach also focuses on vigorous testing to display fact with end results. The deductive approach is the chosen approach for this project due to the need of constant testing using penetration tools and a typically built home network. Without the backing of results from vigorous testing, the report on the security of internet service providers factory security for home networks would be inaccurate and would be based on hearsay rather than solid factual evidence making the report lose credibility and reliability.

3.2.3 Research Strategies

Within the research strategies layer there are four strategies to choose from to conduct the research; ‘Experimental, survey, case study, action research.’ [13] Within my field of research, the most suitable strategy to apply to conduct this research is the experimental strategy. This is simply because the project is based on experimenting the state of basic internet service provider security settings on a home network and how much success do certain penetration tools have while attempting to intrude on the particular home network. The purpose of the experimental strategy is to ‘examine the results of an experiment against the expected results.’[13] It was essential that the experimental strategy was the chosen strategy project being purely based on using experiments to back up the hypothesis that regular home owners using a typical home network to browse the web could be at risk of intrusion.

3.2.4 Research Choice

Within the research choice there are three main methods; mono method, mixed method, multi-method’.[13] Collecting results is a major part of this project. The results that are collected help the project message maintain reliability as these results will back up the aim of the project which is to demonstrate how internet service providers basic security could put a typical home network user at risk of intrusion. Within this field of research, the best method to use within the research choice layer of the research onion is the multi-method choice. This is because the research within this project contains the collection of both qualitive and quantitative data. The recording of results such as the success of the penetration testing is key to this project as it will back up the theory that internet service providers basic security settings put homeowners using a basic home network at risk of potential intrusion.

3.2.5 Research Time Horizon

The penultimate layer of the Research onion is the Research time horizon layer. Within the research time horizon layer there are two main methods; ‘Cross sectional, Longitudinal.’[13]. The chosen method for the research of this project is the cross-sectional method. This is the method that experiments a hypothesis that is already believed to be proven. The Cross-sectional method is the chosen method for this investigation because records must be collected to back up that regular homeowners using a typical home network to browse the web could be at risk of intrusion.

3.2.6 Analysis and Data Collection

The final layer of the research onion is the Analysis and Data collection layer. This layer focuses solely on whether the research will be based on primary or secondary data. Primary data is data collected first hand such as surveys while secondary data is data collected via opinion of others. Within this particular field of research, there are too many disadvantages of choosing either primary or secondary data to use therefore both methods are used within this project due to the importance of collecting different information on different sections of the investigation. Primary data is used with in the project to collect real time results from the penetration experiment which secondary data is collected to understand the success rate of each penetration tool to make the experiment reliable.


3.3 Experimental Hypothesis

For this investigation, there will be an experiment testing the security of a typical home network running on basic internet service provider security settings to determine how secure the data transmitting on a typical home network is without using advanced security settings and instead using the security settings automatically assigned to the router distributed by the internet service provider. To investigate this a typical home network will be both designed via cisco packet tracer and then physically implemented with the implementation replicating the designed typically home network designed on cisco packet tracer. The home network will contain a router provided by the internet service provider Virgin Media. The specific router is a Super hub 3 which is the newest router Virgin Media offers customers within the Great Britain radius as of April 2020. Furthermore, three end devices will be connected to the home network. Those end devices are a mobile phone, Tablet and a laptop. These three devices were chosen in attempt to replicate the devices that are connected to a typical home network. These three end devices will all be connected wirelessly using Wi-Fi via the Super hub 3 router supplied by the internet service provider Virgin Media. The provided router will act as the wireless access point of the network. Due to this experiment attempting to replicate a typical home network there is no need to implement a switch to the home network. Switches are typically used in corporate networks. Furthermore, there is no need to connect an end device directly to the routers ethernet port via a cat5/6 ethernet cable due to this experiment testing the wireless security measures put in place by the internet service provider. Once the typically home network has been built, a fourth end device will be implemented into the network. This device will act as the cyber attacker with different purposes. The end device acting as the cyber attacker will use Kali Linux as the operating system. This is due to the many penetration tools at the disposal. Furthermore, it is likely that in a real-life intrusion situation the cyber attacker will use Kali Linux as the primary operating system to perform the cyber-attack on the victim. The fourth end device has three popular intrusion tools at their disposal. One of those tools is ARP spoofing which uses fake replies to trick the victim into being none the wiser that a network intrusion has occurred. This is called a Man in the middle attack. For this attack, the fourth end device implemented will play the role of an intermediary in between one of the devices connected to the typical home network and the internet service provider supplied communication. Once the device is placed in between both client and server, the device acting as the attacker can track all network traffic being passed through that particular communication. The attacker can then attempt to perform the chosen man in the middle attack (ARP spoofing) with attempt to collect sensitive data such as credit card details, passwords or private messages. The other attack implemented by the active attacker is a phishing attack. This again will be performed on the Kali Linux operating system. The phishing attack will mimic a legitimate corporate business online interface via email to manipulate the user into believing the email is from the legitimate corporate business. The purpose of this impersonation is to trick the user into following the instructions of the forged email with the end result likely to be the victim giving away sensitive information such as login credentials to a certain website or platform. This type of phishing attack is known as a Clone phishing attack.







3.4 Hardware Used

The hardware acquired for this experimental is essential as the project is both hardware and software based. Firstly, an essential hardware implementation into this experiment is an internet router. The specific internet router used is a Super hub 3 from the popular internet service provider Virgin Media. The internet service provider used is within the top two preferred within the United Kingdom alongside satellite-based internet service provider ‘Sky’. As Virgin Media are cable connectivity based, the peak download speed of their latest available router the Super hub 3 (as of April 2020) is considerably faster than Sky broadband who instead operate via satellite connectivity. For this particular router, the potential download speed of the router can hit the heights of 300mbps which is available when upgrading to a particular package with Virgin Media. The other essential hardware within this project are the four end devices. The three end devices implemented into the network to be used as the victims of a cyber-attack are an Apple iPhone 5C, an Apple IPad 3 and a Sony VAIO laptop. The fourth end device used to act as the cyber attacker is an Apple Macbook Air.

3.5 Software used

The software acquired for this experimental is essential as the project is both hardware and software based. The software of this experiment is all based on the implemented hardware on the typical home network. Some software implemented on the home network has more importance than others. Firstly, the Super Hub 3 settings on the router is essential to this experiment as this is the location of where the basic security settings deployed by the internet service provider are set. The software is simply called the Hub 3.0 settings. As a router is simply not an end device, the software has to be accessed externally. To access the Hub 3.0 settings, an end device connected to the network has to type in the factory ‘192.168.0.1’ IP address. This then brings up the router user interface where all settings supplied by the internet service provider is stored. It is important to point out that the Sony VAIO end device connected to the network is running the windows 7 operating system. Furthermore, both the apple iPhone and iPad are running the iOS operating system. The end device that is acting as the cyber attacker on the network uses the Kali Linux as the active operating system ahead of the MAC OS X operating system that the MacBook Air is familiar with. This is due to the many penetration tools at the disposal. Furthermore, it is likely that in a real-life intrusion situation the cyber attacker will use Kali Linux as the primary operating system to perform the cyber-attack on the victim. Within the Kali Linux operating system, the end device acting as the cyber-attacker will have two penetration tools at their disposal. These tools are ARP Spoofing and Clone Phishing. These pieces of intrusion tools are all ran through the Kali terminal hence the importance of integrating the Kali Linux operating system ahead of the factory MAC OS X operating system on the MacBook Air.

3.6 Inputs 

The inputs of the experiment of testing the internet service providers security protocol via penetration testing is the designed and implemented typically built home network. Within this implemented network the inputs by the investigator are a Virgin Media Super Hub 3 router, Apple iPhone, Apple iPad and a Sony VAIO laptop. These are all connected via wireless connectivity. (Wi-Fi). Another input to the typically built home network is a MacBook air that will act as the attacker. The MacBook air has Kali Linux loaded into it alongside penetration tools such as ARP Spoofing and Clone Phishing.

3.7 Validity and Reliability of the Experiment

For any experiment to be taken seriously it must be reliable. Reliability of an experiment is extremely important variable especially within result gathering because gathering results are reliant getting the purpose across with fact ahead of opinion. Within this case, demonstrating how the security measures put in place by internet service providers are flawed is highly based on proven fact that is achievable by testing. To ensure the reliability of this experiment, vigorous testing on the network will occur to prove that the results back up the theory that the security measures put in place by internet security providers are flawed. For example, the same test will be running on three different end devices to prove that any network device connected to the typical home network is at risk of intrusion. In this case, the chosen man in the middle attack will be ran on all three devices to prove that network traffic can be intercepted and snooped on by an intermediate. Furthermore, to maintain reliability of the experiment, one of the two most popular internet service providers Virgin Media will be used as the acting ISP connection. This is important when proving flaws in home security as this will show that many homes across Great Britain could be in danger of a cyber attack due to many homes using the same virgin media provided security protocols. It is also important that popular end devices are used in attempt to replicate a typical home network. This shows that the experiment is reliable to the near perfect replica of a typical home network meaning the demonstration can show how an internet service provider that many homeowners use across the United Kingdom has flawed security protocols meaning these homeowners who has a home network could be at risk of a potential cyber-attack. Validity of an experiment is equally important as the reliability of the experiment. The validity of the experiment shows how accurate the recorded results are. Within this instance, the validity of the experiment is proven by how many times these tests are conducted over a period of time with the results showing the same variables every single time the test is conducted. Furthermore, the validity of the experiment is proven by building a home network that is near identical to the typical home networks across the United Kingdom. This is achievable by implementation the correct components to build the home network.



3.8. Conducting the experiment 

The following experiment has been conducted at the home of the investigator to help demonstrate the situation of a real-life cyber-attack happening at a home in the United Kingdom. A typical home network will be built inside that home using a router provided by an ISP and three end devices that a typical home network is likely to have connected to it.













Chapter 4 - Design and Implementation

4.1 Introduction

This is a major chapter within the report of the investigation of the security protocols distributed by internet service providers to home networks and how they can be exploited when not maintained properly. This is due to the investigation being experimental based. In this chapter it will be described how and why both the design and the implementation were designed and implemented as they were. For the implementation, the results of setting up the typically home network will be shown. Furthermore, it will be explained whether or not the outcome of the implementation was expected. 

4.2 Design

To investigate the security protocols distributed by internet service providers to home networks and how they can be exploited when not maintained properly, a design of a typical home network must be put in place upon implementation. Upon deciding how to design the home network, a number of factors had to be researched. Due to this investigation being based on potential real-life situation the most popular components typically used by home network users within the United Kingdom had to be researched. Firstly, within this research it was found that the most typical homeowners with a home network use a router that is provided by a United Kingdom internet service provider ahead of external routers that could be purchased via third party suppliers. These particular routers distributed to homeowners are wireless integrated which allows wireless connectivity with end devices with Wi-Fi. Wireless Routers and typically used within home networks instead of Wired routers. Furthermore, typical end devices such as a smart phone, tablet and a laptop has been added to the designed network in attempt to replicate a typical home network. Below is the design of the network created with the application Cisco Packet Tracer (Figure 1) which is a simulation app used by networking professionals which attempts to replicate real-life networking situations. The design shows three end devices connecting wirelessly to the wireless router. These end devices will be manually connected to the wireless router during the implementation of the project. Extensive research alongside background knowledge of typical home networks lead to the decision to add these components as the acting typical home network. In many instances within home networks, end devices such as Smart TV’s, gaming consoles and wireless media centres are connected to the home wireless router but due to the penetration tests only being carried out on the three devices it was decided to avoid any unnecessary network traffic that could hinder the wireless connection strength of the three end devices implemented into the network meaning some results from the penetration test may be inaccurate. Once the home network is designed, a fourth end device is designed as the attacker of the network attempting to intrude and intercept network traffic. This end device will be a laptop. A laptop is the chosen end device to allow the attacker to have at his disposal for a number of reasons. One of these reasons is because of the reality that the cyber attacker is likely to use a PC/Laptop to start an attack on the home network. This is due to the intrusion tools the cyber attacker would have at their disposal with the Kali Linux operating system. The simplicity of using a laptop over other methods such as an Arduino IDE is usually far more appealing due to the simplicity of acquiring penetration tools such as ARP spoof, Clone Phishing and WPA2 Krack. With the Kali Linux operating system, all penetration tools are on one device through the Kali Linux terminal once the Kali Linux operating system is installed onto the device as that is not the case if the chosen device was an Arduino IDE. If other methods were chosen instead of loading the Kali Linux operating system on a laptop then the attacker would have had to run different end devices on the chosen network to attempt penetration of the network instead of having all of the tools in one end device such as the laptop with the kali Linux operating system loaded on which gives access to the kali Linux terminal.
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(Figure 1)



4.3 Implementation


Once the design of the typical home network has been structured and complete, the next step is to implement that particular design. Firstly, after researching the most popular internet service providers in the United Kingdom it was decided that Virgin Media would be the chosen internet service provider for this experiment. This choice was made for a number of reasons. One of these reasons were that Virgin Media is one of the top two popular internet service providers alongside Sky. This narrowed the choice down between the two. A popular internet service provider had to be implemented into the home network ahead of unfavourable internet service providers to replicate the home network as similar as possible to a real-life home network. If a popular internet service provider is chosen, then the experiment will have more relevance to today’s state of home networks due to real life home networks likely having a popular internet service provider as their chosen supplier. The choice was made to have Virgin Media as the chosen internet service provider for a number of reasons. One of these reasons is due to the top download speeds. With Virgin Media having a significant download speed advantage due to using cable technology ahead of satellite it was decided to use virgin media as the internet service provider. The advantages of this within the project is that there is more chance the experiment will be more efficient as the end devices have a quicker connection to the server which may result in the experiment having a less amount of allotted time elapsed than if Sky was chosen due to strength in connectivity. The router used within the home network is Virgin Medias Super hub 3. The Super Hub 3 allows both wired and wireless connectivity but the ethernet ports will not be used due to the investigation being on wireless security protocols and not wired. For this particular router, the potential download speed of the router can hit the heights of 300mbps which is available when upgrading to a particular package with Virgin Media. The particular package that offers the 300mbps download speed has been implemented into this home network. Furthermore, Virgin media was the chosen internet service provider due to the ease of use of the graphical interface of the wireless router hub 3.0 settings. As a router is simply not an end device, the software has to be accessed externally. To access the Hub 3.0 settings, an end device connected to the network has to type in the factory ‘192.168.0.1’ IP address. This then brings up the router user interface where all settings supplied by the internet service provider is stored. The Hub 3.0 settings has a simple graphical user interface and allows the user to monitor the devices connected to the super hub 3.0. In addition to this, more advanced settings are available for advanced security users but within this case only the basic internet service provider settings are being investigated as the investigation is to conduct penetration tests on a home network with a router running basic internet service provider security protocols.
The next feature implemented are the three end devices that will wirelessly connect to the wireless router via wi-fi technology. The three end devices implemented into the network to be used as the victims of a cyber-attack are an Apple iPhone 5C, an Apple IPad 3 and a Sony VAIO laptop. The Sony VAIO end device connected to the network is running the windows 7 operating system while the other two end devices are both running iOS operating systems. Once the typical home network is built, the end device that will act as an active cyber attacker will be implemented. The end device used as the cyber attacker is a MacBook Air laptop. MacBook Air usually run with a MAC OS X operating system but due to the end device acting as an active cyber-attacker the operating system running will be the Kali Linux operating system due to the likeliness of the cyber attacker using kali Linux to penetrate the network. On the end device that is acting as the cyber attacker on the network, there will be a number of penetration tools available through the Kali Linux terminal. These penetration tools are ARP spoofing and clone phishing. These pieces of intrusion tools are all ran through the Kali terminal hence the importance of integrating the Kali Linux operating system ahead of the factory MAC OS X operating system on the MacBook Air.

4.5 Penetration Testing the implementation

Software implementation is equally as important as hardware implementation within this experiment as the software used are the penetration tools that will be used in attempt to intrude the typically built home network. All penetration tests ran on the network are operated on the Kali Linux operating system which is integrated on the end device that is acting as the active attacker in this experiment. 

4.5.1 ARP Spoofing

The first penetration test carried out on the typical home network was a Man in the middle attack. Specifically, and a ARP spoof attack was conducted which uses fake replies to trick the victim into being none the wiser that a network intrusion has occurred.  ARP spoofing is where a fake IP scan be spoofed by a cyber attacker acting as an intermediate between an end user and their chosen communication. The cyber attacker using a man in the middle attack can edit the active MAC address to their own MAC address which means all interaction between the end user and the chosen communication has been intercepted meaning the cyber attacker using ARP spoofing has successfully intruded the network. While using the Kali Linux terminal, the cyber attacker can use the arpspoof command to snoop the network traffic between client and server. As seen in Figure 1, the cyber attacker uses the command ‘arpspoof -I wlan0 -t 192.168.0.11 192.168.0.1’. 
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(Figure 1)


Firstly, the cyber attacker identifies the interface they want to intrude. In this case it is the wlan0 interface. The next step of the code is where the cyber attacker identifies what devices network traffic, they want to intercept that are connected to the wlan0 interface. For the first test, the Apple iPhone was the chosen device that the cyber attacker wanted to intercept network traffic between that particular client and server. Once this has been identified, the cyber attacker then proceeds to send the fake ARP message across. This was achieved by opening a new terminal and intercepting the ARP to forge a reply by reversing the end device and router Ip address order within the code. This is demonstrated in Figure 2.

(Figure 2)
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Once the message has been received and accepted as a legitimate message within the ARP table, the cyber attacker then proceeds to open an external network tool called Wireshark. This application allows the end user to overlook network traffic. Wireshark can be used in numerous ways, within this instance it is used by the cyber attacker to intrude the eavesdrop through the communication between client and server (end device and wireless router). As the Kali Linux terminal continues to run the forged ARP messages, the network application Wireshark records all network traffic communicated between the Apple iPhone and network router. As seen in Figure 3, Wireshark has detected specific websites that has been accessed by the end user of the Apple iPhone. This is an incredibly dangerous flaw within wireless security distributed by internet service providers as the cyber attacker is now in a prime position to steal end user credentials or read private messages that are communicated over the network. Figure 3 shows the recorded websites detected within the network traffic putting the hacker in a prime position to intercept sensitive credentials that are entered by the end user of that particular device.
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(Figure 3)

The same penetration test was running on the remaining two end devices on the typically built home network with both tests showing near identical results. Once the cyber attacker had acquired the IP addresses of the remaining end devices on the network it was only a matter of time before the ARP spoof began exposing major flaws in the wireless security protocols provided by internet service providers using the same method as the cyber-attack on the network traffic between the Apple iPhone and the wireless router. Figure 4 shows the captured network traffic from the communications between the Sony Vaio and the internet router while Figure 5 demonstrates the captured network traffic communicated between the Apple iPad and the internet router.
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(Figure 4)
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(Figure 5)







4.5.2 Clone Phishing

The second security intrusion tested using the Kali Linux operating system is Clone Phishing. This is where Clone phishing is another type of phishing attack where the cyber attacker makes an email that is a spoof of a corporate website such as Facebook. This could be made by replicated a previous email the potential victim might have received. Within this instance, the cyber attacker used the kali Linux operating systems terminal to load the phishing tool kit called ‘Setoolkit’ to load a number of potential intrusion tools. In this case, the clone phishing method was used under the ‘Credential Harvester Attack Method’. Using this method enabled the cyber attacker to clone a websites login page to trick the end user that the login page was from an official organisation. Within this case, the cyber attacker created an email (see Figure 2) and sent the created email to three different devices within network using the IP address of both the client and server. The setoolkit enabled the cyber attacker to mimic the social media giant ‘Facebook’. Once the emails were received, for testing purposes the credentials were entered into the fake login link said via email. As seen in Figure 1, the moment an end user enters the credentials into the fake email link it notifies the cyber-attack through the kali Linux operating system terminal. The Facebook login credentials have now been acquired through the fake email link sent to the three end devices from the cyber attacker’s end device that has access to the typical home network. This is a major flaw in the wireless security protocols provided by internet service providers as private and supposedly trusted secure credentials has been stolen through the network.
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4.6 Conclusion

The success of the penetration tests is exactly as expected due to the researched poor state of security measures put in place by internet service providers. If IP addresses are visible to anyone on the network and easy to acquire then a cyber attacker with penetration tools at his disposal will find many flaws and many potentials for intrusion. These were demonstrated with both the ARP spoofing man in the middle attack and the clone phishing attack. After extensive research during the literature review, it was found that these particular tools will test the basic security settings of internet service providers. After running the researched tools against the home network, it was found that those penetration tools do in fact intrude the network with ease which backs up the hypothesis with fact due to the number of times these tests were ran on each device and the end result. 


Chapter 5 – Evaluation

5.1 Introduction

Wherever there is a fully prepared experiment of any kind, there will always be expected outcomes, aims, objectives and vigorous research on the chosen experiment prior to physical testing. Within this section a number of prior expectations will be compared to the results of the investigation. It will be confirmed whether or not the aims and objectives were met alongside whether or not the research done prior to the experiment were backed up by the data. Furthermore, it will be explained what would be done differently if the experiment was carried out again at a later date.

5.2 Evaluation of Results

There are many main conclusions that can be drawn from the results from the data. The main conclusion is that if a cyber attacker has an end device within the same network as the homeowner on their own private home network then it is very easy for the cyber attacker to manipulate the network. Once the cyber attacker has gained access to the network, penetration tools available on the Kali Linux operating system give the cyber attacker many opportunities to perform a number of different attacks on the home network. One of these attacks was a ARP spoofer attack. This is a type of man in the middle attack that uses fake replies to trick the victim into being none the wiser that a network intrusion has occurred. The attacker was able to perform this attack using the Kali Linux terminal which is an open source terminal available to any internet user with a Kali Linux operating system. Another attack chosen to penetrate the network was a clone phishing attack that used faked login pages from social media giant Facebook and forwarded to link to the end devices on the network due to the ease of access to the end devices IP addresses.
The data collected from the experiment on the basic security distributed by Internet service providers backs up the research in the literature review for a number of reasons. One of the reasons is that it was researched that the APR spoofing tool had the capability to deploy fake IP mapping using the Kali Linux operating system command terminal, this was proven true after running the test. The success of the particular penetration test allowed the cyber attacker to use an external application called Wireshark to eavesdrop on the network traffic being communicated between client and server. This allowed the cyber attacker to see websites that were being surfed which gave potential for credential stealing if other penetration tools were used. Another way the results back up the research within the literature review is that it was researched that Clone Phishing was another dangerous security breach tool that could be run within the network and cause serious harm such as credential stealing. As seen in the results, the cyber attacker was able to use the phishing penetration tools available on the kali Linux operating system command terminal to render a fake email using the clone phishing tool. Results shown that once the penetration tool ran correctly, network users’ credentials were visible to the attacker via the Kali Linux operating system command terminal.
There were many objectives that were set prior to the development of the basic security typical home network connected via an internet service provider wireless connectivity. One of those objectives were to design a typical home network that could be used to test the vulnerabilities within a home network. After extensive research on typical home networks with the United Kingdom and the components used, there is great confidence that this objective was met due to the design of the network that contained a wireless router with three end devices. Another objective that was set prior to the investigation was to implement a typical home network that was as accurate as possible to the average home network in the United Kingdom. After extensive research on typical home networks with the United Kingdom and the components used, there is great confidence that this objective was met due to the components touted in the design were acquired and implemented to build a typical home network that ran on the basic security of the internet service provider Virgin Media. The final objective that had to be met to ensure the experiment remained reliable was to successfully intrude a typical home network running basic security settings. This objective was met by using implemented penetration tools such as ARP Spoofing and Clone phishing. These tools successfully penetrated the network to display private network traffic and hidden credentials.
The set aim of this project was to test the current state of standard internet security provided by internet service providers to homeowners by performing different type of attacks that are popular to internet based intrusion enthusiasts on a designed network that is based on a typical home network and record to results to see if these attacks targeted at the home network were successful. It is believed that this set aim was met as penetration tools were used to intrude a home network that was both designed and implemented.
The answers of the project were exactly as what was expected as it was learned after vigorous research within the literature of the field of study that the state of internet service providers security protocols was poor and free to use penetration tools could intrude and manipulate the network. This was the exact result of my experiment as was expected.
If the opportunity came to re-open the experiment into typical home networks governed by internet security providers one major change would be made. That change is to not allow the cyber attacker to be on the same network as the end users of the home network. This is because the cyber attacker penetrated the network with ease while being connected to the network, but the process of the penetration would become more difficult if the attacker couldn’t automatically connect to the network.

Chapter 6 – Conclusion 

To conclude the investigation on the vulnerabilities within typical home networks. There have been many avenues taken to ensure a good reliable experiment has been conducted Firstly, the aim of the project was set to test the current state of standard internet security provided by internet service providers to homeowners by performing different type of attacks that are popular to internet based intrusion enthusiasts on a designed network that is based on a typical home network and record to results to see if these attacks targeted at the home network were successful. Objectives to meet were then set. These objectives were to research the topic through literature, design and implement a typical home network and to break into that network using penetration tools. The next stage was to conduct extensive library research. This research was based on finding the different type of intrusion tools, the current state of internet service provider security and to find similar research done within the field of study. The three main intrusion tools researched were the three types of man in the middle attacks, the wpa2 Krack attack and the three types of phishing scams. Research conducted on internet service provider security found that there were many flaws in the protocols WEP, WPA and WPA2 and could be penetrated by the correct intrusion tools. Furthermore, similar research to the research conducted within this investigation shown that the state of internet service provider security is poor and could be penetrated using different intrusion tools to the ones researched within this investigation. Using the research onion, it was identified what type of methodology was used to research this project. Within the 6 layers of the research onion it was learnt that each layer leaned towards using testing to conduct results ahead of theories and opinions. The next step of the project is to design and implement the typical home network. This network was built based on heavy research into what components lay within a typical home network. Components such as the correct internet service provider routers and end devices were carefully chosen. The chosen router was a virgin media Super Hub 3 integrated with 300mbps downloads speed. Furthermore, the three end devices on the typical network were an Apple iPhone, iPad and Sony VAIO. Moreover, the end device acting as a cyber attacker operated on a MacBook air with kali Linux operating system integrated due to the wide range of penetration tools available through the kali Linux operating system command terminal. In addition to this, the penetration tools chosen to penetrate the network were the ARP spoof man in the middle attack and the clone phishing attack. These were both operated through the Kali Linux command terminal. Once these tests were complete it was found that the ARP spoof tricked the network into allowing the cyber attacker to intercept network traffic between client and server using the external application Wireshark. Also, it was found that the clone phishing attack was able to steal credentials from the network users if they clicked a specific link sent via an email through the network. Once all the results were gathered and analyzed they were compared to the aims and objectives of the investigation. After comparing the results to the aim, it was proven that the aim of the investigation had been complete alongside the objectives of the project.



Chapter 7 – Reflection

To reflect on my time investigating the vulnerabilities of a typical home network, I learned about new operating systems such as the Kali Linux operating system and how different that operating system is to other operating systems due to the operating system being open source meaning that different features continue to be implemented by anyone talented and knowledgeable enough to create new features. I now plan on using Kali Linux at home on regular occasions and explore the different tools the open source operating system has to offer. I have learned to appreciate the luck I have to be in a position to investigate something that I have interest in regardless of whether or not it is believed  or not that I have the ability to take this further in the future or have just created a project that is up to the high standards of a university. I have also learnt to have patience within myself and not to give up and move on if something do not go my way the first couple of times. I believe due to the timeframe given to me to complete this project gave me the capability to learn much more than I would in an assignment/exam situation because while something never went my way the first few times instead of giving up I would educate myself on what the problem was and how to overcome it. During my time investigating I have also learned about my own home network and how to ensure my network is secure with tools integrated on the routers hub settings that are accessible via an end device connected to the router. I believe that this project will help me in future practical experiments due to the patience and determination to prove that I can meet the aims and objectives I set the project earlier within the academic year. After a rough start to the project due to missing deadlines set by myself to get certain bits of the project done I am happy that after my interim viva I went away and worked as hard as possible on the project to ensure I was back on track with my project plan. Overall, I am very happy with myself with this project and hope it is up to the high standard of the university and within other knowledgeable researchers within my field of study.
























Chapter 8 – Research & Bibliography 

Bibliography

[1] 	"Global digital population as of April 2019 (in millions)," Statista, April 2019. [Online]. Available: https://www.statista.com/statistics/617136/digital-population-worldwide/. [Accessed 17 January 2020].
[2] 	"Virgin Media," Virgin Media, 2020. [Online]. Available: https://www.virginmedia.com/. [Accessed 17 January 2020].
[3] 	"Our amazing Hub 3 and Virgin Media Connect app sort any WiFi issues before you even need to think about them…," Virgin Media, 8 April 2020. [Online]. Available: https://www.virginmedia.com/virgin-tv-edit/tips-and-tricks/intelligent-wifi. [Accessed 14 April 2020].
[4] 	"Cisco Packet Tracer," Cisco, [Online]. Available: https://www.netacad.com/courses/packet-tracer. [Accessed 19 January 2020].
[5] 	O. Rysavy, J. Pluskal and M. Vondracek, "AUTOMATED MAN-IN-THE-MIDDLE ATTACK AGAINST WI-FI NETWORKS," The Journal of Digital Forensics, Security and Law : JDFSL, vol. 13, no. 1, pp. 59-80, 2018. 
[6] 	S. Hong, M. Oh and S. Lee, "Design and implementation of an efficient defense mechanism against ARP spoofing attacks using AES and RSA," Mathematical and Computer Modelling, vol. 58, no. 1-2, pp. 254-260, 2013. 
[7] 	M. Simon and B. Chacos, "KRACK Wi-Fi attack threatens all networks: How to stay safe and what you need to know.," Macworld - Digital Edition., vol. 34, no. 12, pp. 109-114, 2017. 
[8] 	D. Sangeetha, M. Venkata Rathnam, S. Sibi Chakkaravarthy, K. Srinithi and V. Vaidehi, "Futuristic cyber-attacks.," International Journal of Knowledge Based Intelligent Engineering Systems., vol. 22, no. 3, pp. 195-204, 2018. 
[9] 	E. Raja, "A performance analysis of Software Defined Network based prevention on phishing attack in cyberspace using a deep machine learning with CANTINA approach (DMLCA)," Computer Communications, vol. 153, pp. 375-381, 2020. 
[10] 	A. Zidani and T. Mekhaznia, "Procedia Computer Science," Wi-Fi Security Analysis, vol. 73, pp. 172-178 , 2015. 
[11] 	M. Jagetiab and T. Kocaka, "A WEP post-processing algorithm for a Robust 802.11 WLAN implementation," Computer Communications, vol. 31, no. 14, pp. 3405-3409, 2008. 
[12] 	P. Svenhard and A. Radaslic, "A penetration test of an Internet service provider: Computer Forensics and Information Security," 2012.
[13] 	J. N. Emmanunel, "Analysis of Saunders Research Onion," thesismind, 29 June 2019. [Online]. Available: https://thesismind.com/analysis-of-saunders-research-onion/. [Accessed 5 February 2020].







image3.png
Laptop-#7,,
Soy VA0 7,

Super Hub 3 Router




image4.png
File Actions Edit View Help

el -4 sudo su
[sudo] password for kali:
rootakali:/hone/kali# arpspoof

Version: 2.4
Usage: arpspoof [-i interface] [-c own|host|both] [-t target] [-r] host
0

rootakali:/home/kali# arpspoof -i wland -t 192.168.0.11 192.168.0.1
78:dd:8:0:e:d 60:3:8:40:af:82 0806 4: is-at 78:dd:8:

arp reply 192.168





image5.png
el -4 sudo su
[sudo] password for kali:

rootakali:/hone/kali# arpspoof

Version: 2.4

Usage: arpspoof [-i interface] [-c own|host|both] [t target] [-r] host
rootakali:/home/kali# arpspoof -i wland -t 192.168.0.1 192.168.0.11
iu:uu:a: e:d 48:03:43:88:61:30 0806 42: arp reply 192.168.0.11 i

-at 78:/





image6.png
60 27.409207625  192.168.0.11

90 Standard query 0xb992 A pSd-keyvalueservice. icloud.com

194.168.4.100 DNS.
61 27.978773946  192.168.6.11 194.168.4. 160 oS 75 Standar query ©:93ad A api.snoot apple. con

62 28.003882644 HonWaiPr_r0:0e:00  Apple 40:af:82 ARP 42 192.168.6.1 15 at 78:d:08:70:6e:

63 28.158434500  192.168.9.11 194.168.4.100 DS B AT | ks AT e iy e o

64 28.217465564  192.168.0.11 1941688160 oS 72 Standard query 0xfb45 A 1tvi.itv.con

65 28.287427487  192.168.0.11 1941688 100 ons 72 Standard query 6x78ec A ity7.itv.con

66 28.306111013 192.168.6.11 194.168.4.160 DI 90 Standard query 6xb992 A p54-keyvalueservice.cloud.con

'G5 28..603502478  HONHALPr 70:00:00  ARRISOr0_BB:01:30  ARD. 42 102.168.0.11 15 at 78:00 02:00 (duplicate use of 192.16-
69 29.159929000  192.168.9.11 104.168.4.160 DS 77 Standard query 6x3c2a A waw. skysports.con

70 20.316022808  192.168.0.11 194.168.8.100 o 72 Standard query 6x78ec A itv7.itv.con

71 30.004274935 HonaiPr_r0:0e:04  Apple 40:af:82 RP 42 192.168.6.1 15 at 78:d:08:70:0e:00

72 30.033555123  192.168.0.11 194.168.8.160 o 79 Standard query 6x98ad A api.snoot .apple.con

73 30.425110912_192.168.0.11 194.168.8.160 DI 90 Standard query 6xb992 A p54-keyvalueservice.icloud.con

N B Sy e e

78 30.963956693 011 8.100 oS 87 Standard query GxcS48 A smartserve.s3.anazonaws.con
79 30.985539993 011 8.160 oS 74 Standard query OxBe3f A sti.skybet.con

80 30.998246133 011 8.100 ons 79 Standard query 6x98ad A api,snoot .apple.con

81 31614648468 lo.11 8.100 oS 79 Standard query 6x7c06 A assets.adobedtn, con

82 31443719198 011 8.100 ons 90 Standard query 6x0992 A p5d-keyvalueservice. icloud.con
83 31.548663530 lo.11 ‘8.100 o 74 Standard query 6xb216 A dpm. dendex.net.

84 31044696123 011 8,160 oS 76 Standard query Gx3cdc A waw. skyvegas .con

85 31.965072027  192.168.0.11 8.100 oS 87 Standard query 6xc548 A smartserve.s3.anazonaws .con

86 31988366909 192.168.0.11 8,100 oS 74 Standard query GxBe3f A Sti.skybet.com

87 32.004536078 HonkaiPr_r0:0e:04  Apple_46: ARP 42 192.168.6.1 1s at 78:0d:08:70:0e:00

88 32.016633181  192.168.0.11 194.168.8.100 oS 79 Standard query 6x7c06 A assets.adobedtn. con

89 32.576130367 192.168.6.11 194.168.8,160 oS 74 Standard query 6xb216 A dpm. dendex..net

99 32.604135571 HonaiPr 70:0e:04  ARRISGro 88:61:30  ARP. 42 192.168.8.11 1s at 78:dd:6B:70:0e:0d (duplicate use of 192.16.
91 33.636420314  192.168.0.11 194.168.4.160 oS 79 Standard query 6x98ad A api.snoot.apple.con

92 33.445866632 192.168.0.11 194.168.4.160 oS 90 Standard query 6x0992 A p5d-keyvalueservice.icloud.con

93 33.712784976  192.168.0.11 194.168.4.160 oS 74 Standard query GxbG82 A SE1.skybat.com

94 33.712615620 192.168.6.11 194.168.4.160 oS 76 Standard query GxSe41 A waw. skyvegas .con

95 33.712822560 192.168.0.11 194.168.4.100 o 87 Standard query 6xdde3 A smartserve.s3.anazonaws .con

96 34.004762202 HonHalPr_r0:0e:0  Apple 40: aRP 42 192.168.6.1 15 at 78:0d:08:70:0e:00
97 34.236874565  192.168.9.11 194.168.4.160 oS 88 Standard query 6x316d A dd62x41bg538k.cloudfront .net

98 34.442195570  192.168.0.11 194.168.4.,160 DN 79 Standard query Gx2act A assets.adobedtn. con

99 34.645673538 ARRISGro 88:61:30  HonHalPr f0:0e:0d  ARP 56 Who has 192.168.0.337 Tell 192.168.0.1 (duplicate use of 192..
100 34645705805 HonHaiPr f0:00:0d  ARRISGro 88:61:39  ARD 42 192.168.9.33 is at 78:0d:08:70:0e:0d (duplicate use of 192.16.
101 341694515389 HonHalPr f0:0e:0d  ARRISGro 88:61:30  ARP 42 192.168.6.11 15 at 78:dd:08:70:0e:0d (duplicate use of 192.16.
102 34713160529 192.168.0.11 194.168.4.160 oS 74 Standard query Gx0@82 A Sti.skybet.com

103 34713104550 192.168.0.11 194.168.4.160 oS 74 Standard query Gxc7cs A dpm.dendsx.net

104 34.713001561 192.168.0.11 194.168.4.160 oS 76 Standard query GxSe41 A waw. skyvegas .con

105 341713207037 102.168.0.11 104.168.4.100 o 87 Standard query 6xdde3 A smartserve.s3.anazonaws .con

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface wland, id 0
+ Ftharnet TT. Src: HonHaiPr A:Ge:Ad (7R:Ad:AR:f0:0e:0). Dst: Annle 43:Af:R2 (60:03:0A:4A:Af:A2)

G000 606308 40 af 82 78 dd 08 f0 Ge 0 63 66 00 61 -0

@ 7 wlan0: <live capture in progress>

Packets: 105 - Displayed: 105 (100.0%) Profile: Default
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35 12.445934344

468592118
270501120
638210505
39 12.811671734
10 12.921754183
41 12.983633260
167805526

264759095
45 13.360527677
46 13.951263830
47 13169288164
48 14.371050823

246267770

53 15.972220804
54 16.172006460
55 16.352808679
56 16.392655041
57 16145462346

HonHaiPr_t0:0e:

102.168.0.22
102.168.0.22

HonkaiPr_70:0e:

192.168.5.22
2.168.6.22

Sansunge_ege0
192.168.0.22
192.168.0.22
192.168.0.22
192.168.0.22
HonkiaiPr_f0:6e

192.168.6.22
192.168.0.22
192.168.0.22
192.168.0.22
onkaiPr 0:0e

0d

od

04

/ARRISGro_88:61:30
194.168.3. 100

081688100
172.253.120.189
Apple_cd:03:2a
194.168.8.100
194168

Broadcast
194.168.8.100
194.168.4.160
194.168.8.160
194.168.4,160
ARRISGro_88:61

App.
194.168.8.100
194.168.4.160
194.168.8.100
194.168.8, 160
RRISGr0 88:61:30

42 192.168.0.22 is at 78:dd:08:70:0e:0d
Standard query 0x5401 A clientservices.googleapis.con
YEP Retransnission]

Standard query 0x81a1 A ss1-gstatic.com

1484 55816 — 443 [ACK] Seq=1 Ack=77 Win=2048 Len=1418 TSval=427712.
42 102.168.0.1 15 at 78:dd:08:70:00:00 (duplicate use of 192.168.
91 Standard query 0x7eac A cello.client-channel.google.con

Standard query 6xia2d A bag.itu

I ansnission]

Wno Nas 192.165.0.17 Tel] 192.166.6.20

Standard query 0xaae4 A clientservices.googleapis.con

Standard query 0x200d A cello.client-channel.google.con

Standard query 6x1a2d A bag. itunes.apple.con

Standard query Gx3dfb A clientservices.googleapis.con

192.168.0.22 1 at 78;

I hSmiss10n]

[1CP Retransnission]

102.168.0.1 15 at 1

91 Standard query 6x9489

80 Standard query 6xiazd

89 Standard query éxceSa

89 Standard query Gxbcal

42 192.168.6.22 1 at 78:

cello.client-channel.gaogle. con
bag. 1tunes. apple.con
clientservices.googleapis.con
clientservices.googleapis.con
10:68:0:00:0d

5916. 025100105
60 16.922422654
61 17.176663275
62 17.555816469
63 17.995311025
64 18.136579744
65 18.136611649
66 18.446706722
67 18.56762163
68 18.922750671
69 13.994624354
70 19.176055191
71 19.578543413
080631911
447621886

923083198
991234013
994610364

169470459
601317185

192.108.0.22
HonHaiPr_70:0e
192.168.5.22
192.168.0.22
192.168.0.22
ARRISGro_88:61

HonHaiPr_f0:0e:

HonHaiPr_f0:6e
192.168.6.22
HonkaiPr_r0:oe
192.168.5.22
102168.0.22
192.168.0.22

HONHa1Pr_70:0e
192.168.9.22
192.168.0.22
Teo: 439! face
192.168.0.22

od

30
od
od

od

oa

470

156-168.5. 160
Apple_cd:03:2a
194.168.4.160
194.168.8.160
194.168.4,160
HonaiPr_f0:6e:6d
ARRISGro_88:61:30
ARRISGro_88:61:30
194.168.4.160
Apple_cd:63:2a
194.168.4.160
194.168.8.100
194.168.5. 100

081688100
ARRISGro_88:61
20.61.250
‘Apple_ca:03:2a
194.168.4.160
194.168.8.160
froz::2
194.168.4.100

oS
o

IcHeve

oS

Eransmission)

75 Standard query 0x8107 A ss1.gstatic.con

42 192.168.0.1 15 at 78:dd:08:70:00:0d (duplicate use of 192.168.

80 Standard query 0x1a2d A bag. itunes.apple.con

85 Standard query 6xceSd A resources.mandndirect.con

91 Standard query 0x2024 A cello.client-channel.google.com

56 Who has 192.168.0.33 Tell 192.168.0.1

42 192.168.0.33 15 at 78:dd:08:70:0e:00

42 192.168.6.22 15 at 78:dd:08:10:0e:60

85 Standard query 6x592 A resources.mandndirect.con

42 192.168.0.1 15 at 78:4d:08:70:0e:0 (duplicate use of 192.168.

91 Standard query 6x2024 A cello.client-channel.google.con

80 Standard query Gx1a2d A bag.itunes.apple.con

85 Standard auery 933406 A resources mandndirect. con
YeP Retransnission]

Standard query 0x331b A clients4-google-con

192.168.0.22 1s at 78:0d:08:10:08:00

YCP Retransmssion] 2 &

102-108-0.1 15 At 18:00:08:70:06:00 (duplicate Use of 192.100.

79 Standard query 6xda3d A clientsd.google.con

91 Standard query 0x2024 A cello.client-channel.google.com

76 Router Solicitation from 60:03:08:49:af :82

85 Standard query 6x7319 A resources.mandmdirect.com
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168.0.16
166.0.10
0.10
152.165.0.10 DI

[1CP Retransnission) 443

3 [TCP Retransmission] 443

[TCP Retransnission] 443

TaNGara query response OXZ602 A W SKYVegas.con

HonHaiPr_f0:0e:0d  00:00:00_00:00:00  ARP 42 192.168.0.1 15 at 78:dd:08:f0:6e:0d

HonHa1Pr—f0:6e ARRISGro 88:61:3 192.168.0.10 is at 78:dd:08:10:0¢:0d (duplicate use of 192.16.
[1CP Retransmission] 443 2

[1CP Retransnission] 4

tandara query. response

39 8.993504503  194.168.8.100 192.168.0.10 DN 161 Standard query response Bxaf6a A m.skybet.con CNAME m.skybet.
40 8997343476 194.168.8.160 192.168.0.10 oS 163 Standard query response x183c A api-glb-man.snoot .apple.con
410731515613 194.168.8.160 192.168.0.10 DS 170 Standard query response 0x2602 A www. Skyvegas.com CNAE WS,
42 10.001448061 HonalPr_0:0e:0d  00:00:00_00:00:00  ARP 42 192.168.6.1 15 at 78:dd:08:70:6e:0d
43 10.051365798  194.168.8.160 192.168.0.10 oS 178 Standard query response 9x26a9 A 1tv7.1tv.com CNAME d9wvixBue.
44 10.055380203  194.168.8.100 192.168.0.10 oS 161 Standard query response Bxaféa A m.skybet.con CNAME m. skybet
45 10.055396200 194.168.8.160 192.168.6.16 oS 163 Standard query response x183c A api-lb-man.snoot . apple.con
46 10.204339906 HonHaiPr_70:0e:0d  ARRISGro_88:61:30  ARP. 42 192.168.0.10 1s at 78:0d:08:70:0e:0d (duplicate use of 192.16
47 10.734274605  194.168.8.100 192.168.6.10 DS 170 Standard query response 0x2602 A ww.SKyvegas.con CNAME wh..
48 4.168.8.160 192.168.6.16 DS 98 Standard query response 0«de58 A e42d8.a.akamatedge. net A 104

i 2

69,171,250, 2 {TCP Retransni 5

51'12.001719068  HonHaipr_r0:08:00  00:00:00 00:00:00  ARP 42°702.168.0.1 15 4t 78:00:08:70:00:00
52 121020156343  194.168.5.100 192.168.6.10 oS 98 Standard query response 0x0eS8 A e424.a.akanaiedge.net A 104.
53 121022675036 104.168.4.160 192.168.0.10 oS 178 Standard query response 9x26a9 A 1tv7.itv.com CNAME dowvixBue.
54 121027438385 194.168.4.100 192.168.0.10 oS 161 Standard query response Bxaféa A m.skybet.con CNAME m. skybet
55 121028840944  104.168.4.100 192.168.6.16 oS 163 Standard query response x183c A api-glb-man.snoot . apple.con
56 121204641103 HonHaiPr_f0:0e:0d  ARRISGro 88:61:30  ARP 42 192.168.0.10 1s at 78:0d:08:70:0e:0d (duplicate use of 192.16
57 12734900569 194.168.4.100 192.168.6.10 oS 170 Standard query response 0x2602 A wwi.SKyvegas.con CNAME wh. .
58 131052820264 104.168.4.160 192.168.6.10 oS 163 Standard query response x183c A api-glo-man.snoot . apple.con
50 14.002037864 HonWaiPr_f0:0e:0d  00:00:00 00:00:00  ARP 42 192.168.0.1 15 at 78:dd:08:70:6e:0d
60 14.621138753  194.168.3.160 192.168.6.10 o 98 Standard query response OxBess A e4248.a.akanaiedge.net A 104,
61 141204006655 HonHaiPr_f0:0e:0d  ARRISGro 88:61:30  ARP 42 102.168.0.10 1s at 78:0d:08:70:0e:0d (duplicate use of 192.1.
62 15.034195695  194.168.4.160 192.168.6.10 DS 98 Standard query response 0x0eS8 A e4248.a.akanaiedge.net A 104.
63 15.637263160 194.168.8.160 102.168.6.10 o 163 Standard query response x183c A api-gib-man.snoot .apple.con
64 16.002371772 HonWaiPr_f0:0e:0d  00:00:00_00:00:00  ARP 42 192.168.0.1 15 at 78:dd:08:70:0e:0d

65 16.053234565  194.168.4.160 192.168.0.10
66 16.053463202  194.168.4.,100 192.168.0.10
7 16.205322304 _HoniaiPr.f0:0

178 Standard query response 9x26a9 A 1tv7.1tv.com CNAME d9wvixgue.

161 Standard query response Oxafsa A m.skybet.com CNAME m. skybet
19.168.0.10 is at 78:dd:08:f0:0e:0d (duplicate use of 192.16.

TTCP Retransnission] 443 ~ 52500 [FIN 1

[1CP Retransnission] 52550 [FIN, PSH

SUGNGA0 QUETY TESPONSE OXZ002 A - SKYVEYas. COM CNAME. Whi..

Standard query response Ox0e58 A e4248.a.akamaiedge.net A 104,

10730364017 194.108.4. 160 192.108.0.10
7117.025312634 104.168.8.100 192.168.0.10
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[*] WE GOT A HIT! Printing the output:
jazoest=2708

sd=AVraarfA

display=
enable_profile_selector=
isprivate=

Tegacy_return=0
profile_selector_ids=
return_sessio;

POSSIBLE USERNAME FIELD FOUND: skip_api_logil
PARAM: signed_next=

y J31j0XNFAWLCI0T J0SMDASTmF3T joxNjAwLCIhaCI60DY5LCIFT oyNH
14513_IX26

1gnjs=1587962765

POSSIBLE USERNAME FIELD FOUND: email=thomasmyersafacebook.com
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You havent logged in manually for a while. Verfy your account now to remain
automatically logged in for the next six months. Donit worry we wont ask you
again

Login via the link below.

wwfacebook.com
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