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[bookmark: _Toc198573348]Abstract
Due to the recent series of security incidents, this report has been created to identify the cybersecurity threats that FSL faces and propose strategies to mitigate and prevent further damage. After researching the current threats using various papers and other materials, we have identified key threats and mitigation strategies. Using guidance from the best practices for network and cybersecurity, we have created a list of policies to implement. We then outline plans to monitor the network and devices and to follow up on any security incidents. Using the policies and other best practices, we have created a training program to implement for staff to improve their awareness of cybersecurity and measures they can take to improve security. 


[bookmark: _Toc198573349]Introduction
At FSL, we work with lots of sensitive financial data, and all employees must be aware of the potential cybersecurity risks we face. As the business grows, we will begin to possess increasing amounts of sensitive data. Due to the recent incidents, if we don’t implement a security policy now, the impact of a data breach could be massive, and the business could lose a large amount of value and business. Bringing awareness of these issues to employees is paramount, and we must work to ensure that these issues are solved so that FSL can continue to expand while keeping the data of its customers secure.
[bookmark: _Toc198573350]Identifying and Mitigating ThreatsFigure 1. Percentage of types of breaches or attacks in the last 12 months, among the organisations that have identified any breaches or attacks[3]
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The increase in mobile device use and staff working from home poses a huge security risk. 
“Mobile devices are currently at the top of the list of most significant security risks” [1, p.2]
Mobile devices are everywhere; they are easy to carry and provide the user with access to the internet almost everywhere. This allows employees to access their work email or even company data whenever they want. The use of public hotspots, which are not secure, can open the company to data theft [2]. For example, a man-in-the-middle attack where a hacker creates a fake hotspot that mimics a genuine hotspot to steal any data that is passed through it. Mobile phones are also small and can sometimes be lost or stolen.
To mitigate this, employees should only use their mobile phones for calling or checking email. Any access to company data should be done through a company-issued laptop or workstation over a secure connection, e.g. the office or at home. A virtual desktop could also be used on a mobile device to isolate any sensitive data and enhance security [1, p.3].Figure 2.  Approaches to Integrate Mobile Devices[1]

[bookmark: _Toc198573352]Phishing
Phishing is the most common cyber threat we face. In the last 12 months of organisations that have suffered a cyber-attack 85% received some form of phishing attack [3]. A phishing attack is where the attacker uses social engineering techniques to obtain personal information. These are typically emails with links to a website that mimics genuine websites like Microsoft. They prompt you to enter your login information and then send your username and password to the attackers, giving them access to your account and any information associated with it [4][5]. As we are a company with access to customers’ financial information, this can have severe consequences for both the company and the customers. 
To mitigate this threat, we should use any multi-factor authentication (MFA) present on any accounts associated with the business. We should also provide training for those employed at FSL. Further details will be outlined in the Training and Awareness section.
[bookmark: _Toc198573353]Physical Threats
The physical security of our data is also a factor we must consider when identifying threats. Unlocked doors can allow anyone to walk into the building and steal devices containing sensitive data or allow unauthorised persons access to the company server. 
The two tenets of a durable physical security system are: delay and deny [6, p.5]. First, we deny access to the building by implementing access cards; this can also be refined by only allowing certain employees access to certain floors or rooms. Doors to rooms containing workstations, servers, or areas containing sensitive data should always remain locked and only accessible to those who are authorised to be there. Windows are also a weak point and should be reinforced with bars or burglary-resistant glass, especially any windows into server rooms [6, p.6]. Doors into sensitive areas should also be equipped with automatic door-closing devices. The final layer of defence is to ensure all workstations and devices, including USBs, have passwords and encryption set up so all data is safe in the event of a theft or loss of a device. Any filing cabinets should also be fitted with locks, and cameras should be installed.
[bookmark: _Toc198573354]Insider Threats
There are typically three groups of users that pose a risk to data protection: Disgruntled/Malicious, Careless/Negligent, and Infiltrator [7, p.75]. These users may decide to make unauthorised changes to data, whether by accident or on purpose. Those with higher access can do a severe amount of damage, not just to the customers but also to the company's image. They could leak data to competitors, sell the information online, or just destroy data.Figure 3. Impact of insider incidents in 2018 - 2022 in millions of USD [7, p.75]

To protect against the rising threat of insider incidents, we must include general rules for data handling, access and encryption within our code of conduct. We should also consider the use of Non-Disclosure Agreements (NDA) for those who come into contact or have access to sensitive information or data. We should also implement levels of document confidentiality to control access to sensitive information [7, p.79-80].
[bookmark: _Toc198573355]Security Policies
Using various sources and best practices, I have compiled a list of proposed policies to implement for enhanced data protection [8][9][10][11].
1. Employees should only use workstations provided by the company to work in the office or at home.
2. All company devices should use the latest updated version of the selected antivirus and firewall software. Any issues or breaches should be reported immediately.
3. All device operating systems should remain up to date.
4. The use of public Wi-Fi hotspots is prohibited when using company devices; only password-protected private networks should be used. This applies to home Wi-Fi networks.
5. Suitable passwords and MFA should be set up on company devices and any associated accounts. Passwords should never be reused.
6. Passwords should not be left available for anyone to find and use.
7. Employees should create secure passwords and only use a verified password management tool to record passwords.
8. Devices should be locked when not in use, and the automatic locking features of Windows should also be applied to lock after a period of inactivity.
9. Access to files and information should be limited, subject to the role of the user.
10. Any loss or theft of a company device should be reported immediately.
11. Personal devices should only be used for phone calls or checking emails and should not be used to access any company systems.
12. Exterior doors should be locked after work hours.
13. Doors into areas containing sensitive data, e.g., server rooms, rooms with laptops or files, should be locked and only accessible to those authorised. Windows into these rooms should also be fitted with bars or burglary-resistant glass.
14. Any filing cabinets or briefcases used to store or transfer sensitive information should be fitted with locks.
15. Avoid sending sensitive information over email or storing sensitive information on USBs unless necessary. If necessary, USBs or files sent over email should be password protected, and in the event of a loss or theft, they should be reported immediately.
16. All staff should receive training for GDPR compliance.
17. All staff should receive training on how to recognise phishing emails.
[bookmark: _Toc198573356]Monitoring and Response
In addition to identifying threats and creating policies, we must also create a plan for detecting threats on the network and responding to any security incidents. A quick response time will help reduce the impact and mitigate any further data loss [12].
All devices should be fitted with a firewall and antivirus software to monitor network traffic and quarantine any threats that make it into the system. These will also provide us with an early warning if threats are detected, allowing us to respond [13].
We also have to rely heavily on employees being honest in the event of a breach and reporting the event, allowing us to respond.
A network inventory application should be used to monitor and store information about the connected devices. This way we can view connected devices and remove them if they are not authorised to be connected to the network. The network could also be segmented into more manageable segments instead of one big network. This will also limit the access of unauthorised users [14]. We should also monitor network traffic, system logs, and other data sources to detect threats as they happen [12].
Utilising Identity and Access Management (IAM) will allow us to gain further control over access to applications and data. We can also monitor user login behaviour, flag suspicious activity, and add additional authentication steps for those with access to sensitive information [14].
Internal audits should also be performed periodically, either by an internal team or a third party, to assess that the methods for identifying threats and policies still function as threats evolve and new threats emerge. This will allow us to develop new policies or change old ones to help us keep our data secure [12].
[bookmark: _Toc198573357]Training and Awareness
With the increase in cyber threats to our company, all staff should receive further training to help protect the company from these new threats.
First, a presentation will need to be given on the new policies that will be implemented and what kind of cybersecurity threats the company faces.
Staff should receive training to recognise potential phishing emails. Gamification has been shown to enhance user engagement, for example, by offering scores or rewards for correctly identifying phishing emails [15, p.20]. A method of doing this would be to give a presentation of the common ways to spot phishing emails, like poor spelling and grammar, incorrect sender addresses, disguised links, and malicious file attachments. A phishing email should then be periodically sent by a manager to the employees; those who click on the email should attend the presentation again [16].
All staff should also receive training on how to comply with the General Data Protection Regulation (GDPR), which will allow them to better understand how to handle the data they work with. There are plenty of online courses available, such as the Data Protection and GDPR Awareness online course from HSQE, allowing us to sign up multiple users at once [17].
A presentation should also be given on proper password practices to help employees create secure passwords and reduce vulnerability. For example, not reusing passwords, never leaving a note of the password available for anyone to read, correctly using a password management tool, using special characters and numbers, having a minimum length of at least 8 characters, etc [18].
[bookmark: _Toc198573358]Conclusion
With the ever-increasing threat of data breaches and other cyber threats cyber cybersecurity must remain a high priority for FSL. The Official Statistics Cyber Security Breaches Survey from the Department for Science, Innovation & Technology [3] is a great source for insight into the common types of attacks that are being used against businesses. By remaining up to date with current trends, we can pre-emptively identify any threats that we are not prepared for and update our policies and staff training accordingly. 
Maintaining a cybersecurity-competent workforce is also essential to the protection of sensitive data. According to the Cyber Security Breaches Survey from the Department for Science, additional staff training was the most common preventive measure taken after a breach or attack [3]. K. Jansson and R. von Solms mention in their research that simulating phishing attacks, along with training, reduces the risk of becoming a victim of phishing attacks [5]. With phishing becoming the most common type of cyber-attack, it is very important that all staff can recognise these types of emails. The employees must also understand the best practices for creating passwords, as weak passwords account for 81% of data breaches [18]. By implementing our password policies, we can control the strength of the passwords used in our organisation.
Even after recognising threats and creating policies to mitigate them, we must continuously monitor our network and staff so that in the event of a breach, we can act swiftly and reduce the impact. Collaboration and information sharing with other organisations will enhance our collective ability to identify and respond to ever-evolving cyber threats [12].
The overall strength of our security lies with our weakest link. By identifying common threats, creating comprehensive policies, and providing our staff with the proper training, we can improve the overall security of our organisation and our customers.
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