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[bookmark: _Toc229596047]Introduction:
Cybersecurity has become a critical sector within organisations who operate in the financial services sector. Organisations such as VTAM (Vigilant Trust and Asset Management) require functioning cybersecurity due to the abundance of high-value transactions and sensitive data which makes firms such as these targets for increasingly sophisticated cyber-attacks. VTAM, as a medium-sized financial institution, faces increasing risks driven by the expansion of hybrid working, widespread adoption of cloud services, and the evolving tactics of cyber criminals. Recent incidents, including a successful phishing campaign and an attempted ransomware attack highlight weaknesses in traditional security measurements. In an attempt to rectify the mistake, a clear need to transition toward more modern, resilient security framework based on zero trust principles, which will emphasise continuous verification. 


[bookmark: _Toc229596048]Identification of modern threats:
Modern threats that face organisations such as VTAM are increasingly complicated and are driven by both external attackers and internal vulnerabilities. Financial institutions are prime targets for RaaS (Ransomware-as-a-service) operations, where people such as cybercriminals are able to use tools made to launch attacks on organisations through data encryption and double extortion tactics. Advances in artificial intelligence have enabled the beginning of highly convincing social engineering attacks, such as phishing which is a form social engineering [1], and voice-based scams (vishing), which can bypass some traditional security controls by mimicking human behaviour, and impersonating another. Data leaks which can be a misconfiguration, vulnerability, or a human error are prominent through examples such as [2]; supply chain compromises, such as the widely known and reported incident “MOVEit” breach, demonstrated how certain vulnerabilities in third-party software can expose large volumes of sensitive financial data . On top of this, the gradual shift toward cloud computing and hybrid working has also introduced some new risks. This is shown particularly through, misconfigured cloud services and unsecured remote access points. Internally, threats such as misuse, weak authentication processes, and the use of unauthorised apps can further increase the organisation’s vulnerability. These examples highlight the need for an active, secure intelligence driven approach with frameworks that function properly with minimal room for error. 
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[bookmark: _Toc229596049]Modern security policies:
Modern security policies in the modern day typically should be built around the principles of a ‘Zero trust’ model. This is important as the model ensures that no user, device, or system should be trusted by default, regardless of whether they are inside or outside of the network [3]. Instead, access must be verified by identity and access management, where least privilege access and role-based access control ensure that employees can only access the resources necessary for their roles, therefore stopping any unauthorised access. Strong authentication processes, including ‘multi-factor authentication’ across all systems, are essential to reduce the risk of credential compromise. Device compliance policies should require that only secure enough and up-to-date devices can connect to corporate resources. This will prevent any single user from accessing information while their device could possibly have a virus or some form of destructive malware. In addition, data protection policies must enforce encryption for data alongside strict data classification and handling procedures. Network policies should also incorporate micro-segmentation to limit lateral movement within systems in the event of a breach. These polices should be in line with the ‘NIST Cybersecurity’  framework, particularly the ‘protection function, as well as controls from ISO/IEC 27001, ensuring that VTAM adopts a structured, internally recognised approach to securing it’s digital assets [4]. 
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[bookmark: _Toc229596050]Technical mitigation measures:
To effectively ease/remove the identified threats, ‘VTAM’ should implement a set of technical controls that are aligned with the Zero Trust principles and their current practices. Strengthening identity security is a key priority which is achieved through mandatory multi-factor authentication across all systems [5]. For threat detection, deploying a ‘SIEM’ (security information and event management) system will enable centralised and also provide real-time analysis of any security related events. EDR (endpoint detection and response) tools provide continuous monitoring of devices to identify and contain any and all suspicious activity. The  ‘CSPM’ (cloud security posture management) solution should be used to automatically detect and remediate any misconfigurations, which are typically the leading cause of data breaches. Robust vulnerable management is also essential, with it’s use typically based on the ‘CISA Known Exploited Vulnerabilities Catalogue’ to address any exploited weaknesses. To defend against ransomware, VTAM should implement immutable, offline backups and regularly test some recovery procedures to ensure the business’ stability [6]. Additionally, any advanced email security controls such as phishing detection tech and authentication protocols such as ‘DMARC, DKIM, and SPF, can provide a comprehensive and practical approach to reducing VTAM’s overall attack surface and improving resilience against modern cyber threats.





[bookmark: _Toc229596051]Monitoring and incident response:
Being capable of responding robustly and swiftly is essential for VTAM to rapidly detect, contain, and also recover from any form of modern cyber security threats. This could be done by revolving around a 24/7 security operations model leveraging an SIEM system to analyse logs from endpoints, servers, network devices, and or cloud platforms in real time. The SIEM should have a SOAR integrated within to enable automated responses such as isolating a device that has been compromised. VTAM should use a structured response from the ‘NIST cybersecurity framework’, covering stages such as detection, analysis, containment, eradication, and recovery. For example, in a ransomware situation, any infected system should be isolated to prevent further contamination, forensic analysis should be conducted to determine the scope of the attack, and systems restored from secure, immutable backups. Clear communication protocols should also be established to make sure that stakeholders, regulators, or even normal clients are notified immediately. 
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[bookmark: _Toc229596052]Training and awareness program:
VTAM should implement a continuous and engaging security awareness program that would be designed to address the growing threat of human-targeted cyber attacks which include phishing, vishing, and social engineering. Rather than relying on less frequent training, the organisation should conduct a regular fictional phishing and voice-phishing scenarios to help employees detect modern attack techniques and respond appropriately [7]. Training should be tailored specifically to various roles in within the organisation being with executives, finance staff, and IT personnel receiving specialised guidance based on the risk that they are more likely to encounter in their roles. To encourage more activity and awareness of such issues, an implementation of a reward-based system such as quizzes which would give the employee a reward for spotting any suspicious activity that has been spotted. In addition, employees should be informed and educated on any emerging threats, including any Ai generated phishing attacks, and ransomware trends, through short workshops, newsletters, and awareness campaigns. Establishing an environment where staff feel comfortable in sharing incidents without the fear of blame is equally important, as catching the attacks early on is key to reducing the impact and it’s severity. 


[bookmark: _Toc229596053]Conclusion:
In conclusion, the growing sophistication of cyber threats present a major risk to organisations such as VTAM, particularly within its financial sector. Threats including phishing, vishing, ransomware attacks, and cloud vulnerabilities require a proactive and modern approach. By using a Zero Trust framework, supported by strong policies, advances tech, and continuous monitoring, VTAM can improve its overall security posture and resilience. 
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