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Introduction 
NOSS2026 is a multinational organization that depends on virtualized network infrastructure for managing IT services. This company has two primary networks across two different locations, Swansea and London. NOSS2026 has employed my skills for the purpose of designing and implementing a suitable virtualized network solution. The network requires a Windows Server and Debian server, whilst the domain is managed through SWANSEA.ACCA. This is essential for enabling communication and exchange between the two locations. I will do prior research before the implementation of Hypervisors, IP addressing, routing, and network services. This will influence the design decisions made for the network. A reflection will be produced to assess and justify any design decisions made and decide what could be done differently.
Task 1 
Hypervisor
Hypervisors are software that allows for the creation and use of virtual machines [1]. Multiple virtual machines can be run on a single physical computer host by sharing resources. Multiple different operating systems (such as Windows and Linux) can be run on a single machine. Hypervisors are an essential element used in cloud computing. Users can access a virtualized environment whilst IT technicians can control the infrastructure and sensitive data. Hypervisors are categorized into Type 1 (bare metal hypervisor) and Type 2. Type 1 hypervisors operate on a bare metal server with direct access to its hardware resources [2]. It is a suitable hypervisor for business environments in which they need to virtualize company services [3]. An advantage of a type-1 hypervisor is high security, due to only one application running on it directly, and better performance due to its bare-metal nature. This makes it suitable for less powerful hosts. They are also more complex to implement compared to type 2, and only one can be deployed on a single machine.
Type 2 hypervisor is a virtual machine manager that is installed as software on an existing operating system [4]. This makes it easier to install compared to Type 1. However, the performance depends on the host computer, which can increase security vulnerabilities. Examples of type 2 hypervisors include VMware workstation and Oracle VirtualBox.
A Type 1 hypervisor would be suitable for NOSS2026. This is due to needing scalability and security whilst supporting windows server 2022 and Debian domain services. High security is provided by strict isolation, and performance is bolstered with resource efficiency. Because it minimizes latency and can utilize multiple servers, it is the preferred hypervisor. However, I chose to use a Type 2 hypervisor as it was the more practical solution within the constraints.
IP Addressing
IP addressing is a logical method of identifying where data is sent as packets and where it needs to be delivered. This allows for communication between devices on networks. When data is sent across the internet, it is divided into smaller packets which contain a source and destination header inside of it. This allows the router to send it to the correct locations. IPv4 addresses follow a 32 bit integer format represented in dotted decimal notation such as 192.168.0.10. IPv4 routes packets across networks and is responsible for logical addressing [5]. The first three portions of the address identify the network, and the last portion identifies the host. The main issue with IPv4 is that it has a limited number of addresses. It holds exactly 4,294,967,286 unique values [6]. This is not enough to cover all of humanity which is roughly 8 billion people. This problem was solved through the adoption of IPv6, which is a 128-bit hexadecimal format[7]. This supports many more devices and is scalable for the long term. However, many companies still utilize IPv4 due to easier configuration, and existing infrastructure already using that format. Subnetting is a technique which divides a larger network into smaller manageable networks. This improves security management and reduces unnecessary traffic. Routers allow subnets to communicate with each other.
[image: ]Figure 1: How a packet travels between computers[8]
Routing
Routing is the process of selecting a network path across one of more networks [9]. It determines the most efficient path for packets to travel from the source to the destination. Routers follow a set of rules called router protocols. These rules dictate how routers communicate and exchange information through efficient data transmission paths. Common protocols include Routing Information Protocol (RIP) and Enhanced Interior Gateway Routing Protocol (EIGRP). Traversal paths are determined based on metrics such as bandwidth. Routing can be classified as either Static of Dynamic. Static Ip routing includes manually configuring routes, so paths will remain unless updated. This improves security due to less traffic being introduced. Dynamic routing updates routing tables to allow routers to adapts to any network changes without manual assistance[10]. This improves tolerance but is more complex to configure for organizations but is more adaptable because it's automatic.
A static outing approach is suitable for NOSS2026 because the Debian server is a DHCP relay. This means it forwards client requests between subnets to the windows host server. This means it has limited routing paths. Dynamic routing would be more beneficial but use to reduce complexity and need a reliable connection; static Ip will be used.
Network Services 
VPN (Virtual Protection Network) let organizations add a layer of security to devices in separate locations. They are encrypted network connections that let users access an organizations service with protection. VPNs can also be used for employees in a different location who need to access their companies' email and services and work remotely.
DHCP (Dynamic Host Configuration Protocol) is a network management protocol which assigns IP addresses to each host on a network. Automatically assigning P’s removes any user error which may cause incorrect addresses to be entered. The DHCP relay used in debian ensures users on different networks obtain IP addresses from a central server without needing multiple DHCP servers.
AD DS (Active Directory Domain Service) is a method for storing directory information and making it available for administrators and users[13]. It allows for control over users within a domain, and technicians can use group policies to manage access across both London and Swansea servers.
Task 2 - Documentation 
[image: ]
Screenshot 1 – 4 virtual machines
[image: ]Screenshot 2 – Downloading Windows Server 2022 ISO.
[image: ]Screenshot 3 – Downloading Debian Server
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Screenshots 4 – Windows Server 2022 Settings & Network Adapter Names.
[image: ]Screenshot 5 – Windows Client Settings
[image: ]Screenshot 6 – Debian Server Settings
[image: ]Screenshot 7 – Debian Client Settings
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Screenshot 8 – Connecting Windows Client to Internet
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Screenshot 9 – Renaming Windows Server 2022 to SD-C
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Screenshot 10 – Windows Client pinging SD-C
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Screenshot 11 – IP config of windows server
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Screenshot 12 – IP config of client machine
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Screenshot 13 – Windows Server 2022 IPv4 Settings
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Screenshot 14 – Windows Client IPv4 Settings
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Screenshot 15 – changing name of windows client machine to “SDC-C-CLIENT"
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Screenshot 16 – Debian Host Network Adapters
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Screenshot 17 – Debian Host IP Configuration
[image: ]Screenshot 18 – Debian Client Network Adapters
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Screenshot 19 – Debian Client IP Configuration
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Screenshot 20 – Debian Host unsuccessfully pinging client machine.
[image: ]Screenshot 21 – Debian Host successfully pinging Client, fixed incorrect Ip configuration.
[image: ]Screenshot 22 – Debian Client successfully pinging Host
Task 3 – Reflection 
I was met with several challenges when implementing the virtual machine solution. And they were successfully troubleshooted. A notable challenge occurred when attempting to connect the Windows Host and Client together, and I needed to test the connection with a ping. The Ip addresses attached and they were on the same host. After confirming that the network settings were connected, I concluded that the Firewall was blocking ICMP traffic. After disabling the firewall, the problem was resolved and the two machines could successfully ping each other.

Another challenge I encountered was setting up the Debian host and client to ping each other. When attempting a ping from either machine, it would resort to a “destination host unreachable error”. I concluded that the internal networks might have been misspelled, but this was incorrect. I tried many different methods, but I eventually solved this error by swapping around the network adapters. The adapters were assigned to the wrong network, which is why the machines couldn't find each other. After swapping the adapters to the correct location, they could successfully ping.

This project improved my skills regarding implementing both Linux and windows machines. I learned various new Linux commands as well as the ability to effectively troubleshoot any problems I may enter again. I gained a better overall understanding of how to deploy networks and the resources that needed to be allocated, as well as whether to choose a type 1 or type to hypervisor depending on the organizational requirements.
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Windows Server 2022

Overview Get started for free  Description  Prerequisites  Resources  Supporting products

Overview

In addition to your trial experience of Windows Server 2022, you can more easily add and manage languages and Features on Demand with the new Languages and Optional Features ISO. Download this ISO.

This IS0 is only available on Windows Server 2022 and combines the previously separate Features on Demand and Language Packs ISOs, and can be used as a FOD and Language pack repository. To learn about Features on
Demand, see Features on Demand. To leam about adding languages, see Add Languages.

Get started for free

Please select your evaluation experience:
Try Windows Server on Azure > Create a Virtual Machine in Azure >

Download the ISO >

Download the VHD >

Description

Windows Server 2022 introduces advanced multi-layer security, hybrid capabilities with Azure, and a flexible application platform. As part of this release, we are bringing secured-core capabilities to help protect hardware,
firmware, and Windows Server OS capabilities against advanced security threats. Secured-core server builds on technologies such as Windows Defender System Guard and Virtualization-based Security to minimize risk from
firmware vulnerabilities and advanced malware. The new release also provides secured connectivity that introduces several new capabilities such as faster and more secure encrypted HTTPS connections, industry standard SMB
AES 256 encryption and more.

Windows Server 2022 improves hybrid server management with significantly improved VM management, an enhanced event viewer, and many more new capabilities in Windows Admin Center. Furthermore, this release includes

significant improvements to Windows containers, such as smaller image sizes for faster download, simplified network policy implementation and containerization tools for .NET applications.

For more details, read about Windows Server 2022.

hitps://gomicrosoft.com/fwlink/ 1956868ccid=0x4098 culture=en-usBcountry=us.





imageb.png
15 Oracle VirtualBox Manager - o X

File  Machine  Help

o @@ P

New Open  Settings stat
| & P o
l.fD =] Detaits @l = ]
Powered Off —

= General =] Preview
Name: L-COD Client

® Operating Syster: - Debian 12 Bookoworm (64-6t)
[®] System

Base Memory: 4096 MB.
Processors: 4

Boot Order:  Floppy, Optical, Hard Disk

5-DC Client Acceleration:  Nested Paging, KVM Paravirtualization

L0 © powered off

5 Display

Video Memory: 16MB.
Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

& storage

Controller: IDE
IDE Primary Device 0:  [Optical Drive] Empty
IDE Secondary Device 0: [Optical Drive] Empty

Controller: SATA.
SATA Port 0: L-CD Client.vdi (Normal, 40.00 GB)

(o Audio

Host Driver: Default
Controller:  ICHACS7

@ Network

Adapter T: _Intel PRO/1000 MT Desktop (NAT)
Adapter 2: _Intel PRO/1000 MT Desktop (Internal Network, ‘internal)

0 uss

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

(] Shared folders
None
® Description

None

0526
03/03/2026

A B dx

c BEEOE B8 ¢ ' 800 s AL

st @908





imagef.png




image11.png




image1b.png
Activities £ Terminal

Welcome

3Mar 05:38

camdenc@dclient: /etc/network

camdencedclient:/etc/networks ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data
64 bytes from 192.168 icmp_seq=1 tt1=64 tim
64 bytes from 192.168
64 bytes from 192.168
64 bytes from 192.168
64 bytes from 192.168
N

--- 192.168.2.1 ping statistics ---

tt1=64
tt1=64
tt1=64

icmp_se
icmp_se
icmp_seq;

SRRV

5 packets transmitted, 5 received, 0% packet loss, time

Ttt min/avg/max/mdev = @.208/0.266/0.432/0.083 ms
camdenc@dclient:/etc/network$ S

432
icmp_seq=2 tt1=64 time=0.208

ms
ms

4124ms

BYa@

@ 8@

Mouse integration S

S entanowsgen

Auto capture keyboard .. 8

S entanowsgen

BONSH BRUSS s

0538

N R o030z




image9.png
15 Oracle VirtualBox Manager - o X

File  Machine  Help

Qe @

New Open | Seiings start
N Lo & vetas | 5 E m
© powered Off D
= Genera B Freview
N O Glent Name S-0C Clent
© Powered Off Operating Systern: Windows 10 (64-bit)
[®] system
P Base Memory: 4096 MB S-DC Client
L © Powered OFf

Processors: 2
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, Hyper-V Paravirtualization

5 Display

Video Memory: 128MB
Graphics Controller:  VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled

& storage

Controller: SATA
SATAPort0:  5-DC Clientvdi (Normal, 40.00 GB)
SATAPort T:  [Optical Drive] en-us_windows_10_enterprse_tsc_2021 64_cvd_d289cf96.so (Inaccessible)

(o Audio

Host Driver: Default
Controller:  Intel HD Audio

@ Network

Adapter T: _Intel PRO/1000 MT Desktop (NAT)
Adapter 2: _Intel PRO/1000 MT Desktop (Internal Network, ‘intswa’)

0 uss

USB Controller: xHCI
Device Filters: 0 (0 active)

(] Shared folders
None
® Description

None

$ L0906 cEEHOE*B0 ¢ ' 0202 s RYERVGAS R




imagec.png




image10.png




image14.png
20u
cas

: T





image4.png
v B Momel - Robiox x| B Ame -Roblox x| B Fert - Roblox X | 8 Cali Biboo MumeiStiori X Revenge of the Irom-Bloo: X | @ Reportdocx x | @ sceemhot1—changirgs x L] x + - 8 x

<« G % debian.org/distrib/ * ® ©® o 0 &
88 | @ Home (@ (3)Evade-Roblox @ WPLACEBOT ~ Wplace Color Conv.. @ GeoGuessr-letse.. [ RobloxAvatars [ Readinglist [ PCBuilds [ MoviestoWatch [ RobloxGroups @ /f/RomsMegathread [ ThingsToBuy (@ Crunchyroll - Watch... » [ All Bookmarks.
[E—

@ Blog Micronews Planet Wiki
debian / downioad debian

Download Debian
This page has options for downloading and installing Debian 13.3.0, the stable release.

« Download mirrors of installation images
« Installation Manual with detailed installation instructions
« Release notes

« 1S images for Debian testing
« Verifying authenticity of Debian images

Download an installation image Try Debian live before installing
« Asmall installation image: can be downloaded quickly and should be recorded onto a removable disk. To use this, You can try Debian by booting a live system from a CD, DVD or USB key without installing any files to the computer. You
you will need a machine with an Intemet connection. can also run the included Calamares Installer. Only available for 64-bit PC. Read more information about this method
¥ 60it PC netinst iso, 64-5it PC netinsttorents P Live GNOWE, Live Xice, Lve KDE, Other v SO, v forrents

« Alarger complete installation image: contains packages for all desktop environments, making it easier to install
machines without an Intemet connection.

P 645t PC DVD-1 iso, 64-bit PC torrents (DVD)

Buy CDs, DVDs or USB sticks from a vendor of Debian installation media Use a Debian cloud image

Many of the vendors sell the distribution for less than USS5 plus shipping (but not always intemationally). An official cloud image, buitt by the cloud team, can be used on:
Here are the basic advantages of CDs:

« your OpensStack provider, in qcow2 or raw formats.
« You can install on machines without an Interet connection
« You can install Debian without downloading all packages yourself. T G0it AMDIInel (gcou2, ), 64-bitARM (acovi2 raw), 64-bt it Endian PowerPC (acovi2, raw), 64-bt ite-endian RISC-V (acou2, r2v)

Buy a computer with Debian pre-installed « alocal QEMU virtual machine, in qcow2 or raw formats.

https://www.debian.org/distrib/netinst





image6.png
a Gidh @ OD.

New Open  Settings Start

D

D | Details & =
@ Running e |
5 General B Freview
FEEN 1-CD Client Name: S-DC.
@ Running Operating System:  Windanws Server 2022 (64-bi)

[®] system
m - oo

Soccient 2y - 4 Search setings &
Powered Off

Adapter  Adapter2  Adapter3  Adapterd

© Enoble Network Adspter

W oeviy Atochedto AT S
o Nome ”
o
Adapter Tpe. il PRO/I000 T Destop (254064 .
Do o PE——— “

MAC Address _0800279FB970 @

© Vituel Coble Comnected

Port Forwarding

[0 s rotts seraPors
bott bon2  pow3  Pons

O Enable Serl Port

Concd_Hep

© Description
None

0545
03/03/2026

A B dx

0906 cEHEHOE*"B < ' 8F0d HeAw





image16.png
BEEOmx 0O 8701 o«





imagea.png
15 Oracle VirtualBox Manager - o X

File  Machine  Help

Qe @

New Open  Settings stat
=y m] Details 5] B B
5 General = Preview
LCD Client Name: Lo
© powered Off Operating System: Debian 12 Bookworm (64-bit)
[E system
s-c

Base Memory: 4096 MB.
Processors: 4
Boot Order:  Floppy, Optical, Hard Disk

(7 © Powered OFf

5-DC Client Acceleration:  Nested Paging, KVM Paravirtualization
© Powered Off

= Display

Video Memory: 16MB.

Graphics Controller:  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

& storage

Controller: IDE
IDE Primary Device 0:  [Optical Drive] Empty
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA.
SATA Port 0: L-CD.vdi (Normal, 40.00 GB)

(D Audio

Host Driver: Default
Controller:  ICHACS7

@ Network

Adapter T: _Intel PRO/1000 MT Desktop (NAT)
Adapter 2: _Intel PRO/1000 MT Desktop (Internal Network,‘internal)
Adapter 3: _Intel PRO/1000 MT Desktop (Internal Network, ‘external)

0 use

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

(] Shared folders
None
® Description

None

t 20900 cEHNOM*0< ! 06902 oRUBEEGA N




image1a.png
HQu s o @9CecEEON




imaged.png




image8.png
a Gidh @ OD.

| New Open  Settings Start
BN LD a| Details  (z) 2 O
(@ & Running —
S General B Preview
51 FEEN 1-CD Client Name: S-DC
& Running Operating System: - Windows Server 2022 (64-bit)
= [®] system
- m o *
al 5-DC Clent BEM Search settings £
© powered Off
(9] General Network
- Adspterl  Adspter2  Adapter3  Adapterd
System
© Ensble Network Adspter
(W] oispioy Attachedto.Internal Network S
Neme _edemal v
B storage
Adapter Type Intel PRO/1000 MT Desktop (32540EM) S
Qp ausio romiscuous Mode Deny <
MAC Address _ 080027683627 ®

© Vituel Coble Comnected

[0 s rotts seraPors
bott bon2  pow3  Pons

O Enable Serl Port
Concd_Hep
® Desription
fa

0545
03/03/2026

A B dx

S 0906 cEHEHOE*"B <! 8F0d HeOAw





image5.png
15 Oracle VirtualBox Manager - o X

File  Machine  Help

Qe @

New Open  Settings stat
N LD ) vetats & E m
© Powered Off =
= General = Preview
N LD Client Name: soc
© Powered Off Operating System: Windows Server 2022 (64-bit)
[®] System
] s Base Memory: 6192 M8
T
Processors: 4
Boot Orders  Floppy, Opticsl, Hard Disk
5-DC Clent Accelerstion:  Nested Paging, Hyper-V Paravirtuslization
© Powered Off
= Display
Video Memory: 28MB

Graphics Controller:  VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled

& storage

Controller: SATA
SATAPort0: S-DCvdi (Normal, 8000 GB)
SATAPort T:  [Optical Drive] SERVER_EVAL x64FRE_en-usiso (Inaccessible)

(o Audio

Host Driver: Default
Controller:  Intel HD Audio

@ Network

Adapter T: _Intel PRO/1000 MT Desktop (NAT)
Adapter 2: _Intel PRO/1000 MT Desktop (Internal Network, ‘intswa’)
Adapter 3: _Intel PRO/1000 MT Desktop (Internal Network, external)

0 uss

USB Controller: xHCI
Device Filters: 0 (0 active)

(] Shared folders
None
® Description

None

$ 0906 cEEHOEB0 ¢ ' 0202 s RWBERVGAS R




image17.png
- Oracle VirtualBox

[02]
Mouse integration M
ot showagan
Activities (] Terminal 3Mar 05:35
Auto capture keyboard .. 4
Welcome P

S entanowsgen

camdenc@dclient: fetc/network al=| x

t qlen 1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever

2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:99:9c:77 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic enpos3
valid_1ft 86358sec preferred_1ft 86358sec
inet6 fd17:625c:f037:2:a00:27Ff:fe99:9c77/64 scope global dynamic mngtmpaddr

valid_1ft 86359sec preferred_1ft 14359sec
inet6 fes0::a00:27ff:fe99:9c77/64 scope link
valid_1ft forever preferred_lft forever

3: enp@s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:be:5b:16 brd ff:ff:ff:ff:ff:ff
inet 192.168.2.10/24 brd 192.168.2.255 scope global enp@s8
valid_1ft forever preferred_lft forever
inet6 fe80::a0e0:27ff:febe:5b16/64 scope link
valid_1ft forever preferred_lft forever
camdencedclient: /etc/networks ]

BOnES L BBUGB Ry
B%a N

“09FecEHDOM*B0< ! 8802w





imagee.png




image19.png
i
8

@

Mouse integration

Auto capture keyboard

(3] Right Ctri

0541
03/03/2026

0O
r
0]
(%)
(8
]

EEOE 8 <! 06F0 1 ® B o





image7.png
a Gidh @ OD.

| New Open  Settings stat
KN 1D 1 Details ) 2 O
(@ & Running —
= General = Preview
51 FEEN 1-CD Client Name: S-DC.
@ Running Operating Syster:  Windows Server 2022 (54-bi)
= [®] system
- m o *
al 5-DC Clent BaM Search settings £
© powered Off
(9] General Network
- Adspterl  Adapter2  Adapter3  Adapterd
System
© Ensble Network Adspter
(W] oispioy Attachedto.Internal Network S
Name _intsws =
B storage
Adspter Type  Intel PRO/1000 MT Desktop (22540EM) S
Qp ausio Promiscuous Mode Deny <
MAC Address _080027A04486 ®

© Vituel Coble Comnected

[0 s rotts seraPors
bott bon2  pow3  Pons

O Enable Serl Port
Concd_Hep
® Desription
fa

05144
03/03/2026

A B dx

D 0906 cEHEHOE*"B <! H8F0d QA





image3.jpeg
- W=l
BT A ] |) j

B RLLI





