
Name: Ross Van Den Eeckhaute-Jones
Student P Number: P151366
Module Title: Server Management and Virtualization
Module Code: ACCA5003
Assignment Title: Server Management and Virtualization
Module Lecturer: Dr Tim Bashford
Date: 25/05/2018

Server Management and Virtualization


Ross Van Den Eeckhaute-Jones
University of Wales Trinity St. David
Swansea, Wales
Rvandeneeckhaute-jones.151366@student.uwtsd.ac.uk



Abstract— This paper will look at the shift towards cloud computing, along with “X as a service” platforms for software, infrastructure, desktop and other services offered in this way. The paper will also go into detail of the risks to a computer network, explaining how a network is affected by certain threats as well as the available resolutions to some problems that affect computer networks.
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 Introduction
A lot of services recently are moving to a subscription model. Services which people are used to paying a flat fee for and having them forever are suddenly moving to a subscribe to use platform. Customers are now paying monthly or yearly to be able to use every day programs such as Microsoft Word and Microsoft Excel. 
An advantage that X as a service has over a product for a price is that the customer will usually always have the most up to date version with full capabilities and support. Whereas a product for a price may have bugs or not perform as well as products released at later dates.
Along with all the extra load that “X as a service” puts on cloud-based services comes extra security vulnerabilities and weaknesses. As more and more services integrate cloud servers into their product malicious hackers are working hard to exploit any overseen security risks and threats present in this relatively recent growth of the technology.
There are a range of ways to protect against common network threats, as are there methods to reduce the damage suffered should a malicious attack breach the first lines of defense of the network. Multiple ways of defending a network from malicious attacks will be explored as well as looking at a range of damage reduction methods that can be put in place to minimize losses should a malicious attack on the network be successful.
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“X as a Service”
X as a service allows businesses to basically outsource infrastructure and some departments. IT can save a business a lot of money that would be spend on building infrastructure and on-site networks/security measures along with the staff that are required to run such technology. [1]
For some businesses, the large initial costs of infrastructure and network construction can be seen as a large barrier to entry of an industry. So, an “X as a service” company can offer them these products and services that can perform these tasks for a fraction of a price through the use of subscription services. [1]

Another benefit of “X as a service” is that the service can be stopped at any time with no burden of lost costs being held up in assets. If for example a business spends £50,000 on network infrastructure and the business fails or no longer needs the hardware, they may be stuck trying to get rid of the hardware which may take some time to recover the money from the investment. [1]

While you are free from most of the installation costs, along with maintenance and other requirements of owning network infrastructure, your business will still be affected by anything that affects your “x as a service” provider. For example, if your company relies on a software as a service provider to manage your accounting or payroll, any problem they face such as power outages, data leaks or natural disasters will affect your business due to downtimes and confidential data/information handling. Effectively their problems are your problems except you aren’t necessarily the one dealing with them. [2]

It is up to you as a customer to make sure that you find the right “X as a service” provider for you. That means a provider that resolves problems in an acceptable timeframe for your business, has sufficient security and backups in place to protect your data and information as well as keeping the service up to date and free of bugs etc. [2]

Below are some examples of “X as a service” products along with specific advantages and disadvantages.

Software as a service

Software as a service allows customers to pay subscription fees to use high end software without the hassle of maintaining the software themselves. Businesses usually agree deals which limit user amounts, data limits and sometimes software capability to find a tailored version of the software that fits their business needs. [3]

Advantages [3]

· Less upfront costs compared to buying software licenses and servers outright (can be up to 4-5 times the cost of subscription models)
· Less of a burden on the business than self-maintained software and hardware
· Can easily opt out of the service with minimal loss, or renegotiate better deals to fit the business as it grows
· Faster implementation times (3 months compared to 12-18 months of infrastructure design and construction)
· [bookmark: _GoBack]Less time and hours spent on maintaining the infrastructure and software, so more time can be spent on other aspects of the business
· Gain access to latest updates and features of the software as they are released rather than having to purchase new versions every few years which can be expensive 
· Become part of a community with other subscribers with common goals and interests where common problems may be more easily resolved

Disadvantages [3]

· Can be restrictive if the software package is not negotiated well or with business growth in mind

· You are trusting software vendors to maintain and fix any problems that arrive with the software in an appropriate timescale for your work
· Have to rely on software vendors security, however security is of high importance to vendors due to dealing with millions of users. Security breaches can affect businesses and users but is out of their control

Platform as a service

Similar to software as a service, platform as a service provides the user with the software and hardware to perform. Especially useful for app development and high intensity programming. This allows small startups to access high end software and hardware to perform demanding tasks. It also allows large businesses to use high performance hardware and software to perform demanding tasks such as simulations for the short amounts of time that would make purchasing the full infrastructure and software inviable. [4,5]

Similar to game design companies during big game releases where 10 servers may be required to deal with the user load for the first few days, whereas regular usage may only require 5 servers. It is not worth investing in the extra 5 servers when they will only be used for perhaps a week out of an entire year of business. [4,5]


Advantages [4,5]

· Less upfront costs compared to investing fully into hardware and software infrastructure
· Less of a burden on the business due to not having to maintain the software or hardware compared to owning the infrastructure outright
· Allows use of the latest hardware and software, with access to the newest hardware and software versions being available on release rather than having to repurchase newer versions
· Allows extensive testing of multiple varying environments for developers
· Allows much faster development to live cycles 
· Much easier to make visions a reality without needing to invest a lot into infrastructure 
· There are a number of trusted recognized names offering such platforms (Google, Amazon and Microsoft etc.)

Disadvantages [4,5]

· Relies heavily on the platform provider to ensure hardware and software is reliable and that any problems are fixed in a timely manner that suits the business
·  Although the service is a massive benefit to a business, the service could be stopped at any time forcing business to find other providers and face possible downtime while transitioning
· While extensive security is the platform providers greatest interest, businesses using the platform can be affected greatly by any security breaches that the platform suffers
· Platforms usually have fixed builds that you subscribe to, it may take a while to find the platform that best fits your businesses needs

Desktop as a service

Desktops as a service has the potential to provide a large number of employees the desktop processing power of the highest performing components. Businesses that rely on the high processing power of super computers can spends thousands updating computer components to stay at the top level of computing power. This is where desktops as a service can provide this service at a much lower cost over upgrading every year or so. [6-8]

The investment of businesses into high performance desktops may not be worth it if the business only intends to use the supercomputers to run some test simulations for a few hours a month or quarterly. Therefore, desktops as a service is a perfect solution to these situations. It allows businesses of any size to make use of the processing power of supercomputers without the massive costs that come with keeping them up to date. [6-8]

Advantages [6-8]

· Allows use of supercomputers to those who it would be impossible any other way
· Less upfront costs compared to fully investing into owning high performance computers
· Perfect for short term utilization of super computers
· Always have access to the fastest processing speeds available
· Allows extensive testing and simulations in multiple varying environments 
· Save money on infrastructure costs and energy costs of running super computers and servers
· Offers relatively low initial costs to be able to start using the desktop service as virtual desktops can be run on computers with much less processing power
· Easy to cancel the service after work has been completed reducing overall costs of investing into high performance computers


Disadvantages [6-9]

· Security risks involved while running sensitive data or IP on the virtual PCs for example the MELTDOWN and SPECTRE attack affecting multiple cloud services 
· While you have no control over security of the virtual PCs and servers, you will be affected by any security breaches suffered by the providers
· Services could end abruptly, forcing business to look elsewhere for a new service 
· Desktop virtualizations is still prone to natural disasters and maintenance procedures which you have to rely on the provider to keep on top of
· Have to trust the virtual desktop provider with confidential business information
Risks to a computer network

There are many risks associated with running and maintaining a compute network. These risks can all affect the network and its users and/or data in different ways. 
As well as having security methods in place to defend against a wide range of attacks, it is wise to also prepare and have plans ready to deal with any kind of attacks in the event that they succeed.
Security in the cloud is largely on the provider of the virtual desktop service. However, some aspects of security are passed onto the users through the implementation user policies. Businesses will also have their own usage policies governing what can be done with the virtual servers and the handling of the businesses confidential information and data when using the cloud services [10]
An overlooked vulnerability of a lot of computer networks is simply outdated software. Old software versions or unpatched software can be full of bugs and known vulnerabilities which are ready to be exploited by malicious hackers. Keeping your software up to date minimizes the chance of suffering a range of malicious attacks. [11]
As mentioned above, keeping software up to date is a great method of maintaining security of the networks. This method was employed by many CPU producers such as AMD and Intel where a patch went out to fix vulnerabilities found in their chips during virtual desktop cloud services. [9]
These vulnerabilities namely MELTDOWN and SPECTRE allowed access into the stored cache of the CPUs of shared virtual desktops. This meant that one malicious user could access any data stored in the memory of multiple other users on the same virtual computer and potentially insert malicious code through the vulnerability. [9]
Below are a range of different threats to a computer network along with how they affect the cloud, how to defend against such attacks and how to recover from an attack should it breach the security measures put in place.



Natural Disasters
Natural disasters such as flooding, fire hazards and depending on geographic position perhaps tornadoes etc. can all cause loss of data. Natural disasters can take out whole data centers which may be supporting hundreds of businesses around the world.

How to prevent
· Follow area building policies when building offices
· keep area in mind when selecting destination for an office/data center

How to recover
· Ensure regular backups of data are stored off site and/or on the cloud
· Store onsite data backups in fireproof safes
· Insurance plans to replace hardware infrastructure

Denial of Service attacks
DoS attacks can affect businesses of any size, and usually attackers have a motive for such an attack. Whether the goal is to simply inconvenience a business, or it could part of an attack to open up possibilities of further attacks while the network struggles to recover from the initial DoS attack. [12]
When employing the use of virtual desktops, you are not only affected by DoS attacks on your business but also DoS attacks on your virtual desktop provider. [12]

How to prevent
· Follow area building policies, keep area in mind when setting up an office 
· Check array bounds to prevent buffer overflow attacks
· Analyze static and dynamic code to discover vulnerabilities 

How to recover [12]
· Have systems in place to block repeated packets being sent to the network
· Use IP to hop count calculations to detect and prevent spoofed packets 
· Have backup internet lines to reduce downtime of the business

Malicious hacking attempts
Malicious hackers can lie in wait probing the network for possible angles to exploit. The extent of damage that a malicious hacker can cause depends on the type of business and what areas of the network the malicious hacker can access with certain levels of access.

How to prevent
· Invest in proven antivirus and intrusion detection systems for the network
· Perform vulnerability scans to uncover and patch discovered vulnerabilities on the network
· Set up honey pots to detect malicious hackers before they discover sensitive parts of the network

How to recover
· Ensure regular backups of data are stored off site and/or on the cloud
· Discover malicious hacker’s methods if possible and patch vulnerabilities to prevent future attacks






Data Loss or corruption
Data loss or corruption of data can occur due to employee malpractice. Employees failing to follow the user policies can cause files to become corrupted or deleted due to mishandling.

How to prevent
· Establish effective user policies for the network
· Create user profiles and use access control lists to prevent some users from accessing data they do not need to access,
· Restrict control of files to prevent accidental deletion or overwriting of important data

How to recover
· Ensure regular backups of data are stored off site and/or on the cloud
· Store images of work PCs to allow faster restoration of workstation PCs to reduce downtime


Conclusion
As shown above, a lot of businesses are looking at “X as a service” as a viable business option. It provides access to high end equipment and support at a fraction of the cost of a fully owned infrastructure including hardware and software.
The ability to get up and running a lot faster with a service provided infrastructure allows business ideas to come to reality in a much shorter time frame with much less risk.
With the growing cloud-based services industry comes a lot more network security issues which will have to be dealt with appropriately. All aspects of security must be considered by any business hoping to move their business activities to the cloud.
The various network security threats can all affect the use of cloud services, whether they affect the cloud service or the users of the services themselves. 
There are many security measures out there to prevent the most common of attacks as well as methods to aid in recovery of data and to easily resume work with minimal downtime.
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