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[bookmark: _32hnz9143poi]Introduction
This report details common security issues within websites deployed on the internet and ways to prevent them. It will also include how and where I may have implemented them on my website ready for deployment.
[bookmark: _jqmeesgkaqs7]Security Issues
[bookmark: _4ag4s78vjzie]SQL Injection
SQL Injection attacks are one of the oldest, most prevalent, and most dangerous web application vulnerabilities [1]. In fact the OWASP organization (Open Web Application Security Project) lists SQL injections as the number 1 vulnerability in their OWASP Top 10 2017. The attacker will identify vulnerable inputs where they can hijack SQL queries to retrieve data they wouldn’t normally be authorized to access. This input is often called a malicious payload [2]. Common uses for this attack is to retrieve sensitive data such as customer information or administrative details. A more severe outcome to SQL injection is the deletion of the entire database.

The best way to prevent SQL injection attacks is input validation and sanitization. The usage of prepared statements protects the database from malicious payloads by sending a prepared query to the database first and then sending the input data afterwards, this means it cannot alter the query with other SQL in any way. I have utilized prepared statements in all communication with my database to prevent SQL injection.
[bookmark: _rzk9cn60khjc]Cross-Site Scripting (XSS)
Cross-Site Scripting attacks are another type of injection attack, in which malicious scripts are injected into usually trusted websites [3]. XSS vulnerabilities can allow an attacker to masquerade as a victim user gaining access to any of the user’s data and permissions to perform actions on the website. If the victim has administrator access to the application, the attacker may be able to compromise the entire application [3], [4]. XSS works by manipulating a vulnerable website so that it returns a malicious JavaScript script to the user. When the code executes inside the browser, the attacker will gain any data and control the script offers.

There are a few ways to prevent XSS, one is to strictly filter the input arriving so that it doesn’t contain any unwanted extra content. My website has limited validation against XSS and could be improved. Another approach that could improve my website is to use the correct Content-Type headers, these ensure that the browser interprets the responses in the intended way.

[bookmark: _z9onrlwwkp5c]Cross-Site Request Forgery (CSRF)
Cross-Site Request Forgery is an attack that forces a user to execute unwanted actions on a web application that they’re currently authenticated in. CSRF specifically targets state-changing requests unlike XSS which can also target sensitive user data for theft [5]. Victims could be affected by state changes such as an email address change, fund transfer or if they’re an administrator of the web application it could compromise the integrity of the site altogether. CSRF is dangerous because if the user is already authenticated with the website there’s no way to distinguish a regular request with a malicious one.

Protection against CSRF attacks is limited however one solution is to use CSRF tokens. CSRF tokens are generated on the origin website and then hidden, when a form is submitted the token is cross referenced with the CSRF token, if the tokens match the request is valid and is submitted [6]. Although my website doesn’t make use of this technique, it does use a similar approach to protecting the password reset function. Upon a password reset request a token is created in the database and a reset link is sent to the user, if the user navigates to the page using the correct link and token they gain access to the password reset. Another approach to preventing CSRF attacks is using same-site cookies, these cookies can only be sent if the location the request is made from is identical to the cookies origin. Same-site cookies aren’t available on all browsers however and should be used as supplementary protection.
[bookmark: _78jwjv1k4bwh]Broken Authentication
This type of vulnerability can allow an attacker to either capture or bypass the authentication methods that are used by a web application [7]. Credential stuffing is a common attack to make use of broken authentication, the attacker automates trying a list valid usernames and passwords to see if any match. Another is weak credential recovery, however my website covers that nicely with it’s token based approach. Having passwords stored using a weak hashing approach is another form of broken authentication, this is something my website can improve on. I thought that one form of encryption would be enough but some forms of brute force attacks can abuse this [8].

There are many simple ways to prevent broken authentication, implementing multi-factor authentication, checking for weak passwords, limit or have an increasing delay on failed login attempts. Setting up a password complexity requirement  Something I would look to include if I were to deploy my website would be a built in session manager handled on the server-side. The session manager would invalidate sessions on logout, idle and after a set timeout.
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