
Activity
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]
.
[image: ]


[image: A screenshot of a computer

Description automatically generated]

Activity
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]


[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
[image: ]
[image: Graphical user interface, table

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
[image: A computer screen with a blue background

Description automatically generated with low confidence]

[image: Graphical user interface, application

Description automatically generated]



[image: ]
image6.png
Course: Cybersecurity Essentials = X Wl Cybersecurity Essentials X o DES Encryption — Easily encrypt ¢ X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub

Halifax UK | Sign int...

Cybersecurity Essentials

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

= .
eleCr the onract key to d t th i
B@ 6Lt the doprect key to decrypt the Encryption Key
message.
. Decrypt Message From Jane
> :
11§
6 % |

AN 81 |

> 3

A d d I:N
. L g 3 Hello Bob,
“‘ | Jane’s Public Jane’s Private VLI EXEECIA GIYIBEr €1 RSA Key Service
| i & balance ..

+ )| Key
4 ¢ ?
X i & Bob’s Public
4 ’ ('} l~ Key
A )

i

A |
4 1

L o 9 u f T & & i ’ 1= 3 I =
B F o ic] \ Y 5 3
) u u g ! T I (o] ‘]
£ 4 ~H =17 X ‘ ] t : R 7 4 f
R t Ci Select
U Pe;::; Bookmarks I::xr:xe Search Languages y, Baclfg?oun d Help

Reading list

vi]eat]1s Networking
CISCO Academy

Decryption Key

Bob’s Private

Hello Bob, \ }
The account number and [ { i
balance .. i P

|
-
i~
o




image7.png
Course: Cybersecurity Essentials = X % Cybersecurity Essentials X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { .
4 i Befetrthe bonract key to decrypt the . .
| ' - Encryption Ke: Decryption Ke
’ d message. vp 4 TvpP Y
= | Encrypt Message From Jane { 1
'_ 1 — ¢ ! {
§ 3= 17 |
6 5! i i
1 v \ | 1
A a8 4 | 41
P 3 n [
© 4% - ) i
&1 6 if - i Hello Bob, | .
4 ‘ b 3 : Hello Bob, RSA Kev Servi The account number and t 4d
re 3 ¢ Jane’s Public Jane’s Private Jlisleccetninumbertand ey service balance .. Vi H 5 f
| balance ..
3 | I o Key { 8
4 p 3 4 {
4 ¢ } ) {
f i :l Bob’s Public Bob’s Private Tl Foo
4 > i T& Key Key t ]
d 4
A 4 ary
= g i
¢ ik h 1 |
4 }
P
4 1
1

; 0 f L& ¢ i % 5 3 4 7 - 4 <\ 7
B F o ic] \ Y 5 E S F indows
W u oy f / + I S + o ’ ‘ & S 8l
‘ § 4 d =17 X ‘ ! t - R 7 Wt i 5 <] !
! Recent Course Select ¢ Y +
U Pages Bookmarks Index Search Languages Y, Background




image8.png
Course: Cybersecurity Essentials = X % Cybersecurity Essentials X

o DES Encryption — Easily encrypt ¢ X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal

Chapter 4
The Art of Protecting Secrets

) 4.1 )

Cryptography

2 { .
| § | Befetr the Gonract key to decrypt the
ol il message.
B o
$ 33 17 |
A “‘i |
A a8 4
> 3
< 4 lfn
=\l ¢ H
4 4P 3
' 3 ¢ Jane’s Public Jane’s Private
=™ ¢ D) Key
4 ¢ }
X i :l Bob’s Private
4% 5 5 Key
> d
A 4 ary
- i
A |
4
4 1

Pages Index

Staff » Hub Halifax UK | Sign int...

4.1.3 ) 4.1.33
Public-Key Encryption

Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

Encryption Key

Bob’s Public Encrypt Message From Jane

Hello Bob,
The account number and
balance ..

RSA Key Service

)

W E® O
F > ) :

{
Select
Y’ Background

Course

Bookmarks Search Languages

Decryption Key

Hello Bob,
The account number and
balance ..

Reading list

v]0at]1. Networking
CISCO Academy

s




image9.png
Course: Cybersecurity Essentials = X % Cybersecurity Essentials X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { .
4 i Befetrthe bonract key to decrypt the . .
| ' Decryption Ke Encryption Ke:
r R message. rypi Y rypi Y
= | Encrypt Message From Bob { 1
b &b t - Q { 4
$ 33 17 |
6 5! i 4
v [ g1
A a8 4 | 4°1
P 3 n [
S 4 5 |
<0 841 1 - b Hello Jane, Hello Jane, ) |
4 4P 3 i ) ) Yes the account number is RSA Key Service Yes the account number is f 4 d
) r s 3 ¢ Jane’s Public Jane’s Private A% A%4 . V H§ 1
48 Key i 8 u
4 p 3 4 {
4 ¢ } ) {
f i :l Bob’s Public Bob’s Private Tl Foo
4 > i1 & Key Key =
d 4
A 4 ary
= q 1
y I Bl 1
A |
4
4 1
1

- ; 0 f L& ¢ L] 5 3 4 7 | & 49 .
8 B ¥ o ~HC] ‘ Y 35 = - - {mn IS
W u oy f / + I S + o ’ ‘ & S 8l
‘ § 4 d =17 X ‘ ! t - R 7 Wt 5 <] !
! Recent Course Select ¢ Y +
U Pages Bookmarks Index Search Languages Y, Background




image10.png
Course: Cybersecurity Essentials = X Wl Cybersecurity Essentials X o DES Encryption — Easily encrypt ¢ X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub @ Halifax UK | Sign int... Reading list

vi]eat]1s Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { .
4 i Befetrthe bonract key to decrypt the ; :
| ' - Decryption Ke Encryption Ke:
PR ¢ message. rypi Y ryp y
. | Encrypt Message From Bob Jane’s Public
,' 5 : - 1 1
§ 33 11§ f
6 %5 ! n 4
1 f |
A a8 4 | 4
P 3 3| [
© a5 i
I ¢ if Hello Jane, Hello Jane, ) |
4 4P 3 ; ) Yes the account number is RSA Key Service Yes the account number is {4 d
r s 3 ¢ 2 : Jane’s Private Apa A4 \/ H 5 f
=49 g i Key { 81U
p 3 3 {
4 ¢ ? ) |
5 i :', Bob’s Public Bob’s Private } -8 ‘
4» 3 Key 11
d 4
A A ny
= g o
i h 1
A |
4 1
1

{ g 91 f T & «— { 1 Ll 3 4 7 A ¢
B ¥ i1 ~HC] ‘ Y 3y S < F 4 i 15
W u oy f » + I I e @ 0 t
‘ § 1 d eN=r1? ? ‘ ) t : R 7
8 Ragent Bookmarks (i::xr:xe Search Languages v, Bacslfgh:::m d




image11.png
Course: Cybersecurity Essentials = X % Cybersecurity Essentials X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { .
4 i Befetrthe bonract key to decrypt the ; :
| ' Decryption Ke Encryption Ke:
f N @ message. yp Yy ryp y
= | Decrypt Message From Bob { 1
" 2 2 - 3 -
$ 33 17 |
6 5! n 4
1 - \ | 1
A a8 4 | 4°1
P 3 n [
© 4% t
<0 841 1 - b Hello Jane, Hello Jane, ) |
4 4P 3 i ) ) Yes the account number is RSA Key Service Yes the account number is f 4 d
) r s 3 ¢ Jane’s Public Jane’s Private A% A%4 . V H§ 1
48 Key i 8 u
4 p 3 4 {
4 ¢ } ) {
f i :l Bob’s Public Bob’s Private Tl Foo
4 > i1 & Key Key =
d 4
A 4 ary
= q 1
y I Bl 1
4 }
P
4 1
1

- ; 0 f L& ¢ L] 5 3 4 7 | & 49 .
8 B ¥ o ~HC] ‘ Y 35 = - - {mn IS
W u oy f / + I S + o ’ ‘ & S 8l
‘ § 4 d =17 X ‘ ! t - R 7 Wt 5 <] !
! Recent Course Select ¢ Y +
U Pages Bookmarks Index Search Languages Y, Background




image12.png
Course: Cybersecurity Essentials = X Wl Cybersecurity Essentials X o DES Encryption — Easily encrypt ¢ X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub

Cybersecurity Essentials

Chapter 4 ) 4.1 8 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption

Halifax UK | Sign int...

Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { )
4 8 | Befetrthe bonract key to decrypt the Do
r - fi message. vp 4
) Jane’s Private
= :
1
6 %5 !
| a8 4
> 3
S 4 5
I ¢ if Hello Jane,
4 4P 3 . Yes the account number is
r e 3 ¢ Jane’s Public Ao
+ ] N
4 ¢ }
X i , Bob’s Public Bob’s Private
4% 3 5 Key
d 4
A A 5
A
A |
&| 1

Course

Index Search

Bookmarks

Languages

Decrypt Message From Bob

RSA Key Service

Select
y“ Background

Reading list

vi]eat]1s Networking
CISCO Academy

Encryption Key

Hello Jane, |
Yes the account number is f 4 d
%4 .. V n {

|
&
2




image13.png
Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X
&< C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.4.4 L R a
S5 Apps M Gmail @ YouTube 2z Maps @ Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials J { C1Sco’ Academy

—

=B s § Lo
om

[riex the@higiepBate column for each Description Encryption Type Symmetrical ~ Asymmetrical

description.
Share a common key for encryption and decryption.

Faster and uses less processing resources.

e e e N

Key management can be a issue as the number of users increase.

Uses RSA (Rivest-Shamir-Adleman).

Uses Digital Encryption Standard (DES).

Used by applications like IKE, SSH, PGP, and SSL.

Typically requires a third party key management service.

S = <] IS NSRS | NS, S

Use a public key to encrypt and private key to decrypt.

At U D D Y e U T O el et (D

—_—

%
|
|
|

U N

<

e

1S

gyt ST

=G PO D Lo riespidl

—_—
wos @}

r_———
(o7 -
—_a <

i = NS O .

@
IS

[0}

o

@0 E® O

Reeent Bookmarks Course) Search
Pages Index

&
L Select
anguages ' Background





image14.png
G ceaser cipher - Google Search X Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X
& C' @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.4.4 L " a i

22 Apps ™M Gmail @ YouTube B¥ Maps

Cybersecurity Essentials

ma{fhé(ébi@d:bﬁate column for each
description.

R LA NS A

== G T UL Lt

4

¥ S N N

et
< S

Hit ¢

rr

@ Sign in to Outlook m Welcome - UWTSD...

' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking
CISCO Academy

i;v al Versus Asymmetrical Encryption

e

=

Description Encryption Type Symmetrical Asymmetrical

Share a common key for encryption and decryption. O
Faster and uses less processing resources. o
Key management can be a issue as the number of users increase. o
Uses RSA (Rivest-Shamir-Adleman).

Uses Digital Encryption Standard (DES).

Used by applications like IKE, SSH, PGP, and SSL.

Typically requires a third party key management service.

Use a public key to encrypt and private key to decrypt.

et U (D D e D T T T s et (D

e 0 Lo B R S cH I n e s R RIS o ey 16 (o BRNEN & Lo VSR o BRNAN 4 1o e (o BN SN o)

=

je
|
t
E
%
;
h

V T

L5 T SN

®OEE

Course 1 Select
Bookmarks Index Search Languages ; Background




image15.png
Uit Course: Cybersecurity Essentials = X @il Cybersecurity Essentials X + v - X
& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.2.2.5 2 X &
S5 Apps M Gmail @ YouTube 2z Maps @ Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

-~

avie)

—
1= |
-0
OV

T

Type of Access

NieEat el @ Firtto its description. A term may be
Control

used more than once.

Description of Access Control Strategies

b Ll

2>

Strategy based on job functions.

A
_AY

egy that uses security labels: top secret, secret, confidential, and unclassified.

S e FE: o e R e e B RN

egy based on access control lists.

4

Mandatory Access Role-based Access

Control Control
Strategy helpful in large organizations with hundreds of users and thousands of possible

permissions.

b T -

-

Discretionary Access Rule-based Access
Control Control

-1 CW> S A LT

B e L v R UL B g pay p ¢ B ER o SR g R ok o)

egy based on the security classification of the object and label attached to the user.

B e i S T R S S R e = T S B = BRE  = E

e

< < On,

SIS

Strategy based on how the owner of an object determines which subjects can access that
object and what specific access they may have.

ot
=
<=

—— g

-

OOt e 7T ) T i T OO et Qe (D S e

-

<33

DT

— 3O i

n

oRS3 ]

by SN
w

T b,

£

1

A

[T,

s

Bk ¢ {;} L i’b
®OE® O
d o T ot 1 ¥ R

Recent : Course
U Pages Bookmarks Index

ot

L Select
anguagesig Background

5

Search

P TTTTT}




image16.png
Uit Course: Cybersecurity Essentials = X @il Cybersecurity Essentials X + v - X
& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.2.2.5 2 X &
S5 Apps M Gmail @ YouTube 2z Maps @ Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

-~

avie)

—
1= |
-0
OV

T

Type of Access

NieEat el @ Firtto its description. A term may be
Control

used more than once.

Description of Access Control Strategies

b Ll

2>

Role-based Access Strategy based on job functions.

A
_AY

Control

Mandatory Access egy that uses security labels: top secret, secret, confidential, and unclassified.

Control

S e FE: o e R e e B RN

Rule-based Access egy based on access control lists.

Control

4

Mandatory Access Role-based Access

Control Control
Strategy helpful in large organizations with hundreds of users and thousands of possible

permissions.

Role-based Access
Control

b T -

-

Discretionary Access Rule-based Access
Control Control

-1 CW> S A LT

B e L v R UL B g pay p ¢ B ER o SR g R ok o)

Mandatory Access egy based on the security classification of the object and label attached to the user.

Control

B e i S T R S S R e = T S B = BRE  = E

e

< < On,

SIS

Strategy based on how the owner of an object determines which subjects can access that

Discretionary Access
object and what specific access they may have.

Control

ot
=
<=

—— g

-

OOt e 7T ) T i T OO et Qe (D S e

-

<33

DT

— 3O i

n

oRS3 ]

by SN
w

T b,

4

A

[T,

s

Bk ¢ {;} L i’b
®OE® O
d o T ot 1 ¥ R

Course 1 Select
u Search Languages ; Background

ot

Recent :
Pages Botimarks Index

5

P TTTTT}




image17.png
U Course: Cybersecurity Essentials © X @iy Cybersecurity Essentials X +

& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.2.4.5

HH Apps M Gmail @ YouTube W Maps @ Sign in to Outlook m Welcome - UWTSD...

Cybersecurity Essentials

|
N2

VA 2 D

>

NieEat el @ Firtto its description.

WA o0 o D2
e S LB NS e

g
.

3 T;‘- =4

What You Know Who You Are

D11 > SW> S A LT

What You Have Multi-factor

T D
=

L B Tz ¢

b T b L

r BLAD

4

B

5

®» G

Bookmarks

' Log in to the portal  fu Staff » Hub Halifax UK | Sign int...

Description

A security key fob and PIN is a good example

Uses passwords, passphrase, passcode, passkey, or PIN

Uses physiological characteristics

Uses ID cards, badges and keys

&
Select

Course L 1
anguagesig Background

Index

Help

Reading list

v]0at]1. Networking
CISCO Academy

o))

awne)

-+IQ
OV

(=SB

=3

O o ey

e P 4

=

(ISRie RS E o cR U3 BECS o ey 26 (o BN & .o SRV 4 BN AN+ 1ok e (o SRR N v}

== D1y (U

e
et (]

b s i Py

o — O T e 2T () T e T+ OO b e
(7 R S R e i e B e L S e T DS an B

-
)=
N—

QT

A

DS e~
x

o+
@




image18.png
Uit Course: Cybersecurity Essentials = X @il Cybersecurity Essentials X + v - X

& C' @& contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.2.4.5 2 * a

£ Apps ™M Gmail @ YouTube B® Maps @ Signin to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

|
N2

o))

awne)

> WA s D
ST
SR

NieEat el @ Firtto its description. Name Description

A security key fob and PIN is a good example

- A
_AY

o Multi-factor

=3

b L0 T
7>
OIS Ol < 1 4

Uses passwords, passphrase, passcode, passkey, or PIN
What You Know

O o ey

Uses physiological characteristics

g
.

e P 4

Who You Are

3 T;‘- =4

D11 > SW> S A LT

(ISRie RS E o cR U3 BECS o ey 26 (o BN & .o SRV 4 BN AN+ 1ok e (o SRR N v}

Uses ID cards, badges and keys

== D1y (U

What You Have

T
< e
e
Ty

-
=
-

b s i Py

worg T

O — Tt e 7T ) < T R O OO et e
B o EE <L, SOOI L, 2 SRR, SN

L B Tz ¢

-
= C
S

r BLAD
v

b T b L
S5

DS e~
x

o+
@
I

T
&

Recent Course
Pages Index

B

&
L 1 Select
anguagesig Background

it





image19.jpeg
& Course: Cybersecurity Essentials © X s Cybersecurity Essentials x  + voo— X

< C' @ contenthub.netacad.com/legacy/CyberEss/1.1/en/indexhtml#4.2.7.7 ® ¥ a

M Gmail @B YouTube B® Maps @ SignintoOutiook () Welcome - UWTSD.. & Logintothe portal fud Staff» Hub Halifax UK | Sign int. [E Reading list

atl1alis Networking
€ISCO Academy

Wit edchieafisio its description a Security Controls Definition of Security Control Types

Controls that restore resources, functions, and capabilities after a violation of security policy.

Ak

IS S AL SN A>T

Controls that restore the system back to a state of confidentiality, integrity, and availability,
and return systems to normal after unauthorized activity occurs.

Controls that discourage cyber criminals from gaining unauthorized access to information
systems and/or sensitive data.

Preventative Detective
Controls that restrict or stop unwanted or unauthorized activity from happening.

AT Dy

Recovery Deterrent

N>

Controls that can be very simple, such as a motion detector or security guard. They can also
be more complex, such as an intrusion detection system.

Corrective Compensative

Controls that provide options to other controls to bolster enforcement and support of a
security policy. It can also be a substitution used in place of control that is not possible under
the circumstances.

N NN NN N s
NS T A e Tt Y

WA 4

Recent
Pages.

Course
Index

lect

Bookmarks Soarch  Languages | g, Sect,





image20.png
Uit Course: Cybersecurity Essentials = X @il Cybersecurity Essentials X + v - X

& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.2.7.7 2 Y &

£ Apps ™M Gmail @ YouTube B® Maps @ Signin to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

vi]eat]1s Networking

Cybersecurity Essentials C1Sco’ Academy

57
tivity - Compare Types of Security Controls

X

oy

Security Controls Definition of Security Control Types

B

Con hat restore resources, functions, and capabilities after a violation of security policy.
Recovery

s that restore the system back to a state of confidentiality, integrity, and availability,
urn systems to normal after unauthorized activity occurs.

> P>
e i R S e

el Bt B

Corrective

AT SOOI D+ e (U T
S—0q

hat discourage cyber criminals from gaining unauthorized access to information

Dt nd/or sensitive data.

hat restrict or stop unwanted or unauthorized activity from happening.

O IWD AL SA D

e L e Tttt s

(I e NN

Preventative

T I T S MU Ty SOt - SN SEP SN ) N

Controls that can be very simple, such as a motion detector or security guard. They can also
be more complex, such as an intrusion detection system.

Detective

Gt

G

3 ;
H
43 !
: :

——

Controls that provide options to other controls to bolster enforcement and support of a
security policy. It can also be a substitution used in place of control that is not possible under
the circumstances.

Compensative

— G

WG

G UD Lot

e}
L B Tz

/\

Y U S N
) =

Course 1 Select

Recent
Bookmarks Index Languages Background

Pages





image1.png
Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X
& C' @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.1.4 2 * a
S5 Apps M Gmail @ YouTube 2z Maps @ Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

Cybersecurity Essentials

36 the ekt e Plaintext box, the text in
the Key box and the Vigenere table to encode
a message. Type your message into the
Ciphertext box.

Search the Internet for Vigenere Cipher if you
need help completing this activity.

e e e N

Plaintext

THISISATEST

Key
SECRET
Ciphertext

U N

=G PO D Lo riespidl

1 R Y .,
v AT Bl AT

Recent
Pages

oJoke

Bookmarks

v]0at]1. Networking
CISCO Academy

_— .

-
s L
et (D e

| alslciplelrlclalrlolk|r]m|n]olr]ofrls]T|ulv]w]|x]y]2]
A B E F G K 1 N Q R

w

N P R 8§ T ] VW X Y Z A

K

S = <] IS NSRS | NS, S

—_—

%
|
|
|

I e U D D D T S PO il et (D)

<

s

b e [P s cH IR s s R IS o ey 16 (= BN & Lo SRV o BN 4 1ok e (o SN SN o)

1S

gyt ST

& 2 BT SN

—_—
wos @}

r_———
(o7 -
—_a <

@
IS

[0}

o

Select

Course L 1
anguagesig Background

Index




image2.png
Course: Cybersecurity Essentials = X @i Cybersecurity Essentials X + v - X
& C' @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.1.4 2 * a
S5 Apps M Gmail @ YouTube 2z Maps @ Sign in to Outlook m Welcome - UWTSD... ' Log in to the portal  fu Staff » Hub Halifax UK | Sign int... Reading list

Cybersecurity Essentials

36 the ekt e Plaintext box, the text in
the Key box and the Vigenere table to encode
a message. Type your message into the
Ciphertext box.

Search the Internet for Vigenere Cipher if you
need help completing this activity.

e e e N

Plaintext

THISISATEST

Key
SECRET
Ciphertext

LLKIMLSXGJX

U N

=G PO D Lo riespidl

1 R Y .,
v AT Bl AT

f 3 E j ¢
o T ~
I;eeent Bookmarks
ages

v]0at]1. Networking
CISCO Academy

_— .

-
s L
et (D e

| alslciplelrlclalrlolk|r]m|n]olr]ofrls]T|ulv]w]|x]y]2]
A B E F G K 1 N Q R

w

N P R 8§ T ] VW X Y Z A

K

S = <] IS NSRS | NS, S

—_—

%
|
|
|

I e U D D D T S PO il et (D)

<

s

b e [P s cH IR s s R IS o ey 16 (= BN & Lo SRV o BN 4 1ok e (o SN SN o)

1S

gyt ST

& 2 BT SN

—_—
wos @}

r_———
(o7 -
—_a <

S

Course
Index

@
IS

[0}

o

L 1 Select
anguagesig Background




image3.png
Uit Course: Cybersecurity Essentials = X @il Cybersecurity Essentials X +

& C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.2.4

=it Apps Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub &g Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.2 ) 4.1.2.4
The Art of Protecting Secrets Cryptography Private-key Encryption Activity - Using Symmetrical Encryption

Activity - Using Symmetrical Encryption

| 5 3 UsefhéJWébs‘ithMp:des.online—domain—
t R B | tools.com/ to encrypt the following plaintext
— | I works. The plaintext and the key are case- [ |
P < g R sensitive. Enter the correct ciphertext, 8 i
P23 8- 1] § separating each pair of hexadecimal digits
) ] Ciphertext must be lowercase. | 8 |
4 A g i Cyber 26-64-6¢-c8-22-60-9b-ed 71
& 1+ Cyber SECRET n
< 4 S t
21 ¢ 4 Security TOP ! |
d 4P 3 y f 4 d
L= 3 ¢ o, . . Security SECRET ' t
=+ 40 ' i 8 1
« 3 3 = Is Fun TOP y t
4 t 5 8 ] f
z 2 : | Is Fun SECRET £
4F 5 5 {F
. d i i
4 A iy
s 8 o S |
¢ A h 1
A |
y +
4 1
k|

&

5 g U fA<E ¢ ’ 4 7 o 4d<WwWi i ,
8 B ¥ o ~HC] ‘ w : - - {mn IS
W uu -yl . + (; { - 33 1 { ‘ A W
‘ § 4 d-t f X ‘ ! t I‘ Nt F 5 <] t
| 11

Select k Y +
" Background

Course

Bookmarks Index

Search Languages




image4.png
&y Course: Cybersecurity Essentials = X

< c

=it Apps Gmail

Cybersecurity

Chapter 4
The Art of Protecting Secrets

YouTube

Wl Cybersecurity Essentials

B? Maps @ Signin to Outlook

Fssentials

) 4.1

Cryptography

X

m Welcome - UWTSD...

4

o DES Encryption — Easily encrypt ¢ X +

@ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.2.4

@ Log in to the portal Staff » Hub Halifax UK | Sign int...

4.1.2 ) 4.1.2.4
Private-key Encryption Activity - Using Symmetrical Encryption

Activity - Using Symmetrical Encryption

VRS fhéJWéﬁﬁtéEMp:des.online—domain—
tools.com/ to encrypt the following plaintext
| works. The plaintext and the key are case-
s sensitive. Enter the correct ciphertext,
1T ¥ separating each pair of hexadecimal digits
with a hyphen, as shown in the first row.
Ciphertext must be lowercase.

S N T I R

It Cyber 26-64-6¢c-c8-22-60-9b-ed
& Cyber SECRET 23-78-1f-e9-97-30-a8-32
if Security ToP a5-41-e5-b9-05-e9-15-fd
. Security SECRET 9e-d4-62-45-55-b4-8f-40
. g K Is Fun el 03-9d-8d-18-dc-50-d7-30
fv' T SECREY 57-6a-4e-d2-e3-80-6-9
it

hry

i

16

1

T ! ] 4 <)
R B t 4 Q Y 5 B4 F 5
u 4| - 1 | 3 =3 ] }
d o7 T ) R - QA
u Recent Bookmarks ‘i:::xe Search Languages ); Bacslfgh:::m d |

Pages

Reading list

v]0at]1. Networking

Cisco

IS

1

Academy

&




image5.png
Course: Cybersecurity Essentials = X % Cybersecurity Essentials X +

C @ contenthub.netacad.com/legacy/CyberEss/1.1/en/index.html#4.1.3.3

Gmail YouTube B¥ Maps @ Signin to Outlook m Welcome - UWTSD... Q‘ Log in to the portal Staff » Hub Halifax UK | Sign int... Reading list

v]0at]1. Networking

Cybersecurity Essentials C1Sco’ Academy

Chapter 4 8 4.1 ) 4.1.3 ) 4.1.33
The Art of Protecting Secrets Cryptography Public-Key Encryption Activity - Using Asymmetrical Encryption

Activity - Using Asymmetrical Encryption

2 { .
4 i Befetrthe bonract key to decrypt the . _
| ' - Encryption Ke: Decryption Ke
’ d message. vp 4 vp Yy
= | Decrypt Message From Jane { 1
" - ( ] 1
§ 3= 17 |
6 “"i ! 1 1
1 v \ | 1
| a8 4 | 41
P 3 n [
© 4% - R 1
&1 6 if - sl Hello Bob, | .
4 ‘ b 3 : Hello Bob, RSA Kev Servi The account number and t 4d
e 3§ Jane’s Public Jane’s Private T2 SR M Eme| ey service balance .. v H 5 f
| balance ..
3 | I o Key { 8
4 p 3 4 {
4 ¢ } ) {
f i :l Bob’s Public Bob’s Private Tl Foo
4 > i T& Key Key =
d 4
A 4 ary
= g i
¢ ik h 1 |
4 }
P
4 1
1

; 0 f L& ¢ i % 5 3 4 7 - 4 <\ 7
B F o ic] \ Y 5 E S F indows
W u oy f / + I S + o ’ ‘ & S 8l
‘ § 4 d =17 X ‘ ! t - R 7 Wt 5 <] !
! Recent Course Select ¢ Y +
U Pages Bookmarks Index Search Languages Y, Background




