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Introduction
This paper provides an overview on the intended topic for the author’s final project at Level 6 at the UWTSD. Data was collected over the internet, using free and available sources.

Scenario Analysis 
1. On-premises vs Cloud. GLI business growth unavoidably leads to challenges to their IT infrastructure. The original on-premises design, although providing some benefits, mostly in terms of security, is not easily scalable and cost effective. Moving into the cloud seems like a natural choice in this situation. Cloud service providers offer variety of options that can answer most of the business needs. Some of the benefits that using Microsoft Azure are:  
· Scalability: Microsoft Azure provides virtually limitless scalability, allowing organizations to scale resources up or down based on demand. This scalability enables businesses to quickly adapt to changing workloads without the need for significant upfront investments in hardware [1]. 
· Cost-Effectiveness: Azure offers a pay-as-you-go pricing model, allowing organizations to only pay for the resources they use. This can result in cost savings compared to maintaining on-premises servers, as it eliminates the need for upfront hardware purchases and reduces ongoing maintenance costs [2]. 
· Reliability and Availability: Azure provides high levels of reliability and availability through its global network of data centers and redundant infrastructure. This ensures that applications hosted on Azure have minimal downtime and can withstand potential hardware failures or disasters [1]. 
· Security: Microsoft Azure offers robust security features and compliance certifications to help organizations protect their data and meet regulatory requirements. Azure's built-in security capabilities, such as encryption, identity management, and threat detection, help safeguard against cyber threats and unauthorized access [1]. 
· Flexibility and Agility: Azure provides a wide range of services and tools that enable developers to build, deploy, and manage applications more quickly and efficiently. This flexibility allows organizations to innovate faster and respond to market changes with greater agility [1]. 
All these make Microsoft Azure a natural choice for many companies for their cloud migration.            
2. On-premises (on-prem) infrastructure challenges and Azure Options. 
Maintaining on-premises infrastructure presents a unique set of challenges compared to utilizing cloud-based solutions like Microsoft Azure. Especially for medium and small-size companies. For them, the capital investment in acquiring and maintaining their own datacentre facilities may prove to be challenging, financially and in human cost. They are required to develop and maintain that infrastructure, instead of focusing on their business. For some companies this is too much of a burden and a shift from their main focus. Here are some of those challenges:
Infrastructure Management:
·    On-premises servers require physical hardware, which means organizations must manage data centers, power, cooling, and physical security.
·    IT teams are responsible for procuring, installing, and maintaining hardware components such as servers, storage devices, networking equipment, and uninterruptible power supplies (UPS) [3].
Azure Option:
The entire infrastructure management – from location, installation, and security to upgrading and compliances is being managed by Azure, allowing companies to focus on their main business. Azure takes care of the entire physical part of the infrastructure and provides their customers with a choice of Virtual Machines (VM) and containers, along with Azure App Services and Azure Functions that allow their customers to run their applications.  
Scalability and Capacity Planning:
·  Scaling on-premises infrastructure requires purchasing additional hardware, which can be time-consuming and expensive.
·  Capacity planning involves predicting future resource requirements and ensuring that sufficient hardware is available to meet the needs of the organization without over-provisioning or under-provisioning [3].
Azure Option:
Azure offers a variety of options for scaling and capacity planning across its services to accommodate changing workload demands. 
Azure Virtual Machine Scale Sets:
·   Azure Virtual Machine Scale Sets allow you to automatically scale the number of VM instances based on demand.
·   Autoscale rules can be pre-defined based on metrics such as CPU utilization, memory usage, or custom ones.
·   Scale Sets provide high availability and load balancing across instances [4].
Azure App Service:
·   Azure App Service offers built-in autoscaling capabilities to handle fluctuating traffic for web apps, APIs, and mobile backends.
·   Autoscaling rules can be pre-configured based on metrics like CPU usage, memory usage, or HTTP queue length.
·   App Service also supports manual scaling and scheduled scaling based on predefined times [5].
  Azure Kubernetes Service (AKS):
·  Azure Kubernetes Service enables scaling of containerized applications horizontally by adding or removing pods dynamically.
·  AKS supports Horizontal Pod Autoscaler (HPA) and Vertical Pod Autoscaler (VPA) to adjust the number of pods and their resource allocations based on workload metrics.
·  AKS integrates with Azure Monitor for monitoring and scaling based on custom metrics [6].
Azure Monitor and Azure Autoscale:
·   Azure Monitor provides monitoring insights and metrics across Azure services to help you understand resource utilization and performance.
·    You can use Azure Autoscale to define autoscaling rules based on metrics monitored by Azure Monitor.
·    Autoscale enables you to automatically adjust the number of instances or resources based on demand to optimize performance and cost [7].
By leveraging these scaling and capacity planning options in Azure, organizations can efficiently manage resources, optimize performance, and achieve cost-effective scalability to meet the evolving needs of their applications and workloads.
Maintenance and Upgrades:
·    Teams are responsible for routine maintenance tasks such as patching, firmware upgrades, and hardware replacements.
·    Performing maintenance activities often requires downtime, which can impact productivity and disrupt business operations.
·    Upgrading hardware or software may involve significant costs and coordination with vendors [3].
Azure Options:
The entire burden and cost of maintenance and upgrades is being taken care of by Azure.
Security and Compliance:
·    On-premises servers are physically accessible, making them potentially vulnerable to theft, tampering, and unauthorized access.
·    IT teams must implement robust security measures such as firewalls, intrusion detection systems, access controls, and encryption to protect data and infrastructure.
·    Ensuring compliance with regulatory requirements (e.g., General Data Protection Regulation, Payment Card Industry Security Standard) may be more challenging due to the need to manage and secure sensitive data within the organization's premises [3].
Azure Options: 
Azure offers a full set of security and compliance options to help organizations protect their data, applications, and infrastructure in the cloud. 
Azure Security Center:
·  Azure Security Center is a unified security management service that provides advanced threat protection across hybrid cloud workloads.
·   It offers security recommendations, threat detection, and security policy enforcement to help you identify and remediate security vulnerabilities and threats.
·   Azure Security Center integrates with Azure Monitor and Azure Sentinel for enhanced security monitoring and threat intelligence [8].
Azure Sentinel:
·   Azure Sentinel is a cloud-native security information and event management (SIEM) service that provides intelligent security analytics and threat detection.
·   It collects and analyzes security data from various sources, including Azure resources, on-premises environments, and third-party security solutions.
·   Azure Sentinel uses advanced AI and machine learning capabilities to detect and respond to threats across the entire IT environment [9].
Azure Active Directory (Azure AD):
·    Azure Active Directory is Microsoft's cloud-based identity and access management service.
·    It provides secure authentication and authorization for users, applications, and devices, enabling centralized identity management and single sign-on (SSO) capabilities.
·   Azure AD offers features such as conditional access policies, multi-factor authentication (MFA), and identity protection to enhance security [10].
Azure Key Vault:
·   Azure Key Vault is a cloud service for securely storing and managing sensitive information such as keys, secrets, and certificates.
·   It helps safeguard cryptographic keys and other secrets used by cloud applications and services, reducing the risk of exposure and unauthorized access.
·   Azure Key Vault integrates with Azure services and applications for secure key management and encryption [11].
Azure Governance and Compliance:
   - Azure offers a wide range of compliance certifications and attestations to meet industry-specific regulatory requirements, including General Data Protection Regulation, Health Insurance Portability and Accountability Act, International Standardization Organization, and Federal Risk Authorization Management Program.
   - Azure Policy can be used to define and enforce governance policies to ensure compliance with organizational standards and regulatory mandates.
   - Azure Blueprints provides a standardized way to deploy and manage compliant environments by automating the provisioning of Azure resources and configurations [12].
Azure Encryption Services:
   - Azure offers various encryption services to protect data at rest and in transit.
   - Azure Disk Encryption helps encrypt data on Azure Virtual Machines and virtual machine scale sets.
   - Azure Storage Service Encryption automatically encrypts data stored in Azure Blob Storage, Azure File Storage, and Azure Queue Storage.
   - Azure SSL/TLS Certificates and Azure Private Link enable secure communication between services and users.
   By leveraging these security and compliance options in Azure, organizations can enhance their security posture, mitigate risks, and comply with regulatory requirements while benefiting from the flexibility and scalability of the cloud [12].
Disaster Recovery and High Availability:
·    Implementing effective disaster recovery and high availability solutions on-premises can be complex and expensive.
·    Organizations must replicate data and applications to secondary sites or backup systems to ensure business continuity in the event of hardware failures, natural disasters, or other disruptions.
·   Testing disaster recovery and high availability procedures regularly is essential but can be resource-intensive and disruptive to ongoing operations [3].
Azure Options:
Azure provides a range of backup and disaster recovery solutions to help organizations protect their data, applications, and workloads from unexpected outages, data loss, and disasters. Here are some key Azure options for backup and disaster recovery:
Azure Backup:
   - Azure Backup is a cloud-based backup service that allows for the back up data from on-premises servers, virtual machines, and Azure services.
   - It supports backup of files, folders, system state, applications, and databases to Azure storage.
   - Azure Backup provides automated backups, backup retention policies, and backup monitoring and reporting [13].
Azure Site Recovery (ASR):
   - Azure Site Recovery is a disaster recovery service that helps protect applications by orchestrating replication and failover of on-premises workloads to Azure or to a secondary datacenter.
   - ASR supports replication of virtual machines, physical servers, and VMware virtual machines to Azure.
   - It provides automated failover and failback, non-disruptive disaster recovery testing, and customizable recovery plans [14].

Azure SQL Database Backup and Restore:
   - Azure SQL Database offers built-in backup and restore capabilities for protecting databases against data loss and corruption.
   - It automatically creates backups and transaction log backups, with configurable retention periods.
   - Azure SQL Database Point-in-Time Restore allows you to restore databases to any point in time within the retention period [15].
Azure Database Backup for VMs:
   - Azure Backup for VMs offers backup and restore capabilities specifically for Azure Virtual Machines.
   - It provides application-consistent backups of Windows and Linux VMs running in Azure, including support for applications like SQL Server, Exchange, and SharePoint.
   - Azure Backup for VMs enables backup and restore at scale, with central management and monitoring [15].
By leveraging these Azure backup and disaster recovery options, organizations can implement robust data protection strategies, ensure business continuity, and minimize downtime in the event of disruptions or disasters.
Costs and Budgeting:
·    On-premises infrastructure incurs capital expenses (CapEx) for purchasing hardware and operational expenses (OpEx) for maintenance, utilities, and labor.
·   Predicting and managing costs over the hardware lifecycle requires careful budgeting and financial planning.
·    Unexpected expenses such as equipment failures or compliance audits can strain IT budgets and impact overall financial performance.
Addressing these challenges often requires significant investment in resources, expertise, and infrastructure. Organizations must weigh the benefits and drawbacks of maintaining on-premises servers versus adopting cloud-based solutions like Microsoft Azure, which offer scalability, flexibility, and managed services to mitigate many of these challenges [3].
3. Data Processed. GLI processes personal data that falls under the GPR regulations. Namely, it is the students and employee’s personal data (names, addresses, contact details) and staff payroll (bank accounts). It is feasible that this data remains in their on-prem servers, so GLI can maintain control and responsibilities over it. 


TCO Evaluation

In the evaluated scenario GLI is using limited on-premises infrastructure – just two physical servers and limited storage. Nevertheless it shows how much cheaper cloud services are in the long run, even without the added value of the instant scalability and ease of management.  
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Azure File Storage and Backup

Azure File Storage is a fully managed file share service provided by Microsoft Azure, offering scalable and highly available file storage in the cloud. It enables organizations to create file shares that can be accessed from anywhere, using standard Server Message Block (SMB) protocol or Network File System (NFS) protocol [16]. Some of the capabilities and services that it provides are: 
Fully Managed Service:
·  Azure File Storage is a fully managed service, which means Microsoft handles the underlying infrastructure maintenance, updates, and high availability, allowing customers to focus on their applications and data [16].
Scalable Storage:
·   Azure File Storage offers virtually limitless scalability, allowing you to store petabytes of data in a single file share.
·   Storage capacity can be easily scaled up or down based on demand, without any downtime or data migration [16].
File Share Access:
·   Azure File Storage supports both SMB (Server Message Block) and NFS (Network File System) protocols, making it compatible with a wide range of applications and operating systems.
·   File shares can be accessed from Windows, Linux, and macOS environments, as well as from Azure virtual machines (VMs), Azure App Service, and on-premises systems [16].
Redundancy and High Availability:
·   Azure File Storage provides built-in redundancy and high availability, with data stored durably across multiple storage nodes within the Azure datacenter.
·   It offers multiple redundancy options, including locally redundant storage (LRS), zone-redundant storage (ZRS), geo-redundant storage (GRS), and geo-zone-redundant storage (GZRS), allowing you to choose the level of resilience required for your applications [16].
Integration with Azure Active Directory (AAD):
·   Azure File Storage integrates seamlessly with Azure Active Directory (AAD) for identity-based access control and authentication.
·   You can manage access to file shares using Azure AD credentials, Active Directory Domain Services (AD DS), or Shared Access Signatures (SAS) [16].
Snapshot and Backup:
·   Azure File Storage supports snapshot-based backups, allowing you to create point-in-time copies of file shares for data protection and recovery.
·   Snapshots capture the state of the file share at a specific moment, enabling you to restore files or entire shares to a previous state if needed [16].
Encryption and Security:
·    Azure File Storage encrypts data at rest and in transit using industry-standard encryption algorithms.
·   It provides secure access to file shares over the internet using HTTPS/TLS encryption and supports encryption of data stored in Azure using customer-managed keys (CMKs) [16].
Integration with Azure Services:
·    Azure File Storage integrates with other Azure services such as Azure Backup, Azure Blob Storage, Azure Data Lake Storage, Azure VMs, and Azure Kubernetes Service (AKS), enabling seamless data sharing and collaboration across different services and applications. [16]
These features make Azure File Storage a versatile and reliable solution for various use cases, including file sharing, application data storage, content management, and cloud migrations. It offers flexibility, scalability, and security for storing and accessing files in the cloud [16].


















Storage Account can be created from the Azure Portal under the Marketplace option.
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Storage account can be configured with open access from any network or with restricted access from limited private networks .
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Accounts can be configured with some options on how to treat deleted files. This is useful for restoring data if deleted by mistake.
Nce [image: A screenshot of a computer

Description automatically generated] 
Once the options are configured the Storage Account can be created
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Storage account allows for the creation of shared folders. 
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Backup options can be configured by either implementing the default backup policy – provided by Azure or by creating own policy with settings defined by our business needs
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Azure Backup is a cloud-based backup service provided by Microsoft Azure. It allows organizations to protect their data by securely backing up on-premises and cloud-based workloads to Azure storage. Some of the options that it provides are [17]:
Data Protection:
· Azure Backup enables organizations to protect data from various sources, including virtual machines (VMs), physical servers, databases, and files/folders.
·  It supports backup of Windows and Linux VMs running in Azure, as well as VMs hosted on-premises or in other cloud environments.
·  Azure Backup also provides support for popular databases such as SQL Server, Oracle, and file-level backup for Windows and Linux servers [17].
Centralized Management:
· Azure Backup offers centralized management through the Azure portal, allowing organizations to configure and manage backup policies, schedules, and retention settings from a single interface.
· Organizations can monitor backup jobs, view backup reports, and receive alerts for backup status and failures.
Incremental Backups and Change Tracking:
· Azure Backup performs incremental backups, capturing only the changes made since the last backup operation to minimize storage consumption and backup duration.
· It utilizes change tracking mechanisms to identify and back up only the modified or new data blocks, reducing network bandwidth and storage costs [17].
Retention and Versioning:
·    Azure Backup provides flexible retention policies, allowing organizations to define retention periods for backup data based on their recovery point objectives (RPOs) and compliance requirements.
·    It supports long-term retention of backup data, enabling organizations to retain backups for extended periods to meet regulatory or compliance mandates.
Security and Compliance:
·    Azure Backup offers robust security features to protect backup data, including encryption at rest and in transit, role-based access control (RBAC), and integration with Azure Key Vault for managing encryption keys.
·    It helps organizations meet regulatory compliance requirements such as General Data Protection Regulation by providing data encryption, auditing, and compliance reporting capabilities [17].
Restore and Recovery:
   - Azure Backup enables fast and reliable recovery of data and workloads from backup copies stored in Azure.
   - Organizations can perform granular file-level restores, application-consistent VM restores, and point-in-time restores for databases, ensuring minimal downtime and data loss in case of disasters or data corruption [17].

Azure Backup provides a cost-effective and reliable solution for organizations to protect their critical data and workloads, offering scalability, security, and centralized management capabilities in the cloud [17].
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Backup can be configured with geo, zone, or local redundancy. This means that the data will be backed up across different Azure Regiones, zones or locally. Each option has its pros and cons in terms of pricing, latency and redundancy. 
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Azure Databases
Azure offers several database services, including Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL, each tailored to different types of workloads and preferences. Here are the key differences between these services:
1. Azure SQL Database:
· Azure SQL Database is a fully managed relational database service based on Microsoft SQL Server.
· It offers built-in high availability, automatic backups, and scalability features, allowing organizations to focus on application development without worrying about database management tasks.
· Azure SQL Database is well-suited for modern cloud-native applications, line-of-business applications, and software as a service (SaaS) solution [18].
2. Azure Database for MySQL:
· Azure Database for MySQL is a fully managed relational database service that provides a MySQL-compatible database engine.
· It offers features such as automatic backups, high availability, and scalability, similar to Azure SQL Database.
· Azure Database for MySQL is suitable for web applications, content management systems, and e-commerce platforms that require a MySQL-compatible database [19].
3. Azure Database for PostgreSQL:
· Azure Database for PostgreSQL is a fully managed relational database service that provides a PostgreSQL-compatible database engine.
· It offers features such as automated backups, point-in-time recovery, and advanced security capabilities.
Azure Database for PostgreSQL is ideal for applications built on PostgreSQL, including geospatial, IoT, and analytics workloads [20].
Key Differences:
· Database Engine: Azure SQL Database is based on the Microsoft SQL Server database engine, while Azure Database for MySQL and Azure Database for PostgreSQL are based on MySQL and PostgreSQL database engines, respectively.
· Compatibility: Azure SQL Database offers compatibility with Transact-SQL (T-SQL) and Microsoft SQL Server features, while Azure Database for MySQL and Azure Database for PostgreSQL provide compatibility with MySQL and PostgreSQL syntax and features.
· Ecosystem: Azure SQL Database integrates seamlessly with other Microsoft Azure services and tools, such as Azure Active Directory, Azure Monitor, and Azure Data Studio. Similarly, Azure Database for MySQL and Azure Database for PostgreSQL integrate with Azure services and tools specific to MySQL and PostgreSQL ecosystems.
· Use Cases: While all three services offer managed database solutions with high availability and scalability, the choice between them depends on factors such as existing skill sets, application requirements, and preferences for specific database engines.
By understanding the differences between Azure SQL Database, Azure Database for MySQL, and Azure Database for PostgreSQL, organizations can choose the appropriate database service based on their application needs and preferences.
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Azure Site Recovery
Azure Site Recovery is a disaster recovery as a service (DRaaS) offering provided by Microsoft Azure. It enables organizations to replicate, failover, and recover workloads from on-premises environments, other cloud providers, or Azure virtual machines to Azure. Here's an overview of Azure Site Recovery:

1. **Disaster Recovery Orchestration**:
   - Azure Site Recovery helps organizations protect their applications and data by orchestrating the replication and failover of virtual machines and physical servers to Azure.
   - It provides automated failover and failback processes to ensure business continuity and minimize downtime in case of disasters or outages.

2. **Multi-Platform Support**:
   - Azure Site Recovery supports a wide range of virtualization platforms, including VMware vSphere, Microsoft Hyper-V, and physical servers running Windows or Linux operating systems.
   - It allows organizations to replicate and protect workloads from heterogeneous environments, including on-premises data centers and other cloud providers.

3. **Replication and Recovery**:
   - Azure Site Recovery replicates virtual machines and physical servers to Azure storage in near-real-time, ensuring data consistency and integrity during the replication process.
   - It provides recovery point objectives (RPOs) as low as 30 seconds, enabling organizations to minimize data loss in the event of disasters or disruptions.

4. **Automated Failover and Failback**:
   - Azure Site Recovery automates the failover process, enabling organizations to initiate failover operations manually or automatically based on predefined criteria such as application health or environmental conditions.
   - It supports orchestrated recovery plans to sequence the failover of multiple virtual machines and applications, ensuring consistency and integrity during the recovery process.
   - Azure Site Recovery also automates the failback process, allowing organizations to return workloads to their original locations once the primary site is restored.

5. **Application Consistency**:
   - Azure Site Recovery ensures application consistency during failover and failback operations by integrating with application-aware snapshots and synchronization technologies.
   - It coordinates the failover of multi-tier applications and ensures that dependencies and interdependencies are maintained across virtual machines and applications.

6. **Integration with Azure Services**:
   - Azure Site Recovery integrates seamlessly with other Azure services such as Azure Virtual Machines, Azure Blob Storage, Azure Virtual Network, and Azure Monitor for comprehensive disaster recovery and monitoring capabilities.
   - It leverages Azure global infrastructure to provide high availability, scalability, and reliability for disaster recovery operations.

Overall, Azure Site Recovery helps organizations implement robust disaster recovery strategies, protect critical workloads, and ensure business continuity by leveraging the scalability, reliability, and global reach of Microsoft Azure.
Conclusion
This project is designed to demonstrate the author’s knowledge and skills accumulated during his time in the university. Initially, it is not intended to be deployed to Play Store. However, in the future, it may be developed further and it will be an opportunity for monetization and building a portfolio.

















When we create the video we can talk about the different options while doing the things.
Create a database, then a virtual machine to be used as a backup for the vault (from backup and site recovery) (backup – sql server in azure vm)
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