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1.Introduction
The world of today can be very complex. Information security is paramount during a period of technological development. Over the last decade alone information has become extremely valuable, not just to an individual but also to corporations and criminals. Technology has rapidly advanced and it can be difficult to keep up with cybersecurity and the protection of data. Every year thousands of people are affected by cybercrime and Malicious viruses. 
2. Trojans and viruses
2.1 General overview
There is one main difference between a virus and a trojan virus. A trojan virus has to be activated by a user, whereas a general virus has the ability to replicate itself.
2.2 How they infect your computer
It’s called a trojan horse because it hides itself amongst your files and just waits for you to click on it. While it is hiding it scans your files looking for vulnerabilities. As soon as you press the mouse it will execute the trojan. The main way it appears to activate is through an innocent email.
There are several ways it can infect your computer. AVG [1] have stated that a trojan can create a backdoor for a hacker by making changes to your security system. It can also spy on you by targeting your personal files and awaiting you to enter the personal details so it can send it back to it’s user. It will even use computer as a “zombie” [1] by just using it within their network. Lastly a trojan can infect your mobile and send text to premium rate services. [1]
3. Ransomware
3.1 What is ransomware? 
According to CSO online, “Ransomware is a form of malware that encrypts a victim's files. The attacker then demands a ransom from the victim to restore access to the data upon payment.” 
Users are shown instructions for how to pay a fee to get the decryption key. The costs can range from a few hundred dollars to thousands, payable to cybercriminals in Bitcoin” [2]
3.2 What to do if infected?
CSO’s very own Steve Regan suggests [3] that the 4 important steps are as follows:
· “Reboot windows 10 to safe mode.
· Install antimalware software
· Scan the system to find the ransomware program
· Restore to previous state.”
How ever he then goes on the say that this will restore your control of your computer but will not decrypt the important files that have been attacked. [3]
4. The Cryptowall Trojan virus
4.1 Specifics of the threat
My research shows that Cryptowall is a file encrypting ransomware programme that was unleashed approximately in June 2014. It was designed for all versions of windows and a more sophisticated version called Cryptowall 2.0 was created in October 2014. Cryptowall uses RSA encryption to encrypt your files, then once infected it will open notepad giving you instructions to follow for payment to obtain the decryption programme. [4]
Jeff Peters has gone on to explain the latest versions of Cryptowall. [5]
Version 3.0 that used “RSA – 2048 encryption.” 
Version v4 that introduced the encryption of files and the file names so there’s no way for you to know what the files are so you an find their backups.
Version v5.1 that uses “HiddenTear malware” and “AES-256 encryption”. [5]
4.2 Methods of infection
There are several different ways Crypotwall can infect your system. The main three as stated by Veronin are as follows [5]
· Phishing Email: this is when you as a user receive an email that is disguised as spam. 
· Exploit Kits:  it will look for security vulnerabilities so it can release malware that executes an attack.
· Malicious Ads: Hackers will send you malicious ads. They will try to run JavaScript in your browser to download the malware without your knowledge.

4.3 Types of files infected
Here is a table that indicates the types of files that are targeted by Cyrptowall [5]
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4.3 Procedures of Eradication

Bleepingcomputer.com [4] say that the first thing you need to do is scan your computer with an anti-virus program. This will help to detect everything that could potentially be harming your system.

You won’t be able to decrypt your files without paying the ransom on the Cryptowall Decryption Service I’m afraid. The only method of restoring your file is from “backup, file recovery tools, or if your lucky from Shadow Volume Copies.” [4]

There are several methods to restore files encrypted by Crypotwall [4]

Method 1: Backups
You should have backups put away in a safe place for those files that are important. If so you can just use those files.
Method 2: File Recovery Software
 
When CryptoWall encrypts a file it first makes a copy of it, encrypts the copy, and then deletes the original. You can use file recovery software such as R-Studio or Photorec to potentially recover some of your files.
Method 3: Shadow Volume Copies
 
You can attempt to restore your files via Shadow Volume Copies. However, this infection could attempt to delete any Shadow Volume Copies on your computer, but sometimes it fails to do so and you can use them to restore your files.

Method 4: Restore DropBox Folders
If you have a dropbox account mapped as a drive letter then it is possible that its contents were encrypted by CryptoWall.

4.4 Payment

This is all dependant on the individual. There are some methods to try and get your files back without payment, however they are quite rare and not likely to work. From what I have gathered it seems to be your choice whether you value your files more than the payment requested. If you need them back then you would have to consider paying the ransom. 

CSO online [2] go on to say “Gary Sockrider, principal security technologist at Arbor Networks, estimates around 65 to 70 percent of the time — the crooks come through and your data is restored.” 

So that is about a 30% chance that even after your pay the ransom your still stuck with encrypted files.

5. Examples of good practice

5.1 how to avoid getting Ransomeware
There are many steps that you can be take. You should have an antivirus application installed with the latest virus definition files. You should also have a malware scanner that has active scanning capabilities and updated with the latest definition files.
Try to avoid visiting suspect websites, never click links found within emails, and do not provide anyone any of your personally identifiable information in chat rooms, forums, or social media sites.
While it can be difficult  once infected, there's a lot of possibilities that can be done to limit our exposure to infection and loss of data. You just have to be proactive enough to ensure that these fail-safes are in place and check on them from time to time. [6]

5.2 Backup procedures
There are 5 main back up procedures according to lifewire.com. [7]
· Backup to the cloud
· Burn files to CD, DVD, or disc/
· Use a USB flash drive
· Save to a Nas device
· Save to an external hard drive
If You use all of these methods to backup your data it will severely reduce the chances of your data being corrupted, lost or infected.
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