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Abstract: 
The fast integration of hybrid work models has transformed organizational security architecture. Traditional in-house-based defences, which are designed for centralised corporate networks, are no longer enough in a time where employees can access sensitive resources from homes, public networks, and personal computer devices. This shift has increased the attack surface, increased insider risk, and created visibility gaps that enemies actively use. To face these challenges, modern businesses are moving toward identity-based and cloud-delivered security frameworks, like Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP).
This assessment explores how these three technologies help organisations to prevent, protect, detect, and automatically respond to cyber threats in hybrid work environments. ZTNA gives limited access based on user identity and continuously checks users and devices.
SASE merges networking and security services in the cloud, so users are protected wherever they work. DLP protects devices and important data, networks, and cloud platforms to decrease data leaks and internal threats. Even though such technological measures improve security, their success vitally depends on good planning, coherent policy setup, and strong automation. This assessment explains how architectural consideration, challenges, and limitations. It argues that combining ZTNA, SASE, and DLP with automation and continuous monitoring creates an effective, modern, adaptable security system. Organisations and companies should have to progress and move forward from old network-based security to uniqueness- and data-focused protection to secure the hybrid workforce.

Introduction:
Hybrid workforces nowadays have replaced the traditional boundaries of organizations, in the past organisations system protected internal an open network perimeter. But today employees work while separate locations, manage cloud services. The organisations become vulnerable and easy to attack for increasing cyber risk. Traditional firewall and VPNS are not enough to protect the environments. Organizations need new security examples that emphasis on identity verification, cloud-based protection, and data security. This assessment discussed how ZTNA, SASE, and DLP given a combined solution to protect hybrid employees which have flexibility access and automatic threat response.
Task 1 – Research in Data Security and Compliance

[bookmark: _Toc225771349]  Securing the Hybrid Workforce: Protecting data beyond the corporate perimeter ZTNA 
Zero Trust Network Access (ZTNA) none as a new model of security to protect remote access to organisation system, which the system can’t trust the users because they work from different location and using different devices and networks, so ZTNA check every user every time trying to access an application there is strong  an authorization identity, such as multi factor authentication  ,and check to update software, encryption enabled, and antivirus protection device security, and location before allowing access to the applications. The employees have limited access, so they can only have access to specific applications they need not whole network [1]. By following this role ZTNA can decrease the risk of internally hackers, so it becomes very effective and useful for remote employees for it keep the organisation and company data safe when allowing secure access from different location, and following the rule “never trust, always verify”.
"Verify explicitly" is a foundational principle of zero trust network architecture that emphasizes the need for continuous and rigorous verification of every access request, regardless of the source or location. Unlike traditional security models that assume trust once a user or device is inside the perimeter, ZTNA requires every access attempt to be validated against strict criteria, such as user identity, device health, location, and behaviour patterns, This explicit verification procedure frequently comprises multi-factor authentication (MFA), real-time risk assessments, and contextual information to determine whether access should be granted or denied. It ensures that no entity is trusted by default, even if they are already within the network, reducing the likelihood of unauthorized access and mitigating the risks associated with compromised credentials or insider threats ,  By continuously validating the trustworthiness of all entities seeking access, ZTNA reinforces the "never trust, always verify" philosophy and enhances the overall security posture of the organization [4].
Limitation is the key point of ZTNA to control the access, which means that the employees have least-privilege access, so the employees only have access to the specific data which they need 

[image: ]
Figure1 shows ZTNA [2]
This diagram shows the three main parts of Zero Trust security. At the bottom is Zero Trust Network Access (ZTNA), which is the technology that controls how users connect to systems. Above it is the Zero Trust Security Model, which follows the rule that nothing is trusted automatically. At the top is Least Privilege, meaning users only get the minimum access they need. Together, these layers help organisations stay safe by checking every request and protecting important data

[image: ]
 Figure 2 Zero trust network access [3]
This diagram shows how a Trust Broker checks a user before allowing access to applications. It uses identity, context, and security information to decide if the request is safe. The Trust Broker works with SASE services and then connects the user only to approved applications, like Application A or Application B

ZTNA also update regularly monitoring to check employee’s behaviour and context, because if there any suspicious activities so the organisation can manage it. Non-stop Diagnostics and Mitigation in ZTNA is a proactive security approach fixated on endlessly assessing, identifying, and replying to possible vulnerabilities and threats at any time. One of ZTNA is network segmentation. This is where the applications are hidden from unauthorised employees. This decreases the surface of attack. Thereby, potential entry points for attackers are limited. ZTNA provides more solid security, and better control, than traditional VPN options. Implementing ZTNA can be a challenge. Employee roles and their access policies must be clearly defined. Otherwise, employees may face difficulties when accessing needed systems. Furthermore, traditional systems need updates to work with ZTNA solutions. ZTNA critically improves access security. However, it does not provide full data protection when access is given. When an employee has access permission for certain data, ZTNA by itself does not prevent copying and sharing of the data. This means that it’s essential to combine ZTNA with other tools like DLP and SASE. 
 
Securing the Hybrid Workforce: Protecting data beyond the corporate perimeter SASE:
 
Security Access Service Edge (SASE) is innovative framework of security to assist organisations to protect data in hybrid work environment. For many employees work from different location, such as home, hotel, different countries, brand offices, and employees use different devices, cloud, workspace in google, and different Microsoft applications for these reasons organisations data will not store only internally in corporate offices, the old security model for protecting organisations network perimeter, not effective, so SASE innovated to protect the data. SASE combines networking each cloud- based platform security service, previously, organisations used split tools like firewall, VPNs, web filters, and cloud security systems. Controlling the isolation system was complicated and let security gap. SASE join in these tools together in one solution brought from the cloud. SASE makes security control easier and better reliable. One significant feature of SASE which is carries security nearby to employees. The traditional security depends on sending back all internet to the organisations data centre for review, SASE examines traffic in the cloud. What’s decrease the delay and improve performance. Remote employees can access applications rapidly, while the security policies needed, this is crucial for hybrid work, where employees connect from various locations and networks. SASE frequently comprise many keys security modules, which include ZTNA, firewall-as-a service, secure web gateway, Cloud Access Security Broker.
ZTNA ensures that employees are verified before accessing organisation application.
Security Web Gateway block dangerous websites and malware. “This is a crucial component in today’s cloud-driven landscape, which provides protection against security threats online. SWG is a network security technology that filters internet traffic and enforces corporate and regulatory policy compliance. It dynamically enforces security measures and assesses potential risks by examining user activity and acts as a protective barrier between users and the internet, ensuring secure access and mitigating risks, by filtering traffic and enforcing acceptable use and security policies. Some key capabilities of SWG include the access control to specific websites, detection and blocking of malicious content, access to application-level management. Outgoing web requests from client devices as well as incoming data, pass through the SWG which authenticates the user and ensures compliance with policies. SWG plays a key role in securing internet access and defending against evolving cyberthreats” [5].
Cloud Access Security Broker protect data in cloud applications.
Firewall-services control unauthorized access. 
SASE combined these services setup solid and full protection.
Combined these services setup solid protection by SASE. 

SASE uses the concept of zero trust. Meaning that users and/or devices are not automatically trusted. The user identity, device condition, and risk level of each access request is assessed and verified before access is granted. For example, if someone attempts to access the system from an unknown device or from a different country, then the system will request additional authentication, and if authentication fails, then the access request can be blocked. Such measures reduce the risks of cyberattacks and enhance data protection.
[image: ]
Figure 3 SASE [6].
This diagram shows how SASE connects users and systems through secure cloud points. Branch offices, home workers, and data centres all connect to SASE Points of Presence (PoPs). From there, SASE protects access to the public cloud, private cloud, and the web. It combines networking and security in one place, giving safe, consistent access from any location.


SASE has many benefits one of them the centralised visibility and management which lets the teams can control the employees’ activities, the network traffic and warning or threat from dashboard, by these organisations can detected suspicious activities rapidly. In this case the employee gets limiting access to the devices, and the devices isolating automatically.
SASE Scalability:
When the organizations grow or hire new remote workers can added easily for SASE is the cloud-based and distributed across multiple cloud [7]. 
SASE challenge: 
Transfer from the old VPNs and firewalls to the cloud -based model, employees train and trusting on one vender controlling multiple service. 


Securing the Hybrid Workforce: Protecting data beyond the corporate perimeter DLP.

As organisation expand to different geographical location/countries/continents, the need to hire new employees to deal with sensitive data that frequently traverses heterogeneous systems thus rendering traditional perimeter-based security solutions ineffective. DLP solution face such challenges through constant monitoring and focusing on the data not only on the network. organisations can set rules or policies through DLP

 Data Loss Protection has become crucial for hybrid workforce environments, where data often crosses various systems, for the organisations expand digital to detect sensitive content, to act automatically, to encrypt the data, or block the emails, in some reason can stop the files upload, or sent an alert to security team. 
[image: ]

 Figure 4 showing type of DLP [8].

This diagram shows three main types of Data Loss Prevention (DLP): Network DLP, Cloud DLP, and Endpoint DLP. These tools monitor and protect data wherever it moves. DLP helps organisations stop data extrusion, prevent insider threats, and reduce data exposure. Together, these DLP types protect sensitive information across devices, networks, and cloud platforms




Network DLP:
Network DLP type of security solution which observes and protects sensitive data throughout organisations network and focusing on data in transit, like emails, web upload, file transfers, and    Network DLP examine the move of data and control it, network DLP must adapt to cloud, remote access models, and set up policies which is let the organizations to combine network DLP through cloud security keys and secure web gateways [9].
 Cloud DLP:
In hybrid work environments employees work from different location and devices using the cloud platform for their job specially when they need to send or receive emails, share or store data, and collaborate online, where data cannot longer inside the organizations, so the cloud DLP secure and protects sensitive data in cloud services, recovers visibility into the cloud data, decrease the threats and risk.
Cloud DLP supplies monitoring, recognition, and automatically protecting inside the cloud [10].
Endpoint DLP:
Endpoint means any tool that employee uses for the job like, desktop computers, laptops, tablet, or mobile using as device to access organisations data.
Endpoint DLP controlling the data in three aspect which are data at rest, data in transits, and data in use [7].
[image: ]

 Figure 5 shows the endpoint [11]

This diagram shows how Endpoint DLP protects data in three states. At Rest covers stored files and portable devices. In Use protects data during actions like copy, paste, or app activity. In Motion monitors data moving across networks. Together, these controls stop data leaks on user devices
Endpoint DLP protecting the data by blocking the action, warning, or let the security team, so endpoint DLP observe and control the emails, file, devices, cloud uploads, and screenshots.to avoid the hackers, breaking the laws, or accident [12].











Conclusion.
Protecting the hybrid workforce is crucial for the organisations. Nowadays, employees don’t need to work only inside the organisations, but they can work from different location and countries 
In conclusion, and they use different tools, and cloud devices, for up reason the traditional security model won’t ensure security any longer, so organisations must adapt solid and intelligent security to face the increasing of cyber risks.
Zero Trust Network Access (ZTNA), Secure Access Services Edge (SASE), and Data Loss Protection (DLP) jointly giving better solutions. ZTNA detect every employee and every device beforehand permitting access to organisation applications. Depend on the rule “never trust, always verify.”ZTNA employees allow to get access to data need for the job, and that decrease the risk inside organisations and external attacks. 
SASE protect employees through cloud-based security services.it combine secure web gateway, and ZTNA into one system. In these employees work in protection and secure environments. However, DLP focuses on protecting sensitive data, monitoring data on endpoint, networks, and cloud. If employee tries to send confidential data, DLP block the action, encrypt the data, or send an alert to the security team. ZTNA, SASE, and DLP work together with automation to create flexible and strong security system that protects data and supports hybrid work safely.
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Task 2
Securing Medi-Trust Analytics Ltd: A Unified Governance and Zero Trust Strategy for Regulatory Compliance and Operational Resilience 
Zero Trust Security Strategy (ZTNA)
ZTNA: means “never trust, always verify”
Least privilege access ensuring that employees are granted only data need for job, verify identity any time login, multi-factor authentication, continuously monitoring, and detected suspicious activities to reduce the risk and mitigating internal and external threats [1].
Zero Trust is crucial for MediTrust because the organisation operates with fully hybrid workforce, relies heavily on multi- cloud, sensitive healthcare and clinic analysts’ data, including remote developers, and strict EU regulations[2].
 
Organisation Structure:
[image: ]
The structure above shows a CISO overseeing three key security functions. The Cloud Security Architect manages the Cloud Team, which works closely with the SOC Team to monitor and secure cloud environments. The DevSecOps Lead supports development teams by integrating security into the software lifecycle, also connecting with the SOC Team for ongoing threat detection. The Compliance Officer operates alongside these groups, ensuring that all security and operational activities meet regulatory and organizational standards




Cloud security architect
 [image: ]
Figure 2 shows cloud security [3]
Figure 2 presents a structured overview of cloud service delivery, highlighting the progressive layering of Infrastructure‑as‑a‑Service (IaaS), Platform‑as‑a‑Service (PaaS), and Software‑as‑a‑Service (SaaS). In this model, IaaS forms the foundational layer, providing configurable and scalable computing resources such as virtual servers, storage, and networking components. This reduces the need for organisations to manage physical hardware and supports flexible allocation of processing power. Positioned above IaaS, the PaaS layer offers a complete development and deployment environment, enabling developers to build, test, and manage applications without handling the complexities of underlying infrastructure. At the highest layer, SaaS delivers fully managed software applications over the Internet, removing the overhead of local installation, updates, and maintenance. Users can access these applications through web or mobile interfaces, paying only for usage while service providers maintain performance and security.
Within this cloud security context, the DevSecOps Lead plays an essential role in embedding security throughout the software development lifecycle. DevSecOps integrates automated security testing, code analysis, and real‑time monitoring into development workflows, ensuring that vulnerabilities are identified and resolved early. This proactive approach strengthens an organisation’s overall security posture by reducing exposure to potential threats and enabling continuous delivery of secure and resilient software systems.
“As shown in Figure. 2, Cloud services are offered in terms of Infrastructure-as-a- service (IaaS), Platform-as-a-service (PaaS), and Software-as-a-service (SaaS). It follows a bottom-up approach wherein at the infrastructure level; machine power is de- livered in terms of CPU consumption to memory allocation. On top of it, lies the layer that delivers an environment in terms of framework for application development, termed as PaaS. At the top level resides the application layer, delivering software outsourced through the Internet, eliminating the need for in-house maintenance of sophisticated software [6]. At the application layer, the end users can utilize software running at a remote site by Application Service Providers (ASPs). Here, customers need not buy and install costly software. They can pay for the usage and their concerns for maintenance are removed” [4]. 
Policies & Procedures: 
Policies are an integral part of the big organisation which helps in its smooth functioning. They provide some common parameters over which the management can take a consistent decision over a long period [5].
To keep MediTrust Analytics Ltd safe while supporting hybrid workers, the company needs clear rules for using AI, for configuring SaaS applications, and for Bring Your Own Device (BYOD). These rules help employees work from home or office without putting company data or patient information in danger.
First, AI usage must follow strong guidance. Employees should only use AI tools that the company has checked and approved. Staff must not put private, sensitive, or patient data into free public AI tools because this can cause serious data leaks. Access to company AI tools should require strong login methods, like multi‑factor authentication (MFA). Also, anything created by AI must be checked by a human worker. Employees should look for mistakes, unfair results, and compliance problems before using AI output for decisions. MediTrust should also train workers regularly, so they understand risks from AI, such as wrong information, bias, or accidental sharing of private data [6].
Next, all SaaS systems used in MediTrust must be set up using good security practices. This includes enabling MFA, using role‑based access control (RBAC), and giving employees only the level of access they need for their job. Data must be encrypted when it is stored and when it is being sent. The company should use continuous monitoring tools to detect strange or unsafe activity. Only approved SaaS apps should be used. The company must prevent “shadow IT,” meaning unapproved apps used by employees without permission. SaaS vendors must be checked carefully to make sure they follow legal, security, and resilience standards.
For BYOD, employees can use their personal devices, but they must follow strict security rules. Devices should be registered with the company and kept updated. They must have security tools like antivirus or Endpoint Detection and Response (EDR). MediTrust should use Mobile Device Management (MDM) to enforce rules and allow remote wiping if a device is lost or stolen. Employees must keep personal data separate from work data and always follow secure login practices.
Together, these policies help protect MediTrust’s systems, keep patient data safe, and support a strong and secure hybrid working environment

Compliance with DORA and NIS2 :
“DORA contains detailed requirements that do not apply equally to all organizations. Formalize provides guided logic that helps compliance teams understand what is relevant without navigating complex regulatory code structures”[7].
To follow European cybersecurity laws, MediTrust Analytics Ltd must make sure that its security and operational practices match the rules of the Digital Operational Resilience Act (DORA) and the NIS2 Directive. These two regulations focus on strong resilience, good risk management, and fast reporting of cybersecurity incidents. For a company that works in a hybrid environment, following these rules is very important to stay safe, trusted, and compliant.
Under DORA, MediTrust must build a full ICT risk‑management framework. This means the company must be able to prevent, detect, respond to, and recover from ICT problems or attacks. MediTrust needs continuous monitoring of systems, regular resilience tests such as penetration testing, vulnerability scanning, and scenario‑based exercises. DORA also requires strong incident‑response plans so the company can react quickly when something goes wrong.
Another important part of DORA is the control of third‑party ICT providers. This means MediTrust must carefully check SaaS suppliers, cloud providers, and any external technology partners. The company must ensure these partners follow strict security, risk, and resilience rules because MediTrust depends heavily on cloud‑based systems.
For NIS2, MediTrust must have strong tools to detect and report cyber incidents. NIS2 requires organisations to report serious incidents within 24 hours for an early warning and then submit a full incident report within 72 hours. To do this, MediTrust needs a clear internal process for escalating incidents, including who reports what and when. Logging and monitoring tools must be in place so incidents can be understood, analysed, and recorded properly.
Both DORA and NIS2 also require good documentation, governance, and trained staff. MediTrust should carry out regular audits, compliance reviews, and employee training sessions. Staff must understand reporting duties, cyber risks, and proper handling of sensitive data.
By bringing all these requirements into one strategy, MediTrust can improve resilience, reduce risks, and fully meet European cybersecurity laws

	ICT Risk Management
	Monitoring & Testing
	Incident Response & Reporting

	Prevent
	Continuous logs
	Fast detection

	Check cloud providers
	Penetration tests
	Report in 24 hours

	Detect
	Vulnerability scans
	Full report in 72 hours

	Respond
	Scenario exercises
	Clear roles

	Contract requirements
	Governance & Documentation
	Staff training

	Third-party control
	Policies
	Cyber awareness

	Check cloud providers
	Audits
	Reporting duties

	Review SaaS risks
	Compliance reviews
	Data handling

	Third-party control
	Policies
	Staff training

	Check cloud providers
	Audits
	Cyber awareness

	Review SaaS risks
	Compliance reviews
	Data handling



The table above shows three key security areas: ICT Risk Management, Monitoring and Testing, and Incident Response. It includes tasks like preventing risks, checking cloud providers, running penetration tests, scanning for vulnerabilities, and responding quickly to incidents. It also covers policies, audits, staff training, and managing third‑party risks to keep systems safe

The table below shows the differences between DORA and NIS2 rules. DORA focuses on ICT resilience, testing, monitoring, and managing cloud or third‑party providers. NIS2 focuses more on strong security, fast incident reporting, and clear roles. Both require good documentation, staff training, and risk management. Together, they help MediTrust stay safe, secure, and fully compliant























	Area
	DORA Requirements
	NIS2 Requirements

	Main Goal
	Strong digital operational resilience for all ICT systems.
	Strong cybersecurity across essential and important organisations.

	Risk Management
	Full ICT risk management framework: prevent, detect, respond, recover.
	Strong cybersecurity controls for networks and systems.

	Monitoring
	Continuous monitoring of ICT systems and services.
	Logging, monitoring, and threat detection tools must be active.

	Testing
	Regular resilience testing: penetration tests, vulnerability scans, scenario‑based exercises.
	Regular security assessments required, but less detailed than DORA.

	Incident Response
	Incident response and recovery plans must be in place.
	Fast detection and clear internal escalation for incidents.

	Incident Reporting
	Structured reporting to regulators based on severity.
	24‑hour early warning and 72‑hour detailed incident report.

	Third‑Party Providers
	Strong oversight of cloud, SaaS, and ICT partners.
	Third‑party cyber risks must be managed but with fewer detailed rules.

	Documentation
	Strong governance, audit trails, and resilience documentation.
	Documentation of incidents, risks, and all security actions.

	  Staff Training
	Staff trained in ICT resilience and risk management.
	Staff trained in cyber risks, reporting duties, and data handling.

	Overall Impact on MediTrust
	Creates full ICT resilience ecosystem.
	Builds strong cyber detection, reporting, and compliance processes.



This table compares DORA and NIS2 rules. DORA focuses on ICT resilience, risk management, testing, and strong control of third‑party providers. NIS2 focuses on fast incident reporting, cybersecurity monitoring, and clear responsibilities. Both require good documentation, training, and governance. Together, they help MediTrust stay secure, compliant, and better prepared for cyber threats

Governance & Strategy: 
A governance model based on the NIST Cybersecurity Framework (CSF) 2.0 helps Medi‑Trust Analytics connect its cybersecurity work to real business goals, such as protecting patient data, staying compliant, and keeping services running. CSF 2.0 includes six key functions: Govern, Identify, Protect, Detect, Respond, and Recover. “Govern” sits at the centre, making sure cybersecurity is part of all business decisions.
Leaders must treat cybersecurity as a business priority, not just a technical job. This means setting clear rules, deciding how much risk is acceptable, and making sure everyone knows their responsibilities. Cybersecurity goals must support key business needs, such as keeping systems available, protecting sensitive information, and meeting legal requirements.
Using CSF 2.0, Medi‑Trust can find its most important assets, understand threats, and focus on the biggest risks. Cyber risks should be managed together with other business risks, such as financial and operational risks, so the company has a complete picture.
A CISO (or similar role) should lead the cybersecurity programme and report progress to senior leadership. Regular reviews, audits, and performance measures help track improvements.
Finally, building a culture of awareness is essential. When employees understand cyber risks and their role in protecting information, the whole organisation becomes stronger and more secure.
The table below explains how the NIST CSF 2.0 functions help Medi‑Trust stay safe. “Govern” sets the rules. “Identify” finds important systems and risks. “Protect” keeps systems secure. “Detect” spots problems early. “Respond” handles incidents quickly. “Recover” brings systems back to normal. Together, these steps support patient safety, compliance, and smooth business operations.


	NIST CSF 2.0 Function
	What It Means
	How It Supports Medi‑Trust Business Goals

	Govern
	Set policies, roles, responsibilities, and risk appetite.
	Ensures cybersecurity decisions support compliance, patient data protection, and business continuity.

	Identify
	Find critical assets, risks, and dependencies.
	Protects important systems and sensitive healthcare data.

	Protect
	Apply safeguards and controls.
	Reduces risk of data breaches and system outages.

	Detect
	Monitor systems for threats.
	Helps find cyber issues early before damage occurs.

	Respond
	Act during an incident.
	Helps limit disruption and maintain trust in services.

	Recover
	Restore systems and improve processes.
	Ensures fast return to normal operations after incidents.




Risk Management: 
Risk management helps Medi‑Trust Analytics Ltd find and reduce security risks that could harm systems, data, or services. One major risk comes from the software supply chain. When the company uses third‑party tools, libraries, or AI models, these can contain hidden weaknesses. If attackers exploit these weaknesses, they may enter the system.
Another risk comes from cloud misconfigurations, where small setup mistakes can expose data or allow unauthorised access. A high‑level risk assessment helps Medi‑Trust understand which risks are most serious.
Risk assessments support better decision‑making by comparing options and choosing the safest one. They also help the company pick the right security controls and prioritise actions. Tools like cost‑benefit analysis or risk‑impact analysis can be used to understand the pros and cons of each option [8].


	Risk Type
	Description (Easy English)
	Why It Is Dangerous
	What Medi‑Trust Should Do

	Poisoned AI Models
	Bad or tampered AI models downloaded from the internet.
	Attackers can trick the system or steal data.
	Only use trusted AI sources and check models before use.

	Vulnerable Software Dependencies
	Third‑party libraries with security weaknesses.
	Attackers can enter through outdated or unsafe code.
	Scan and update dependencies often.

	Compromised Supply Chain Tools
	Unsafe tools used for coding or building software.
	Hackers can insert malware during development.
	Use verified tools and strong access controls.

	Cloud Misconfiguration
	Cloud settings set up incorrectly.
	Data can leak or unauthorised people may access systems.
	
Use security checks, strong settings, and reviews.

	Weak Access Control
	Wrong permissions in cloud accounts.
	Attackers can take over accounts.
	Apply least‑privilege and MFA everywhere.




This table explains different risks Medi‑Trust may face, such as poisoned AI models, weak software libraries, unsafe development tools, cloud mistakes, and bad access control. These risks can let attackers enter systems or steal data. Medi‑Trust should use trusted tools, scan software, fix cloud settings, and apply strong access controls.

[image: A figure shows a triangular shape illustration with four circles in it representing the risk management process. The circle on the top is labeled as, “Assess” which points with double sided arrows to both the circles below and with double sided arrows to the circle at the center. The circle on the left corner is labeled as, “Monitor” and the double sided arrow between top and left circle is labeled as, “information and communications flows." The circle at the right side is labeled as, “Respond” and the double sided arrow between top and right side circle is also labeled as, “information and communications flows.” The circle at the center is labeled as, “Frame” and marked with double sided arrows to all the three circles around.]
Figure shows risk management process [9]
Contingency Planning: 
Medi Trust implement ransomware disaster answer team, improve and incident response plan, systematic backups, train employees, and organise regular drills. In case there are cyber-attacks or disasters Medi Trust to recovery disasters or cyber-attacks immediately isolate contaminated system from network to reduce the attacks or to stop it, then identify the affected devices, and detect the disaster or the issues [10]. 
Protection Mechanisms: 
Medi Trus needs strong security control to protect the MediTrust systems, networks, and sensitive data from cyber-attacks. the new protection mechanisms assist to avoid attacks, identify suspicious activities, respond and mitigate the issues. It’s very crucial for Medi Trus to have CSPM, SIEM, EDR, and phishing- Resistant MFA.
Cloud Security Posture Management CSPM is setup to protect cloud environments, Medi Trust as many organisations stores the data and run applications in the cloud, which let the systems vulnerable, so CSPM tools automatically examine the cloud systems and detect for security problems like misconfiguration storage, weakness, or incorrect settings, and fix security issues, and maintain.
CSPM for Medi Trus are very crucial because of monitoring and assessing cloud environments, automating remediation, providing visibility, integrating with DevOps, and adapting to evolving cloud environments [11] 
SIEM: Entire sum logs from firewalls, endpoints, applications, cloud services. Uses correlation rules and threat intelligence feeds to surface high-priority alerts [20].
SIEM solutions are important for Medi Trust because of developing cybersecurity posture, provide a unified view of security data, detect, and respond to any threats in real time. So Medi Trust gets maintain compliance with continuously frameworks and develops operational automating security and quickly responds to potential threats [12].
Endpoint Detection and Respond ERD:
This diagram shows how a hospital system stores and connects information. The Patients table keeps basic details like name, phone number, and doctor. Patients are linked to doctors, who work in different Departments. Each patient can have Medical Records, which store diagnosis and treatment information. Bills keep track of payments and amounts. Appointments connect patients to doctors on specific dates. All tables use ID numbers to link the data together. This design helps the system stay organised, up‑to‑date, and easy to search		
[image: ]

Figure 3 shows the ERD [13].
This ERD shows how a hospital system organises information. Patients link to doctors, medical records, bills, and appointments. Doctors belong to departments and also connect to patients and appointments. Medical records store health details, bills track payments, and appointments record visit times. Together, these tables keep patient and hospital data organised and easy to manage
The table below explains the main parts of a hospital database. Patients link to doctors, medical records, bills, and appointments. Doctors belong to departments and connect to patients and appointments. Medical records store health details, bills track payments, and appointments record visit times. Together, they keep all hospital information organised.



















	Entity
	Main Fields
	Connected To
	Purpose

	Patients
	patient_id, name, phone, address, doctor_id
	Doctors, Medical Records, Bills, Appointments
	Stores basic patient information

	Doctors
	doctor_id, name, specialisation, address, department_id
	Patients, Appointments, Departments
	Stores doctor details and department

	Departments
	department_id, name, location
	Doctors
	Organises doctors by department

	Medical Records
	record_id, patient_id, diagnosis, treatment
	Patients
	Stores medical history for each patient

	Bills
	bill_id, patient_id, amount, status
	Patients
	Tracks billing and payments

	Appointments
	appointment_id, patient_id, doctor_id, date, status
	Patients, Doctors
	Stores appointment schedules



Phishing Resistant Multi Factor Authentication (MFA):
Phishing Resistant Multi Factor Authentication (MFA) is crucial for Medi Trust to protect sensitive data and secure them. Medi Trust to reduce the cyber risk of attackers getting to the access through phishing, it’s providing many steps for employees to login such as strong password, authentication app for verification, and fingerprint [14].
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