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[bookmark: _Toc228407175]1. Case Background
Quantum Tech's IT security team detected unauthorised access to their proprietary patent database, targeting the AI chip design patent (ID: QT-AI-2025). Emma, a senior engineer who had recently joined Quantum Tech, was identified as the primary suspect. The company suspected Emma of attempting to steal and sell these patents to a competitor, NexGen Circuits, through an intermediary named Joe.

Four devices and one USB flash drive were seized under proper continuity-of-evidence protocols. This report presents the complete findings of the forensic examination.

[bookmark: _Toc228407176]2. Evidence Inventory and Chain of Custody
	Exhibit
	Device
	Suspect
	Identifier
	Source

	EX-01
	Huawei POT-LX1 P Smart
	Emma (alias: Peter Dover)
	+44 7917 162788 / dovp59@gmail.com
	Cellebrite — File System (3)

	EX-02
	Detected Model Note 14
	Norman Smith (Buyer)
	Instagram: normansmith1987
	Cellebrite — File System (2)

	EX-03
	Nokia C2 2nd Edition
	Joe Marsh (Intermediary)
	+44 7476 538686
	Cellebrite — File System (1)

	EX-04
	Samsung SM-A137F Galaxy A13
	Secondary device
	Linked to Note 14
	Cellebrite — File System (4)

	EX-05
	USB Flash Drive
	Emma
	EmmaFlashDrive.E01
	Autopsy



All devices were acquired under write-blocker protocols. MD5 and SHA-1 hashes were recorded at acquisition and verified post-acquisition to confirm evidence integrity.

[bookmark: _Toc228407177]3. Methodology
[bookmark: _Toc228407178]3.1 Acquisition
1. Smartphones: physical forensic images via Cellebrite Physical Analyser with write-blocker
1. USB drive: imaged as EmmaFlashDrive.E01 — analysed in Autopsy
1. All hash values (MD5 + SHA-1) verified before and after acquisition

[bookmark: _Toc228407179]3.2 Tools Used
	Tool
	Purpose

	Cellebrite Physical Analyser
	Smartphone extraction, timeline generation, communication logs

	Autopsy
	USB file system analysis, deleted file recovery, file carving, keyword search

	Python / pandas
	Timeline correlation from Cellebrite Excel export

	JPEG EXIF parser
	Steganographic metadata extraction from USB images

	Cyberchef/ binwalk analysis
	Embedded file detection.





[bookmark: _Toc228407180]4. Findings — Smartphone Analysis (Cellebrite)
[bookmark: _Toc228407181]4.1 Suspect Identification — Emma's Device (EX-01)
The Huawei P Smart (EX-01) was confirmed as Emma's device through:
1. Gmail: dovp59@gmail.com
1. WhatsApp: +44 7917 162788 (Lebara SIM activated 02/08/2024) — display name: PETER DOVER
1. Snapchat: peter_dover | Instagram: peterdover2 | Facebook: Peter Dover (ID: 61565261156720)
1. Joe Marsh addresses the device owner explicitly as 'Emma' throughout the WhatsApp conversation, confirming the alias

[bookmark: _Toc228407182]4.2 WhatsApp — Emma and Joe Marsh: The Conspiracy
Phase 1 — Initiating the Plot (21 August 2024)
Emma had previously blocked Joe. Chrome search history records a search for 'how to unblock a contact in WhatsApp huawei' at 05:56 on 21/08/2024. She unblocked him at 06:00 and made contact:

	Emma to Joe  |  21/08/2024 10:58
I have access to some highly valuable information from ABC technologies. It's related to our new AI based Neuro product. I'm thinking about selling it to someone interested.



	Joe to Emma  |  21/08/2024 11:06
That's serious stuff Emma. Do you know who might be interested?



	Emma to Joe  |  21/08/2024 11:10
Not exactly Joe, but I trust you can find the right buyer. The competition must be eager to get their hands on this tech.



	Emma to Joe  |  21/08/2024 12:47
Perfect. Let's keep this under wraps. This could be huge for both of us.



Phase 2 — Joe Searches for a Buyer (August to October 2024)
1. 26/08/2024 — Joe: 'I am meeting few clients today at a Meeting Room in a Hotel'
1. 29/08/2024 — Joe: 'I am flying to Glasgow to meet a contact over there'
1. 14/10/2024 — Joe: 'travelling back to France this time Paris to get some good deals'
Locations and images location information  confirm those meetings.

Phase 3 — Deal Confirmed (31 January 2025)
	Joe to Emma  |  31/01/2025 10:23
He's good with it. 5M secured. Waiting for confirmation.



	Emma to Joe  |  31/01/2025 10:22
Impossible. But a detailed breakdown? Yes. How's the offshore arrangement?



	Evidence Destruction — 31 January 2025 10:18
Both Emma and Joe deleted messages simultaneously at 10:18 on 31/01/2025. This coordinated deletion demonstrates consciousness of guilt and a deliberate attempt to destroy evidence.



[bookmark: _Toc228407183]4.3 Instagram — Norman Smith Identified as Buyer
On 08/09/2024, Emma searched Instagram in rapid succession:
	Time
	Search Query
	Significance

	21:14
	Joe marsh
	Searching for intermediary's Instagram

	21:17
	normansmith1987
	CRITICAL: Direct search for Norman Smith — the NexGen buyer

	21:18
	Joe Marsh
	Second search for Joe

	21:20
	hamster.184397
	Joe's covert Instagram account — confirmed next day



	Joe (hamster.184397) to Emma  |  09/09/2024 16:57
I found someone in NSI compa. He is interested. He needs to know the level of information you would be willing to share.



'NSI compa' refers to NexGen Circuits — directly confirming the competitor as the intended buyer.

[bookmark: _Toc228407184]4.4 Facebook Messenger — Emma and Norman Smith: Deal Finalised
On 31/01/2025, Emma (Peter Dover, FB ID: 61565261156720) contacted Norman Smith (FB ID: 61564326251951) directly:

	Norman to Emma  |  31/01/2025 12:49
Almost. We need the Blueprint in chunks. Too risky in one go.



	Norman to Emma  |  31/01/2025 12:53
Agreed. First part releases, and 5M offshore reflects. Simple



	Emma to Norman  |  31/01/2025 12:53
Fine. Watch ur inbox in 48 hrs. After that we are ghosts



	Key Finding — Deal Confirmed at 5 Million USD
A 5 million dollar offshore payment was agreed. Emma committed to deliver the 'Blueprint' (QT-AI-2025) within 48 hours (by 02/02/2025). Both parties planned to disappear ('we are ghosts') after the transaction. The word 'Blueprint' directly references the patent design files.




[bookmark: _Toc228407185]4.5 Complete Timeline of Key Events
	Date
	Event
	Platform
	Parties

	02/08/2024
	Emma activates Lebara SIM (+44 7917 162788)
	SMS
	Emma

	09/08/2024
	Emma travels to India (Kerala — Kottayam)
	Lebara / AirTag
	Emma

	21/08/2024 05:56
	Searches 'how to unblock WhatsApp contact'
	Chrome
	Emma

	21/08/2024 06:00
	Unblocks Joe Marsh on WhatsApp
	WhatsApp
	Emma

	21/08/2024 10:58
	Offers to sell AI patent data: 'AI based Neuro product'
	WhatsApp
	Emma / Joe

	21/08/2024 12:47
	'Let's keep this under wraps'
	WhatsApp
	Emma / Joe

	26/08/2024
	Joe meets potential clients at hotel
	WhatsApp
	Joe

	29/08/2024
	Joe flies to Glasgow to find buyer
	WhatsApp
	Joe

	08/09/2024 21:17
	Emma searches 'normansmith1987' on Instagram
	Instagram
	Emma

	09/09/2024 16:57
	Joe: 'I found someone in NSI company'
	Instagram DM
	Joe / Emma

	14/10/2024
	Joe travels to Paris for negotiations
	WhatsApp
	Joe

	20/11/2024
	Emma: 'I have managed to find someone... meeting next weeks'
	WhatsApp
	Emma

	31/01/2025 10:18
	Both delete messages simultaneously
	WhatsApp
	Emma / Joe

	31/01/2025 10:23
	Joe: '5M secured. Waiting for confirmation'
	WhatsApp
	Joe / Emma

	31/01/2025 12:47
	Emma contacts Norman directly on Facebook
	Facebook
	Emma / Norman

	31/01/2025 12:53
	Norman: '5M offshore reflects. Simple'
	Facebook
	Norman / Emma

	31/01/2025 12:53
	Emma: 'Watch ur inbox in 48 hrs. After that we are ghosts'
	Facebook
	Emma





[bookmark: _Toc228407186]5. Findings — USB Flash Drive Analysis (Autopsy)
The USB flash drive (EX-05, EmmaFlashDrive.E01) was analysed using Autopsy. Key statistics:

	Category
	Count
	Forensic Significance

	$OrphanFiles
	969
	Files whose directory entry was lost — possible rapid deletion

	$CarvedFiles
	2
	Files recovered from unallocated space by file carving

	Archives (.gz)
	26
	Compressed files — analysed below

	Deleted Files (File System)
	1,022
	Recoverable deleted files

	Deleted Files (All)
	3,043
	Total including carved and orphaned

	Files 1GB+
	16
	anomalous for a personal USB drive





[bookmark: _Toc228407188]5.1 Carved Files — Deleted Archives
f0711883.gz
	Property
	Value

	Compressed size
	2,852,864 bytes (2.7 MB)

	Declared original size
	2,032 bytes — compression ratio 1,404:1 (ANOMALOUS)

	Content
	843 concatenated gzip streams — Linux man pages including aircrack-ng (WiFi cracking tool)

	Embedded EXE
	Windows executable at raw offset 29,690 — ALL strings obfuscated

	Status
	Deleted — recovered from $CarvedFiles (unallocated space)



	Obfuscated Windows Executable — Antivirus Analysis Required
A Windows executable with fully obfuscated internal strings was found embedded inside this deleted archive. Obfuscated strings are characteristic of packed malware, a data exfiltration tool, or a steganography utility. The co-presence of aircrack-ng documentation (WiFi password cracking) is notable. Antivirus and sandbox analysis is required.




[bookmark: _Toc228407189]5.2 Significance of Hexadecimal Filenames
All carved files use hexadecimal names (f0711883, f0755778) with no original filenames recoverable. This is forensically significant:
1. Deliberate obfuscation: hexadecimal names make files unidentifiable without forensic tools
1. Hash-based naming: consistent with automated renaming tools used in data concealment toolkits
1. Files were deleted after use — recovered only from unallocated space — confirming consciousness of guilt

[bookmark: _Toc228407190]5.3 USB Drive — Summary of Findings
	Finding
	Evidential Value

	Obfuscated Windows EXE in deleted archive
	Possible exfiltration or encryption tool — pending antivirus

	Hexadecimal filenames + deletion from active file system
	Deliberate obfuscation and evidence destruction attempt

	16 files over 1GB — UNEXAMINED
	Highest priority pending action — may contain patent data

	No directly readable patent files found (yet)
	Data likely transmitted digitally per Facebook messages



[bookmark: _Toc228407187]5.4 Steganographic Evidence — JPEG Images
I found three JPEG images in Cellebrite Physical Analyser and subjected to EXIF metadata forensic analysis.

42.jpg — Evidence #1
	EXIF Field
	Hidden Value
	Forensic Significance

	ImageDescription
	Evidence #1
	Self-labelled by Emma as forensic evidence

	DateTime
	2023:05:01 13:00:00
	Physical meeting: 1 May 2023 at 13:00

	UserComment
	Location - Richmond Park, London
	Dead-drop or handover location in London



50.jpg — Evidence #2
	EXIF Field
	Hidden Value
	Forensic Significance

	ImageDescription
	Evidence #2
	Companion image to Evidence #1

	DateTime
	2023:05:01 12:00:00
	Same date, one hour earlier (12:00)

	UserComment
	Location - Richmond Park, London
	Same location — two-phase meeting confirmed



	Richmond Park Meeting — 1 May 2023
Both images point to a physical meeting at Richmond Park, London on 01/05/2023. The timestamps (12:00 and 13:00) suggest a two-phase meeting or two parties arriving separately. This predates the WhatsApp conspiracy (August 2024) by over a year — the criminal relationship began much earlier than initially believed.






1.jpg — Deliberate Decoy
	EXIF Field
	Value
	Significance

	ImageDescription
	Haha Good Try.
	Mocking message directed at forensic investigators

	Content
	Magnifying glass with word 'clue' — Adobe Stock image
	Sourced online specifically as a decoy

	Implication
	Emma anticipated forensic examination of the USB drive
	Proves premeditation and counter-forensic awareness



	Premeditation Established via Counter-Forensic Decoy
Emma deliberately planted a mocking decoy image ('Haha Good Try.') on the USB drive, demonstrating: (a) she anticipated a forensic examination, (b) she had advance knowledge of metadata-based steganography, and (c) she intentionally concealed the real evidence images. This constitutes strong evidence of sophisticated criminal premeditation.




[bookmark: _Toc228407191]6. Suspect Profiling
[bookmark: _Toc228407192]6.1 Emma — Primary Perpetrator
	Attribute
	Detail

	Cover alias
	Peter Dover

	WhatsApp
	+44 7917 162788 (Lebara SIM)

	Gmail
	dovp59@gmail.com

	Social media
	Instagram: peterdover2 | Facebook ID: 61565261156720 | Snapchat: peter_dover

	Device
	EX-01 — Huawei POT-LX1 P Smart

	Role
	Perpetrator — insider access to QT-AI-2025, initiated the sale, managed delivery

	Motive
	Financial gain — $5M offshore payment

	Counter-forensics
	Cover alias, decoy image on USB, simultaneous message deletion, obfuscated tools



[bookmark: _Toc228407193]6.2 Joe Marsh — Intermediary
	Attribute
	Detail

	WhatsApp
	+44 7476 538686

	Covert Instagram
	hamster.184397

	Facebook
	Joe Marsh (ID: 100094930135606)

	Device
	EX-03 — Nokia C2 2nd Edition

	Role
	Broker — found Norman at NexGen, conducted international travel to close the deal

	Locations visited
	Glasgow (UK), Manchester (UK), Paris (France), India connection

	Motive
	Commission / share of $5M deal



[bookmark: _Toc228407194]6.3 Norman Smith — Buyer (NexGen Circuits)
	Attribute
	Detail

	Instagram
	normansmith1987

	Facebook
	Norman Smith (ID: 61564326251951)

	Organisation
	NexGen Circuits (NSI)

	Device
	EX-02 — Detected Model Note 14

	Role
	Buyer — agreed to purchase QT-AI-2025 blueprint for $5M via offshore account

	Motive
	Corporate espionage — obtaining competitor AI chip design patent






[bookmark: _Toc228407195]7. Recommendations
[bookmark: _Toc228407196]8.1 For Law Enforcement
1. Charge Emma under Computer Misuse Act and Trade Secrets information
1. Charge Joe Marsh as co-conspirator: Conspiracy to Commit Fraud and Trade Secrets Regulations
1. Obtain court order to freeze the offshore account before funds move
1. Obtain production orders for Facebook, Instagram, and WhatsApp server-side records (device extraction may not capture all deleted messages)
1. Submit extracted obfuscated EXE to antivirus and sandbox analysis

[bookmark: _Toc228407197]8.2 For Quantum Tech
1. Immediately revoke all of Emma's access credentials, VPN certificates, and physical access cards,fire her etc.
1. Full audit of patent database access logs for the period August 2024 to February 2025
1. Determine whether QT-AI-2025 data was transmitted to NexGen (delivery window: 31/01/2025 to 02/02/2025)
1. Implement Data Loss Prevention controls and insider threat monitoring
1. Consider civil proceedings against NexGen Circuits for receipt of stolen trade secrets



[bookmark: _Toc228407198]8. Conclusion
The digital evidence recovered from all seized devices provides a clear and comprehensive picture of a coordinated corporate espionage operation targeting Quantum Tech's AI chip design patent QT-AI-2025. The evidence establishes the following beyond reasonable doubt:

1. Emma had insider access to Quantum Tech's proprietary patent database and deliberately chose to monetise it by selling to a competitor.
1. Joe Marsh acted as a professional intermediary, conducting multi-city international travel to broker the deal and connecting Emma with Norman Smith at NexGen Circuits.
1. Norman Smith agreed to purchase the stolen blueprint for $5 million via an offshore arrangement, constituting wilful participation in corporate espionage.
1. All three parties demonstrated consciousness of guilt through cover identities, simultaneous message deletion, coded language, offshore payments, and counter-forensic measures on the USB drive.
1. The USB drive analysis revealed premeditated counter-forensic preparation: a mocking decoy image, steganographic location data embedded in EXIF metadata, and deleted obfuscated executable tools.
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