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[bookmark: _Toc65749843]Worksheet 1 

1. [bookmark: _Toc65749844]Screen Captures
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Server1
The user initially had set the base memory at 4096MB for each Server and client, however, due to having 4GB of RAM on the host device, this was adjusted to 1024MB as can be seen below.
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This was found to be insufficient and the user chose to purchase additional RAM (16GB) and installed the RAM themselves. Server 1 Base memory was then changed changed to 2580MB.
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Since the user added additional RAM, all Servers and clients base memory was increased to 2580MB to assist efficiency.


Client 1 with Windows 10 ISO
[image: ]

Server 1 after installation
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Client 1 Windows 10 installation
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Client2 persistent error during installation. The user cleared disk space and then reinstalled which rectified the issue.
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Following successful installation of Client 2 Windows 10 was installed and security options chosen as follows.
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Network Configurations
Server1 
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Renaming the Network Connection to PublicNet
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Assigning the IP address for PublicNet (Adapter 1)
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Adapter 2 has been renamed to PrivateNet1 and assigned the IP address of 192.168.100.1
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Client 1 is connected to PrivateNet1
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The Network connection for Client 1 has been renamed to PrivateNet1.
[image: ]
PrivateNet1 for Client 1 was assigned with the IP address 192.168.100.2
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Server 2 Network connection, adapter 1 is set as PublicNet.
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Server 2 was powered up and the Network Connection for Adapter 1 was renamed to PublicNet.
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PublicNet was then assigned the IP address 192.168.1.101
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Adapter 2 was enabled and named as PrivateNet2.
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Server 2 was powered up and Adapter 2 was renamed as PrivateNet2 and assigned IP address 192.168.101.1.
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Client 2 Network Connection is Adapter 1 which is the same LAN (PrivateNet2) as adapter 2 for Server 2.
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Network connection for Client 2 is reamed to PrivateNet2 and assigned IP address 192.168.101.2
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In order to successfully use the PING command the user disabled the firewall for the Networks for Server 1 and Client 1.
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CMD (Command Prompt) is opened on Server 1 and the PING command is used to contact IP address 192.168.100.2 with 100% success.
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 The same process was conducted for Server 2 and Client 2 and the PING command was used to test connectivity of the LAN as can be seen below.
[image: ]

2. [bookmark: _Toc65749845]Observational Tasks

2.1 [bookmark: _Toc65749846]Type 1 & Type 2 Hypervisors

The user was asked to identify the differences between Type 1 and Type 2 Hypervisors and the pros and cons of both. Hypervisors are a type of software that creates and run virtual machines for use by the creator by separating the computers software from the hardware. [1]
Hypervisors provide many benefits for personal or professional use. They are quicker to setup than physical servers as there are no physical elements of installation and this allows them to be setup almost immediately as per the users request. The hardware and software is completely separate allowing varying hardware to be utilised with various operating systems. As only one host machine is necessary then this reduces cost due to one host running multiple machines which can be relocated with ease at any time as opposed to relocating a physical server.  [2]
Type 1 Hypervisors run on bare metal meaning they run on the hosts hardware to control the resources and to manage the operating systems used. [2]
Type 2 Hypervisors run on top of the operating system meaning it operates like other computer software on a computer and operates as a software layer. [2]
As stated, the main difference between Type 1 and Type 2 Hypervisors is how they run. Type 1 hypervisors are the most commonly used and this is due to the fact the they are essentially more secure than type 2 because they do not run as software and therefore provide safeguarding for the host as it is completely unaffected by any virus or fault that occurs in the virtual machine. This also means that Type 1 Hypervisors usually run more efficiently. Type 2 hypervisors relies on the host to manage calls to the CPU, management of storage and network resources. [2]
Type 2 Hypervisors do have their benefits also, they allow quick and easy access to a different guest operating system. This means that a consumer may use it to access their preferred operating system whilst maintain the host Operating system. This may be attractive for single PC users who want different operating systems for different functions or users who require applications which are only accessible via differing operating systems. This would also benefit engineers in their roles when performing tasks for clients with different operating systems. [3]
The main let down of the Type 2 hypervisor is the latency created by having to access the hosts CPU, storage/memory and network usage, as previously stated this is a risk to the hosts security. [3]
Type 1 Hypervisors sometimes require a separate host machine in order to efficiently manage the hardware and machines which can be a let down for the user as it can cause additional costs.

Type 1 Hypervisor vendor examples include the following,
KVM – A Linux based hypervisor which supports Linux and Windows operating systems and can provide additional management tools for the virtual machines.
Microsoft Hyper-V – A popular choice as it has low costs and is fairly seamless integration and includes windows server. [4]

Type 2 Hypervisor vendor examples include the following,
VMware Workstation Player – Free for use and supports multiple OS such as MAC, Windows and Linux.
VirtualBox – Again this product is free and is widely used. It also supports various OS such as Linux, MAC and Windows. [4]

2.2 [bookmark: _Toc65749847]Subnet Mask

In order to create and sustain efficient network routing, then the engineer must ensure they correctly configure the subnet mask. Subnet masks are used to divide a network into smaller subnetworks by dividing the ipv4 address into a network ID and a host ID. [5]
Depending on how the 32 bits which are available are split, will define whether more hosts are allowed or more sub networks are allowed. For standard IPV4 addressing there are 3 main classes. Class A which is 8 bits for the network and 24 bits for hosts, Class B which splits the network and hosts in the middle with 16 bits available for each and Class C which is split 24 bits for the Network and 8 bits for the hosts, however this can be manipulated to the requirements necessary for a network and does not need to strictly stick to the standard classes. [6]
The subnet mask splits the network part of the IP address and the host part of the IP address. The network part is always represented with 1’s as a string to the left and the host by 0’s as a string to the right. The router will use the subnet mask to identify which sub network a packet is trying to reach. If the subnet mask is incorrectly configured then this could result in packet loss. Some of the benefits of subnetting include greater efficiency by reducing the traffic on a single network by splitting the networks and reducing the risks from viruses by confining the traffic. [6]

2.3 [bookmark: _Toc65749848]Cloud Computing

Cloud computing has revolutionised the way in which networks operate. They provide various services such as servers, databases, storage etc over the internet. This has allowed networks to be more flexible and innovative. It allows the engineer/user to create multiple networks and manage those networks in a shorter space of time and from one location. The costs implications of a physical network are far greater than that of a cloud based network. There are no costs for physical servers and racks and the additional costs of configuring them and maintaining them. 
By using services the user is able to only use what they need and can adjust that at any time with ease. Cloud computing services usually provide good support for their services and this again reduces the cost of maintenance. Cloud networks provide scalability as there is no need for vast server racks, cooling systems, cables etc. It also provides reliability with data backup in the event of a disaster or attack as the data can be stored at multiple locations with the provider. [7]
Some examples of vendors are Amazon web services who are rated as one of the top vendors who provide flexible, reliable and cost-effective services. [8] 
Serverspace which is compatible with Windows and Linux OS, 24/7 technical support and fast speeds. [8]
There are many, many more vendors who all claim to offer very similar services and the user will best be placed to decide on what best suits the needs of their network.

2.4 [bookmark: _Toc65749849]Terminologies 

The author came across a range of different terminologies throughout their objectives of the worksheets. The author has provided a description of some of the terminology.
PING – A ping test is performed by opening the command prompt window and typing the word ‘PING’ followed by the destination IP address or domain name e.g., “PING 192.168.10.1” or “PIN www.nwtraders.msft”. The PING tests the users connection to a network and the latency of the that network. It does this by sending a data packet to the server in order to receive a packet back and therefore confirming the connection. If there is no packet received or it times out, then this means there is no connection. If the packet could not reach the host then this could mean that the host name is misspelled. The time it takes for the packet to complete it’s journey to the destination host and back represents the latency or delay.

OOBE – OOBE or Out Of Box Experience is a term the author had never previously come across, in relation to windows OOBE represents the setup required when a new installation of windows is required. It represents the various questions asked of the user on initial setup. This includes the security questions, use of cortana, network connection, End user agreement and the keyboard settings etc. OOBE also represents the experience the user has when initially setting up a piece of software for the first time, much like downloading and using a virtual box and then creating the servers, clients in the same sense as a user physically opening a piece of hardware from a box and setting it up for the first time. [9]
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