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Introduction:
What does it mean to cloud computing? The Internet is in the cloud. Instead of using the computer's hard drive to store and access data and applications, cloud computing uses the Internet. In today's commercial world, cloud computing has become essential to everyday operations. Many businesses now provide and use public, private, and hybrid cloud services and applications in today's increasingly technological world. From my perspective, there are no clear-cut characteristics of companies that employ cloud computing more than others. In my opinion, it is critical to understand why and how firms are benefiting from cloud computing [1].
Businesses function in various ways, and their usage of cloud computing will vary from that of other organizations in multiple sectors. One of the primary motives for firms to use cloud computing is to get an edge over their rivals in the marketplace. Cloud computing has the potential for cost reductions, new business ideas, outstanding agility and speed in a continuously changing technical environment, and increased collaborations with suppliers and customers [2]. Companies realize this. Executives are always looking for methods to reduce expenses to enhance earnings. Many firms are investing in cloud computing to reduce IT and data center expenditures.
Background of the Study:
[bookmark: _Hlk108960381]The study aims to provide a great understanding of implementing cloud computing infrastructure at the University of Wales Trinity Saint David according to the requirements. Due to the Covid-19 Pandemic, the physical activities of the UWTSD have stopped since March 2020, and the classes or actions have been moved online. Therefore, the administration of UWTSD has decided to implement the cloud computing network in the institution to continue the learning activities. Unfortunately, teachers or staff don't know much about cloud computing and face difficulties. Therefore, they have consulted an organization, "Hitech Cloud," to find out how to implement cloud computing within an organization successfully. 
People may now construct SOA-based Internet services using cloud computing, a new distributed computing trend. The benefits of using cloud services are being calculated and evaluated by many businesses. The most crucial consideration in implementing cloud computing is cost-effectiveness. Other considerations must be taken into account before new technology may be implemented.
Universities such as the University of Wales Trinity Saint David in the United Kingdom are prime candidates for cloud computing. On the other hand, cloud computing is not well understood by operational management. Several factors cause this condition. However, the difficulty in selecting an implementation architecture that supports academic and practical operations is often to blame. Based on the abovementioned issue, research is being conducted to evaluate the requirements and applicability of cloud computing deployment in UK universities. Then cloud computing models are being proposed to establish cloud models that support academic and operational operations.
Services and Models of Cloud Computing:
Cloud computing consists of three models: SaaS, IaaS, and PaaS. Even though each of the three cloud computing models has distinct advantages and disadvantages, they may all work together to create a single cloud computing model [3].
IaaS
This is the most typical cloud computing service type since it provides the basic infrastructure of virtual servers, networks, operating systems, and data storage devices. It eliminates the need for office hardware and provides the cloud flexibility, dependability, and scalability that many enterprises want. As a result, it's perfect for small and medium-sized businesses seeking an IT solution that can keep pace with their expansion. Public, private, or hybrid IaaS is a pay-for-use service that is completely outsourced [4].
PaaS
Cloud computing service providers set up the hardware and software, but companies may create and operate their programs on top of it. PaaS makes it simple to build web apps, and the service is both adaptable and reliable enough to do so. PaaS solutions are great for businesses with many developers working on a single project since they are scalable. Additionally, it might be helpful in cases when an existing data source, such as a CRM program, is required [5].
SaaS
As part of this cloud computing solution, numerous organizations may access the software through the Internet via subscription or pay-as-you-go. Apps that need extensive online or mobile access, such as CRM, may benefit significantly from this technology. SaaS is great for short-term initiatives since it is administered from a single place and doesn't need enterprises to worry about sustaining it [6].
Cloud Security and Mitigation of Security Issues:
It's no longer possible to function in a borderless world without cloud computing, which facilitates information exchange and cooperation. Allowing organizations to be more productive and making remote work feasible, notably during the COVID epidemic, has helped enterprises to maintain company continuity. As much as corporations gain from a cloud environment, it has created several vulnerabilities that may be exploited [7].
Unauthorized Access to Data
In terms of cloud security, it's the most significant threat. Unauthorized access through inappropriate access restrictions and the abuse of employee credentials as the most critical cloud security issue by 53% of respondents, according to a new cloud security spotlight survey. Accessing company data, networks, endpoints, devices, or apps without sufficient rights is unauthorized.
The good news is that security solutions combined with access management rules may be used to address improper access control. Access to cloud apps may be blocked depending on IP address, country, geolocation, and other factors. It allows businesses to comply with data security standards by tracking, monitoring, and reporting on all app access.
Tips to Prevent:
· All user accounts should have a data governance mechanism in place. There should be a central directory service like Active Directory that can monitor and remove access rights for all user accounts.

· It's possible to utilize third-party security tools to extract a list of cloud service users, their rights, groups, and responsibilities. Security personnel may sift and examine the data then.

· To identify illegal modifications and strange behavior, you should also put measures in place for recording and monitoring events.
DDoS Attacks
Another very prevalent assault method that may do a lot of damage to the cloud. DDoS (Distributed Denial of Service) is a kind of attack in which genuine internet users are denied access to services because malicious connection requests are flooded onto them [8].
Tips to Prevent:
· Ensure that your company's internet connection has plenty of bandwidth. The more data a hacker has to work with, the harder it is to overwhelm a system.

· Scan your network and system for vulnerabilities using web application scanning tools to detect flaws that may be exploited to conduct DDoS assaults. Fix the discovered security flaws by implementing security measures.

· Maintain a secondary internet connection as a safety net if your primary circuit is overburdened with requests.

· Define your WAF firewall with custom rules to monitor and filter traffic depending on your needs, then configure the rules to exclude dangerous IP addresses.
Cloud Misconfiguration
The security of the cloud is compromised in some way by three-quarters of all cloud-based businesses. Default passwords, insufficient access limits, improperly handled permission controls, inactive data encryption, and other flaws are too familiar. These flaws may be attributed to malicious insiders and a general lack of security knowledge [9].
Companies might expose risks by striving to customize their cloud use via settings or plug-ins. These ad hoc modifications may lead to difficulties with availability, management, and security, all of which can be caused by configuration drift.
Tips to Prevent:
· Take the time to familiarize yourself with your cloud service's features, settings, and permissions, and don't forget to take advantage of integrated security measures.

· Set up multi-factor authentication and change the default credentials to increase security further.

· Never presume that correctly configured cloud settings will stay the same for an extended period; do regular audits of your cloud asset. Proper audits and monitoring may detect misconfigurations.

· Security management, threat monitoring, and intrusion prevention may all be provided by the leading cloud security service providers like Indus Face.
Data Breaches
The most significant cloud computing hazard facing enterprises today is the loss of sensitive and personal data, whether by accident or design. As more businesses let their workers use personal devices for work purposes without enforcing stringent security policies, the danger of data breaches grows. Security hazards are increased when outdated operating systems are used to access storage services like One Drive or Dropbox. Insider threats are another means through which confidential information might be disclosed. If an attacker gets their hands on a plain text file containing passwords and other sensitive information, it might be vulnerable. To put it another way: A single cloud vulnerability may open up the whole system to data breaches and loss, which is why the cloud is so dangerous [10].
Tips to Prevent Data Leaks:
· Ensure the security of any sensitive data before storing it in the cloud.

· Change your passwords and keep them all in a secure location. Increase the frequency you change your passwords by being more careful while deciding on a new one.

· Regarding critical data, not all of your staff should have the same degree of access. Permissions should be assigned based on "need to know" to keep the incorrect individuals out.

· Educate and teach your employees to prevent them from mistakenly disclosing critical data.
Insecure API
APIs are a boon for companies but a curse for security teams. APIs are supposed to simplify cloud computing, but it does not imply that they are without gray areas. Hackers may get access to sensitive information if APIs are left unprotected. One of the most common reasons for cloud data breaches is a lack of API security. Gartner states APIs will be the most commonly utilized attack vector in cyberspace by 2022 [11].
Best Tips for API security
· To assure their security, APIs should be constructed with tokens, signatures, quotas, encryption, and API gateways, among other security measures.

· Web Application Firewalls protect APIs in the cloud against web-based vulnerability exploits.

· Only rely on APIs built with security in mind, and use a standard API framework. Make sure you can incorporate third-party applications without fear of being hacked.
Hypervisor 1 & 2 Virtualization Concept:
Virtualization would not be feasible without a hypervisor, an essential software component. It separates the physical hardware from the virtual computers and the operating systems that operate on them. Hypervisors isolate physical resources like CPU/Processors, RAM, and other hardware components from your virtual machines. Host machines are the ones on which hypervisors are installed, while virtual machines running on top of them are referred to as guest machines. Hypervisors allow guest computers to make use of the resources that are accessible on the host system. In a virtual computer, no matter what operating system you choose to start, it will assume that it has access to real physical hardware [12].
From a VM's perspective, there is no distinction between natural and virtualized environments. There is no way for the guest computers to know that they were built in a virtual environment by the hypervisor. Alternatively, they may be using one other's computational resources. Virtual machines (VMs) rely entirely on the stability of the hardware that drives them [13].
Hypervisor Type 1:
If you're looking to run virtual machines (VMs) on your actual server, you'll need to install some software on top of it. The term bare-metal hypervisor refers to the fact that no software or operating system exists. A Type 1 hypervisor has been demonstrated to provide exceptional performance and stability since it does not operate within Windows or any other operating system.
It is possible to run virtual machines on top of Type 1 hypervisors, which are operating systems in their own right. The hypervisor runs on a physical system just for virtualization. You can't do anything else with it. Most importantly, you'll find Type 1 hypervisors in business settings.
[image: ]
Hypervisor Type 2:
This is a sort of hypervisor that operates on a host machine's operating system. As a result, type 2 hypervisors are referred to as hosted hypervisors. Hosting hypervisors differ from type 1 hypervisors, which operate directly on the hardware. A hosted hypervisor is a management dashboard for the virtual machines it hosts as a virtual machine administration tool.
Create and manage a virtual environment without installing additional software on another system. A type 2 hypervisor may be installed and executed just like any other program on your operating system. Virtual machines may be cloned and imported/exported with this program [14].
[image: ]
Pros and Cons of Cloud Services:
Pros:
· Cost Saving
· Better Collaboration
· Resource Availability
· Easy Access
· Scalability
· Modern Learning Environment
Cons:
· Dependence on Internet Service Providers
· Less Control
· Security
· Advance Cost
· Vendor Dealing
Recommended Server of Cloud Computing for Education:
According to the research, hybrid cloud computing is the best choice for higher education. The advantages of a public, private, and community cloud are all combined in a hybrid cloud. There are several advantages to using this method. Organizations may use this form of cloud computing to merge the primary types in a manner that best meets their requirements. This allows for the preservation and control of essential data to be quickly relocated, as well as cost-effectiveness and resource management.
As with a private cloud, the shared resources of a community cloud and the cost savings of a public cloud are all elements of a hybrid cloud. A hybrid cloud's flexibility, security, and scalability make it an ideal solution for many businesses.
Modern Cloud Services:
Containers:
Containers are software packages that can operate in any environment since they include all essential components. It's possible to use containers everywhere, from a private data center to the public cloud or even on a developer's laptop, thanks to the virtualization of the operating system.
Dockers:
It is possible to develop, test, and deploy apps with Docker swiftly. All of the components necessary for a program to operate on a given platform are contained inside containers created by Docker. These containers may be used on any platform that supports the Docker protocol [15].
Serverless:
When building and running cloud-native apps, serverless is an approach that removes the burden of administering servers from developers. Servers are still there in serverless, but they are removed from the process of building apps.
Kubernetes:
Using Kubernetes as a Service (KaaS), the most popular container orchestrator in the world can be operated as a managed service. Although most KaaS systems can only be implemented in the public cloud, a few can be set up on-premises.
FaaS:
It is a service category that offers a platform for clients to create, operate, and manage application functions without the burden of constructing and maintaining the architecture traditionally required to develop and deploy an app.
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