


Huawei And the UK’s Way Forward 
 
The primary responsibility of every nation is to protect its borders while enabling its citizens' economic prosperity and safety. The country can realize this responsibility through various methods, most notably, technological dominance, economic sustainability, and military supremacy. The motivation of the United Kingdom to exclude Huawei from its communication infrastructure is to secure its sovereignty. However, this decision cannot be viewed as an exercise of external autonomy since its economic and military allies may have influenced it. 
 Technological prowess for any country is inexplicably linked to economic sustainability. This is shown by the massive growth experienced by Europe during the industrial revolution, the United States during their equipment development for the first and second world wars and China's economic boom when adopting information technology industries. At each time in history, these nations have not only expanded themselves but their global influence. Therefore, the prohibition of Huawei's equipment is not one of business but rather an effort to curb the Chinese government's power and its socialist ideologies. 
The Fifth-generation mobile telecom technology, better known as 5G, is an upgrade to the current Fourth generation network. 5G networking is expected to revolutionise data-driven industries, smart cities, and infrastructure management because of its benefits over 4G, which include higher data rates and increased download speeds with fewer delays. The new upgrade will also include a more stable connection, less interference from other network frequencies and the ability to connect more devices. In addition, it will provide security and be uninterrupted in areas currently seen as congested by 4G infrastructure due to the new technologies, spectrum, and frequencies (Vella, 2022). 
Today, information is power, which is why companies like Facebook and Google collect so much data from their users. This information is used not only for advertising but affects major business decisions and investments. Moreover, data security is important because many industries and national infrastructures are moving towards data-driven archetypes or heavily relying on technology. For example, banking, health, transportation, utilities, commerce, and much more will become dependent on the 5G infrastructure, presenting an area of vulnerability for any country.  
In 2011, the wireless industry and its dependent communities generated $195.5 billion in GDP for the United States of America (US) economy. They were projected to grow to $441.8 billion by 2019 (Attwell Baker, 2020), which surpassed all expectations. This growth reveals the significance of the US leadership role in the 4G sphere of influence, spurring financial wealth and economic development. Additionally, the significance of 5G's introduction to Britain's (United Kingdom/ UK) economy is expected to yield as much as £158 billion to the economy estimated by Barclay's research (Young-Powell,2020). The prominence of technology and the importance of who provides and controls the country's infrastructure cannot be underestimated. The nations currently leading in 5G development and implementation are South Korea, the US, and China, with around 80 – 90% population coverage (Vella, 2022). 
Espionage and sabotage have been a tool in the arsenal of nations during times of war and peace. A country with the ability to exercise cyber superiority would have a formidable advantage over its fellow nations. Their strengths, weaknesses, strategies, and other sensitive information will be available for exploitation. Therefore, the means or tools for a country's empowerment, such as electronic tracking, surveillance, disruption, or disinformation, can be streamlined to fit a given scenario. Countries must feel secure in their communication networks' underlying hardware and software infrastructure, being free of vulnerabilities from other nations or organisations.  
The Russia-Ukrainian War is a current example of the benefits of advanced technology in action. According to an article published by the EUROPEAN COUNCIL ON FOREIGN RELATIONS (ecfr.eu) entitled: Why advanced weapons can help Ukraine defeat Russia, commentary April 20, 2022. References were made to the benefits should the Ukrainian army be provided with advanced systems and the required training by North Atlantic Treaty Organisation (NATO) members. Furthermore, the authors laid out the benefits of superior technological firepower against the larger invading Russian forces; "…Ukraine could significantly increase the Russian Air force's losses."  The authors also spoke about the effectiveness and impact of advanced air defense systems, anti-warship weapons, and unmanned aerial vehicles on the outcome of hostilities in favour of Kyiv (Lymar, 2022b). 
Again, the ECFR noted in its commentary, Lessons for the West: Russia's military failures in Ukraine. "But the situation changed after the US provided Ukraine with M142 HIMARS…the Ukrainian armed forces used to destroy more than 50 Russian ammunition stores in just a few weeks." "…Western states should not…be intimidated by Russian threats…if they provide Ukraine with more advanced technology, such as ATACMS." (Army Tactical Missile System) Commentary 11th August 2022 (Lymar, 2022a). 
These articles give us insight into some of the implications or consequences of being second best to one's neighbour. The ability to communicate and to do so unimpeded and effectively is paramount. It could mean the difference between life and death; no nation wants to be subservient to another in this regard. Let us examine Huawei's company history to understand the rationale better, if any, why the UK government decided to ban the telecom giant from their 5G infrastructure.  
Huawei began its business by providing network infrastructure for telecommunication companies by installing and maintaining telephone exchanges before developing hardware which targeted consumers and businesses almost exclusively in the Chinese market before 2000. However, when the company expanded outside of China, it garnered an impressive reputation for providing quality network infrastructure at a rate more affordable than its competitors. As a result, it is now one of the biggest tech giants, with an estimated annual revenue of over one hundred billion US dollars. Excelling in consumer electronics and is a world leader in 5G technology, most recently winning two awards at Nigeria Tech Innovation & Telecom Awards (NTITA) (Ibeh, 2022). As a result, of the seven vendors that supply around 80% of the world's telecom equipment, Huawei alone has a 29% share of total revenues, followed by Nokia and Ericsson, each having approximately 15%, with the remaining 20% by ZTE (11%), Cisco (6%), Samsung (3%) and Ciena (3%) (Fletcher, 2021).  
However, issues relating to ownership and affiliation with the Chinese government have surfaced. It was revealed, the founder of Huawei is a former member of the Chinese military, and it stands to reason Huawei may be under the direct influence of the Chinese government. China's 2017 National Intelligence Law, Article 7, "authorises the Chinese government's deliberate integration of the public and private digital landscape, which requires Chinese citizens and organisations to cooperate with state intelligence work" (Evanina, 2019). Therefore, Article 7 would be of grave concern to any nation or entity conducting business with their Chinese counterparts.  
Similar to Britain's Investigatory Powers Act of 2016, it expanded the electronic surveillance powers of the UK intelligence community and police. Particularly, web and phone companies are required to store records of websites visited by customers for 12 months and authorities can access those records without a warrant (Gill, 2019). 
Case in point, the use of the phenomenally successful Chinese app Tik Tok was criticised by the Indian government and cybersecurity analysts. India's Ministry of Electronics and Information Technology declared, "The Chinese apps were stealing and surreptitiously transmitting users' data in an unauthorised manner to servers which have locations outside India" (LUNDGREN, 2020). Here is a state who has voiced its concerns about China's cyber activities concerning its national security. China has displayed and continues to demonstrate aggressive tendencies towards western democracies, the UK being no exception. Cyber security analyst: Kara Fredrick of The Centre for New American Security published a testimony outlining the risks posed by similar Chinese apps and companies. 
The UK prides itself on being an open market accessible to investors worldwide. In January 2020, the then Prime minister of the UK sanctioned the use of 5G equipment manufactured by countries termed as "High-risk vendors". This list of companies includes Chinese manufacturer Huawei. He, however, restricted access to "sensitive core" parts of the network. This move directly defied a warning issued by then-US president Donald Trump. In response, White House officials blasted Johnson's decision, with a senior official stating, "The United States is disappointed by the UK's decision" (Macias, 2020). Furthermore, the official said, "There is no safe option for untrusted vendors to control any part of a 5G network" (Reuters Staff, 2020). Despite US concerns, prime minister Johnson emphasised the importance of countries working in harmony to widen the market and bring an end to monopolisation (Roland Jackson, 2020). 
Following the announcement, Culture Secretary Nicky Morgan said, "We want world-class connectivity as soon as possible, but this must not be at the expense of our national security. High-risk vendors have never been, and never will be, in our most sensitive networks" (Department for Digital, Culture, Media & Sport, 2020). This was done to tackle the White Houses' fears of China having access to sensitive information regarding China's 2017 National Intelligence Law, Article 7. 
It was reported that Huawei's vice president Victor Zhang Announced his pleasure in the UK's decision, stating that the decision was "evidence-based" and "The UK Government's confirmation reassures Huawei that we can continue working with our customers to keep the 5G roll-out on track" (UK News, 2020).  
In the meantime, while Germany is looking into developing its 5G infrastructure, researchers have found little hard evidence that Huawei poses a security threat. Moreover, in its probing, the German IT watchdog has not found any indication that the company was spying. But they have decided to postpone the decision until a future date. At the same time, Chancellor Markel acknowledged that a range in 5G manufacturers is crucial for a successful roll-out (Reuters, 2020). 
In a turn of events, six months after the announcement that allowed the purchase of equipment from Huawei, Boris Johnson made a U-turn and reversed this decision. In a statement released by Oliver Dowden MP, he stated that "facts have changed and so have our approach. That is why we have taken the new decision that no new Huawei equipment from the end of this year." (Department for Digital, Culture, Media & Sport, 2020a). He said companies must set a timetable to eliminate Huawei by the end of 2027. Huawei's initial response to this decision was made by Ed Brewster, spokesperson for Huawei; he stated, "This disappointing decision is bad news for anyone in the UK with a mobile phone. It threatens to move Britain into the digital slow lane, push up bills and deepen the digital divide" (Huawei, 2020). The statement, however, did not stop there. It accused the United States of meddling in the UK's trade policies "our future in the UK has become politicised; this is about US trade policy and not security" (Huawei, 2020). 
While addressing the house of commons, Oliver Dowden argued, "The new US measures restrict Huawei's ability to produce important products using US technology or software" (Department for Digital, Culture, Media and Sport, 2020). Furthermore, he said, "given the uncertainty that this creates around Huawei supply chain, the UK can no longer be confident it would be able to guarantee the security of future Huawei 5G equipment" (Department for Digital, Culture, Media and Sport, 2020). 
With the decision to ban Huawei only six months after prime minister Johnson gave them permission, the question begs to be asked; did the UK make that decision on their own or was it a case where the US forced this move threatening the long arm jurisdiction? The United States has been known to influence policies in allied nations using sanctions and intimidation. For example, the US long-arm jurisdiction law was evident when the daughter of Huawei's founder was arrested in Canada on suspicion of committing fraud in China (Morris, 2021). 
One can also argue the US understood the wealth of information which can be gathered from collecting vital data from 'ordinary citizens. This resulted in a change in US policy regarding the use of direct foreign technology. The United Kingdom was stuck in an intense dispute between the US and China. Hence the reason for resistance from the US to Britain's use of a Chinese platform. 
Suppose we consider the facts starting from January 31, 2020, when Great Britain exited the European Union through Brexit. Britain transitioned from being China's closest ally to its staunchest critic by strengthening ties with the US; this was further demonstrated when Britain was the first among its European partners to halt the construction of Huawei's 5G telecommunication network. With Brexit as its new reality, and severing ties with its closest economic partner, the EU, Britain felt exposed and therefore did not want to risk damaging the relationship with its closest security ally, the United States. Washinton required the UK to collaborate with them when engaging China. The UK would have reversed policy on this issue to the point of approving the sale of a microchip manufacturer to a Chinese company, though this may now be in jeopardy (McTague, 2022).  
It has been abundantly clear that the UK's decision to exclude Huawei from its 5G telecommunication network was undertaken partly to appease Washington, who, on May 15, 2020, brought sanctions to the telecom giant. This move was in response to national security concerns posed by Chinese companies or individuals engaged in business activities with foreign counterparts. London initiated sanctions against Huawei primarily for two reasons: 
(1) They were 'nudged' by the US government's foreign policy (which restricted Huawei's use and access to US technology).  
(2) The potential security threat Huawei presented by China's 2017 National Intelligence Law. 
We will focus on point number two for the time being. 
The basic premise of this law sees all citizens and companies being used covertly as intelligence-gathering agents of the Chinese government. "All organisations and citizens shall support, assist, and cooperate with national intelligence efforts by law, and shall protect national intelligence work secrets they are aware of," (Translate, 2017) states Article 7 of the law.  
In addition, Article 9 provides incentives to individuals and businesses participating in the intelligence-gathering effort. Article 14 goes into more detail by legally authorising "organisations and citizens to provide the necessary support, assistance, and cooperation" (Translate, 2017). This undoubtedly includes national working outside China. Mannheimer Swartling's dossier titled 'China's Elite Capture' refers to Chinese telecom firms as 'Beijing strategic assets', depicting predominant pro-Huawei supporters as 'useful idiots'. 
There is no escaping this; Huawei, being a Chinese company, is required by Chinese legal precedence and obligation to 'spy' on any entity – state or otherwise; these actions pose a significant threat to the UK's national security.  
 In a move of formality, the UK government on October 13, 2022, issued documents to broadband and mobile operators stating that "Huawei's technology must be removed from UK's public networks by the end of 2027" (Department for Digital, Culture, Media & Sport, 2022). The document, termed a Designated Vendor Direction, was sent to thirty-five UK telecom operators. It contains guidelines from the National Cyber Security Centre (NSCS) on the items and equipment they can no longer use, and items affected by the 2020 US government sanctions. Simultaneously, Huawei was issued a Designation Notice document which classifies the company as a high-risk vendor for 5G network equipment (Department for Digital, Culture, Media & Sport, 2022). The decision to issue these documents came in response to the Telecommunications (Security) Act 2021. 
In the wake of the new regulations, Digital Secretary Michelle Donelan said, "Thanks to this government's tough new laws, we can drive up the security of telecoms infrastructure and control the use of high-risk equipment" (Department for Digital, Culture, Media & Sport, 2022).  
In Conclusion, the World Bank has forecasted China's GDP growth to be 2.8%, with the significant influencing factor being China's commitment to its zero-Covid policy (World Bank, 2022). However, despite this growth and China being a leading manufacturer in the 5G telecommunications arena, mistrust has developed from neighbouring countries through the years. This has resulted in countries like the US, Australia, now the UK and soon Canada and India implementing restrictions of varying degrees limiting Huawei and similar technologies within their own networks. With approximately 40% of the world's telecom equipment being provided by Chinese companies (Fletcher, 2021), therefore excluding them from a country's network infrastructure would be challenging and costly. From 2020 to the present, the United Kingdom has been back and forth in its decision to either allow, ban, or limit Huawei's components to be used in their 5G infrastructure. It is, therefore, left to be seen if the current UK administration will seek to rekindle ties with China and its tech giant Huawei. 
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