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[bookmark: _Toc77596966]Introduction
The purpose of this assignment was to deploy a network directory service. This included deploying Active Directory and adjoining a system (Client 1) to a network.

[bookmark: _Toc77596967]Task 1
In this task the author renamed the computer (server 1) to DC1-NWT. Screenshots in annex A.

[bookmark: _Toc77596968]Task 2
In this task the author deployed Active Directory onto Server 1. Screenshots in annex B.

[bookmark: _Toc77596969]Task 3
In this task the author created users. Screenshots found in annex C.

[bookmark: _Toc77596970]Task 4
In this task the author enforced some network policy options. Screenshots can be found in annex D.

[bookmark: _Toc77596971]Task 5
In this task the author adjoined to the domain and tested the user logons. Screenshots can be found in annex E.


[bookmark: _Toc77596972]Task 6

[bookmark: _Toc77596973]6a
DNS stands for Domain Name System and is used to provide addressing for machines. It works like an address book for the IP addresses in a network. An example of this is if a user inputted a web address to reach a site, DNS would translate this to its IP address.
[bookmark: _Toc77596974]6b
The author has identified the following 2 critical roles of an enterprise network:
DHCP – this stands for dynamic host configuration protocol and is used to assign IP addresses using a client-server architecture.
Group Policy – this is a tool that allows an administrator to implement configurations for users and computers. It is fundamentally a security tool and can be used to apply security settings to computers and users.
[bookmark: _Toc77596975]6c
It is important to have different level of access and roles within the built in network user account in order to provide security and integrity to the network. It allows an administrator to provide a user with least privilege to perform their role and ensures they do not have more access than required.

[bookmark: _Toc77596976]6d
Microsoft’s recommendation is to implement role-based access controls using nested groups in a native-mode Active Directory domain. The AGDLP model nests different groups within each other whilst maintaining security and efficiency.

[bookmark: _Toc77596977]Annex A
Server 1:
Firstly the author needed to confirm that the Server IP was statically defined, no DNS was setup and that the firewall was turned off on server 1.
[image: Text

Description automatically generated]
DHCP is no meaning the IP address is static.
[image: Graphical user interface, text

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]
The computer was then renamed
[image: Graphical user interface, application

Description automatically generated]
Following a restart the author was able to verify the name change
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Description automatically generated]



[bookmark: _Toc77596978]Annex B
The author deployed Active Directory as a role/feature based installation.
In server manager the author selected add roles
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]
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Description automatically generated]Password used is N3tW0rk1
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Description automatically generated]

[bookmark: _Toc77596980]Annex D
User created: Task FourUser username:T4U password: Password1
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Description automatically generated]
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Description automatically generated]
Task 5
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On Client 1
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