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ABSTRUCT/SYNOPSIS  
The main aim of this project is to investigate the security of consumer IoT devices through the process of penetration testing. This research was conducted in a controlled environment where there is number of consumers IoT devices. In this research the IP camera and Smart light bulb were chosen in order to meet the real research scenario.
The relevant penetration resting methodologies such as planning, information gathering, discovery and attacking were adopted in this project. 
The project findings evident the exitance security weakness in the target IoT devices. 
Moreover, the result findings from the testing section of this project also reveals that the devices were using insecure communication services (HTTP). 
In conclusion the study was able meet the aim and the objectives of the project throughout the scientific methodology of data collection and evaluation. The wonderful design and implantation had a vital importance for the success of the project.  
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[bookmark: _Toc70079809]Chapter 1 Introductory chapter
[bookmark: _Toc70079810]Introduction 
The Internet of Things (IoT) is one of the most popular and widely used technology all over the world today. Its ability to deliver various types of services, the rising capacity of network connections and the heterogeneity of the connected gadgets allowed this technology to be more adaptable and scalable. Currently the number of IoT devices is around 13.8 billion units and number expected reach up to 30.9 billion devices by 2025[1][2] [3].
Nowadays, the IoT devices became an integral part of almost every aspect of the modern human life including, health, business, education, industries and so on. The type of IoT devices commonly used in our homes are known as consumer IoT devices. Those devices play a great role in improving our daily life by letting us to create smart homes and secure our buildings remotely using IP Cameras. However, the use of such devices involves the exchange and storage of individual’s sensitive data inside the devices itself or remote servers[4][1].
Many scholars suggest that the number of threat actors is continuously rising in number and complexity. The main goal of these intruders is to steal, corrupt and disrupt the data of the individuals by affecting the integrity, availability and confidentiality of the data that belongs to others[4][5]. 
This can lead us to ask so many to critical questions such as: Are these findings are true? If so, how secure are these gadgets? Where is the security flaws lies? Are there any counter measures to that helps to minimise or halt the possible threat? and so on. 
This study was conducted to give provide a solid answer to the above questions. The main aim of this project is to investigate the security of consumer IoT devices through the process of penetration testing. This research was conducted in a controlled environment where there is number of consumers IoT devices. In this research the IP camera and Smart light bulb were chosen in order to meet the real research scenario.
In the first section, an introductory chapter about the subject of study will be presented. 
In the second section of project, a comprehensive research background and review from different literatures about the subject area will be conducted.
Next, a scientific research methodology for collecting, analysing the data will be conducted. 
Then after carefully designing and implementing the IoT ecosystem, the experiment was conducted in order to gain an outcome of the tests. The results from the testing were evaluated against the findings from the literature reviews.  
Finally. Conclusions and recommendations were drawn. 

[bookmark: _Toc70079811]AIM
The main aim of this project is to perform Penetration testing on the consumers Internet of Things (IoT) devices.

[bookmark: _Toc70079812]OBJECTIVES
This project will investigate the security of the consumers Internet of Things (IoT) devices through the penetration testing method using gadgets like: (IP Camera and Smart bulbs). 
The project sets the following objects to achieve the desired aim of the project.
· To conduct background research and literature reviews in the subject area.
· To Adopt the necessary penetration testing steps.
· To Ethically attempt to penetrate the security system of the devices under study.
· To Make use of open sources penetration testing tools such as Kali Linux.
· To evaluate the experimental results. 
· To draw conclusion and recommendation based on the research background, literature and the finding.







[bookmark: _Toc70079813]Structure of the project 
To provide the reader with better insight, a sense of flow and understanding about the project, this project was organised and structured into the following chapters.
Chapter 1: Details the report overview, the main aim and the objectives of the project. The structure of the entire project can also be seen in this section. 
 Chapter 2: Outlines the background research, related works and research literature. The research literature section reviews various credible sources such as books, journals, and websites which can give better insight into the intended research. 
Chapter 3: Shows the research methodology where sections like research process, philosophy, approach and design used in this project are well explained. 
Chapter 4: Illustrates the design and implementation of the intended research. The design section of this project shows the topology of the network and the requirements to perform the implementation.  The design also presents a visual model of the research experiment prior to the deployment.  
The implementation outlines the software and hardware components which will be used during the application of the experiment. 
Chapter 5: This section demonstrates, the penetration testing deployed and evaluates the outcome.
Chapter 6: Delivers a summary of the entire project to the reader of what the author has accomplished in the project. This also includes the deductions attained from the analysis of the outcome, the work done and the recommendations for the further study. 
Chapter 7: Reflects the achievement of the author based on the set aims and objectives. 
Chapter8: The Appendices section presents all figures and work done to full fill the project. 






1 CHAPTER 2 - RESEARCH BACKGROUND AND REVIEW OF LITRATURE 

The Internet of Things (IoT) is composed of a huge number of physical objects which are uniquely identified, universally interlinked and accessible via the Internet[6].
The term Internet of Things (IoT) was first introduced by Kevin Ashton in 1999 who was the executive director of the Massachusetts Institute of technology (MIT). However, the concept of linking objects to the Internet (IoT) can be traced back to the early 80s during which the Internet was at its infant stage [7][8][9].
 Nowadays, due to the drastic evolution of the Internet into a network of interlinked objects that has the potential of detecting information from the surrounding, interact with the physical environment(actuation) and utilise the Internet protocols to deliver service for data transfer, analysis, applications and communication[10]. These broad nature of the Internet of Things (IoT) allows many scholars and practitioners to approach the concept of IoT from different prospective and as the result, the concept of IoT remained with no unique and globally recognised and definition [11].  The initial concept of IoT was concerned more about the data generated by people whereas, the later version is extended to include the data produced by everyday objects[12].
One of the most common definitions of IoT stated that , IoT is the network of linked devices that possesses a unique identifier Internet Protocol (IP) address as well as an embedded technology which allows them to sense, collect and communicate information about either themselves or the surroundings or even both[11]. On the bases of communication type, the IoT can also be categorised into three main classification namely: human to human, human to machine (M2M) and things to things interaction via the internet[12]. Interconnectivity, heterogeneity, dynamic changes, safety, services and enormous scale are some of the main characteristics of the Internet of Things[13]. 




[bookmark: _Toc70079814]How IoT works
The four major components of the Internet of things (IoT) systems are Sensors or Devices, Connectivity, Data processing and User interface. 
The Sensors or Devices play a great role in gathering an instant or real time data from environment around them. The data obtained from the sensor devices can be simple as that the data from temperature sensors or complex as full video feed. Moreover, a given single device can have many sensors packed together to perform more than just sensing things for example, our cell phone. The Connectivity part of the IoT systems refers to the medium of transport which is required to transfer the data gained from the sensor devices to the cloud infrastructure. Cellular network, Wide Area Network (WAN), Bluetooth and Low Power Wide Area Network are few examples for the exiting medium of communication and transport. In IoT systems it is very critical to select the best connectivity option based on criteria like power consumptions, bandwidth and range of coverage. Following the collection and presence of the data on the storage cloud, the Data Processing unit analyses and make decisions up on the acquired data using various software. while the user interface allows the user to be aware of the action taken on the system by sending notifications or alert to user IoT mobile apps.
[image: ]
[bookmark: _Toc70076506][bookmark: _Toc70079272][bookmark: _Toc70065499]                                           Figure 1: Components of IoT systems  [14]






[bookmark: _Toc70079815]Infrastructure of IoT
The Internet of Things (IoT) does not possess a specific and universally recognised architecture yet. This is mainly because different vendors as well as applications prefer to implement their own layers[15].  Moreover, within the IoT gadget and the network they use, a broad range of protocols can be used to enable the data transmission and communication. However, the selection of the right stack of data transmission and communication is entirely relaying on the intended functionally and security requirements[16]. Some of the most common IoT layers are; Link or physical layer, transport layer, network layer and application layer. The diagram below shows some of the common IoT layers along with the protocols needed in each layer.
           [image: ]
[bookmark: _Toc70076507][bookmark: _Toc70079273][bookmark: _Toc70065500]                    Figure 2: Common IoT stack  [16]
[bookmark: _Toc70079816]IoT communication Protocols and standards 
IoT protocols are modes of communication that preserve and guarantee optimal security to the information or data being interchanged between the connected gadgets. Although, the typical IoT devices are connected to the Internet through the Internet Protocol (IP) network, the Radio Frequency Identification (RFID) and Bluetooth allows many IoT gadgets to link locally without the need for Internet. These non-IP networks require less power and memory consumption as compared to the IP networks, but they are only capable of covering a short range of network area. The IoT communication protocols can support a combination of both IP and non-IP networks depending up on the usage[17]. 
Although, there are number of IoT wireless communication protocols exiting today, in this project only the Wi-Fi, Near Field Communication (NFC) and the Bluetooth wireless communication protocols will be discussed. 
[bookmark: _Toc70079817]Bluetooth 
Bluetooth is a short-range wireless radio technology which utilises the Frequency Hopping Spreading Spectrum (FHSSS) radio technology. The FHSS utilises seventy-nine (79) various frequency channels by altering the frequency one thousand six hundred (1600) times in a second. Bluetooth normally functions at 2.4 GHz in free Industrial Scientific and Medical (ISM). The capacity of the Radio Frequency (RF) to penetrate through any barriers, permits Bluetooth and other wireless communication technology to develop rapidly. Bluetooth empowered gadgets permit clients to create ad-hoc network known as piconet which is a link that is based on master-slave architecture. It is also commonly used to in mobile phones to enable the devices to communicate with other computers, laptops or hand-free gadgets[18].
Security on the Bluetooth: The Bluetooth contains three main security modes known as security mode 1,2 and 3.
Security mode 1: Does not have the fundamental security modes such as authentication and encryptions. Thus, this mode offers no security[19].
Security mode 2: In this mode the security operations are offered once the link establishment is done and prior to the channel establishment. The security mode also presents verification and authorization. Hence, the security level offered at level is at the service level[19].
Security mode 3: This mode provides the highest level of security to the Bluetooth infrastructure and prevents it from a number of possible attacks. The type of security used at this mode is at the Link level. Thus, this mode is most secure mode compared to the two other modes[19]. 
The two main possible Bluetooth enabled devices attacks are the active and passive attacks. 
Active attack: Refers to the attack which aims to change or affect the normal operation of the data exchange process of the Bluetooth enabled devices[19]. 
Passive attacks: Refers to the attack which aims to listen to the data exchange or information of the user without inducing any amendment to the original data. Most of the time victim is not aware of the attack[19].
Some of the main Bluetooth threats are: Blue Sniper Rifle, Bluejacking, Bluebugging and so on[18][19].
 

[bookmark: _Toc70079818]Near Field Communication (NFC)
NFC is a group of short-rage IoT communication protocols that allows the data transmission between compatible gadgets either by touching or through the contactless method at a closer proximity. The former standard of NFC is (ISO) International Organisation for Standard / (IEC) International Electronical Commission 18092 and improved standard version is ISO/IEC 14443A &B JIS X-6319-4. Generally, this protocol operates through electromagnetic field at 13.56-megahertz (MHz) frequency and data rate between 106 to 424 kilobits per second(kB/s)[20]. The NFC has a limited range and it does not operate well at more than 10cm distance. Although, the NFC and the Radio Frequency Identification (RFID) utilizes similar protocols that can serve for identification purpose, unlike the RFID, the NFC protocol supports two-way communication of data[21]. The three most common modes of NFC devices are: Active mode, Passive mode and Peer to Peer mode. The Passive NFC mode (card emulation mode) includes devices like tags and small transmitters that has the potential of transmitting data to another similar devices without utilizing own power source as they are powered by the Radio Frequency (RF) emissions of the active NFC devices that they are communicating with. Most of the time these gadgets cannot link to another passive component and they do not have the capacity to process an information received from other source. Whereas the active NFC gadgets can exchange data and they also can interact with each other and with other passive devices mainly because they have active power supply source and they can generate their own Radio Frequency (RF) field. Some examples of active NFC devices are card readers and touch payment. The Peer to Peer mode permits two active tags to interact or write one another[22]. 

                     [image: ]
[bookmark: _Toc70076508][bookmark: _Toc70079274][bookmark: _Toc70065501]                                     Figure 3 : NFC Operation Modes[22]

[bookmark: _Toc70079819][bookmark: _Hlk32787645]Wireless Fidelity (Wi-Fi)
Wi-Fi is a wireless Local Area Network (WLAN) based on the Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards. It is one of the most common and popular wireless communication protocols that operates through Radio signal wave to receive and send digital signals. The concept of Wi-Fi was first introduced in 1997[23]. It operates on 2.4 GHz and 5 GHz Industrial, Scientific and Medical (ISM) frequency bandwidths. The Wi-Fi standards includes 802. 11a, 802.11b, 802.11g, 802.11n and 802.11ac. The 802.11ax is latest which is released in 2019. The 802.11b and 802.11g standards operate at 2.4GHz frequency band, while the 802.11a and 802.11ac standards utilize the 5GHz frequency band[6][24]. 
The table below shows the Wi-Fi versions, the year they release and the amount of the data they can transmit in Megabits per second.
    [image: ]
[bookmark: _Toc70065644][bookmark: _Toc70079328]              Table 1:  The Wi-Fi Standards [25].
Devices work on frequency ranges (either 2.4GHz or 5GHz) are placed on the stipulated channels which are located inside those bands. There are about fourteen (14) Wireless channels that works on various frequencies. Based on geographical locations there are some channels that the Wi-Fi routers are permitted to broadcast signals on[26]. For instance, 13 channels are available on Europe but only 11 channels in the United State of America (USA). Additionally, there are various channel widths that are used by the Wi-Fi standards. For example, 802.11ac requires the utilization of channels with a width of about 80MHz (Megahertz), while 802.11g need channels with a width of 40MHz [6] [27]. 


Wi-Fi security 
The Wi-Fi network provides both plain text communication and encrypted communication. The plain text communication involves multi-access medium and as a result message are exposed to many cyber-attacks or interceptions. The encrypted communication on the other hand, is more secure though, it involves high energy costs as compared to the plain text communication[6].
Generally, the security of Wi-Fi network communication requires four types of infrastructure components known as: Authentication infrastructure, Radio security, Packet filtering and Access to remote services (roaming) [28]. 
The authentication infrastructure is based on the utilization of the Remote Authentication Dial-In User Server (RADIUS) where the authentication can be done either from the local server (within the domain) or outside the domain. An authentication message is supported by many servers connected together through some security measures which lead to the establishment of trust circle. The main goal of the Radio security is to confirm that the integrity, confidentiality and packet signature is maintained throughout the data communication. The common protocols which are responsible for services are: Wired Equivalent Privacy (WEP) and Temporary Key Integrity Protocol (TKIP). The Packet filtering is based on the packet signature which utilises the keys provided from the authentication processes. This method is very important in preventing the risk of disguise or spoofing. Filtering access points and portal (systems) is also helpful in maintaining the privileges of Internet Protocols (IP) packets thus, the delivery and billing quality of services is possible. The Roaming (Access to remote services) on the other hand, is designed under the Virtual Private Network (VPN). Common protocols used are the IP security and the Secure Sockets Layer (SSL) [7] [28]. 







Wi-Fi security mechanisms
The data broadcasted from the access point to the adjacent station wirelessly through the Wi-Fi protocol can be accessed by a malicious user by entering to the network area and retrieving information first. To avoid such a data bridge, the client needs to form a bond known as association. A complete association between the access point and a client requires the client to pass through three states: 
· Non -authenticated, non- associated
· Authenticated, associated
· Authenticated, non-associated.
The figure below shows the authentication and the different states of the 802.11 standard. The frame exchange that occurs during the state transaction can be either data or management frames. For example, the exchange of management frames is required in moving from one state into the other [29].
                             [image: ]         
[bookmark: _Toc70065503][bookmark: _Toc70076509][bookmark: _Toc70079275]                                         Figure 5 : The states for authentication in the Wi-Fi network[29].








Authentications types for Wi-Fi
The 802.11 Authentication is the initial step in establishment of network connections. The Wi-Fi authentication demands a mobile equipment or station to set its identity with adjacent wireless router or an access point[30]. The two main IEEE 802.11standards authentications are: Open authentication and shared key authentication. 

Open authentication 
Open authentication permits any gadget to authenticate and then attempt to exchange data with access point or the broadband route [31]. Since the open authentication is a default process it holds no precise authentication. Any cordless equipment can authenticate with access point (AP) but in order to establish communication the WEP (Wired Equivalent Privacy) key must match with the WEP of the access point. Thus, a device with no WEP cannot attempt to authenticate the AP that uses the WEP. Moreover, the open authentication does not depend on a RADIUS server on the local network [30].The diagram below illustrates the sequence of the open authentication while discarding the frame of the laptop and the AP as they have different WEP.

             [image: ]
[bookmark: _Toc70065504][bookmark: _Toc70076510][bookmark: _Toc70079276]                                  Figure 6:  Open authentication sequences  [30].



Shared key Authentication 
Shared key authentication is a process by which a given device can get admission to enter the wireless network that utilizes the WEP protocol [32]. 
During this process, the device that needs to communicate with the AP forwards an authentication request. The AP forwards a frame that contains a sequence of characters known as a challenge text of 128 bites encryptions generated by the WEP protocol after receiving the frame from the authentication seeking device[29]. The shared key authentication does not depend on RADIUS server present in the network [30][33].
The diagram below illustrates the shared key authentication.
            [image: ]
[bookmark: _Toc70065505][bookmark: _Toc70076511][bookmark: _Toc70079277]            Figure 7 : Shared key authentication [30].











Wi-Fi Security protocols 
The main security protocols used by the 802.11 standards are: Wired Equivalent Privacy (WEP), Wi-Fi protected Access (WPA), Wi-Fi Protected Access version two (WPA2). The WPA version three is also released recently. However, in this section only WPA will be discussed. 
The comparison between the three Wi-Fi security protocols can be seen in the table below.
              [image: ]
[bookmark: _Toc70079329][bookmark: _Toc70065645]                   Table 2:  Summer of the Wi-Fi  security methods [34]

Wi-Fi protected Access (WPA)
The WPA is security standard protocol which was first introduced by the Wi-Fi Alliance. This protocol came into existence as a remedy to improve the WEP inherited security drawbacks that fails it from achieving the desired data integrity, confidentiality and authentication in a wireless network. The WPA was approved by in 2004 by the IEEE standards as 802.11i and its main goal is to improve the security of the Wi-Fi network by providing more advanced data encryption and client authentication. hence, it boosts the level of data protection and access control for the present and future WLAN system[30]. The WPA protocol make use of the WEP legacy hardware, thus no need for new types of hardware[34].
The WPA employs the TKIP (Temporary Key Integrity Protocol) to maintain the integrity and confidentiality of the data. The TKIP utilizes the CR4 algorism for the data encryption process. it also depends on MIC (Message integrity Check) algorism known Michael [34]. A key combining function is integrated in the TKIP and the extended IV space to generate a completely new and fresh individual keys. In order to promote integrity, the WPA applies the packet-sequencing method by combining a uniformly rising sequence numbers to an individual packet. Nowadays, the TKIP is replaced by the Counter Mode or CBC-MAC Protocol (CCMP) as it provides more security[34]. The WPA has two modes, the personal mode and the enterprise mode. The personal mode utilises Pre-shake keys (PSK) for easer management and implementation between the client and small office while, the enterprise mode employs the stricter 802.11x authentications with the EAP. Moreover, the WPA relies servers like RADIUS to authenticate each client. One of the main security drawbacks of the WPA is that, poorly selected passphrases can be Cracked through offline dictionary attack.
Four-way handshake authentication
The four-way handshake is a form of network authentication protocol that is developed by the 802.11i standards. It is commonly utilised by WPA, WAP2 and 802.11i 
 security protocols to produce a dynamic and distinctive encryption key for each supplicant and authenticator. The four-way handshake produces two types of encryptions known as Pair Transient Key (PTK) and Group Temporal Key (GTK)[35]. The complete process of the exchange can be classified into four main steps.
During this process the first step, the authenticator broadcasts the supplicant a random value (nonce) that stops reply attacks. At this stage, no authentication of the message took place and in case if any alteration of messages occurs, the handshake fails and will be return[33][35].
Next, the supplicant sends a message that has its own nonce (SNonce) and a copy of the security parameters that are obtained from the original association. By utilising the integrity check code which is calculated using the Extensible Authentication over LAN (EAPOL) key encryption, the entire message will be authenticated. In order to be able to generate the full pairwise key hierarchy, the authenticator extracts the client nonce after receiving its message. A portion of this hierarchy contains the “sign” message. Hence failure of authentication by the authenticator results in failure of the handshake[33][35].
On the third step the authenticator produces and sends the Group termination key (GTK) along with a sequence number and another Message Integrity Code (MIC) [33]. The GTK is used by both the authenticator and the supplicant to encrypt the multicast (broadcast) frames that transmitted between them[33][35].
On the final stage of the handshake, the supplicant sends verification to the authenticator[33]. The handshake process which took place on the WPA and WPA2 are illustrated in the diagram below. 
          [image: ]
[bookmark: _Toc70079278][bookmark: _Toc70065507][bookmark: _Toc70076512]                                Figure 9:  Four way handshake mechanism[36]











[bookmark: _Toc70079820]Penetration testing 
Penetration testing is the practice of assessing or examining the network system, web application or a computer system to discover the security vulnerabilities that an intruder could exploit. It can also be utilised to examine the security policy of an enterprise, security awareness of the personnel in the enterprise as well as the capacity to recognise and react to the security scenes. The main goal of penetration testing is to review, identify and highlight the security vulnerability in an enterprise or the whole system. Moreover, penetration testing assists developers to create a better security in a system by investigating a presenting how the hacker was able to break into the system[37][38]. As the number and methods of attacks are continuously evolving and rising, the security of an organisation’s systems, application and networks cannot be maintained unless a regular penetration test and security weakness analysis is conducted[37]. The importance of conducting penetration test can be illustrated in the diagram below.
                    [image: ]
[bookmark: _Toc70079279][bookmark: _Toc70065508][bookmark: _Toc70076513]                                  Figure 10: The key reasons for Penetration Testing [37]
Generally, penetration testing can be performed manually or automatically through the aid of software applications. Both ways include process like collecting information about the target, finding possible entry, conducting attacks or tests to breach into the system and finally reporting the results to the responsible authorities[39]. 



[bookmark: _Toc70079821]Penetration testing approaches 

There are three main types of penetration test approaches known as white box, Blackbox and grey box[38].
Black Box Penetration Testing: In this type of test, the tester has no previous knowledge about the target device or system and the attack is performed as the real-world. This type of testing demands a wide range of information collection about the targeted device or system. Besides the time, cost and effort that is demanded to perform this type of test is very high[37] [40]. 
White Box Penetration Testing: Unlike the black testing, the tester is equipped with a good knowledge about the target structure, deployed security methods and the communication networks that are needed to be examined. This type of testing can serve as a mode to the attack that might be done by an insider who owns a sound knowledge and privileges about the enterprise[37][40].
Grey Box Penetration Testing: In this type of assessment the tester approaches the target device or system with a limited knowledge. This type of test is used to represent the actual every day attack that might be conducted by both the internal and external intruders[37][40].
The figure below summarises the three main types of penetration testing. 
                    Blackbox                                Grey Box                              Whitebox
	         
[image: A picture containing text, toiletry, perfume

Description automatically generated]
[bookmark: _Toc70065509][bookmark: _Toc70076514][bookmark: _Toc70079280]Figure 11: Types of Penetration testing[41]. 
Depending on the information on hand all these three types of penetration testing approaches can be applied into a more specific type penetration testing some of these are:
Social engineering testing: This method involves penetration test scenarios aimed at extracting sensitive information such as password, organisation data and other client data from the employee or other third party. 
Web application testing: Refers to the utilization of software to examine the security vulnerability of the website application and software programs.
Network service testing: In this type of penetration test the user constantly attempts to identify and discover the openings in the network either remotely or locally.
Wireless security testing: This type of test requites the tester to recognise the insecure, untheorized or weak security hotspot and Wi-Fi networks to penetrate through them[42]. 

[bookmark: _Toc70079822] Penetration testing Methodology

[image: ]
[bookmark: _Toc70065510][bookmark: _Toc70076515][bookmark: _Toc70079281]                                                    Figure 12:  Penetration Testing Phases[43] .
Penetration testing encompasses various scientific methodologies that are carefully crafted to assist and guide the penetration tester in discovering, analysing and assessing the vulnerabilities of the system under study. 
In this research only the methods and steps of penetration testing that can best suit the project scenario was followed and employed. The methods include planning, information gathering, discovery, attacking and reporting. 


1) Planning 
Planning is the first step in penetration testing. A good planning gives an insight of how to approach and perform the penetration testing to investigate the security flaws of the given network system.
 Besides, good Planning benefits the penetration tester in many ways some of these are[44]:
· It helps the tester to define the scope of the penetration testing intended to undergo.
·   Allows the penetration tester to determine which methods or techniques to follow.
· Allows the tester to gather information about the required tools and their cost.
2) Information Gathering 
The main objective of this step is to gather as much information as possible about the targeted devices and their network as possible. The information collected from this step are very useful for performing an attack in the later stages of the penetration testing. This information can include IP address of the devices, open ports, network topology and so on[44]. 
Information gathering can be categorised into two types Passive and Active information gathering. Passive information gathering is way of gathering information about the devices in the network without directly connecting to them. While the active information gathering is performed by directly accessing into the devices in the network through the port scanning techniques. Devices information such as operating systems and running services can be gained with this technique using Network Mapper (Nmap) or other similar tools[44] [45].
3) Discovery 
This is the stage where the hacker or tester is able to identify the vulnerability of the targeted device based on the information collected from the above step. To discover the vulnerabilities of the targeted device the intruders usually use automated vulnerability scanner tools. The tools allow the attacker to send explicit data to the targeted device in order to gain a response commonly known as fingerprint. The attacker can then analyse the fingerprint to discover the vulnerability of the targeted gadget or system. The discovery stage allows the penetration tester to detect the security loophole of the targeted system[45].

4) vulnerability assessment 
Vulnerability assessment is the process of detecting and categorising any possible security weakness on the IT environment. Normally a list of vulnerabilities is produced from the assessment of the cyber security[44] [45]. 
5) Attack
The attacking phase refers to the penetration stage where the threat actor gains full control over the targeted system security or data.  Usually, the attacking process is conducted after carefully assessing the list of vulnerabilities that can be exploited and planning the type of attack. The main of objective of the attack phase is to check how far penetration tester can infiltrate into the system and mimic the real -world attack scenario[44] [45].

5) Reporting   
Reporting provides an extensive report that contains detailed analysis and recommendations on how to alleviate the discovered security weaknesses. It also contains the deep and highlight of what was done to succeed the penetration testing and what vulnerabilities were discovered. A report should also provide analysis to assist map out further steps once the testing has completed[44] [45]. 










IoT vulnerabilities 
Vulnerabilities are security drawbacks that exist in a system or in its design lets the hacker to enter unauthorized information or data, execute commands and or perform an attack. Vulnerabilities in IoT can be weakness existed in the software or hardware or even both. Most of the time hardware weakness are hard to recognise and fix, mainly because of the compatibility and interoperability of the hardware. While the software vulnerabilities can be obtained on the application software, the control systems and operating systems[18]. 
The IoT ecosystem which involves sharing of important and sensitive information or data are subjected to several security vulnerabilities. According to the study conducted in 2018 by the Open Web Application Security Project (OWASP) the top ten IoT vulnerabilities are[46]:
1. Weak passwords that which are easy to guess                                
2. Weak network services
3.  Ecosystem interfaces with no security
4. Insecure update mechanism
5.  Components with inherited security vulnerability or outdated 
6. Inadequate privacy protection 
7. Absence of secure method for data transfer and storage
8. Absence of gadget management
9. Weak default settings 
10. Absence of physical hardening  

As it can be seen from the list above, some security risks are originated from the devices used in IoT system and the means of the communication protocol they utilize while others occur due to the user’s poor management and miss use.






[bookmark: _Toc70079823]IoT threats 
A threat can be stated as the act of exploiting the security vulnerability of a system and cause a harm or distortion to it[47].
There are various types of treats and attacks which can compromise, destroy or interrupt the IoT security system. By exploiting the security vulnerability in the IoT infrastructure, attackers can steal the credential and confidential data from individuals and enterprises. The common IoT attack vectors are: Hardware, Firmware, Network, Wireless Communications, and Cloud Application Programming Interface (API)[38]. IoT devices are continuously subjected to the threats some of these are:
Botnets: is a type of cyber-attack in which, a hacker produces a network of systems by infecting large number of IoT devices with a malware and directs them to broadcast thousands of requests within a second to take control, disrupt or bring the desired system down like Mirai bot attack in 2016[48].
Man- In- The- Middle Attack (MITM): is a type of Eavesdropping attack that happens when, a malicious intruder enters into a network to intercept and breach the live conversion (communication session) between the two systems or individuals. The MITM allows the attacker to secretly exploits and sends messages between two parties without their awareness[49][50].  
Password Cracking attack: is type of an attack which is performed to gain access to the system or individual confidential data recovering their authentication password. There are two main classifications of password cracking attacks are known as online and offline attacks. Online attacks are performed on real-time bases while the host or user is actually accessing the system and it is executed either through the brute-force or dictionary attack against sessions, login or any kind of authentication method. While the offline attack is performed through hashed passwords at various places without directly interacting with the user[51].
Social Engineering: is the act of deceiving people in order to gain credential information about the target system or themselves. Phishing emails are the most common techniques used in the social engineering where the user is tripped into fake website that looks like legitimate and reveals own confidential information such as band details[52].


IoT penetration Testing 
The IoT penetration test particularly can be defined as the of examination and exploitation of different elements exist in an IoT devices solution to assist both the security level of the device and the IoT network ecosystem. One of the main differences between the traditional penetration test and the IoT penetration test is that the presence of large number of IoT hardware devices accompanied with a very complex IoT systems. Thus, the test can differ from one product to another and even this product might be replaced with new product in a short period of time. Additionally, IoT penetration test may also include a ravaging method, such as extracting the chip out of the circuit board for the purpose of testing. 
The figure below shows some possible attacks on the IoT ecosystem. 
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[bookmark: _Toc70065511][bookmark: _Toc70076516][bookmark: _Toc70079282]                                                           Figure 13: Examples Possible attacks on IoT System[5]. 









[bookmark: _Toc70079824]Security in IoT 
The IoT security refers to the security of the large elements in the IoT system. Unlike the traditional cyber security which is concerns with servers, data, information security and network structure. The IoT security rather includes the physical and the security components of the hardware equipment or the real-world communication. In addition, the digital management of the physical operation over the networks and the Internet renders the IoT security to be distinguishable and not limited to the fundamental information assertion principles such as confidentiality, availability and integrity. As IoT is consisted of live analog and physical objects that are more concerned with safety, compromising of such gadgets can result into a serious harm of individuals and assets[53]. The table below summarizes the main security difference between traditional (IT) gadgets and the IoT gadgets.
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[bookmark: _Toc70065646][bookmark: _Toc70079330]Table 3 Comparison between IT devices and IoT devices [54] .
Security in IoT is consisted of protecting the IoT devices and services from the untheorized access both internally within the gadget and externally from other intruders. Security supposed to protect the hardware, information and data during their transmission and while their stored[55].
 IoT security principles must be implemented if a secure communication between different devices and individuals are desired to be maintained[56]. Some of the main security principles of IoT are as follows.
Confidentiality: Authorization of appliances and individuals is very crucial in the IoT system. It is important to ensure that the data is securely transferred, stored and made available only for the authorized client. The issue of data management needed to be resolved in the IoT network as it is one of the most essential aspects of security[55][56].
Integrity: There are several objects that involves in the data exchange process in the IoT network. Thus, asserting that the data are transmitted from correct sender and are not tampered either by the intended interface or not is very essential. To achieve high level of integrity, utilising good encryption methods, firewalls and the right protocol are necessary[55][56].
Availability: One of the main objectives of the IoT is to interconnect several smart objects each other at a short amount of time. All the information needs to be available whenever, the clients are interconnected to the IoT network. The gadgets and services of the IoT ecosystem needs to be available and addressable at the correct time[55] [56].

Authentication: the recognition and authentication of devices with one another needs to be done with precision in the IoT infrastructure[56].
Lightweight solutions: As the IoT devices have limited computational capability and low source of power, lightweight solutions are implemented to overcome these drawbacks. The IoT venders should employ these lightweight encryptions and authentications into their smart object while they are modelling and applying protocols into the devices[56].  
Heterogeneity: The IoT network encompasses several types of connections with various entities that have different capacity, convolution and venders. Therefore, any smart object needs to be designed in a way that suits the nature of IoT, operate and link to all the various gadgets at any time anywhere. Under such circumstance ensuring security needs appropriate encryption method with fine security protocols[55][56].









[bookmark: _Toc70079825]Chapter 2 Related work 
[bookmark: _Toc70079826]Literature review 
This section contains the research of academic literature that supports the main hypothesis of this project. The main objective of this is to acquire a good comprehending of the project and to identify the best method which can be adopted in the designing and implementation of the experiment. 
[bookmark: _Toc70079827]Security Vulnerability on Web Camera  
Yogeesh Seralathan eta el. [57] (2018, p172) focus their research on Internet Protocol (IP) Cameras which are linked to the Internet and are accessible to the user from the Internet. The researchers examine the security features of the IP Camera and explores the security vulnerabilities exists in a live device. The analysis is merely focused on the network security services. The IP camera is only accessible via mobile platforms like Android and iPhone Operating System (iOS). However, the authors revealed that they conducted the analysis on Android x86 OS. To perform the task of security analysis successfully, the Network Mapper (NMAP) network scanning tool was selected by the authors in order to inspect the network services by scanning the open ports and discovering the IP address of the device. Likewise, the Wireshark network traffic analyser tool was also deployed by the authors so that the live communication between the two devices can be fully monitored by capturing all the network level packets that are entering and exiting the devices. 
Up on the successful utilisation of these tools by [57] it is discovered that the all the data communication between the devices and mobile application, the camera application and the IP camera server, the server and the device was transferring in a plain text. No kind of encryption was noticed. Furthermore, the authors emphasized that the Wi-Fi SSID and the authentication password details was captured by the Wireshark tool during the password update period in which the plain text data was send to the IP camera server. Additionally, the authors also performed a brute force attack on the Uniform Resource Locator (URL) to find common stream names. This attack was executed by running some scripts on the Nmap network tool which lets the attacker to catch a valuable URL of the Real Time Streaming Protocol (RTSP).. Lastly, the authors also disclosed that the account credentials of IP camera were stored in a plain text after they checked up on the IP camera mobile application of the device.
 However, the author of this research noticed that the brand name and model of the IP camera used in the research was not describe in anywhere in the paper. The authors also fail to specify the type of the Wi-Fi utilized while conducting the test. This is very important, as there are different security levels in different Wi-Fi versions.

[bookmark: _Toc70079828]Security drawbacks in consumer IoT Applications 
 Arjun Shakder eta el.  [58] Conducted a penetration test on IoT applications using various open-source tools. The authors let the IoT device to be connected with the management unit which holds the control and command centre(C&C). The communication between the IoT gadgets and the management unit was enabled via the Application Programme Interface (API). The basic assumption which is taken in this research is that the victim is utilizing different IoT applications which are interacting with their corresponding servers for managing their IoT objects. 
The authors began their penetration testing by collecting information about the network using NMAP and Zen MAP network tools. Scanning the network using these tools allows the testers to find out about all the hosts and gadgets that linked to the network, the type of application implemented, and the operating system used by the victim. The testers also performed the sniffing process using the Bettercap, Wireshark and Burpsuite.
Upon the completion of the network analysis, the authors conducted an injection attack by planting a Man In The Middle (MITM) Attack between the server and the victim who is running the IoT application.  The attack is performed in two phases 
On the second phase of the MITM attack the researchers, downgraded the security protocols from HTTPS (Hypertext Transfer Protocol Security) to Hypertext Transfer Protocol (HTTP) without the awareness of the victim or the application. This task was accomplished with help of Secure Socket Layer (SSL) script. Similarly, another MINTM attack was also conducted that leverages the HTTPS proxy to compromise the Server Name Indication (SNI) 
Finally, based on the above-mentioned successful attacks the authors were able to demonstrate that many IoT applications with large number of users are inherited with high level of security vulnerability. They also highlighted the possible risks that can occur to the user as result of these security flaws although, the brand and version of the IP camera under study is not clearly stated on the paper. 


[bookmark: _Hlk62684943][bookmark: _Toc70079829]Methodology for testing the security of the IoT devices 
Abhishke R. Chandan eta el [59]conducted a live hacking on smart Bulb which utilized the BLE (Bluetooth Low Energy) communication protocol. This process is performed by implementing the software cracking method where the hardware part of the device is left intact. The authors demonstrated successful hacking methodology by installing the “hci tool” into the kali Linux operating system on a virtual machine environment. Similarly, the hackers were able to examine whether the smart Bulb is communicating with the adapter or not through the execution of the “Gatttool” command on ubuntu operating system from the virtual machine environment. Moreover the execution of the “Gatttool” command also allowed the hackers to compromise the smart Bulb and as an example the authors altered the colour of the Bulb to red via the adapter which is made to interact the smart Bulb with help of the “Gatttool” command.  
Inconclusion, the authors illustrated that they were able of compromising the smart Bulb device using the soft hardware methodology where, the Bluetooth adapter was deployed to aid the hacking process. It’s also good to note that, in this process the smart bulb device remained physically intact. 
However, as this project was conducted in a virtual machine platform, it is hard to conclude that the test results are fully successful in the practical world mainly because there could be many external factors.
[bookmark: _Toc70079830]Testing the security flaws on IoT device (IP Camera)
Two researchers Peshraw Abdella and Cihan Varol  [60] lately on this year have conducted penetration testing on IP Camera (Intelligent Onvif YY HD) using the Kali Linux platform and its tools. In this experiment, both the IP Camera and the Smartphone were connected to the Internet through the same Local Area Network (LAN). The Camera in turn was connected to the Smartphone through the peer to peer (P2P) cloud feature that operates with the P2P ID and the password of the device. The authors were also able see the ongoing real time video captured by the Camera using the “Add online” in the YYP2P Android application, where the user is required to enter the credentials. 
While conducting the experiment, the researchers utilized various tools in each step of the penetration testing. The Nmap and Netdiscover penetration testing tools were used to discover the open ports of the Camera and to collect detailed information about the devices connected in the network. The Wireshark tool was also used to inspect the network traffic. While the Mitmproxy and Arpspoof the on the other hand was utilised in performing the Man in The Middle Attack. 
Finally, the results from this experiment shows a great success, the authors were able to discover the various flaws and security weakness in the device and the system which includes the weak and easily guessable default credentials, lack of encryption mechanism during the data transmission as well as storing the data in the Android based application.  
Summary 
This chapter summarise and critically analyse the main content of the papers. The author briefly explained the methodology and dug deeper in the implementation of the project. The result obtained from each paper what was highlighted and critically analysed. 




[bookmark: _Toc70079831] CHAPTER 3 - RESEARCH METHODOLGY

[bookmark: _Toc70079832]RESEARCH PROCESS 
Research process refers to the several stages that a potential researcher needs to follow in order to develop and accomplish the aim of the proposed study[61]. In formulating a systematic structured approach which focuses on exploiting the vulnerability of the household IoT devices and comprehend the rationality and authenticity of the data, the researcher of this paper has adopted an inductive process. Inductive process has a great significance in drawing conclusions based on the facts and observations that are provided by the empirical research[62]. An empirical research method was carried out to assess and explore the security vulnerability in the consumer IoT gadgets particularly the IP Camera and the Smart bulb. The phases of research process which are used by the researcher to conduct the study are based on the research onion model. The diagram below illustrates the research onion.
[image: ]
[bookmark: _Toc70065512][bookmark: _Toc70076517][bookmark: _Toc70079283]Figure 14 : Research onion diagram [61].



[bookmark: _Toc70079833]RESEARCH PHILOSOPHY
Research philosophy is an essential component of the research methodology that focuses on the way of gathering, investigating and developing knowledge[63]. To identify a method of gathering a valid and scientifically viable data that helps in investigating and understanding the proposed study, the research philosophy utilised was based on positivism and reality. 
Positivism is an approach that relays on quantifiable observations that give rise to the scientific analyses using statistical operations.  It also holds into the prospective that only realistic knowledge obtained via observation including measurements are reliable[64].  In this research, the researcher employed an empirical research that focuses on real world experiment to identify and gather practical facts that can serve in examining the main aim of the study. 
Realism on the other hand is a philosophical approach that depends on scientific investigation. The core concept of realism outlines that there is reality or existence discrete of the human mind. Thus, realism is a contrary to the idealism[64][61]. 
In this study the positivism philosophy was adopted to examine and analyse the data that is obtained from the penetration test on the IoT devices.  While the realism philosophy is used to explore, analyse and compare the real-time valuable data with the previously formulated aim this research or results from previous work.
[bookmark: _Toc70079834]RESEARCH APPROACH
Research approach denotes to the plan and process that holds the steps of wide assumption to precise method of data gathering, analysis and interpretation. A deductive method was adopted in this research to test the validity of the main aim of the proposed project. Deductive approach deals with constructing a hypothesis based on the defined theory and then plotting a research strategy to examine the hypothesis. It also involves reasoning from the specific to a wide spectrum [61][65]. Thus, the deductive approach is found to be applicable for this project. Additionally, the notion of this approach, allows the researcher to adopt a quantitative approach so that the result of the testing can be compared against the objectives of this study. 

[bookmark: _Toc70079835]RESEARCH DESIGN
The research design denotes the general strategy that are preferred by the researcher to add the various components of the study in a more logical and scientifically viable method, thus it asserts that the researcher is going to tackle the research problem effectively. It comprises of the outline of data gathering, measurement and analysis. The main goal of the research design is to emphasize that the fact obtained permits the researcher to effectively resolve the research problem in less ambiguous way[66]. The research design undergoes various methods approaches so that the research findings can be examined and analysed. Moreover, the research design contains methods and principles gained from the literature reviews which are applicable for in the implementation process[67]. The diagram below illustrates the systematic research design utilized by the author to study and conduct penetration test on the consumer IoT devices to explore the security vulnerability. The blue coloured shows research process chosen by the author to achieve the aim and objectives of the study.
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[bookmark: _Toc70065513][bookmark: _Toc70076518][bookmark: _Toc70079284]Figure 15: Research Design Model


[bookmark: _Toc70079836]DATA COLLECTION 
Data collection is the process of gathering information from the appropriate sources to discover answers to the formulated research problem. Data collection method has two categories know as primary and secondary. The secondary data collection method refers to the data that can be obtained from books, journals, magazine and so on. While the primary data refers to the first-hand data that is gathered from the original source like questioners, mathematical operation, experiment and so on[68]. 
This research is based on the secondary data to achieve the objectives and aim of the study. The secondary data will be gathered from the Contemporary similar researches. This process includes reviewing research papers to obtain a sound understanding that can used in drawing conclusion. As the experiment was performed on a sample of IoT devices and their ecosystem, data from primary sources will be used. 
The table below exhibitions the data collection methods that are used by the author.
[bookmark: _Toc70079837]TIME HORIZONS
Time horizons details the time frame in which the study is finalized. The two common methods of time horizon are known as the cross-sectional method and longitudinal method. Although both methods involve observational study about the ongoing experiments to gather information, unlike the cross-sectional method in which the information is captured at  some point in time usually very short time (snapshot) the longitudinal method includes observation study over a long period of time such months or years[61] [69]. A cross-sectional method was employed during this research to observe and collect data from an experiment that will be operated for a short duration. The figure below shows estimated time horizon required complete the project along with key milestones are presented in the Gantt chart below.
[image: ]
[bookmark: _Toc70065514][bookmark: _Toc70076519][bookmark: _Toc70079285]Figure 16: The Gantt chart depicts an estimation of the project duration.

[bookmark: _Toc70079838]CONCLUSION 
In this chapter the research procedures are discussed and reviewed thoroughly. The author outlined the multi research methods which are intended to be followed. The research philosophy, approach, strategy, time horizons and data collection method are briefly discussed and systematically analysed. Moreover, the author drafted the research design process which serves as a guideline for collecting and analysing the data. Thus, the author was to outline a structured plan which is useful to in exploring a particular outcome up on follow up.
[bookmark: _Toc70079839]CHAPTER - 4 DESIGN AND IMPLEMETATION
[bookmark: _Toc70079840]OVERVIEW 
This chapter details the problem formulation process section of the project. Problem formulation helps to identify or highlight the main research problem that the study seeks to investigate in order to find solution.

[bookmark: _Toc70079841]PROBLEM FORMULATION
As it has been discussed in chapter one of this research, nowadays the IoT devices became an integral part of almost every aspects of our daily life. Many individuals use these gadgets to create a smart environment, secure their surroundings and other automation purposes. However, the security aspect of these devices and their ecosystem has been a great concern for many users mainly because, hackers can maliciously exploit the vulnerabilities within the system to obtain unauthorised access to information system so that they can harm the victims’ gadgets, data and network system.  
The figure below shows problem formulation process intended in this project. 


 

                                [image: ]
[bookmark: _Toc70065515][bookmark: _Toc70076520][bookmark: _Toc70079286]                                                              Figure 17: Project problem formulation. 
As it can be seen from the above diagram, in order to investigate the security weakness of the consumers smart devices, a systematic approach of penetration testing method was adapted.  This method provides a clear step by step guidance and also allows the author to exercise a full range testing from different perspective.  
Generally, the tools used to perform the penetration testing and mimic the experimental scenario can be classified as hardware and software. The software includes the Kali Linux platform and other built in penetration testing tools. While the hardware consists of smart devices such as IP Camera, Smart Bulb, Tablet, Access Point, and smart phone.






[bookmark: _Toc70079842]DESIGN 
The author has designed own network to mimic the real-world household IoT network ecosystem in this scenario. During setup of the test, all the smart gadgets (Smart Bulb, IP Camera and Tablet A) were connected to the Access Point. The AP branded as WAVLINK allows all the devices to communicate and exchange data with each other.
 In this project the author’s personal cell phone (Android Samsung S8) device was used as a main Gateway to the Internet. This is mainly because the use of personal gadget allows the experiment to be conducted ethically. Thus, the one of the main objects of this project can be mate.   
The Kali Linux platform was installed in a virtual box on the tester’s machine, and it was connected to the same network as the victim’s devices using USB wireless network adapter. 
Figure 18 below presents the design of the IoT network topology. This topology is designed in a way that mimics the actual consumers (house hold’s) IoT ecosystem.  
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[bookmark: _Toc70065516][bookmark: _Toc70076521][bookmark: _Toc70079287]              Figure 18:  The IoT Network topology. 



Figure 20 below displays the actual IoT network which is used in this project. 
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[bookmark: _Toc70065517][bookmark: _Toc70076522][bookmark: _Toc70079288]Figure 19: Actual Design.

[bookmark: _Toc70079843]IMPLEMENTATION  
The implementation section usually details the step-by-step setup process of the IoT ecosystem designed to be tested. This section also emphasis why are these objects chosen and how they are function. Besides, the software used to conduct the penetration testing will also be discussed. Listed below are the main hardware and software components used to implement and perform the experiment.  



[bookmark: _Toc70079844]SOFTWARE 
· Kali Linux
The attacker’s Laptop was first installed with Oracle VM Virtual Box (VM) version 6.1 where the Kali-Linux is installed into it. The utilization of VMware allows the tester to install various operating systems within the running windows OS. Additionally, it also provides scalability, resource management and efficiency. 
Kali Linux is Debian-based Linux distribution which is used for sophisticated penetration testing and digital forensics. This open source platform contains many built-in tools that can be employed to perform different digital security tasks[70].
To install the Kali Linux on the VMware, the Kali Linux .iso image 64-bit 2021 version was downloaded from the official website. Then after creating the Kali-Linux VirtualBox container the VM setting was configured. Next, following the bootup installation the recent virtual Box widows was displays with Kali screen, once the graphic design is selected and the installation is fully completed, you prompted to enter the username and password which is kali in latest version see figure 20 below. 
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[bookmark: _Toc70065518][bookmark: _Toc70076523][bookmark: _Toc70079289]Figure 20:  Kalin Linux credentials.  


· Network mapping (Nmap)
Nmap is one the profound penetration testing command line tools which is designed for network information gather and vulnerability analysis. It is not only allows the user to scan the network and identify the hosts in the network but it can also identify the different services in the network [71]. The Nmap is also a built-in tool within the kali Linux. 
· Burp suit Proxy tool 
On this second attempt the author used Burb Proxy tool. This tool can serve as a web proxy server by lied down between our browser and destination webserver. Most importantly this tool enables the tester to inspect, intercept and modify the following traffic from both ends [72]. 
· Kismet Tool 
Kismet is a powerful, modern open-source wireless monitoring tool. It is an 802.11 standard layer-2 (Data Link layer) wireless network detector, sniffer and intrusion detection tool [73].
The tool was not part of the built-in Kali Linux tools therefore, it was added by downloading it from the standard repositories.   
As it can be seen in figure 21 below many library files has been downloaded during the installation process.
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[bookmark: _Toc70065519][bookmark: _Toc70076524][bookmark: _Toc70079290]                       Figure 21 Installation of the Kismet tool.


The following kali Linux tools were used for testing. 
	Name of the tool
	Use of the tool

	Nmap
	Network scanning to gather information 

	Kismet 
	Wireless LAN vulnerability detector. 

	Wireshark
	Network protocol analyser 

	Burp Suit Proxy
	Packet analyser 

	MDK3 
	Network protocol Jammer by
Blocking communication radio signals. 


[bookmark: _Toc70065647][bookmark: _Toc70079331]                                                               Table 4: Kali Linux Tools. 
















[bookmark: _Toc70079845]HARDWARE 

The author intended to perform penetration test using the hardware devices listed below.
· Wi-Fi IP Security Camera (GENBOLT 1080 P) indoor home security camera.
· Android Samsung (S8) smart phone. 
· Wi- Fi enabled TCP Smart Bulb.
· The tester’ machine is a Lenovo, core i5 processor, 231.37 GB, Window 10 OS.
· Tablet A device.

· Source of Internet 
The Internet allows many smart devices that are embedded with software, sensors, other technology to form a large network which enables them to exchange and communicate data. 
An Android Operating System Samsung 8 (S8) mobile cell phone was used to conduct the experiment on the consumer IoT devices using the above-mentioned sample gadgets even though, there is no limit to the type of cell phone that can be used.  
One of the main reasons for using personal mobile phone as a source of Internet in this project is the ethical issue. Using public Internet is unethical and illegal mainly because the privacy of individuals is likely to be violated.

· Access Point  
To allow the IoT devices on the design to communicate and exchange data with each other by forming a LAN network a wireless Wi-Fi home router was used. This router is branded as “WAVLINK AC 1200 Dual band” and it has four antennas with 5 dB high gain each. This gadget supports both 5 and 2.4 GHZ Radio Frequency and is compatible with IEEE 802.11ac and others Wi-Fi standards. When it comes to the network security, the device support both WPA-PSK and WPS2-PSK encryption[74]. However, in this project the AP will be set to the WPA-PSK encryption. See figure 22 below. 
                  [image: ]
[bookmark: _Toc70065520][bookmark: _Toc70076525][bookmark: _Toc70079291]Figure 22: Wireless Wi-Fi Access Point. 
The wireless router was configured with DHCP to allow all the devices to obtain IP address automatically. Moreover, the AP was setup with an SSID broadcast name WAVLINK-N and password Rominaye1Andex to enable all the IoT gadgets to connect the LAN. Access to the Internet was gained by entering into the (WISP) Wireless Internet Service Provider mode on AP and allowing it to connect to the Gateway (mobile phone).  See the figures below.
figure 23 below show the configuration of the AP.
[image: ]
[bookmark: _Toc70065521][bookmark: _Toc70076526][bookmark: _Toc70079292]Figure 23: Configuring the AP.


figure 24 below shows the devices successfully connected to the AP.
 [image: ]
[bookmark: _Toc70065522][bookmark: _Toc70076527][bookmark: _Toc70079293]Figure 24: IoT devices connected through the AP. 




· USB Wireless adapter 
A wireless adapter is a device that you connect your computer or Laptop via the USB port and allows your gadget to communicate with other wireless networks and other Wi-Fi enabled devices. 
In this experiment, USB wireless adapter was integrated into the port of the attacker machine mainly because the built-in wireless card that exits in the Laptop devices can be not be accessed through Kali Linux which is installed as a virtual machine. Additionally, the built-in cards also do not support both the monitor mode and packet injection. 
For this project, the author used a 150Mbs TP-LINK wireless USB adapter model number TL-WN722N. This device supports 64/128-bit WEP, WPA, WPS security and it is also compatible with IEEE 8.11b/n/g gadgets[75]. Moreover, this device has one powerful 4dBi antenna to increase signal range and speed. Figure 25 shows the wireless USB adapter used for this experiment. 
                       [image: ] 
[bookmark: _Toc70065523][bookmark: _Toc70076528][bookmark: _Toc70079294]                                            Figure 25: USB wireless Adapter.










· IP Camera 
IP Camera refers to the Internet Protocol digital video camera that transmits and receives (exchange) data over the Internet or a given network. This type of Camera compresses the captured digital video image files to transmit it over the existing network. They are standalone units that requires network connection and their own IP address to function normally[76]. 
In this project GENBOLT 1080P wireless indoor camera was used. This IP camera supports 802.11b/g/n 2.4Ghz Wi-Fi band. It is only compatible with iOS/Android or Windows. 
The price, portability and the night vision technology of the camera attracts many households to use them for baby monitoring and home security. This is one of the main reasons that lets the author to select the gadget for this experiment.   
 This camera was configured with the SSID and Password similar to the AP so that it can be part of the network and gain dynamic IP address. 

                           [image: ]
[bookmark: _Toc70065524][bookmark: _Toc70076529][bookmark: _Toc70079295]                                                  Figure 26: GENBOLT IP Camera. 



· TCP Smart Bulb 
 Smart Bulb is an internet-capable Light Emitting Diode (LED) bulb that permits Lighting to be customised and managed remotely. With the incorporation of Wi-Fi and other wireless technologies they became part of the IoT network that can be controlled via mobile applications or other home automation hubs. As the result, they are likely to become an attack vector for many intruders[77].
In this project, a TCP Smart light Bulb that supports 2.4G Wi-Fi and compatible with iOS and Android OS was used. The device was configured to connect to the AP using the Wi-Fi and the credentials of the AP mentioned above (see the Appendix section for the setup). For the management purpose, the TCP smart bulb application was also downloaded on Tablet A device. 
                                  [image: ]
[bookmark: _Toc70065525][bookmark: _Toc70076530][bookmark: _Toc70079296]                                                      Figure 27: TCP Smart Light Bulb.	




· Table A
Tablet A is a small portable digital computing device that uses a touchscreen for input. This device conserve as a cell phone or mini laptop[78].
The author used this device as management tool for the IoT devices in the wireless network.  The IP camera, TCP smart Bulb and the AP has been monitored and controlled remotely by downloading their corresponding application and setting it up. See the Appendix section.
                         [image: ]
[bookmark: _Toc70065526][bookmark: _Toc70076531][bookmark: _Toc70079297]                                               Figure 28: Table A.




 

  
 
[bookmark: _Toc70079846]CHAPTER 5 - TESTING AND EVALUATION 
[bookmark: _Toc70079847]Overview 
This chapter details the experimental part of the research which was performed in a controlled IoT network environment. 
The various penetration testing techniques that suit the project scenario was carefully selected and implemented. This includes planning, information gathering, discovering, vulnerability assessment and attacking. 
In the information gathering section Nmap and Kismet tools were utilised. At the time of testing the author was not able to gather information about the TCP Smart Bulb using Nmap thus, Kismet was used.
Moreover, the attack section provides three different types attacks known as Dictionary attack, MITM attack using (Wireshark and Burb Suit), and DoS attack using Wi-Fi Jamming method. 
Finally, result outcome was evaluated and summarised.  

	










[bookmark: _Toc70079848] Testing  
This section covers the detailed penetration testing process and techniques that was conducted in the experimental part of the project. 
[bookmark: _Toc70079849]Planning  
Planning is the first step in penetration testing. A good planning gives an insight on how to approach and perform the penetration testing in order to investigate the security flaws of the given network system.
 The author planned to conducted penetration testing in a small, controlled network environment where the number and type of the consumer smart devices are limited. Hence, the scope of this project will be confined within the given IoT eco-system.
The relevant penetration testing steps and techniques which can best fit into the given test scenarios was chosen and implemented. These steps include planning, information gathering, discovery, vulnerability assessment and attacking.
The White box penetration testing approach was also followed throughout the testing. This mainly because the tester has a prior information about the network IP address (192.168.10.0), type of devices in use and the wireless communication protocol they use which is Wi-Fi. 
The attack was planned to be conducted from inside the network and the selected target devices are:
· IP camera.
· TCP smart light bulb.
Finally, to minimise the cost of software licencing, the open-source penetration testing platform (Kali Linux in our case) and their built- in tools was deployed. 






[bookmark: _Toc70079850]Information Gathering 
In this experiment, passive information gathering method was used to collect information about the IP address of the designed network (192.168.10.0) and the model of the gadgets from the network setup process and Internet source.  While the active information gathering method was done with the help of Nmap and kismet tools. 
1) Information gathering using Nmap 
In this section the Nmap tool was used to reconnaissance the targeted IoT devices and find information such as open ports, operation system and the type services running on the IP Camera as it can be seen on the screenshot below. It is also good to know that in this project the port scanning was focussed on the Transmission Control Protocol (TCP) port scanning mainly because most of the services are running on this protocol. 
a) Searching for open ports and the running services 
To perform the ports scanning, the nmap 192.168.10.0/24 command was executed in kali Linux and as there are only few devices in the network, the range was set as /24. 
[image: ]
[bookmark: _Toc70065527][bookmark: _Toc70076532][bookmark: _Toc70079298]Figure 29: Nmap scanning.
As it can be seen in figure 29 all the open ports and running services were revealed. For example, port 80 is open and the running service is http. Additionally, running the above command line on Kali Linux also shows all the host devices in the network along with both their IP addresses and MAC addresses. Note that the name and IP address of the smart bulb was not found with the Nmap tool.
b)  Finding the operating system 
 To discover the running Operating System (OS) of the Camera, the command nmap -O 192.168.10.142 was executed. The purpose of this command is to detect the OS of the camera by scanning the network.
[image: ]
[bookmark: _Toc70065528][bookmark: _Toc70076533][bookmark: _Toc70079299]Figure 30:  Nmap command to detect the running Operating System.
The result obtained from running the above scan shows that the device was running on Linux 2.6.32 - 3.10 OS. Besides the name of the manufacturer company was also discovered. This is information can be valuable for the penetration tester to do an independent research about the particular product.







2)  KISMET TOOL 
To perform a thorough network scan, KISMET tool was utilised. 
 Once the monitor mode is set, the command kismet -c wlan0mon was utilised to start up the kismet tool on the network. See the screen the screenshot below.  The -c refers to the client
[image: ]
[bookmark: _Toc70065529][bookmark: _Toc70076534][bookmark: _Toc70079300]Figure 31: Starting up the kismet tool.
After running the kismet tool, the following information about the network and the devices was captured.  











a) The host devices connected to the network.
[image: ]
[bookmark: _Toc70065530][bookmark: _Toc70076535][bookmark: _Toc70079301]Figure 32: capture of the running network.
As it can be seen from figure 32 all the host devices connected to the AP was discovered via their MAC address. The information gained from the Nmap scan above simplified the identification of the devices in the network. 












b) Information about the IP Camera.
[image: ]

[bookmark: _Toc70065531][bookmark: _Toc70076536][bookmark: _Toc70079302]Figure 33: information about the IP Camera.
Figure 33 the manufacturer of the IP camera. This information is useful for the search about the technical aspect of the gadget.














c) Information about the TCP smart Bulb.
[image: ]
[bookmark: _Toc70065532][bookmark: _Toc70076537][bookmark: _Toc70079303]Figure 34: Details about the TCP smart Bulb.
 figure 34 shows the MAC address and Manufacturer’s name of the Smart Bulb. It was very hard to get this information using the Nmap tool. 











d)  Packet details of the Smart Bulb
[image: ]
[bookmark: _Toc70065533][bookmark: _Toc70076538][bookmark: _Toc70079304]Figure 35: information about the packets.
The result from Figure 35 reveals the absence of encryption for the data exchanged between the AP and the IP Camera.












[bookmark: _Toc70079851]Discovery  
In this research the Nmap tool will be used for the vulnerability scan.
Vulnerability analysis with the Nmap tool
The built-in Nmap Script Engine (NSE) know as Nmap-vulscan script was used for the vulnerability scan of the network and the IP Camera.  This script was intended to support the version detection of Nmap by generating relevant  Common Vulnerability and Exposures (CVE) information for a specific  service like (Secure Shell) SSH  and so on[79]. The CVE is  an online kind of dictionary(data base) for the common and publicly available vulnerabilities and exposure[80].
After the Nmap script is manual installed from the GitHub repositories into the Kali Linux OS on the virtual machine, the command nmap -sv –script=vulscan/vulscan.nse was executed.
[image: ]
[bookmark: _Toc70065534][bookmark: _Toc70076539][bookmark: _Toc70079305]Figure 36: Nmap vulscan script.
As it can be seen from figure 36 the result shows a large amount of detailed fingerprint. Due to the large size of the display, the output was presented in two sections. The first section (see figure 23) shows the open port, the service, the version of the IP Camera and the version of the embedded server library. Thus, the Nmap has detected the version information by scanning the http service.
While the second section below shows the CVE results which was obtained after the NSE script took the version information and generated the known CVEs. See the screengrab blow.
[image: ]
[bookmark: _Toc70065535][bookmark: _Toc70076540][bookmark: _Toc70079306]Figure 37 : Checking the CVE vulnerabilities. 
As it can be seen clearly from figure 37 the above screenshot, the CVE vulnerabilities was revealed. 










Vulnerability assessment  
After carefully scanning the open port and service of the IP Camera using the vulscan NSE script, the following vulnerabilities was obtained from the CVE database.
· The Mongoose 2.8.0 and earlier permits remote hacker to gain the source code.
· The directory traversal vulnerability in the older version lets the hacker to read arbitrary files.
·  Use after free denial of service (DoS) vulnerability.
· Remote security vulnerability.
· Buffer overflow vulnerability.
Based on the above findings the device seems to have many security flaws and weaknesses that can be exploited by an intruder. 
Furthermore, the discovery of those vulnerability on the IP Camera allows the tester to plot on how to attack and or exploit the targeted device.
[bookmark: _Toc70079852]Attack and Gaining Access 
The main objective of this section is to demonstrate some possible attacks that can be executed by an intruder who aimed to exploit and or comprise the targeted IoT devices.
It is also good to know that all the attacks performed in section were based on the information gathering and vulnerabilities discovery conducted on the targeted device.









[bookmark: _Toc70079853]Dictionary attack on the Access point 
a) Setting the wireless adaptor into monitor mode
The initial step of this attack involves setting the wireless adaptor into monitor mode using the airmon-ng tool. Setting the device into monitor mode allow us to visual all the wireless traffic around.   
[image: ]
[bookmark: _Toc70065536][bookmark: _Toc70076541][bookmark: _Toc70079307]Figure 38: Setting the adapter into monitor mode.
As it can be observed from figure 38 the wlan0 adapter was also renamed to wlan0mon using the airmon-ng start command.  











b) Capturing the network traffic 
Once it became possible to observe the traffic using the above step (a) next, the traffic was captured using the airodump-ng tool on the Linux terminal as it can be seen from figure 39 below.
[image: ]
[bookmark: _Toc70065537][bookmark: _Toc70076542][bookmark: _Toc70079308]Figure 39: Capturing the network traffic.
As it can be seen from figure 39 , the airodump-ng tool not only captured all the traffic that the wireless adaptor was able to see, it also displayed a very crucial information about it. This information includes Basic Service Set Identifier (BSSID) or simply the MAC address of the wireless AP, channel, SSID, type of existing encryption and the number data frames.






c) Deauthentication 
After fixing the airodump-ng command into one AP on one channel (80:3F:5D: FA: F2:19 and channel 4 in this case) in order to collect specific information about the target AP using the command airodump-ng –bssid 80:3F:5D: FA: F2:19 -c 4 –write wpa crack wlan0mon. This process allows us to kick-off the authenticated client from the network so that, we can grab the handshake when the system automatically tries to re-authenticate the bounced client in the later process.  
[image: ]
[bookmark: _Toc70065538][bookmark: _Toc70076543][bookmark: _Toc70079309]Figure 40: Deauthentication.
 The screengrab above illustrates the deauthentication (kick off) process of the client from their own AP.  It is also good to notice that the authenticated user has been kicked off their network using this command temporarily. 










 
d) Grabbing the handshake 
Usually the WPA/WP2 uses the four- way handshake to authenticate the given gadget to the network and after the client has been kicked of their own AP temporarily as it shown in the above step, the next step was to grab the handshake during the re-authenticate process.  
 In this experiment the airodump-ng terminal was utilized in order to capture the handshake in the new four-way handshake process as it can be in figure 41 below.
[image: ]
[bookmark: _Toc70065539][bookmark: _Toc70076544][bookmark: _Toc70079310]Figure 41: Capturing the Handshake.
 Figure 22 presented the successful test result where; the handshake was captured during the re-authentication process of the wireless home router against the network. The result also revealed that the device was implementing the WPA security protocol. 










e) Cracking the network password 
The final step involves cracking the network password using the captured handshake. Although there are a number of different techniques that can be used to crack the password using the captured handshake, the reason for dictionary attack method was implemented in this experiment simply because this technique was found to be successful. 
To perform the dictionary attack below the Aircrack-ng tools was used. Prior to the attack a wordlist dictionary that contains many common passwords and usernames was downloaded and saved into the Kali Linux desktop. The command was first mapped to the wordlist dictionary file. After it has been executed the results below was obtained. 
[image: ]
[bookmark: _Toc70065540][bookmark: _Toc70076545][bookmark: _Toc70079311]Figure 42: Cracking the password. 
 As it can be seen from figure 42 above the password of the network was cracked successfully and the password details was also displayed under the “KEY FOUND” section in the terminal.  
The above finding was successful only because the password was able to be found in the wordlist dictionary file and this shows that the user was implementing some of common default passwords. 





[bookmark: _Toc70079854]MITM Attack Wireshark 
· MITM Attack Using Wireshark Tool
 This second type of attack was also focused on the IP camera. The main aim of this attack is to infiltrate and intercept the packets that come to the camera by exploiting the vulnerability of WPA and the HTTP obtained from the open ports using Nmap tool during the information gathering phase. 
This attack comprises of five main steps. step one deals with setting the adaptor into monitor mode and identifying the channel. Step two starting the Wireshark and adding the encryption keys. Step three capturing the handshake using MDK3 tool. step four adding network filter to view on HTTP traffic flowing to the target device. Step five decoding the intercepted packets into images see the video feeds. 
1)  Prior to launching the attack, the wireless adaptor was set in to monitor mode and the channel was identified using commands similar to the above attack up on which the channel was discovered to be four. Then card was set to channel four as it can be seen on figure below. This allows the wireless network adaptor to listen on the same channel as the traffic we intended to intercept.  
[image: ]
[bookmark: _Toc70065541][bookmark: _Toc70076546][bookmark: _Toc70079312]                        Figure 43: Fixing the adaptor to channel 4.  




2) Next, the Wireshark packet sniffer and analyser tool was activated to scan on the targeted channel. However, nothing appears so solve this issue the network password encryption keys were added to the Wireshark as it can be seen in figure 44 below. 
[image: ]
[bookmark: _Toc70065542][bookmark: _Toc70076547][bookmark: _Toc70079313]Figure 44: Adding Decryption keys. 











3) In order to capture the handshake, the targeted IP camera was kicked off (deauthenticated) the network for a brief of time while the Wireshark was listening. To do so MDK3, Kali Linux built-in tool was used. The tool has the potential of kicking off devices connected to Wi-Fi and generate the handshake. By executing the command mdk3 wlan0mon d -c 4 on kali and using the WPA handshake was captured as it can be seen in figure 45 below. 
   [image: ]
[bookmark: _Toc70065543][bookmark: _Toc70076548][bookmark: _Toc70079314]          Figure 45: Deauthentication and grabbing. 








4)  To display only the HTTP traffic following to the IP camera, the author added another network filter. As it can be seen in the screen shot below.
[image: ]
[bookmark: _Toc70065544][bookmark: _Toc70076549][bookmark: _Toc70079315]Figure 46: Adding HTTP filter. 














5) Finally, after decoding the intercepted packets into images to view what the target is viewing from the camera, the author was able to see the frame from the video camera feed. As it can be seen from figure 47 below. 
 [image: ]
[bookmark: _Toc70065545][bookmark: _Toc70076550][bookmark: _Toc70079316]                                               Figure 47: Frame from video feed. 
Inconclusion, even though the author manages to intercept the traffic and capture the packets that following towards to Camera, the attempt to capture the user credentials was not successful.  









· MITM Attack Using Burp Suit Tool
To conduct the testing the author used the Burp Proxy tool in the browser and attempt to brute force the login page of the Camera and capture the credentials when the user attempt to re-enter the application. 
a) First the author initiated the Burb suits proxy from the Kali Linux and then selected the embedded Burp Proxy as it can be seen from the figure below. 
[image: ]
[bookmark: _Toc70065546][bookmark: _Toc70076551][bookmark: _Toc70079317]Figure 48: selecting the browser embedded burp suit proxy. 











b) The burp suit proxy only captures the history of the IP Camera. As it can be seen in 
figure 49 below. 
[image: ]
[bookmark: _Toc70065547][bookmark: _Toc70076552][bookmark: _Toc70079318]Figure 49: Burp suit proxy attack. 
As it can be viewed from figure 49, the test was not successful. The author was not able sniff the user credentials of the IP Camera.  






[bookmark: _Toc70079855]Attacking the TCP Smart bulb 
This is the third type of attack in this project which is merely focussed on the wireless TCP Smart Bulb communication protocol. The goal of this test is to perform a Denial of service (DoS) attack using the Wi-Fi Jamming method. The advanced MDK3 Wi-Fi jamming tool was used to perform the attack mainly because the tool is found to be efficient.
The attack includes four main sections. In Section the adapter is set in monitor mode AP and channel discovery was performed. In section two the devices associated with AP were all discovered, and the MAC of the target devices was also identified. The last section shows the execution of the MDK3 tool and the results of the attack. 

1) After setting the wireless adapter into monitor mode using similar method to above section, then the Airodump-ng tool was used to scan and discover all the nearby APs and we can also see the channel number. To do so the below common was executed on the kali. 
[image: ]
[bookmark: _Toc70065548][bookmark: _Toc70076553][bookmark: _Toc70079319]Figure 50: Discovering the targeted AP.





2) To discover the devices connected to our AP, the author used the airodump-ng tool again but this time the command makes use of channel 11 which discovered earlier. 
[image: ]
[bookmark: _Toc70065549][bookmark: _Toc70076554][bookmark: _Toc70079320]Figure 51: specifying the MAC of the smart bulb.
As it can be seen from figure 51 , the output shows the MAC address of the devices connected to the AP. Looking into the information gathering phase above the MAC address of the Smart bulb was easily identified. 











3) Finally, after copying the MAC address of the smart bulb and pasting it into the nano black.txt editor, the MDK3 was run against the device network. The command below was executed as text file with black.txt. it is also good to notice that the -c, -b are all flags for MAC to run or attack, channel and blacklist but d, is for the deauthentication. 
[image: ]
[bookmark: _Toc70065550][bookmark: _Toc70076555][bookmark: _Toc70079321]Figure 52: MDK3 execution. 

Results obtained from the execution of the above command. 
              [image: ]
[bookmark: _Toc70065551][bookmark: _Toc70076556][bookmark: _Toc70079322]                                 Figure 53: Wi-Fi jamming attack result.
The result obtained from running the MDK3 tool was very impressive. The TCP smart bulb’s Wi-Fi connection particularly was jammed and out not able to connect to the AP while the other devices are normally operating See the above diagram. 
· Summary report of the attacks 
The table below displays results obtained from the various attacks. 
	Attack type
	Method 
	Success 

	Password cracking 
	Dictionary attack 
	

	MITM 
	Using Wireshark
	

	MITM 
	Using Burp Suit proxy
	

	DoS
	Wi-Fi Jamming
	


[bookmark: _Toc70065648][bookmark: _Toc70079332]  Table 5:  Summary of the testing attacks.














[bookmark: _Toc70079856]Evaluation 
This section evaluates the overall penetration testing results with the outcome of literature review. 
The result obtained from the discovery and vulnerability assessment section of this project revealed that the IoT devices and the Wi-Fi security protocol (WPA) were found to be inherited with many security flaws. The security weakness found on the IP Camera includes open ports and the outdated version of running Operation System (OS). Similarly, the vulnerabilities of the Smart Bulb were discovered to be open ports and older version operating systems (OS). Additionally, the exposure the manufacturers brand name can benefit the hacker in gathering more information about the target device. The results gained from the vulnerabilities analysis were similar to those of literature review above. Thus, the project findings also evident the exitance security weakness in the targeted IoT devices. 
Moreover, the result findings from the testing section of this project overlaps with that of the [58] literature  in a way that, the devices were using insecure communication services (HTTP). 
The result from the attack section of the testing shows that the Dictionary attack on the AP and the DoS attack on the Smart Bulb were successful. However, both the outcome of the MITM attacks were not able to capture logging credentials of devices and this contradicts the result from the [58] of the literature review. The first MITM attack using the Wireshark could not succeed mainly because the web browser (Firefox) was equipped with more security features. To overcome this problem the author further researched into more advanced tools and conducted the testing using the Burb Suit Proxy community version. Nevertheless, the testing was also unsuccessful. The author sees that if the licensed version of this tool were used, different outcome could have been achieved. 
The list below shows some important counter measures: 
· Application of secure services such as HTTPS.
· The use of secure Wi-Fi communication protocol such as WPA2 or even WPA3.
· Avoiding the use of common passwords.




[bookmark: _Toc70079857]Summary 
 The objective of this chapter was successfully achieved. The relevant penetration resting methodologies such as planning, information gathering, discovery and the attacks were adopted. The outcome of the testing was summarised and evaluated against the literate review. 





















[bookmark: _Toc70079858]CHAPTER 6 - CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc70079859]Summary 
The design and implementation of this project has been challenging as it requires the transfer of the classroom concepts into the real-world scenario. The main section of the project development was documented to simplify the daily follow up of the project. Beginning from designing to testing and evaluation of the result. The outcome of the testing justifies the presence security flaw on the IoT devices and their wireless network. It is not also very hard to understand from this project how a skilled hacker can jeopardise the lives of many end users by exploiting the security holes of the IoT devices and their ecosystem.   
















[bookmark: _Toc70079860]CONCLUSION  
This project investigated the security of the common consumers IoT devices using the Penetration testing processes. The compressive research background and literature review provided a broader undressing about the security of the IoT gadgets and their ecosystem. The design section illustrates the network topology that best fits the project scenario. More emphasis was given to the source of the Internet, the type of the IoT devices and the way the devices communicate so that the experiment can be done ethically. Based on the design, the hardware and software devices were all configured and setup to create a suitable testing environment.
The testing was done by implementing the relevant penetration testing methods. The planning phase defined the scope of the project, specified the target devices and clearly identified the approach to be followed. During the information gathering stage some useful information about the target devices (IP Camera and the Smart Bulb) were collected. The discovery stage exposed many vulnerabilities about the victim devices by referring into the CVE database. Lastly, three types of attacks were launched against the targeted IoT devices and their network during this attacking phase. 
Finally, after evaluating the results of the study conducted over various consumer IoT devices, it was evident that the consumers IoT devices are highly vulnerable, and this can create a negative impact on the on the live of the users. Thus, series actions are in like that of the counter measures and many more are required. The study also highlighted that the end users were using common passwords (like that of the AP) and this could be resulted from lack of awareness. 







[bookmark: _Toc70079861]RECOMMENDATION FOR FURTHER STUDY 
Further development of this study would require elevating the scope of this research to accommodate more IoT devices, deploy different type of attacks and use of different penetration testing approach to investigate the security flaws of IoT ecosystem.
The use of white box penetration testing in this project gives the author more leverage over the system under study mainly because the tester is already equipped some information about the IoT network. However, to have an insight and better understanding about the vulnerabilities of your IoT ecosystem as well as the harm that an external intruder can impose on to your system, Blackbox penetration testing approach would be ideal. 
This project can also be taken further by conducting penetration testing on IoT devices that uses WPA2 wireless security protocol and HTTPS services. The WPA2 protocol is believed to be more secure. Hence, an attempt to infiltrate into the IoT network that deployed this protocol could also been tried to test the security of this communication protocol and the devices within the network. Moreover, the penetration testing can also be conducted using various tools and attacks. 













[bookmark: _Toc70079862]CHAPTER 7 – REFLECTIONS 
The objectives of this study were successfully achieved as it can be witnessed in this report.  The author engaged with each topic in this project and manages overcome financial constraints of buying the devices by investing own money. The gab of skill to conduct the experiment was also overcame through intensive reading and practicing. 
From working on this projected the author has gained a good knowledge and skill about the subject of study (IoT)in general and the penetration testing in particular.   
The following skills and traits were developed and learned.  
· Project meeting efficiency: planning and preparing the main issues that are required to be discussed with project supervisor within the given time widow weekly.  
· Project management: the use of Gunttchart to plan and classify the project task into achievable milestone and timeframe. 
· Time management: to complete and achieve the project objectives the author step a time frame ahead of the deadline. 

Positives 
· High class support, guidance and motivation from the project supervisor.  
· The excellent transferable knowledge was gained
Lesson acquired
· Planning your time ahead.
· Break the project tasks into small achievable sub tasks.
· Use your time efficiently.
· Dedication and hard work.
· The necessity of documentation in a project.
Obstacles experienced while doing the project
· Lack sufficient knowledge about the subject.
· Time management was not easy.
· Lack of testing equipment.
· Frustration and stress due to the pandemic.
· some attacks were highly skill demanding to be done. 
Road map for future computing students 
· Select topic you are comfortable to work with.
· Make a good planning and use your time efficiently. 
· Maintain a regular meeting with your supervisor. 
· Accomplish the tasks given by your supervisor.
· Breakdown large tasks into smaller sub tasks.
· Show some dedication and stay motivated. 
Summary 
The knowledge, experience and skill that was gained from doing this project was very import for future industrial or academic life. This project also rises the interest of the author to pursuit the dream of being cybersecurity professional. Additionally, the time management skill and problem-solving skill learnt from doing this project are extremely useful. 












[bookmark: _Toc70079863]APPENDICES
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· Setup of the TCP Smart light Bulb 
Switching on and off three times to reset it.
[image: ]
[bookmark: _Toc70065552][bookmark: _Toc70076557][bookmark: _Toc70079323]Figure 54 - Resetting the smart bulb. 










Entering Wi-Fi credentials 
[image: ]
[bookmark: _Toc70065553][bookmark: _Toc70076558][bookmark: _Toc70079324]Figure 55 – wi-Fi credentials. 

Smart lightbulb connection  
[image: ]
[bookmark: _Toc70065554][bookmark: _Toc70076559][bookmark: _Toc70079325]Figure 56 – Connection the device to the network. 
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The author used gunttchat in order to have a good project management. 
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[bookmark: _Toc70065555][bookmark: _Toc70076560][bookmark: _Toc70079326]Figure 57:  Gunchatt showing the plan to complete the task.
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[bookmark: _Toc70065556][bookmark: _Toc70076561][bookmark: _Toc70079327]Figure 58: Gunchatting showing the main milestones of the project. 
[bookmark: _Toc70079866]ETHICS FORM
This section shows the completed Ethics form.  

APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  

Delete the Guidance Notes at the end of the form BEFORE submitting your application

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Andom Fekadu Alemayo

	2
	Tick all boxes which apply:

	Member of staff:
	☐
	Honorary research fellow:
	☐

	3
	Undergraduate Student
	☒	Taught Postgraduate Student
	☐	Postgraduate Research Student
	☐


	4
	Institute/Academic Discipline/Centre:
	University of Wales Trinity Saint David

	5
	Campus:
	
Swansea

	6
	E-mail address:
	
aalemayo.151438@student.uwtsd.ac.uk 

	7
	Contact Telephone Number:
	
07577016348

	
	For students:

	8
	Student Number:
	P151438

	9
	Programme of Study:
	Bsc. Computer Networking and Cybersecurity


	10
	Director of Studies/Supervisor:
	Dr Carlene Campbell






SECTION B: Approval for Research Activity
	1
	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☒	NO
	☐
	
	
	Date

	2
	If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval
	Research Degrees Committee
	☒	

	3
	
	Institute Research Committee
	☐	

	4
	
	Other (write in)

	☐	



SECTION C:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines.

	1
	UWTSD Research Ethics & Integrity Code of Practice

	☒
	2
	
UWTSD Research Data Management Policy
	☐

	3
	

	☐



SECTION D: External Collaborative Research Activity
	1
	Does the research activity involve collaborators outside of the University?
	YES
	☐
	NO
	☒

	2
	If Yes, please provide the name of the external organisation and name and contact details for the main contact person and confirmation this person has consented to their personal data being shared.as part of this collaboration.

	3
	Institution
	


	4
	Contact person name
	


	5
	Contact person e-mail address

	

	6
	Has this individual consented to sharing their details on this form?
	YES
	☐
	NO
	☒

	7
	Are you in receipt of a KESS scholarship?
	YES
	☐
	NO
	☒

	8
	Is your research externally funded
	YES
	☐
	NO
	☒

	9
	Are you specifically employed to undertake this research in either a paid or voluntary capacity?
	Voluntary
	YES
	☐
	NO
	☒

	10
	
	Employed
	YES
	☐
	NO
	☒

	11
	Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)
	If YES then the permission question below does not need to be answered.
	YES
	☐
	NO
	☒

	12
	Permission to undertake the research has been provided by the partner organisation
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☒




Where research activity is carried out in collaboration with an external organisation
	13
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☒

	14
	
If Yes, please attach a copy of any final approval (or interim approval) from the organisation




SECTION E: Details of Research Activity
	1
	Indicative title:
	Penetration testing on consumers IoT devices. 

	2
	Proposed start date:
	09/2021
	Proposed end date:
	23/04/2021

	3
	Introduction to the Research (maximum 300 words)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	4
	Purpose of Research Activity


Bsc. Full filling requirement.
(this box should expand as you type)

	5
	Research Question

How secure are the Iot devices?

(this box should expand as you type)

	6
	Aims of Research Activity

Pen test on IoT devices 

(this box should expand as you type)

	7
	Objectives of Research Activity

Test security of the IoT gadgets.

(this box should expand as you type)

	8
	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.

	9
	Deductive approach through time horizon data collection method will be used. 


(this box should expand as you type)




	10
	Location of research activity
Identify all locations where research activity will take place.

	11
	
Author’s residence place
(this box should expand as you type)

	12
	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	13
	

N/A
(this box should expand as you type)



	14
	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	
	YES
	☐

	15
	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)




SECTION F: Scope of Research Activity
	1
	Will the research activity include:
	
YES
	
NO

	2
	Use of a questionnaire or similar research instrument?
	☐
	☒

	3
	Use of interviews?
	☐
	☒

	4
	Use of diaries?
	☐
	☒

	5
	Participant observation with their knowledge?
	☐
	☒

	6
	Participant observation without their knowledge?
	☐
	☒

	7
	Use of video or audio recording?
	☐
	☒

	8
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	9
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	10
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	11
	Investigation of participants involved in illegal activities?
	☐
	☒

	12
	Use of procedures that involve deception?
	☐
	☒

	13
	Administration of any substance, agent or placebo?
	☐
	☒

	14
	Working with live vertebrate animals?
	☐
	☒

	15
	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☒

	16
	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 


SECTION G: Intended Participants
	1
	Who are the intended participants:
	
YES
	
NO

	2
	Students or staff at the University?
	☐
	☒

	3
	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	4
	Vulnerable adults?
	☐
	☒

	5
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	6
	Prisoners?
	☐
	☒

	7
	Young offenders?
	☐
	☒

	8
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	9
	People engaged in illegal activities?
	☐
	☒

	10
	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	11
	Other – please indicate here:



(this box should expand as you type)
	
	



	12
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	13
	How many participants are expected?

	

N/A
(this box should expand as you type)

	14
	Who will the participants be?

	
N/A


(this box should expand as you type)

	15
	How will you identify the participants?
	
N/A


(this box should expand as you type)





	16
	Information for participants:
	
YES
	NO
	
N/A

	17
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	18
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	19
	Will you obtain written consent for participation?
	☐
	☐
	☒

	20
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	21
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	22
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	23
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	24
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	25
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	26
	If NO to any of above questions, please give an explanation 

	27
	


(this box should expand as you type)



	28
	Information for participants:
	
YES
	NO
	
N/A

	29
	Will participants be paid?
	☐
	☐
	☒

	30
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	31
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	32
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	33
	If YES to any question, please provide full details 

	34
	


(this box should expand as you type)



SECTION H: Anticipated Risks
	1
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	2
	Full risk assessment completed and appended? 

	Yes 
	☒

	
	
	No
	☐

	3
	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	4
	Risk to Participant:


(this box should expand as you type)
	How will you mitigate the Risk to Participant

N/A


(this box should expand as you type)

	5
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	

N/A

(this box should expand as you type)

	6
	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to Investigator:



(this box should expand as you type)
	How will you mitigate the Risk to Investigator:


N/A

(this box should expand as you type)

	7
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to University:



(this box should expand as you type)
	How will you mitigate the Risk to University:


N/A

(this box should expand as you type)



	8
	Disclosure and Barring Service

	9
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	10
	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒



SECTION I: Feedback, Consent and Confidentiality
	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	

N/A

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	

N/A

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	
N/A


(this box should expand as you type)



SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	1
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	☐

	2
	If YES, provide a description of the data and explain why this data needs to be collected:

	
	
N/A


(this box should expand as you type)

	3
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☐

	4
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	
	
N/A


(this box should expand as you type)



	5
	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	6
	Manual files (i.e. in paper form)?
	☐
	☒

	7
	University computers?
	☐
	☒

	8
	Private company computers?
	☐
	☒

	9
	Home or other personal computers?
	☐
	☒

	10
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	11
	“Cloud” storage or websites?
	☐
	☒

	12
	Other – specify:

	☐
	☒

	13
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	
	
N/A

(this box should expand as you type)

	14
	All Data Storage

	15
	Will the research activity involve any of the following activities:
	YES
	NO

	16
	Electronic transfer of data in any form?
	☐
	☒

	17
	Sharing of data with others at the University?
	☐
	☒

	18
	Sharing of data with other organisations?
	☐
	☒

	19
	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	20
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	21
	Publication of data that might allow identification of individuals?
	☐
	☒

	22
	Use of data management system?
	☐
	☒

	23
	Data archiving?
	☐
	☒

	24
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
	


(this box should expand as you type)

	25
	List all who will have access to the data generated by the research activity:

	
	

The author. 
(this box should expand as you type)

	26
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	
The author. 

(this box should expand as you type)

	27
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	
The data will be store on the authors personal computer. 

(this box should expand as you type)

	28
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	

N/A

(this box should expand as you type)

	29
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☒

	
	
	NO
	☐

	30
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	
	NO
	☐





SECTION K: Declaration
	31
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	
	Signature of applicant:
	Andom Alemayo
	Date:23/04/2021




For STUDENT Submissions:
	32
	Director of Studies/Supervisor:
	Dr Carlene Campbell
	Date: 23/04/2021

	33
	Signature:
	
Andom Alemayo
	



For STAFF Submissions:
	34
	Academic Director/ Assistant Dean:
	
	Date:

	35
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☒
	I confirm that the research activity has received approval in principle

	☒
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration



	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.

	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.



This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 


Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   

Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.

Indicative Title:  please use the same title as used on the research proposal.

Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.

Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.

Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.

Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended, then please add an extra box and describe these.

If you have answered no to all questions in F then sections G and I do not need to be completed.  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.

Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?

Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.

Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.

Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?

Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality

Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?

Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.

Think carefully about who will have access toyourdata, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.

In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.




[bookmark: _Toc70079867]GLOSSARY 
CVE – Common Vulnerability and Exposures
DoS- Denial of Service.
HTTP/S – Hypertext Transfer Protocol/Security
IoT – Internet of Things
LAN – Local Area Network 
MAC – Medial Access Control 
MITM – Man In The Middle
NMAP- Network Mapping
OS- Operating System
TCP – Transmission Control Protocol 
VM – Virtual Machine 
WPA/PSK – Wi-Fi Protected Access Phase Shift Key

















2

image3.png
Application
Layer

TeEE 1609 vt

e





image4.png
Initiator
13.56 MHz RF
) ASK Modulation
)
Load Modulation
Smartphone
(Active Device) Reader/Writer Mode
13.56 MHz RF
))) ASK Modulation
Smartphone
(Active Device) Peer-to-Peer Mode
13.56 MHz RF
ASK Modulation
)) * Load Modulation
NFC Reader
(Active Device)

Card Emulation Mode

Target

V)]
NFC

NFC Tag
(Passive Device)

Smartphone
(Active Device)

Smartphone
(Passive Device)




image5.png
IEEE Standard [/ KEES

Year Released |NLLL]
Freaueney

Maximum Data
Rate

2019

5GHz

0-12Gbps





image6.png




image7.png
Access point
Clent device

or bridge
ith WEP key =321 with WEP key = 123
] 1. Authentication request i
L Adhenteatbnrequest .
2. Authentication response
—_—

3. Assoction request
4. Association response
5. WEP data frame to vired network
6. Key mismatch, frame discarded

I
X





image8.png
Wired LAN

o

_—
G Aocess pont
dovice orbridge Serer
1+ Aueniation request

2. Unencrypted challenge text

3. Encrypted challenge text
4. Authentication success.

P




image9.png
WEP

Secunty Prooeols | RCE

Cigher RCL

ey Length 300r 10451

KeyLike PETT

Key Generation | Concatenation | Two __ phase | Notmesded
mixing function

Data Tnegrity CRC32 Nichael CBCMAC

Header Tntegrity | None Michael CBCMAC

ReplayProtection | Noae “Packet Nomber

KeyMansgement | None FAShaxd

Authentication | Open o Shared | $02.11x or Pre-Shared Key (PSK)





image10.jpg
Supplicant

&

| PMK

a) PMK is known
b) Generate Shonce

Message 1: EAPOL-Key (ANonce, Unicast)

Authenticator

Master keys: PMK and GMK
Temporal keys: PTK and GTK

| PMK rGMK

a) PMKis known
b) Generate ANonce

PTK r Message 2: EAPOL-Key (SNonce, Unicast, MIC)
Derive PTK
It needed
* T Encrypted GTK generate GTK

Message 3: EAPOL-Key (Install PTK, Unicast, MIC,

Encrypted GTK)

Message 4: EAPOL-Key (Unicast, MIC)

Install PTK and GTK

PIK  GTK

Install PTK
IEEE 802.1X controlled port f

unblocked PTK





image11.png
Intelligently manage
vulnerabilities

Satisfy prerequisites
for cybersecurity

Avold the cost of
network downtime

[ Meet regutatory
requirements and
avoid fines

Preserve corporat




image12.JPG
Zero
Knowledge

Testing as
Attacker

Some
Knowledge

V]

Testing as
User with
access to

some data

Full
Knowledge

Testing as
Developer




image13.png
I. PLANNING

IIl. VULNERABILITY

IV. EXPLOITATION

IIl. RECONNAISSANCE

DETECTION





image14.jpeg
(D physical systems » Sensor spoofing

@D cyber systems » Denial of Service (DoS)
v « Eavesdropping
: !gﬂf:::;zn:iage o Packet modification
 Timing error e
o Resource blocking

« Authentication failure
© Deadline miss
o Relay attacks

o Storage modification
o Data remanence





image15.png
Widespread

10T security

“Widespread IT has devices which is resource fich

ToT devices need (o be carefully provisioned with security

"Widespread IT s based on resource rich devices

ToT system are composed of devices having Hmmiation 1n
terms of their software and hardware

Tor wide security and lower capabilities complex algorithm
are implemented

‘only Tightweight algorithms are preferred

‘Homogencous technology is responsible for Wigh security

ToT with heterogencous technology produce Targe amount
of heterogeneous data increasing the attack surface





image16.jpg
Philosophies

Approaches

Strategies
Data
collection

and data 3
analysis Choices

Time
horizons

Techniques and
procedures





image17.jpg
Research Design

Research Philosophy

Research Approach

Research Strategy

i

Time Horizon

|

Data Collection

Observational/ Sampling





image18.jpg
24-Dec 23-Jan 22-Feb 23-Mar 22-Apr 22-May

Literature Review l
ataCallcion -
et Anayss -
Result Analysis .
Reflection I
Condusion .
Final Report I




image19.jpeg
Problem Formulation

Investigating the securty o consumers [oT devices,

J

Vethod

Penetraton tsting

<z

Approach

uhite Box

Z

Tools

Software

Hardvare

¥

Kal Linux

End devices | | End devices.

End devices





image20.jpeg
Internet

AN
Gateway (Mobile phone) { /
Access Point o E
Sman Bulb k&k
£ b
S
o
N~
| = =
Kali Linux

IPCamera E
Tablet




image21.jpeg




image22.jpeg
8] Kali-Linux-2020.3-vbox-amd64 [Running] - Oracle VM VirtualBox — O X

file  Machine View Input Devices  Help

£

The Virtual Machine reports that the guest OS supports mouse pointer integration. This

12 (%] right ctr





image23.jpg
root@kali: ~

h Terminal

ng package lists... Done

Building dependency tree

Reading state information... Done

build-essential is already the newest version (12.8).

git is already the newest version (1:2.25.1-1).

libcap-dev is already the newest version (1:2.33-1).

libdw-dev is already the newest version (0.176-1.1).

libmicrohttpd-dev is already the newest version (0.9.66-1+bl).

libncurses5-dev is already the newest version (6.2-1).

libnl-3-dev is already the newest version (3.4.0-1+bl).

libnl-genl-3-dev is already the newest version (3.4.0-1+bl).

libnm-dev is already the newest version (1.22.10-1).

libpcap-dev is already the newest version (1.9.1-3).

libsqlite3-dev is already the newest version (3.31.1-4).

zliblg-dev is already the newest version (1:1.2.11.dfsg-2).

The following packages were automatically installed and are no longer required:
cython dh-python finger freeglut3 libfluidsynthl libglul-mesa libilmbase23 1libmngl
libmozjs-60-0 libopenexr23 libproj13 libpython3.7-dev libgscintilla2-qt4-116n
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Client List

Device Name MAC/IP

IPCAM 0C:8C:24:9E:7B:DD

D 192.168.10.192 m
Online (Automatic)
ESP_4C2E53 84:0D:8E:4C:2E:53

D 192.168.10.137 m
Online (Automatic)
other 2E:98:68:36:DB:00

D 192.168.10.135 m
Online (Automatic)
Galaxy-Tab-A F0:8A:76:56:40:52

D 192.168.10.150 m

Online (Automatic)
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o :~# nmap 192.168.10.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2020-06-13 21:16 EDT
Nmap scan report for 192.168.10.1

Host is up (©.0081s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

80/tcp open http

MAC Address: 80:3F:5D:FA:F2:18 (Winstars Technology)

Nmap scan report for 192.168.10.142

Host is up (0.822s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

80/tcp open http

554/tcp open rtsp

1935/tcp open rtmp

8080/tcp open http-proxy

MAC Address: @C:8C:24:9E:7B:DD (Shenzhen Bilian Electronicltd)

Nmap scan report for 192.168.10.159
Host is up (0.0000050s latency).
Not shown: 999 closed ports

PORT STATE SERVICE

111/tcp open rpcbind

Nmap done: 256 IP addresses (3 hosts up) scanned in 8.90 seconds
. W
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©oo . :~# nmap -0 192.168.10.142

Starting Nmap 7.80 ( https://nmap.org ) at 2020-06-13 21:23 EDT
Nmap scan report for 192.168.10.142

Host is up (©.0087s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

80/tcp open http

554/tcp open rtsp

1935/tcp open rtmp

8080/tcp open http-proxy

MAC Address: @C:8C:24:9E:7B:DD (Shenzhen Bilian Electronicltd)
Device type: general purpose

Running: Linux 2.6.X|3.X

0S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:1linux:linux_kernel:3
05 details: Linux 2.6.32 - 3.10

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.89 seconds
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root@kali:~/kismet# kismet -c wlan®mon

INFO: Including sub-config file: /etc/kismet/kismet httpd.conf

INFO: Including sub-config file: /etc/kismet/kismet memory.conf

INFO: Including sub-config file: /etc/kismet/kismet alerts.conf

INFO: Including sub-config file: /etc/kismet/kismet 80211.conf

INFO: Including sub-config file: /etc/kismet/kismet storage.conf

INFO: Including sub-config file: /etc/kismet/kismet logging.conf

INFO: Including sub-config file: /etc/kismet/kismet filter.conf

INFO: Including sub-config file: /etc/kismet/kismet uav.conf

INFO: More than one override file included; Kismet will process them in
the order they were defined.

INFO: Loading config override file '/etc/kismet/kismet package.conf!'

INFO: Optional sub-config file not present: /etc/kismet/kismet package.conf

INFO: Loading config override file '/etc/kismet/kismet site.conf

INFO: Optional sub-config file not present: /etc/kismet/kismet site.conf

KISMET - Point your browser to http://localhost:2501 for the Kismet UI]|

INFO: Detected new 802.11 Wi-Fi access point 4C:66:41:16:51:57

INFO: 802.11 Wi-Fi device 4C:66:41:16:51:57 advertising SSID
'AndroidAP8895"

debug - IE tag structure corrupt

INFO: Detected new 802.11 Wi-Fi access point AA:34:6A:11:3E:8C

INFO: 802.11 Wi-Fi device AA:34:6A:11:3E:8C advertising SSID 'Memetiliev

INFO: Detected new 802.11 Wi-Fi device F0:98:9D:D6:48:93

INFO: Detected new 802.11 Wi-Fi device 10:4E:89:46:1A:CF

INFO: Detected new 802.11 Wi-Fi device AB:C9:A0:90:088:D7
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Last Seen Data

v o @y in @

" « 2w

searcn: | 44EFBFIG4E0:IB
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T Abr 17 2020 19:20:40 00211 Fi device 02201276540 acherteing SSID BTW
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| ABr 17 2020 10:26:25  Detcted now 602,11 W i device 9226:08 ADASFC
 Apr 17 2020 19:25:53 Detected new 002.L1 W Fidevice 2C FOEESEGTAA
Apr 17 2020 19:23:27 Detcted new 602,11 W Fidevie F29F21 5 6325
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MAC Address ©
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First Seen
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Frequencies
Channel &

Main Frequency ©

Empty

44:EFBF64E03E

China Dragon Technology Limited
Wi-Fi Client
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Applications ~ Places =

=

root@kali: ~

L) Terminal ¥

root@kali: ~

Sun18:06

root@kali: ~

. :-# nmap -sV --script=vulscan/vulscan.nse 192.168.10.142
Starting Nmap 7.80 ( https://nmap.org ) at 2020-06-28 22:00 EDT
Nmap scan report for 192.168.10.142

Host is up (0.829s latency).
Not shown: 996 closed ports
PORT STATE SERVICE
80/tcp open http

VERSION
Mongoose httpd

| vulscan: VulDB - https://vuldb.com:
| [137699] Mongoose 6.15 mongoose.c mq_parse_http memory corruption

| [136861] Mongoose up to 6.
| [136250] Cesanta Mongoose
data_cgi memory corruption
| [136249] Cesanta Mongoose
data_cgi memory corruption
| [136248] Cesanta Mongoose
ata memory corruption

| [136247] Cesanta Mongoose
ata memory corruption

| [136246] Cesanta Mongoose
emory corruption

| [127225] Cesanta Mongoose
| [126069] Cesanta Mongoose
emory corruption

| [126068] Cesanta Mongoose

14 mg_mqtt.c parse mqtt() mel
Embedded Web Server Library
Embedded Web Server Library
Embedded Web Server Library
Embedded Web Server Library
Embedded Web Server Library

6.13 mongoose.c mg_mgtt_add_
6.13 MQTT Parser mg_mqtt nex

mory corruption

up to 6.13 mongoose.c mg_http_free proto
up to 6.13 mongoose.c mg_http_free proto_
up to 6.13 mongoose.c mg_http_get proto d
up to 6.13 mongoose.c mg_http_get proto_d
up to 6.13 mongoose.c mg_cgi_ev_handler m

session() memory corruption
t_subscribe_topic MQTT SUBSCRIBE Packet m

6.13 MQTT Parser parse _mgtt MQTT SUBSCRIBE Packet memory corruption
| [119690] Mongoose 6.11 HTTP Request mongoose.c mbuf_insert memory corruption
| [118418] express-restifv-mongoose up to 2.4.2/3.0.1 REST Interface /User information disclosure
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File Edit View arch Terminal Help

| MITRE CVE - https://cve.mitre.org:

| [CVE-2011-2900] Stack-based buffer overflow in the (1) put_dir function
' in mongoose.c in Mongoose 3.8, (2) put_dir function in yasslEWS.c in yas

SL Embedded Web Server (yasslEWS) 0.2, and (3) _shttpd_put_dir function i
n io_dir.c in Simple HTTPD (shttpd) 1.42 allows remote attackers to execu
te arbitrary code via an HTTP PUT request, as exploited in the wild in 20
11.
| [CVE-2009-4535] Mongoose 2.8.8 and earlier allows remote attackers to o
btain the source code for a web page by appending a / (slash) character t
o the URI.
| [CVE-2009-4538] Mongoose 2.8.0 and earlier allows remote attackers to o
btain the source code for a web page by appending ::$DATA to the URI.
| [CVE-2009-1354] Directory traversal vulnerability in Mongoose 2.4 allow|
s remote attackers to read arbitrary files via a .. (dot dot) in the URI.
\
| SecurityFocus - https://www.securityfocus.com/bid/:
| [100830] Mongoose Web Server CVE-2017-11567 Cross Site Request Forgery
Vulnerability
| [97378] Mongoose 0S CVE-2017-7185 Use After Free Denial of Service vuln
erability
. | [79169] Mongoose CVE-2009-4530 Remote Security Vulnerability
. | [66949] MongooseIM XMPP-Layer Compression Denial of Service Vulnerabili

e - T

ty
l\ [48980] Mongoose PUT Request Remote Buffer Overflow Vulnerability
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root@kali:~# airmon-ng start wlan®mon

Found 2 processes that could cause trouble.

Kill them using 'airmon-ng check kill' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
502 NetworkManager
615 wpa_supplicant

PHY Interface Driver
phy® wlan@mon athgk_htc
]

(mac80211 monitor mode

Chipset

Qualcomm Atheros Communications AR9271 802.11

already enabled for [phy@]wlan®mon on [phy®]le
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Terminal = Tue 18:57 w [ ) B~

root@kali: ~

Applicatio... ¥  Places =

File Edit ew arch Terminal Help

(mac80211 monitor mode already enabled for [phy®]wlan
omon on [phy©]10)
@ root@kali:~# airodump-ng wlan@mon

CH 4 ][ Elapsed: 42 s ][ 2020-85-12 18:57

8

" BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER

[@ E4:3E:D7:F2:4A: Sl 2l 1 (%] 6 130 WPA2 CCMP

:10:AF:71: -47 26 ] 2] 6 130 WPA2 CCMP

- sl 80 ] %] 4 270 WPA CCMP
-54 29 ] 2] 6 130 WPA2 CCMP

3 -60 15 ] @ 11 195 OPN
-60 15 18 0 11 195 WPA2 CCMP
-69 16 ] %] 1 130 WPA2 CCMP

% -74 20 ] 0 11 130 WPA2 CCMP
=77 13 ] [°] 6 130 WPA2 CCMP
-78 i3 ] 0 11 130 WPAZ CCMP
=79 2 (] %] 6 130 WPA2 CCMP
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root@kali:~# aireplay-ng -0 2 -a 80:3F:5D:FA:F2:19 -c f0:8a:76:56:40: I
52 wlan@mon
17:33:49 Waiting for beacon frame (BSSID: 80:3F:5D:FA:F2:19) on chan

nel 4
17:33:50 Sending 64 directed DeAuth (code 7). STMAC: [FO:8A:76:56:40
:52] [ 9|63 ACKs]

17:33:51 Sending 64 directed DeAuth (code 7). STMAC: [FO:8A:76:56:40
:52] [42|67 ACKs]
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Applications ~ Places ~ [ Terminal ~ Tue17:39 - W) B v

root@kali: ~

File Edit View Search Terminal Help

CH 4 ][ Elapsed: 22 mins ][ 2020-85-12 17:39 ][ WPA handshake: 80:3F:5D:FA:F2:19

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
80:3F:5D:FA:F2:19 -2 100 12463 368 7 4 270 WPA CCMP PSK  WAVLINK-N
BSSID STATION PWR Rate Lost Frames Probe
80:3F:5D:FA:F2:19 F@:8A:76:56:40:52 -35 Oe- Oe 1285 854 WAVLINK-N

‘=20 OFK
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e T T
Current passphrase: !Magyaris

Master Key : C2 28 A6 2A OB 7E 9A B6 04 B4 85 A7 22 74 D
[01:13:02] 9597286/9822770 keys tested (2656.49 k/s)

Time left: 1 minute, 24 seconds 97.70%
Current passphrase: !@#$1234AbC

Master Key : DF 85 AB 93 2E FD E5 4B 1D 01 86 1B 3E 19 F
[01:13:02] 9597678/9822770 keys tested (2653.49 k/s)

Time left: 1 minute, 24 seconds 97.71%
Current passphrase: !$SEXY!$

Master Key : 29 C8 B8 D2 6E F2 E1 C7 1F 92 DO 8B 23 Al 5
[01:13:02] 9598086/9822770 keys tested (2655.27 k/s)

Time left: 1 minute, 24 seconds 97.71%
Current passphrase: !!!npabile!!!

Master Key : D8 D1 50 48 CA 3A (6 0C 43 01 81 CB 45 C4 56E 36 Transient Key : 74 1C 13 1F C3 45 4F 1C F2 A4 89 78 2A F5 F2
TA
EF 42 61 F6 84 92 CB F5 45 EC C9 3C 15 B3 @D 05
05 A8 43 75 01 36 D6 C9 CE 93 6A A6 04 85 C KEY FOUND! [ RomanlA 1
49 81 F5 FD F4 2E BF 44 12 EB 8C 67 E1 A7 60 BB EAPOL HMAC : 68 F7 45 OF B2 CD D1 9A A8 21 CD 52 63 50 60

59
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~ :~# airmon-ng start wlan®mon 4

Found 2 processes that could cause trouble.

Kill them using 'airmon-ng check kill' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
494 NetworkManager
742 wpa_supplicant

PHY Interface Driver Chipset
phy@ wlan@mon ath9k_htc Qualcomm Atheros Communications AR9271 8
02.11n

(mac80211 monitor mode already enabled for [phy®]wlan@mon on [ph

yela)
root@kali:~# [
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(mac80211 monitor mode already enabled for [phy®@]wlan@mon on

yola)
rootigkali;

# mdk3 wlanomon d -c 4

L Terminal ~

Applications ~ Places ~ Sun21:09

o] root@kali: ~ Cull =

Dl ~ root@kali: ~ -

CH 4 ][ Elapsed: 9 mins ][ 2020-05-24 21:09 ][

BSSID PWR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID
-14 0 8 1 @ 1 130 WPA2 CCMP  PSK EE-Bri
-17 100 5385 11 8 4 270 WPA CCMP  PSK WAVLIN
-56 0 162 38 @ 6 195 WPA2 CCMP  PSK BTHub6
-9 2 491 © @ 4 270 WPA2 CCMP  PSK WREC G
-75 0 96 © @ 6 195 OPN BTWifi

BSSID STATION PWR Rate  Lost Frames Probe

(not associated) B4:9C:DF:D9:01:83 -82  © - 1 [} 18 SKY1B87B

(not associated) 40:88:05:86:7D:A4 -85 @ - 1 [} iz

(not associated) 94:65:2D:72:3F:7A -86  © - 1 [} 33 VM2979901

(not associated) 40:88:05:26:C5:2F -88  © - 1 [} 1

(not associated) 60:02:B4:71:04:19 -93 @ - 1 168 205 SKY375D2

(not associated) F@:8F:EC:73:98:87 -92 0 - 1 [} 2

(not associated) FB:8A:76:56:40:52 -67 @ - 1 [} 29  Andex

(not associated) EB:03:9A:C7:ED:6D -80  © - 1 [} 23 TNCAPD4FD2B

(not associated) 2A:03:9A:C7:ED:6D -83 0 - 1 [ 5

E4:3E:D7:F2:4A:72 01:00:5E:7F:FF:FA @ 0 - 1 ] 80
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A Wi — O X
File Edit View Go Capture Analyze Statistics Telephony ~ Wireless Tools  Help
LI-8) RE QReEE=EF S = LS.
R Y
No. Time Source Destination Protocol Length Info
355.. 327.950431  192.168.10.133 192.168.10.194 HTTP 193 HTTP/1.1 208 OK (text/html)
360.. 331.516407  192.168.10.194 192.168.10.133 HTTP 613 GET /web/cgi-bin/hi3510/ptzctrl.cgi?-step=08&-ac..
361.. 331.619580  192.168.10.133 192.168.10.194 HTTP 193 HTTP/1.1 208 OK (text/html)
361. 331.719981  192.168.10.194 192.168.10.133 HTTP 613 GET /web/cgi-bin/hi3510/ptzctrl.cgi?-step=08&-ac..
361. 331.820992  192.168.10.133 192.168.10.194 HTTP 193 HTTP/1.1 208 OK (text/html)
368.. 334.792315  192.168.10.194 192.168.10.133 HTTP 613 GET /web/cgi-bin/hi3510/ptzctrl.cgi?-step=08&-ac..
368.. 334.892134  192.168.10.133 192.168.10.194 HTTP 193 HTTP/1.1 208 OK (text/html)

Frame Length: 193 bytes (1544 bits)
Capture Length: 193 bytes (1544 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:http:data-text-lines]
v Ethernet II, Src: Shenzhen_9e:7b:dd (©c:8c:24:9e:7b:dd), Dst: 2e:98:68:36:db:00 (2e:98:68:36:db:00)
Destination: 2e:98:68:36:db:00 (2e:98:68:36:db:00)
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