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	First Marker’s General Comments and Original Mark

This dissertation successfully achieves its aim of evaluating an open-source SIEM platform within a small-scale network environment in a real-world scenario of security. The implementation is competent, the literature review is relevant, and the evaluation identifies genuine strengths and limitations of Wazuh's default configuration. The project effectively demonstrates solid practical cybersecurity skills and a good understanding of SIEM deployment.
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	Second Marker’s General Comments and Original Mark

This is a good piece of work, with a logical flow from the introduction and clearly defined objectives through to the presentation and discussion of results, concluding with well-considered recommendations for future work.
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The higher mark has been agreed on, the student has demonstrated great skill and knowledge in their research and has set the foundations for continued research in the subject area.
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	4/5
	/5

	Literature Review
	/20
	/35
	13/20
	/15

	Comments:

The report provides a clear and relevant introduction to Security Information and Event Management (SIEM) systems and successfully establishes the importance of affordable security monitoring solutions for small and medium-sized enterprises. The project objectives are clearly stated and remain consistent throughout the dissertation. The literature review demonstrates an understanding of cybersecurity threats, intrusion detection systems, SIEM and virtualised environments supported by academic and industry sources. While the review provides a strong foundation for the experiment there is a lack of critical analysis with much of the existing research is summarised without any comparison to other SIEM solutions or the mentioned machine learning models.


	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	4/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:

The methodology is well organised and demonstrates a good understanding of research design principles. The choice of research philosophy, deductive approach and experimental strategy is appropriate for the project objectives and is explained clearly. The virtualised testing environment, attack simulation approach and data collection procedures are described in sufficient detail to support reproducibility. However, experimental control and validation techniques would have strengthened the precision of the research design.



	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	17/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	7/10
	/10

	Comments: 

The project successfully demonstrates the deployment and testing of a Wazuh-based SIEM environment across multiple systems and attack scenarios. Results show that the platform effectively identifies authentication-related events while also highlighting limitations in detecting reconnaissance activity. The discussion demonstrates an understanding of the practical strengths and weaknesses of the platform and links findings back to the project objectives. Greater use of comparative metrics, repeated testing and critical evaluation of findings would have strengthened the analytical depth


	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	13/15
	 -

	Comments: 

A strong aspect of the project is the successfully designed, implemented and configured a realistic virtual security monitoring environment incorporating Windows and Linux systems, Wazuh server infrastructure, endpoint agents and attack simulation tools. The project demonstrates a good level of practical competence in systems administration, network security and SIEM deployment. Evidence of troubleshooting, configuration management and problem solving is evident throughout the process. Further development through custom rule creation, integration with additional security tools would strengthen the practical contribution even further.






	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	6/10
	/10

	Quality of Report
	/10
	/10
	6/10
	/10

	Comments: 

The project demonstrates evidence of independent learning, project management, technical problem solving and perseverance throughout the implementation and testing phases. Reflection identifies several challenges encountered during deployment and highlights the knowledge and skills developed during the project lifecycle. The report is generally well structured and easy to follow, with a logical progression between chapters and appropriate use of figures, tables and supporting material. However, there are a few grammatical errors, formatting inconsistencies, repetitive explanations and examples of informal writing. 








