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Abstract
FinSure Bank has a history of allowing technological expansion to continue unchecked before accounting for corporate governance. The fact that over 90% of its infrastructure is held offsite and the lack of BYOD regulations mean it has virtually no traditional security perimeter. This paper considers whether ISO/IEC 27001:2022 [1] and ITIL 4 [2] can provide it with adequate controls, determines that they are individually inadequate and outlines an FSB Integrated Security Governance Model incorporating controls from ISO into ITIL processes driven by a Zero Trust Architecture (NIST SP 800-207) [3] and guided by an AI driven risk assessment process. It also states that the GDPR [4], DORA [5] and the UK Cyber Security and Resilience Bill [6] must be viewed as vital defensive measures against increasingly complex threats.
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1. Introduction
Data security, governance, and compliance are the three pillars of the institution's viability, and they support and depend on one another. Data security maintains the confidentiality, integrity, and availability of the information assets; governance operationalises security intent into coordinated institutional activity; and compliance ensures that multi-jurisdictional regulatory requirements are met. Collectively, security, governance, and compliance provide the infrastructure for institutional resilience in an attack environment characterised by limitless, adaptive, and increasingly automated adversaries.
The technology-led growth of FinSure Bank, while creating significant market penetration, has run critically far ahead of the capability of its risk management. The existence of an informal and lenient BYOD policy has undermined the perimeter that traditional security architecture is built upon. An unstructured policy approach, with no formal policy on risk management strategy, or compliance audit program, allows for significant insider risks, unchecked data leakage and potential insolvency through regulatory failure.
This report develops an operational and academic security governance model for FinSure Bank (FSB).The goal of the report is to:(1) critically analyze ISO/IEC 27001:2022 and ITIL 4 to be used within the operational scope of FSB [1]2 compose an integrated security framework that responds to FSB's drawbacks on the management of BYOD, risk on-going process, accountability of third parties, architecture security(3) provide reasoning of why the development of regulation is a necessity instead of an impositions
This approach is based on the following four assumptions: FSB currently uses multi-cloud environment with significant technical debt; there are executive willingness and funds available for this remediation; customers are present in both the EU and UK, therefore the GDPR, DORA and UK Cyber Security and Resilience Bill are applicable simultaneously [4][5][6]; there is no present single governance, hence this model is an additive intervention and not a transformative one.
2. Critical Evaluation of Security Frameworks
The choice of a security framework is a value-laden one: for high-risk areas such as FSB, the choice of a security framework, or its implementation, may offer a less safe illusion of security than would the absence of such a framework. The evaluation below reviews the strengths and weaknesses of ISO/IEC 27001:2022 and ITIL 4 for the context of FSB operations.
2.1 ISO/IEC 27001:2022
ISO/IEC 27001:2022 mandates a structured approach to implementing and managing an ISMS [1]. The real benefit of ISO 27001 lies in its auditable, risk-based approach, forcing the organisation to categorise information assets, perform appropriate risk assessment and keep an evidence log demonstrating how effective controls are. Controls 5.23 (Information Security for Cloud Services) and 5.7 (Threat Intelligence) are the only two meaningful controls directly pertinent to FSB within the 2022 update and provide a baseline standard against which cloud-specific threats can be mitigated.
The biggest weakness of ISO 27001 stems from the standard's technology-neutral nature; it dictates that a certain aspect of the system MUST be protected, but it fails to dictate how the relevant controls are engineered. As Ullah (2024) points out, this leads to 'symbolic adoption': the act of being certified to ISO 27001 as proof of compliance, rather than as a method for achieving security [7]. An approach to certification by FSB is essentially the provision of a 'paper shield' to satisfy an auditor while failing to provide defence against actual attackers. The cyclic nature of reviews also makes the standard unsuitable for the ever-changing environment in which the threat actor operates.
2.2 ITIL 4
ITIL 4 reframes IT service management within the Service Value System, orienting all IT activities around co-creation of business value [2]. Its relevance to FSB lies in its capacity to standardise the operational workflows through which security policies are enacted: incident response, change enablement, and supplier coordination. By embedding Information Security Management as a formal ITIL practice—measured through Practice Success Factors (PSFs)—the framework converts ISO 27001's abstract control objectives into repeatable, measurable daily operations.
Nevertheless, ITIL 4 is not a security architecture. Its treatment of information security remains one practice among thirty-four, lacking depth in cryptographic design, identity federation, and advanced threat detection—precisely the technical disciplines required to protect the high-assurance financial data flowing through FSB's cloud infrastructure. Reliance on ITIL 4 alone would produce operationally efficient service delivery processes that nonetheless consistently deliver insecure configurations—a paradox no degree of procedural rigour can resolve without a dedicated security architectural foundation.
2.3 Integration of Frameworks
The gaps of the frameworks have complementary structural weaknesses: the strategic generality of ISO 27001 can be met by the operational granularity of ITIL 4. While ISO establishes the control framework, the risk acceptance threshold, and the necessity of audits, ITIL will create the machine that embeds these rules into our everyday. The studies by Kekgathetse et al. (2024) validated that by using multiple frameworks, the blindness in any single framework can be eliminated [8].
The three-layer model of integration: Strategic Governance Layer (ISO 27001 ISMS control and risk appetite), Operational Execution Layer (ITIL 4 value stream hardcoded by ISO parameters) and Technical Enforcement Layer (Zero Trust Architecture, MDM and AI-driven monitor)[3]. ISO rules will confine and mould ITIL processes, and ITIL feedback, such as operational incidents, supplier failure, etc. Will be fed back and continuously updated, the ISO risk register; compliance evidence is inherently derived from execution.
TABLE I FSB Integrated Security Framework Model

	Layer
	Framework Component
	Function for FSB

	Strategic Governance
	ISO/IEC 27001:2022 ISMS
	Risk appetite, control catalogue, audit evidence, regulatory alignment

	Operational Execution
	ITIL 4 Service Value System
	Incident management, change enablement, supplier operations, PSFs

	Technical Enforcement
	NIST SP 800-207 Zero Trust + AI Monitoring
	Identity verification, least-privilege access, continuous behavioural analytics
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Fig. 1. Integrated Security Governance Architecture — Layer overview derived from ISO/IEC 27001:2022 [1], ITIL 4 [2], and NIST SP 800-207 [3]
3. Custom Security Governance Model for FSB
The FSB Integrated Security Governance model consists of eight interlinked parameters. Each of the parameters has been built upon a requirement of regulatory compliance, academic research into security and the contextually specific nature of FSB's stated risk profile. Collectively, they present a linear progression towards measurable and dynamic cyber resilience, moving from security governance chaos.
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[bookmark: _Hlk227283524]Fig. 2 — FSB integrated security governance model — eight interdependent pillars
3.1 Continuous Risk Management
In FSB's case, an annual risk assessment is not only ineffective but could prove to be detrimental, giving institutional credibility to a risk register that will be outdated from day one. FSB must adopt the continuous risk assessment lifecycle prescribed by NIST SP 800-30 Rev. 1 [10], coupled with ML behavioural analysis to keep the organisation's risk stance at a real-time state.
The use of Recurrent Neural Networks in continuous monitoring, as shown by Asmar and Tuqan (2024), improves the detection of insider attacks and DDoS campaigns to allow a proactive response, even before systems are breached [11]. This shift takes risk management from a reactive compliance task to a forward-looking function. Despite this capability, AI has to issue false positives and model drift; the decision-making to take remediation actions cannot be automated without a 'human in the loop' mechanism
3.2 Zero Trust Security Architecture
The traditional perimeter security model will simply not work for an organisation where 90% of infrastructure is cloud-based third-party services, and the sources of access are unmanaged personal devices. FSB should adopt a Zero Trust Architecture (ZTA) as described by NIST SP 800-207 and operationalise never trust, always verify across the entire access life-cycle [3].
Under a ZTA, all access requests must be continually verified through multi-factor authentication prior to access being granted on a least-privilege basis. Requests are evaluated for their risk profile by a Policy Decision Point (PDP), and actions determined are executed by Policy Enforcement Points (PEP). Joshi (2025) proves ZTA maturity is directly proportional to a decrease in breach severity for cloud-native organisations [12]. Federated AI-driven Zero Trust was recommended for BYOD at Hussain, Pal and Jadidi (2024), Daah et al. (2023) propose a ZTA framework specifically adapted to financial institutions, emphasising continuous identity verification and micro-segmentation as core controls [14].
The major challenge for implementation is the sheer architectural complexity when attempting to implement granular access controls through legacy cloud services and APIs. FSB must therefore undertake a phased ZTA deployment, focusing first on data/service tiers of most sensitive data-core banking ledgers, customer PII data stores and payment processing APIs, and then gradually extending to less-critical data/service tiers.
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Fig. 3 — Zero Trust access verification flow. Adapted from NIST SP 800-207 and Biao (2025)


TABLE II FSB Zero Trust Architecture – Access Verification Flow

	Stage
	Component
	Action
	Outcome

	1
	Identity Provider
	MFA / FIDO2 credential validation; SSO session scoping
	Identity verified

	2
	Device Health Check
	MDM compliance posture, OS patch level, jailbreak detection, RF fingerprinting
	Device trusted/quarantined

	3
	Policy Decision Point
	Contextual risk score (FTS); role-based access matrix; request sensitivity classification
	Access policy selected

	4
	Policy Enforcement Point
	Least-privilege, time-limited, micro-segmented access grant or denial
	Resource access controlled

	5
	Continuous Monitoring
	AI-driven behavioural analytics; session anomaly detection; automatic revocation trigger
	Ongoing trust recalculation


3.3 Cryptographic Controls and API Security
Three security controls cannot be relaxed: MFA should be phishing-resistant, and used for every login, both for the user and systems; data in transit and at rest must be AES-256 encrypted; Service-to-service communications and authentication should be secured and restricted with capability-based API gateways, preventing the compromise of customer-facing APIs from being the path for lateral movement:
AES-256 encryption alone is insufficient without Zero Trust controls; FIDO2/WebAuthn and Cloud HSMs with keys accessible only to FSB are mandatory complements [15].
3.4 Security Governance Structure
FSB needs to formalise an Information Security Steering Committee (ISSC) led by a Chief Executive, with mandated participation from the appointment of a Chief Information Security Officer (CISO) and the appointment of a Data Protection Officer (DPO). 
The appointment of a DPO is mandated by law (GDPR Article 37) in FSB [4]. From a strategic point of view, promoting the CISO into a direct reporting line to the Board eliminates the conflict between the security integrity of the system and the flow-through speed of the system at the core of FSB's 'feature speed over security' approach. An ISSC will allow for the implementation of strategy as funded programs, and embeds cybersecurity as a Board-level financial risk rather than an IT department issue. Any downstream controls implemented without the benefit of this architecture will not endure.
3.5 Third-Party Risk Management
Since 90% of infrastructure is external, third-party (vendor) governance is the first operational security area that must be addressed. Current SLAs should be amended to reflect high availability with enforceable Service Level Agreements (SLAs), data ownership requirements, 'right to audit' clause, SOC 2 Type II and ISO 27001 certification requirement for third parties, mandatory disclose of sub-contractors, acceptable DORA and GDPR specified timeframes for incident notifications, and data ownership/portability in case of termination of contract [4][5]. 
DORA Articles 28–30 make managing third-party ICT risk non-delegable for the financial institution, and it cannot pass on that liability to FSB through a contract [5]. Where providers resist audit rights, FSB should distribute risk across multiple certified vendors [5].


3.6 BYOD and Mobile Device Management
FSB's unmanaged BYOD environment is its largest attack surface. Enforcement of a no-tolerance policy by MDM with obligatory cryptographic containerisation must occur on all BYOD devices. Containerisation means corporate data is stored in a separate, encrypted, logically separated vault on the personal device. Any device failing a health check, unsupported OS version, patch levels or jailbroken, will be refused access to the network via the condition access policies. Malware on the personal device (if not containerised) can share memory and access cloud-based systems via a banking interface. The "most prevalent organisational challenge" related to BYOD is the inherent security risks; mitigation should be primarily conditional access [9]. Privacy issues are a concern with employee MDM usage; employees will be notified of only their corporate data (not personal data) being monitored to prevent shadow IT (through a proper acceptable use policy and security awareness training).
3.7 Regulatory Compliance Alignment
FSB is subject to three intertwined regulatory regimes, which may not be treated as a series of discrete compliance projects. GDPR requires data minimisation, privacy-by-design implementation and DPIAs for high-risk processing, with sanctions up to 4% of worldwide annual revenue [4]. DORA applies to all firms from Jan 2025 and introduces direct liability for financial institutions regarding the ICT failures of cloud third-party providers, TLPT, registers of ICT third-party risk and sanctions up to 2% of worldwide annual revenue [5]. The parallel UK Cyber Security and Resilience Bill introduces parallel duties: the designation of critical suppliers and time-sensitive reporting requirements for incidents [6].
The FSB's compliance architecture must handle these three regimes as one compliance obligation landscape. To achieve the most efficient form, it is best to harmonise with the highest common factor – the ISO 27001:2022 control set [1], implemented through ITIL processes [2], meets the basic requirements of all three regimes at once without fragmented compliance obligations handled by the compliance department in a silo.
3.8 Implementation Roadmap
First, immutable data backups in logically air-gapped object storage are necessary for all critical data and system state; advanced ransomware groups are directly attacking repositories, and immutability neutralises that point of recovery leverage. Second, a tested IR and DR playbook with clearly defined roles, notification deadlines, and recovery RTOs for every critical system tier is a necessity. Third, replace compliance check-the-box audits with real, adversary-based testing using DORA-compliant TLPT [5].
TABLE III FSB Risk, Impact, Control and Framework Mapping
	Risk
	Impact
	Control / Mitigation
	Framework Mapping

	Unmanaged BYOD device compromise
	High: Data exfiltration, ransomware lateral movement
	MDM + containerisation; conditional access; ZTA device health checks
	ISO 27001 (A.8.1); NIST SP 800-207; ITIL 4 Onboarding

	Cloud provider outage or breach
	Critical: Systemic service loss, regulatory penalties
	Right-to-audit SLAs; multi-cloud failover; immutable DR backups
	DORA Art. 28–30; ISO 5.23; ITIL 4 Continuity Management

	Insider threat and credential abuse
	High: Unauthorised access to financial ledgers and PII
	AI-driven behavioural analytics; ZTA least-privilege; FIDO2 MFA
	NIST SP 800-30; GDPR Art. 32; ISO 27001 (A.5.16)

	Ransomware encryption of critical data
	Critical: Permanent data loss, ransom extortion, operational failure
	Immutable backups; ZTA microsegmentation; TLPT; IR playbook
	ISO 27001 (A.8.13); UK Cyber Bill 2025; DORA TLPT mandate

	API abuse or broken authentication
	High: Data leakage, financial fraud, service manipulation
	Capability-based API gateways; short-lived tokens; AES-256; HSM key management
	ISO 27001 (A.8.10); GDPR Art. 32; ITIL Change Management

	Regulatory non-compliance (GDPR/DORA/UK Bill)
	Critical: Fines up to 4% global turnover, licence revocation
	Privacy-by-design; DPIAs; GRC platform; harmonised compliance strategy
	GDPR; DORA; UK Cyber Security and Resilience Bill 2025


4. Critical Discussion: The Necessity of Evolving Regulation
The claims of unnecessary regulatory burden through evolving cybersecurity regulations start from a fundamentally untrue assumption - that threat landscapes are static. Attackers weaponise new technologies, from generative AI in polymorphic malware and automated discovery of zero-day vulnerabilities, within days of their release.
Static regulation is creating ever-widening systemic vulnerability. A static, mainframe-era regulatory regime is a deception in the context of a cloud-native institution, lending the false appearance of governance over risk factors that didn't even exist when the regime was developed. This can be seen in the 2022 updates to ISO 27001, which moved cloud services and threat intelligence to their own explicit control domains [1] - a standard based on a 2013 control set couldn't mandate defences for cloud-era threats.
DORA recognises that systemic financial risk is fundamentally altered [5]. One cloud service provider hit by a cyber attack could result in simultaneous cascading failures at a dozen institutions. DORA's direct regulatory accountability over ICT supply-chain failures – and mandatory TLPT and third-party risk registers – eliminates the governance vacuum that currently characterises FSB's stance toward SLAs. Extending critical supplier designation in the UK's proposed Cyber Security and Resilience Bill echoes the same idea; financial resilience is no stronger than the weakest third-party link [6].
The claim that evolving regulation disadvantages innovation fundamentally misrepresents the trade-off. It is not an argument for lower compliance and faster growth-it is an argument for a structurally insecure system in which unchecked technical debt, third-party risk, and tokenism become a platform for failures with an outsized economic and consumer cost relative to strong governance. Regulations should be seen as the key mechanism by which the gap between complacent corporate risk appetite and agile, deadly threat actors is closed, forcefully and systematically.
5. Conclusion
FSB's aggressive digital transformation has generated a governance gap that now represents not simply a technical vulnerability but a risk to the institution as an existential issue. This report has evidenced that neither ISO/IEC 27001:2022, nor ITIL 4 (in isolation, or integrated) can assure a decentralised, BYOD financial institution against the combined pressure of GDPR, DORA and the UK Cyber Security and Resilience Bill [1][2][4][5][6]. ISO 27001 offers an invaluable governance structure; however, without functional integration, it can remain an institutional 'paper shield'; ITIL 4, while offering valuable process discipline, does not provide the depth of security required to counter FSB's threat landscape.
The proposed FSB Integrated Security Governance Model addresses this through a three-layer system where ISO 27001 controls provides the high-level governance framework; the ITIL 4 value streams enable those controls to be operationalized and measured in daily practice; and a Zero Trust Architecture-implemented via AI driven monitoring, multi-factor authentication, AES-256 encryption, containerized BYOD solutions, and immutable backup-transform those policies into concrete and adaptive defense [1][2][3][11][13].
This model ultimately establishes regulatory compliance not as an objective in and of itself, but as an emergent outcome of a governance structure demonstrably aligned with security best practice. GDPR, DORA and the UK Cyber Security and Resilience Bill are not simply administrative requirements, but are the mandatory enablers that FSB will ultimately need to implement to address the gap created by its hyper-aggressive expansion [4][5][6]. The stark choice confronting FSB is between building governance capability to foster sustained resilience or waiting for an inevitable breach through unchecked vulnerability.This model is not without limitations. Zero Trust Architecture implementation carries a high cost and architectural complexity, particularly for a resource-constrained growing institution such as FSB. AI-driven monitoring systems are susceptible to false positives and model drift, necessitating ongoing human oversight. These constraints must be acknowledged in any phased deployment plan
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