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1.   Introduction 
Ransomware is a type of malware which stops you extracting or accessing the data stored on your device, it is usually done by encrypting your files.  
The data stored may be stolen, ‘lost’ or encrypted by a gang of criminals also known as ‘cyber-attackers’ while they demand a ransom in exchange for you to regain access to all your data. 
 
1.1 Trojans and viruses 
A Trojan horse virus is a virus that sneaks into software a computer, by masquerading as an authentic application. In order to try and obtain users' system access through their program, an attacker usually uses social engineering to conceal dangerous code within trustworthy applications.
The simplest way to define a Trojan is as a sort of malware that usually infiltrates a user's system by hiding as an attachment in an email or a file that is available for free download. After downloading, The harmful code within this virus can steal all of your information stored and access through ‘back door’ entry at any given time, or spying on customers' internet behaviour. Unusual behaviour on a device is a sign that a Trojan is active. [1]. 
1.2  General overview 
Ransomware is a type of software that threatens to lock down the victim's computer or worse if the victim does not pay the attacker. It takes over the victim's device or sensitive data. The early ransomware attacks simply demanded a ransom to restore the encryption key required to access the affected data or use the compromised device again. A corporation can reduce expenses from ransomware attacks and avoid paying the ransom demand by performing continuous or ongoing data backups [2]. 
1.3  How they infect your computer 
1.3 The way they infect your PC
Dowloading unknown files or suspicious emails often have attachments that can spread ransomware. 
Going onto an infected website can result in downloading a virus without the user's awareness.
Malware encrypts files, also known as crypto ransomware, is distributed comparable techniques has been spread all over social media platforms and message apps. Updated ransomware infection techniques have also been noticed. To obtain access to an organization's network, for instance, insecure Web servers have been used as an entry point [3]. 
2.   Ransomware 
A ransomware attack
Malware that encrypts your files is known as ransomware, and it keeps you from accessing your device and the data that is stored on it [4]. 
      2.1 General overview 
  Ransomware is software that encrypts a victim's valuable files and they often demand money to allow you to retrieve them. 
Ransomware victims are given a decryption key if they pay the ransom. If the money is not received, the criminals can permanently stop  access to the encrypted file or can sell your data., the hackers might threaten to release the stolen data.
      2.2  What to do if infected 
Some ways to prevent and protect yourself from being a target to a ransomware attack is to  - back up your data  
· ⁠use antivirus and malware software 
· ⁠limit access to other people  
· ⁠use a secure platform  
· ⁠don’t open suspicious emails or download unknown content  
· ⁠use a Virtual Private Network (also known as a VPN)  
Being a target of ransomware can be a costly disruption, private and confidential data could be stolen or deleted. It could slow your device and cause nuisance pop-ups, re-direct you to unsafe websites resulting in further issues or even taking full control of your device. It could also cause your device to crash and stop working. 
3. The cryptowall trojan 
One especially nasty type of ransomware is called CryptoWall. It attempts to blend in with the OS by adding itself to the Startup folder, It can do more damage than merely encrypt your files and ask you to purchase the key. Even worse, CryptoWall erases volume shadow copies of your files, which makes data restoration challenging or even impossible in some situations. Additionally, for precaution, it will attempt to obtain your Bitcoin wallets and passwords while it is there.
By far the most profitable version to date is CryptoWall 3.0. It attempts to get you to pay the ransom by locking your files with robust RSA-2048 encryption.
A new feature added to CryptoWall v4 allows you to encrypt both the files and the filenames, so you can't just [5]. 
    3.1 Specifics of this threat 
CryptoWall embeds itself in the system registry and startup folder, making a simple restart ineffective in removing it completely. To ensure CryptoWall is eradicated, it must be uninstalled in Safe Mode, as it will reappear upon subsequent logins if not properly removed.
CryptoWall relies on a Command and Control server (C&C) for instructions in its ransomware scheme. The C&C server provides CryptoWall with the encryption key necessary to lock your files. Subsequently, CryptoWall encrypts all accessible files, including personal data such as documents, presentations, code, music, and images. Once encrypted, the only means of decryption is with the encrypttion key.. 
   3.2 Infection methods 
· Phishing Email 
· Exploit Kits 
· Malicious Ads 
    ~ Through methods such as spam emails, malicious online advertisements, compromised websites, or other types of malware, Cryptowall will encrypt all files with specified extensions on the drive and provide instructions on how to pay the ransom and obtain the decryption key.
. 
 3.3  File types effected 
Cryptic viruses, often referred to as "ransomware" or "crypto viruses," target a wide range of file types, encrypting them to demand ransom from victims. These viruses primarily aim for files that are valuable or commonly used by individuals and organizations. Typical file types affected include: 
 
1. Documents: 
.doc, . docx (Word) 
.xls, .xlsxx (Excel) 
. ppt, . pptx (PowerPoint) 
 . pdf (adob. PDF) 
2. Images and Media File 
.jpg, .jpeg, .png, . gif  (Image file) 
.mp4 , .mov, .avi (Video file) 
.mp 3, .w av (Audio file) 
3. Databases: 
.sql, .db (SQL and database files) 
.mdb, .accdb (Microsoft Access) 
4. Compressed Files: 
.zip, .rar, .7z (Compressed archive files) 
5. Programming and Code Files: 
.java, .py, .cpp, .html, .php (Various code files) 
.js, .css, .json (Web development files) 
6. System Files and Backups: .bak (Backup files) 
.cfg, .ini (Configuration files) 
.vhd, .vmdk (Virtual machine files) 
7. Other Commonly Used File Types: 
.txt (Plain text files) 
.csv (Comma-separated values, often used in data storage) Cryptic viruses generally skip essential system files (such as .exe and .dll) to keep the system functional enough to display the ransom note, but this can vary with each variant of ransomware [6]. 
3.4 Procedures of eradication Payment? - back up your data  
· ⁠use antivirus and malware software 
· ⁠limit access to other people  
· ⁠use a secure platform  
· ⁠don’t open suspicious emails or download unknown content  
· ⁠use a Virtual Private Network (also known as a VPN)  
Being a target of ransomware can be a costly disruption, private and confidential data could be stolen or deleted. It could slow your device and cause nuisance pop-ups, re-direct you to unsafe websites resulting in further issues or even taking full control of your device. It could also cause your device to crash and stop working. 
After paying the ransom, you can download a decrypter to decrypt your files. After paying the ransom and verification, you will receive a link to download the decrypter and personal decryption key. Use the application to begin decrypting your data. Decryption can be time-consuming. [6]. 
4. Examples of good practice 
a) Keep your computer patched and up to date 
b) Use an anti-virus scanner 
c) Use a firewall 
d) Don’t click the links 
e) Practice safe browsing habits 
f) Back up your files 
 
 
4.1 Initial avoidance 
1. Restart your computer in Safe Mode with Networking 
2.	restore your device to the most recent backup 
3.	Download and install an anti virus software. 
4.	Run the antivirus and scan all of your files
4.2 Backup procedures 
Back up your device at least three times a week, this will increase your chances of restoring everything lost or erased. 
These should be backed up and kept in multiple copies.
5. Refrances 
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