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FINAL GRADE

54/100

report benjamin gaylard
GRADEMARK REPORT

GENERAL COMMENTS

Instructor

WEBSITE

Database structure and design - Generally good
with the linking table. You should normalise
coursename - there are a lot of repeating data entries
in that field.  8/10

Range of PHP demonstrated -

Registration has validation.

I'm not sure why you are using "Go to secret page" -
that was just an example to demonstrate the concept
in class, it doesn't make sense in the concept of this
website. Call it "Admin Home" or similar. 

Login is OK, and although secret.php is protected from
URL attack, unfortunately enterrecord is not. I was able
to add a record without being logged in.

There's something wrong with saverecord.php, it's not
working - see my comments on prepared statements
below.

Cannot find any way to edit or delete?

 28/50

Overall integration of website - Background is a
little bright and the text a bit large at times. Navigation



is OK 6/10

REPORT

Investigation/analysis of two security issues -
SQL Injection is generally good, I would have liked a
few more examples other than the 1=1 problem that
was covered in class. Broken Authentication is OK but
would have liked a bit more of a technical review - eg
how would you use force to enter a website, what
methods might you employ? 10/15

Mitigation of security issues in your site - You
haven't done the second part ie 6b on the assignment
brief - where would you implement defences on the
site you have produced? You need specific examples. 
I did have a look in your code for prepared statements
but couldn't find any. At least, I did find one in
saverecord.php, but it was incomplete. 2/15

General Comments: All academic reports should
be structured with an introduction and conclusion
- a short one would be OK here given the low word
count. Be careful to read the assignment brief
thoroughly, you lost a few marks by leaving out the
mitigation section.

TOTAL: 54/100
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