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Abstract	Comment by Carlene Campbell: 
It's very good of you to write and abstract.  Do note that an abstract is the last to be written showcasing the key or selling point of your work so that others will want to read it.
In the given scenario, coffee company CoffeeCapulus is looking to allow both its staff and customers to use their personal devices to access the company’s network/resources. This is known as Bring Your Own Device (BYOD). This report will examine what BYOD entails, including benefits and risks, and will also provide a recommended security policy framework covering all aspects of the network including online and offline resources for CoffeeCapulus to consider for implementation.  

Introduction	Comment by Carlene Campbell: 
A very good introduction.  Concise, give a general research background and finally what the report will be about.  
At a time where companies are taking a more flexible approach to ways of working, the BYOD practice has provided a solution to many by enabling users to work remotely with their personal devices. An approach boosted by the coronavirus pandemic; the BYOD market is projected to be valued at $366.95 billion in 2022, up from $30 billion in 2014 [1]. It is clear to see from the rise in market value that the BYOD approach achieves many benefits and is proving to be a popular direction to follow for many organisations. 
Whilst the BYOD approach continues its upward trend, the threat of cybercrime is also increasing and requires the full attention of any organisation looking to implement and maintain this approach. Many organisations have adapted to navigate through the current global pandemic by migrating to remote working – this has resulted in an increasing demand from employees to integrate their personal devices to their working needs. As reported by Security Magazine, the UK saw a 31% increase in cybercrime amid the pandemic where 53% of cyber attacks derived via email or social media [2]. The statistics show that it is crucial for organisations to be diligent in ensuring their cyber security is kept up to date and limits as many possibilities of a cyberattack as possible.  As the BYOD approach establishes the user as a core vulnerability to the network security, it is important to mitigate these threats in an era where cybercrime is sharply on the rise. 
This report will examine what BYOD is: explain the different threats to network security, provide mitigations that can be made to minimise the risk of cyberattacks, recommend implementations for network security in a BYOD approach, and provide a recommended security policy for CoffeeCapulus to implement in their migration to BYOD.




What is BYOD?
Traditionally when an employee uses technology at their job, they are pictured as going to an office and sitting at a designated computer with a designated phone. More employees are working remotely and wish to use their own personal devices to access their organisation’s network in order to help carry out their work duties. Allowing employees to access their organisation’s network and resources using their personal devices is what is known as Bring Your Own Device (BYOD). 

Advantages of BYOD
BYOD can provide advantages for both the employees and employers of CoffeeCapulus. These advantages include:
· Productivity improvement [4]
· Reduced organisational costs for device funding and training [4] 
· Greater efficiency and adaptation to workplace tasks [4]
· Greater quality of employee interactions [4]
· Increased innovation for business processes [4]
· Access to information at any time [6]
· Increased flexibility for employees [6]

Implementing BYOD for CoffeeCapulus will save the company costs in device supply and training because employees will already have a good knowledge of their personal devices. As employees would be able to use their smartphone or tablets to perform work where work-related tasks would not normally be possible, an increase in efficiency would be seen for CoffeeCapulus. It is also expected that an individual’s innovation ability is increased with the increasing usage of the multifunctioning devices [5]. 

Disadvantages and Threats to BYOD
It is important for companies implementing the BYOD approach to consider the disadvantages and threats that BYOD may bring to the organisation. CoffeeCapulus users will be connected to the organisations network; it is important to secure the network and protect the organisation’s data as not to be the victims of a cyberattack. A compromise to the network could be extremely costly to the organisation. 
As stated by Obinna G. Otti, “The security risks and threats posed by the implementation of BYOD to enterprises (adopters) and employees (users) can bring an organisation to its knees because adopter and users of BYOD policy stands the risk of data leakage or loss of information as well as the problem control and a management of mobile devices between adopters and users.” [6].
Network security is at a higher risk with implementation of the BYOD approach as users become the core vulnerability to the network if they are not cautious to the threat of cyberattacks. 


Security Considerations

Organisation based considerations
To help protect network security, CoffeeCapulus should follow the principles of security which identifies the goals to protect the organisation from cyberattacks. The principles of security are confidentiality, integrity, and availability. 
Confidentiality - Information should only be disclosed to authorised users or processes. CoffeeCapulus should train users about best practices for safeguarding confidential information to protect themselves from attacks. This can be done through the form of access control, authentication and data encryption. Access control should dictate that customers of CoffeeCapulus are unable to access areas of the system intended for staff, and that they cannot access other user’s data. Authorisation services can be used to determine what access the staff and customers of CoffeeCapulus have to the network. An audit service can also be used to track what user’s access and changes they make. 
Integrity – Integrity refers to the accuracy and trustworthiness of data, also known as the quality of the data. Hashing, data validation, and consistency checks can be made to ensure data integrity in intact. It is important for CoffeeCapulus to have data integrity to ensure transactions and customer accounts are accurate. Data resources are rendered unreliable or unusable if data integrity loss occurs. To prevent this, CoffeeCapulus could perform an integrity check through a process called a hash function. A hash function takes the data and converts it into fixed length output. This output acts as a unique digital fingerprint. 
Availability – Maintaining the availability of systems and services at all times is the principle known as data availability. System failures or a cyberattack could cause systems and services to no longer be accessible to users. Preventative measures can be put in place to maintain data availability by CoffeeCapulus such as having system back-ups, up-to-date operating systems and software, disaster recovery plans, and equipment maintenance. It is important to ensure there are no single point of failure to a system and that failures can be detected as they occur.  
CoffeeCapulus is using cloud-based technology to store their data. Infrastructure should be put in place with the cloud provider to run a failover server that mirrors the live server data is not lost and any failure to the primary server results in minimal downtime of the service. A data back-up should be taken daily and stored on a separate server. In the event of any disasters, data can then be recovered from the backup server minimising data loss. 
Firewalls should be incorporated to the network switches and routers to ensure access is restricted to authorised connections only. Firewalls act as a check point to the perimeter of the network and confirms anything passing through is deemed ‘acceptable’. Firewalls can contain any damage to one section of the network and prevent further spirals of network security issues [8].
Once the CoffeeCapulus network is setup and access has been restricted to only those who require it, authorisation measures should be implemented to ensure that those accessing the network are who they say they are, consequently following the principles of security. A basic but effective method of authorisation is password protection. Applying password protection to switches, servers and devices such as computers, phones or tablets authorises that the person attempting access is the approved user. Some devices such as mobile phones further enhance this form of authentication by using biometrics such as fingerprint scanners and facial recognition. For the implementation of BYOD for CoffeeCapulus, it is important that authentication processes are in place to protect the network and prevent unwanted access in the possible event of a user losing or having their device stolen.
Additionally, users can be required to use Virtual Private Network (VPN) to help enhance network security. A VPN scrambles and encrypts data to provide a secure communication method within the network to prevent attacks from cyber criminals [9]. 
For further assistance with securing information within the organisation. CoffeeCapulus can follow the International Organization for Standardization (ISO) security model. The ISO model provides a framework to help secure information end-to-end within an organisation. The most common standards used for implementing information security are the ISO 27000 standards. 
A security policy should be created to help ensure the security of the CoffeeCapulus network and data. The security policy should include: a governing policy to outline security goals for staff and security-related interactions in the company, a technical policy to specify conduct of the technical staff by specified technical areas, and an end user policy to specify all rules pertaining to information security that the end users should follow. A recommended security policy displayed in Appendix A has been created for CoffeeCapulus.

User based considerations
Security threats known as malware could accidentally be installed by users. It is recommended that CoffeeCapulus users have cyber security training to establish potential threats to help prevent cyberattacks. Detection of the following threats should be considered for training: 
Viruses - A virus is malicious executable code that is attached to another file. This may look like a legitimate program and requires user initiation. 
Worms – Worms are malicious code that exploit vulnerabilities in networks and then replicate. Once initialised, they run by themselves and tend to slow down the network dramatically. The initial infection requires a user. 
Trojan Horse – A trojan horse is malicious code that disguises itself as a harmless entity such as an image file, audio file or a game. It differs from a virus because the files it disguises as do not need to be executable to infect the user.  
Logic bomb – A logic bomb is code that sets off a malicious function for set conditions, this could be a date, time, or when another program runs. Until the condition trigger is met, the logic bomb sits inactive. Once the trigger condition is met, the malicious code causes harm to the computer. 
Ransomware – A ransomware attack holds a system captive by encrypting data with a key that the user does not know. The attack then demands payment to decrypt the key and release the system back to the user. Providing payment to the attackers does not guarantee that the organisation regains control of the system and can have a devastating impact both financially and reputationally. These can be initialised when users open unknown URL links.
Spam – Spam is an unsolicited email that can contain harmful links or malware. It is important for users to look closely at emails being received and validate that emails are from trusted sources before selecting any links or sharing any information with the sender. 
Spyware – Spyware is a software that can obtain the activities by a user on their computer. This may include keystroke collections, data capture or activity tracking. 
Scareware – Scareware is a malicious program that deceives the user into buying and downloading software that may be dangerous. The pop-ups resemble operating system dialogue in order to fool the user into purchasing and downloading programs such as fake anti-virus protection. 
Phishing – Phishing is a malicious email or message that is designed to look like it has been sent from a legitimate source. It aims to trick the user into sharing personal information, financial information, or installing malware on their device. It is important for users to be aware of fraudulent emails and know how to spot a phishing attempt. 
Backdoors and Rootkits – A backdoor or rootkit attack occurs when code is introduced by a cybercriminal who has managed to compromise the system. The rootkit creates a backdoor into the operating system so attackers can gain remote access, bypassing the regular authentication needed.

Implementing BYOD

The CoffeeCapulus network is estimated to be 95% wireless based so the network will need to incorporate wireless access points as displayed in the image below. The BYOD will connect wirelessly utilising a VPN. The VPN will help secure the network by preventing a cyberattack. When a user requests data from the Cloud Provider service, the VPN can disguise the IP address of the user by encrypting it for the request with a different IP address, whilst still returning the data to the user’s IP address. Any messages or requests sent from the user’s device to the network and vice versa should be encrypted. 
[image: ] 

A firewall should be implemented on Switch1 to ensure only approved accessibility. A firewall should also be implemented to both the Cloud Provider server and the Failover Mirroring Server. These firewalls not only mitigate unwanted access but contain any damage to that part of the network. 
The Failover Mirroring Server has been set up to ensure that if there is any failure to the primary server, there is minimal downtime as the service will switch over to run on the Failover Mirroring Server. The Failover Mirroring Server helps prevent data loss whilst ensuring the network can run as a five nines system, where the service is available for 99.999% of the time. 
The BYOD implementation should follow the security policy that has been set for CoffeeCapulus. Users looking to make use of the BYOD approach should read the security policy and agree to the user policy as recommended in Appendix A.
Once the network has been set up, BYOD Implementation for staff should be provided following this data flow:

User submits BYOD request to CoffeeCapulus networking team



Networking team sends user agreement policy section of security policy to user




NO
Has user read and signed to understanding and accepting terms of the security policy?
Does user’s device meet minimum operating system requirements?

BYOD request for user denied




YES


BYOD request is accepted for user. Implementation process begins




Devices being used for BYOD should meet certain requirements such as accepted operating systems and required version numbers. This is to ensure that the operating systems are in scope and up to date, so the latest security protections are in place for the user’s device, thus protecting the network. 
The following operating systems have been considered in scope for the CoffeeCapulus network with the minimum required version number; any operating system more recent to the listed requirement is also accepted:
Windows 10
Android Version 9 (Pie) 
MacOS 10.14 (Mojave) 
IOS 13

Conclusion

The report details many mitigations that can be made by CoffeeCapulus to prevent cyberattacks when implementing the BYOD approach. With an increase in employee productivity and decrease in costs for CoffeeCapulus, it would be in the organisation’s interests to implement the BYOD approach with the increased demand for remote working; providing that the CoffeeCapulus network security is protected and mitigations are continuously maintained throughout the organisation. 
Setting up an infrastructure that accounts for failovers, protections using firewalls, and VPNS whilst encrypting data during transfer will set a good baseline to protecting the security of the network. It was established that once these are in place, users of the devices become the biggest vulnerability.
To ensure users do their part in maintaining the network security, it is important to establish a security policy for users to adhere to as illustrated in Appendix A. Ensuring users attend mandatory training sessions to help with the detection of malware threats can prevent cyberattacks that could cause financial and reputational disasters to the organisation. It is recommended that users have malware detection training annually or when new information comes to light to ensure that their knowledge is consistently refreshed. Ensuring their BYOD devices are up to date with the most current security patches is also an important step to securing the network. 
As with any organisation, it is important for CoffeeCapulus to have a plan in place in the event of a cyberattack in order to recover data and minimise damage. Preventative measures, live detections, and disaster evaluation plans should be in place for any organisation. Organisations should never submit payment to cybercriminals as the payment is not likely to be traceable and will not guarantee return of data. 
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APPENDIX A

CoffeeCapulus BYOD Security Policy

Purpose
This policy provides the requirements and rules for the secure use of the CoffeeCapulus network including use of the BYOD approach. Misuses of resources and company data poses a significant risk to the security of the organisation. Implementation of this policy will mitigate threats to the network security. 

Eligibility 
· Employees requesting BYOD access are only eligible if under full time employment. 
· Contractors and part-time employees are not eligible for BYOD implementation. 
· Part-time employees may submit a special considerations request should they feel their work needs require BYOD access. 
· Employees who mark the 3-strike rule for lost or stolen devices are no longer eligible for BYOD (Please see Lost or Stolen Device Policy for further information on 3-strike rule)

End User and Acceptable Use Policy
· Employees eligible for BYOD implementation agree to treating their personal devices with the same discretion as they treat company devices
· Employees will not download applications or files to their personal device that are not pre-approved by CoffeeCapulus
· Employees agree to not transfer any company data to any third-party sources. Company data will only be transferred within the company network when needed
· Employees accept CoffeeCapulus audits of personal devices to ensure security policies are being adhered to
· Employees found to be not adhering to the CoffeeCapulus security policies may consequently have their BYOD privileges revoked. Contingent to the seriousness of the incident, disciplinary routes will be followed and may include termination of employment. Breaking of privacy laws may further result in employees being reported to local authorities 
· Employees must attend a malware detection training session as part of the BYOD implementation process. A malware detection training session will then be attended by BYOD users annually
· Employees agree to update their devices with the latest operating system whilst under the BYOD implementation 
· Employees agree to dispose of devices through CoffeeCapulus where remote wipe access is unavailable to said device (e.g. broken device does not allow access). CoffeeCapulus will reimburse the employee with the going rate of the spares and repairs price for said device
· CoffeeCapulus retain the right to wipe user devices clean when devices are upgraded or broken. CoffeeCapulus are not responsible for loss of personal applications or data in the event of remote access wipes. BYOD requests do not need to be resubmitted for broken or upgraded devices. Employees will bring the old and new device to the CoffeeCapulus IT department for the new device BYOD implementation and wiping of the old device
· Employees will not dispose of devices still connected to the CoffeeCapulus network

Technical Security Policy
· Employees will only be accepted for BYOD if their device meets the following operating system minimum requirements
· Windows 10
· Android Version 9 (Pie)
· MacOS 10.14 (Mojave)
· IOS 13
· Devices that do not meet the minimum requirements specified above are not to be connected to the CoffeeCapulus network
· Jailbroken devices will not be eligible to connect to the CoffeeCapulus network
· Devices must be password protected
· Passwords must consist of a minimum of 8 characters and include an upper-case letter, lower-case letter, and a number
· Passwords should not be shared with anyone including other staff members
· Passwords must be changed every 6 months
· Devices must lock automatically after five minutes of being idle
· Devices will be blocked after 5 failed password attempts
· Employees will use two-factor authentication when possible
· Devices will be submitted to the IT department to confirm the Technical Policy criteria have been met for the device before implementation 
· Employee access is limited to the same privileges as they are setup to within the LAN. Company data access will not differentiate to the user’s current access privileges 
· CoffeeCapulus will install a remote wipe application to the user’s device upon BYOD implementation. Further information for the usage of remote access is listed below in the Lost or Stolen Device Policy section

Lost or Stolen Device Policy
· Lost or stolen devices that are to be reported to the CoffeeCapulus IT department immediately
· CoffeeCapulus retain the right to remotely access a lost or stolen device and wipe the device clean of company data using the installed remote wipe application
· CoffeeCapulus are not responsible for the loss of personal applications or data during the wiping of a lost or stolen device
· CoffeeCapulus will not reimburse employees for lost or stolen devices
· Employees must resubmit a BYOD request form when a replacement of a lost or stolen device requires BYOD access
· Employees will follow a 3-strike rule for lost or stolen devices. Employees with 3 lost or stolen device events will no longer be eligible for BYOD. The 3-strike rule marks an event per occasion, not per device

Termination of Employment
· CoffeeCapulus retain the right to wipe user devices clean when termination of employment takes place. CoffeeCapulus are not responsible for the loss of personal applications or data
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
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