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[bookmark: _Toc165281949]1. Introduction to Virtual Machines
[bookmark: _Toc165281950]1.1. Azure has the facility to create and manage VMs (virtual machines) in two ways. 
The first way to create is the classic deployment model, and the second is Azure Resource Manager, which is generally recommended and more flexible. VMs are created and managed using the Azure portal on the Azure website, which can be accessed using the "Preview Portal" button located in the top right corner of the website. In contrast to the standard classic portal and the Azure Resource Manager portal, these portals can also be used to manage VMs via the Azure Resource Manager model. Because VM models can be managed using the classic portal, but only ARM VMs can be managed through the resource manager portal, selecting the platform using the portals that correspond to the models is easier. This proves that platforms are cross-compatible. [1]
[bookmark: _Toc165281951]1.2. Virtual machines functionality.
[image: ]The VMs provide the same functionality as physical computers, but they also offer extra flexibility and are more secure and easier to manage for their execution. A virtual machine can run an operating system, which means it encapsulates its disk with an image of that system and any defined applications. This is the first resource. VM instances can be deleted without affecting the VM configuration, and the state can be stopped and resumed at any time. The disk can be mounted as a data disk on another VM. In addition to its ability to define its network interfaces and IP addresses, the virtual machine instance encapsulates the CPU and memory resources, which can be internal or external to the VM instance. Storage can be either an internal part of a virtual machine or an external part of the virtual machine.

The virtual machine is a reflection of a physical computer system that is used to run stored programs and applications. A virtual machine monitor or hypervisor runs on a host machine and creates several execution environments. It consists of a set of specifications, and the software within the VM is known as an instance. A virtual machine includes the resources necessary for running and the information required to state it. [2]
[bookmark: _Toc165281952]1.1. Overview of VM resources
For example, a single-core 2.0 GHz CPU on a virtual machine with a 25% allocation will have a resource of 0.50 GHz. This allocation allocates a specific amount of the CPU's processing power to the virtual machine.- Disk allocation refers to the amount of data input/output (IO) operations the virtual machine can perform on the host machine's physical disk storage. As a result of this disk allocation, the virtual disk data rate is effectively regulated by the Quality of Service (QoS) mechanism, which ensures VM storage efficiency and performance. In this way, the disk operations of the VM cannot exceed a certain level of performance, ensuring VM reliability and stability. Furthermore, network allocation determines the data rate the VM can access through the host machine's network adapter. The QoS mechanism also                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        regulates this allocation, ensuring that network resources are distributed fairly among VMs and that no single VM monopolises bandwidth. All of these parameters can be changed even while the VM is running. This allows administrators to adjust the VM's resource utilisation based on specific needs and requirements by modifying the allocation parameters. Any changes made to these parameters will take effect the next time the VM is booted. In a broader sense, a virtual machine is composed of an operating system, a storage system, and a central networking hub. By creating a virtualised environment independent of the host environment, applications and services can be run on a versatile and encapsulated platform. By creating a virtual machine, a set of hardware components that closely resemble a physical computer are emulated. The virtualised hardware resources are specifically designed to satisfy the need to host another operating system. A set of configuration files is associated with the virtualised hardware in order to enable the virtual machine to function correctly. The configuration files specify which guest operating system and applications should be executed in the virtual machine. Based on the physical hardware resources available on the host machine, virtual machine resources can be allocated by defining CPU and memory allocation. By doing so, the underlying hardware is efficiently utilised while providing the resources required for its smooth operation. By managing and configuring these resources appropriately, the VM environment can be more efficient and performant. A carefully allocated CPU, memory, disk, and network resource can optimise the use of the underlying hardware and achieve optimal performance for running applications and services in virtual machines. [3]
[bookmark: _Toc165281953]1.2. Creating and managing VMs
Many classic deployment resources are manually created. This can lead to many problems, including failure to configure the resource correctly or forgetting to delete the resource once it is no longer helpful. It is possible to create an entire VM in a single step using a resource manager template. Resource manager templates are JSON files that specify which resources need to be created and what configuration they need to be created within. This is very helpful for reproducibility and ensures that resources are configured correctly. Although this report doesn't discuss resource managers, it is essential to know them.
When a VM is created from the portal, the required resources are automatically created. These resources include storage accounts, virtual networks, network security groups, etc. A key advantage of resource manager deployment is that it can save system administrators money and time. The resources associated with the VM are also deleted when the VM is deleted if they aren't used by any other. 
Resource groups are containers that hold related resources for an Azure solution. A company needs a resource group to create a VM through resource manager deployment. The resource group can include all the resources for the solution or only those it wants to manage. Depending on the organisation, it can decide how many resources to allocate to each resource group. [4]
[bookmark: _Toc165281954]2. Exploring Virtual Networks (vNets) and Network Security Groups (NSGs)
Azure uses a concept similar to on-premises networks, which allows users to possess multiple interconnected virtual networks (vNets). Resources can be pointed to each vNet using "reserved" or "static" IP addresses. A secure connection between resources can be achieved by configuring site-to-site Virtual Private Networks (VPNs) over encrypted channels between vNets. [5]. There are several types of vNets in Azure, and each provides a comprehensive and robust way to communicate with Azure resources, such as VMs (virtual machines), role instances, SQL databases, and cloud services. Resources within a vNet can only be accessed by resources within the same vNet, ensuring a high level of security and isolation. In complex deployments, multiple vNets may be deployed within one subscription, and each vNet may contain various ranges. A virtual network is basically a logically isolated network in the cloud that is assigned IP addresses as needed by the administrator. As a fundamental building block, Vnet provides a scalable and flexible infrastructure for cloud-based applications and services by connecting a variety of resources such as memory, CPU [image: A diagram of a computer network

Description automatically generated]resources, operating systems, and applications. As a result of Azure's virtual networks, the network architecture can be tailored to meet specific requirements, ensuring seamless connectivity and efficient resource utilisation. Using virtual networks, it is possible to create secure and isolated environments, allowing to control and manage access to resources effectively. An Azure virtual network can help in building robust and reliable cloud solutions, even if someone needs a simple network topology or a complex network topology. 
[bookmark: _Toc165281955]2.1. Understanding vNets in Azure
There are several advanced steps that follow the creation of a virtual machine in Azure, including the formation of a Virtual Network (vNet). It is possible to set up a Virtual Network (vNet) as a way to represent the personal network in the cloud. It is an isolated logical section of Azure dedicated to individual subscriptions. It is possible to segment a virtual network into smaller, more manageable parts by using subnets. To simplify organisation or security, this is an excellent way to segment off different tiers of an application or place different virtual machines in different subnets. When creating a virtual network, it is essential to ensure the address space does not conflict with any on-premise network or any other virtual network you intend to connect to. CIDR notation, essentially a representation of the number of IP addresses available on a network, is the form in which an address space for a virtual network is represented. Before the introduction of Azure Resource Manager (ARM), each vNet in Azure had to have a unique name. 10.1.0.0/16 is an example of a CIDR IP address range within the private IP address space. The classic deployment model (before ARM) remains the same. In ARM, though, the same resource name can be found in multiple resource groups. For vNets, the name can appear in various resource groups since the vNet ID is now unique, and the resource group prefixes the vNet ID. Especially when deploying multiple test environments to the same subscription, this offers greater flexibility and scalability. There is less room for error when performing a task, such as deleting a resource, since only specific resource groups are involved. Additionally, vNets offers a variety of advanced functionalities and features that are worth mentioning. Among these are VPN gateways, which enable secure communication between the on-premise network and the Azure virtual network in order to extend the on-premise network to the cloud. Moreover, through the use of virtual network peering, vNets can be connected to each other within the same subscription or across different subscriptions. It provides an interconnected and scalable network infrastructure that allows seamless communication and resource sharing between vNets. In addition, vNets provide robust security capabilities, allowing the established network security groups (NSGs) to safeguard the resources from inbound and outbound traffic. By defining rules and policies for protocol, port, and source/destination IP addresses, NSGs act as distributed firewalls. Using this method, unauthorised access to virtual machines and resources can be prevented. Additionally, vNets provide built-in load balancing capabilities through Azure Load Balancer, enabling the distribution of network traffic evenly across multiple virtual machines or services, ensuring high availability and scalability. As a result, load balancers offer flexibility in handling different application scenarios, as they can be configured for both inbound and outbound traffic. Furthermore, vNets can be integrated with Azure Virtual Network Service Endpoints, which provide secure and private access to Azure services. In this way, Azure services are no longer accessible via public IP addresses and internet traffic, improving security and reducing cyber threats. You can access and utilise Azure resources more efficiently and securely with service endpoints, which provide direct connectivity to Azure services within your vNet. As a result, Azure vNets offer a flexible, powerful networking solution that lets you create and manage your own customised network infrastructure. As a result of vNets, it is possible to create secure, scalable, and interconnected environments for the applications and services by using advanced features such as VPN gateways, virtual network peering, network security groups, load balancers, and service endpoints. By leveraging the capabilities of vNets, it is possible to optimise your Azure deployments, enhance network performance, and ensure a robust and reliable network architecture for your cloud-based workloads.

[bookmark: _Toc165281956]2.2. Configuring network security groups
Network Security Groups (NSGs) play a vital role in managing and controlling network traffic effectively. By controlling both inbound and outbound traffic, they ensure a robust security framework. By utilising specific rules, inbound security involves allowing or prohibiting traffic from accessing virtual network resources. Outbound security, on the other hand, determines whether traffic can flow from a virtual network resource to an external resource. [7] NSGs maintain a comprehensive list of security rules in order to achieve this control. These rules dictate whether network traffic to resources connected to vNets may be allowed or denied. In addition to the ASM Virtual Network, which was introduced with the 2014-06-01 Service Management API, these rules can also be applied to resources in the classic virtual network. Furthermore, these rules can be used both to a vNet as a whole and to specific subnets within a vNet for greater control and flexibility. 
An essential feature of networking security groups (NSGs) is the ability to have complete control over traffic flowing between the virtual machines. When one creates a virtual machine, an NSG is automatically generated and seamlessly associated with the primary subnet that the virtual machine is connected to. This ensures that this virtual machine is protected by default right from the start. An NSG will not be created for the virtual machine if it is not connected to any network. However, once your virtual machine is connected to a network, the NSG creation process is initiated, ensuring the safety of this virtual machine. Additionally, although it is possible to associate an NSG with any specific interface of a virtual machine, it does not override the automatic rule that an NSG is created with any Azure virtual machine by default. In other words, the NSG is meticulously designed to provide comprehensive security despite how the interfaces were configured. Moreover, it is imperative to understand that the NSG associated with a virtual machine is intrinsically linked to that machine. As a result, if one decides to delete the virtual machine, the accompanying NSG will be deleted automatically. Consequently, any remnants or vulnerabilities within the network will not remain, ensuring a seamless cleanup process. As a result, NSGs provide a straightforward yet crucial method of managing and regulating virtual machine traffic. In addition to maintaining security at all times, they seamlessly adapt to configurations without compromising security. In addition, the NSG associated with a deleted virtual machine has also been removed, so you people can be assured that the network will remain secure from external threats.
[bookmark: _Toc165281957]
Proof of connection and YouTube video
Hereby is shown the proof of the successful connection between the machines and also there is the link to my YouTube channel for the video (public).
CCA Azure Exercise (youtube.com)
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