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[bookmark: _Toc61478308]Introduction	Comment by Nitheesh Kaliyamurthy: Don't address the report using 1st person. 
Use narrative/ descriptive approach in writing. 
That could be more effective.
In this assignment for part 1A I am going to be looking into 2 relatively recent cyberattacks that has happened to any business or organisation and analyse the attack based on the perspective of its motive, how the attack was done and carries out and what was exploited. For part 1B I will be looking into and choosing 2 information gathering methods that can be used to gain access through the use of free public information. With what I find I will also be looking into how they could then prevent this from happening and any possible counter measures that they could put in place.

For part 2 of the assignment, I will be designing a network in Cisco Packet Tracer and use this to design and simulate security measures that can be implemented onto the Che-Si Company’s network to help protect and secure their network and services. I will try to cover a wide variety of thing not limiting to software on desktop or routers. 




[bookmark: _Toc61478309]Part 1A

[bookmark: _Toc61478310]Microsoft Customer Support Information
One recent cyber-attack which happened was with Microsoft when some of their customer support records [1] were access by unauthorised users due to a misconfiguration of their server’s security. What had happened was the database was seen online by a security researcher who just happened to spot it online. After seeing the database, he reported this to Microsoft. 	Comment by Nitheesh Kaliyamurthy: When is this recent? You have to specific more details. Just starting with recent is generic.
The database which had leaked was connected to 5 different servers but luckily the other severs all stored the same information as each other so it was thought that the other servers were just there as mirrors of the main server in case something happened. 
Luckily most sensitive information stored on the servers was redacted so if anyone were to gain access to it then they would not have anything to work off of. However, in some cases where the user was asked to fill out a request using special characters like “email @ domain com instead of using a . in between” the systems were unable to pick up the sensitive data and did not redact it which left it in plain text. 
Microsoft did say however that in those cases they will be contacting the customers affected.
The cause for all of this was when Microsoft set up the server on Azure, they had misconfigured the security settings on the server which allowed anyone to gain access to this for a  long period of time. The time the servers were left up before it was reported to Microsoft was from the 5th Dec 2019 to 31st Dec 2019. 
The motive of this attack was if anyone were to gain access to these servers, they would be looking for Customers information such as email addresses, addresses, usernames and passwords so they could then gain access to their accounts and possible pose as them.
The method used was using a browser they could see a database on the Microsoft network and when they tried to connect to it, they were able to gain access relatively easily. 	Comment by Nitheesh Kaliyamurthy: Is using a browser a method? Common Sean.

More in-depth research and analysis is required. Very basic, generic. More references could have given more clarity on the work. Referring to one source of literature to discuss a type of cyber-attack doesn’t justify the work. 
The weak point that was used and exploited to gain access to the server was the fact that the server was misconfigured and allowed access from people outside of the Microsoft network. To help prevent this Microsoft implemented some alerts to alter them if they were going to publish a server and it picked up it was misconfigured before they publish it so they can make the appropriate changes.



[bookmark: _Toc61478311]Zoom Account Phishing 

Another really recent cyberattack which happened involved the use of video calling and meeting software Zoom [2]. Due to the pandemic Zoom has surged in popularity and is being used be many offices and organisations in place of face-to-face workplaces to help keep everyone safe and still keep everyone in touch with each other while they try to continue to work through the pandemic. 
What the motive was of this attack was to again try and steal the user’s information and details so they can steal users’ credentials and then possible pose as them on Zoom or try to use what they stole to try and gain access to other accounts with the same email address. Zoom had suddenly gained a massive surge in use due to the pandemic it made them a huge target of attack.
The method the attackers used was using emails and posing as Zoom with their same colouring scheme and logo to make the users think that Zoom was contacting them about something important. One example of an email the attackers used was an email with the title “Zoom Account” and it then welcomed the users and provided a link to what the users will think is to the Zoom website to activate their account. However, the attackers altered the link in the email which will then take them to a fake Zoom website which will look identical to the real thing and the users will enter their details thinking that they are activating their account when the attackers were actually recording and stealing their information as they typed it.
Another email that the attackers used to try and gather the user’s information was an email with the subject “Missed Zoom Meeting” which informed the users that they had missed an important meeting with a link to take them to the fake Zoom website where the users were asked to enter their details to see what meeting they had missed.
The website the users were taken to will be almost identical to the real thing with only subtle things that will give it away, but a normal inexperienced cybersecurity user might not spot these things. One thing that would have given it away is the link in the email on the website that the users will be taken to as it might look similar to the official Zoom website, but it will be different. Another thing the users could look at is the email that is being used to send them this phishing email as again it might look similar to the official Zoom email or support email, but it will not be the same and sometimes there might be a small difference. 
To help prevent this from happening it is encouraged that people do not click links in emails and instead go to the Zoom website when they receive any sort of email that they are suspicious of or do not trust as the links might be hard to tell apart from the real thing.



[bookmark: _Toc61478312]Part 1B	Comment by Nitheesh Kaliyamurthy: Again, very generic. When talking about information gathering, could have been more specific to the technical terms and given more viable scenarios to explain. Eg. Just looking the orgainsation website? Wht is the type of attack? Wht information is focused etc needs to be included

There are countless methods of trying to gather information and gaining access. One method of this is simply looking on the organisation’s website as for example Organisation A might have a list of all their higher up workers on there with their emails in case they are needed to be contacted. 
This can be used in other ways however as someone could take this email and for example do some research with it in other places like Linked In where they could learn some more information and the individual which they might not want just anybody to know about. 
To help prevent this the individual can try to make sure that they keep their work emails separate from anything that isnt work related or anything that simply isnt important to the workplace. Another thing that could be done is the organisation that they are a part of could put a policy in place which informs all workers to not use Job portals like LinkedIn to help prevent stuff like this from happening.
Another way to try and gather information is to use the internet archive “Way Back Machine” to try and gather information that might have been removed off of websites as the archive will still have it stored online. I had learned about this and used it in Lab 4 which I had done helped me to understand this and helped show me how much information can be gathered just by looking at some of the information that is given on a company’s webpage. Another thing that I used to help me gather information in this lab was the “Way Back Machine” [3] What this allowed me to do was there was a link on an linked in page but the webpage on the link was down, so what I did was put the link into the Way Back Machine which allowed me to look back to when the website was up. 
This shows you the exact view of the website at the time you chose to look at it in which helped me gather information on what I needed to do to complete my lab. 
[image: ]
How this website works is you put in a link into the search bar and once you hit the search bar it will load a full timeline of when the webpage was active and allows you to scroll through it so you can select at what time you wish to see the webpage as they might have added something to it at a certain time that you might have missed.
[image: ]



[bookmark: _Toc61478313]Part 2

For part 2 I am going to design a network which is similar to the Che-Si Company and simulate it and show ways to help keep it secure. For this Simulation I am going to be designing the network in Cisco Packet Tracer and showing some of the security vulnerabilities that are threats to the network and how to help protect against them.
One potential threat to the network to start with is when configuring switches or routers over the network from a desktop machine or device through telnet it sends the commands in plain text across the network. If there was a packet sniffer on the network, it will be able  to pick up the things being set back and forth and read it easily. This can include things like the password and commands for the routers and switches. An example of a packet sniffer program is called “Wireshark” which can be used to listen to a network and monitor it for any packets that are sent over it.
To help protect against this vulnerability you can configure the network and all devices on it so if they want to connect to a router or a switch, they will only accept connections through SSH. What SSH does is the same thing as Telnet where they are able to configure the routers and switches with it but it encrypts the traffic that is sent across the network so if it is picked up it can’t be made any sense of.
[image: ]
What this screenshot shows is  the commands used to restrict connections to the routers to only SSH which will help keep the network secure and minimise any sensitive information being leaked out if a packet sniffer is placed on the network.

After doing this and going to a pc you will be able to connect to the router through it with the command console. This will allow anyone on the network to configure the network without actually being able to physically see the router which can help the network technicians. [image: ]

Another vulnerability that threatens the network is that risk that someone gains unauthorised access to the router and reads all the passwords stored on there. If this was the happen then the attack will be able to connect to the network discreetly while oozing as a network technician as they will have the credential to authorise themselves.
[image: ]
This shows that the passwords are stored in plain text on the router when the password is created. However to help prevent this you can enable a service on the router which will automatically encrypt all passwords that is stored on the router and any more that is added later on. To do this you only need to enter one command when in Global Configuration.
[image: ]
Now if you look back at the last screen again in the router you will see that the passwords that are stored in the router will all be encrypted so if someone was to gain unauthorised access then they will not be able to work out what it means.
[image: ]

Another threat to the network is also if someone was to bring in a device from outside the network and try to connect it in place of a device that is currently in the network to gain access. If they were to do this, they could cause a lot of damage to the network as they will have direct contact with the network. To help prevent this there is some security features that can be enabled on the switches and router which can make sure that it will not accept new devices onto the network through a single port.

[image: ]
What these commands do is the first one “Switchport port-security” This command changes the selected ports to enable security features on them, this is off by default as there are certain ports that this should not be enabled on as it can cause problems. The second command “Switchport port-security mac-address sticky” What this command does is it tells the switch to take the mac address of the machine that is connected to that port and save it in a table on the switch. This address is saved permanently until the router table is deleted. 
The final command “Switchport port-security maximum 1” This command tells the switch to only accept one mac address per port so if someone was to disconnect a machine on the network and try to connect another device then the port will shut down.
[bookmark: _GoBack]Another thing that can be done to help prevent from treats is a policy could be put in place in the workplace to try and help minimise the threat of people trying to gather information on the company of its works by making a policy so the works should not use job portals or social media in the workplace as they can be used to gather information on the workplace and the workers in the organisation.
To help prevent threats from outside the network it will also be good to implement a firewall into the network  around the router. It is a good idea to implement a firewall next to the router as the routers is the gateway into the network and will be targeted by hackers from outside the network. 
Another set of things that can be implemented onto the network is IPS (Intrusion Prevention Systems) and IDS (Intrusion Detection Systems). What an IDS does is it keeps monitoring the network for any unusual activity and when it discovers something it will send a notification to the network administrator. Logging what causes the alert so it can be looked into later and prevent this from happening again. An IPS is similar to a IDS with how it sits on the network however it has a different job to do. An IPS is to help prevent and block anu unauthorised connections from gaining access to the network or being able to see/use its resources. This helps also keep the network running smoothly as it helps filter out any network traffic that should not be there.	Comment by Nitheesh Kaliyamurthy: Just covered the basics of network security like passwords, line configurations, plain texts, switchport security. These security mitigation does not suffix the scenario given. More in-depth work required.
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