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Ransomware: A Growing Cyber Threat and its Implications


In Recent years ransomware has arisen as one of the largest threats to business of any shape even larger corporations such as the NHS(WannaCry 2017) and the colonial pipeline attack of 2021 which resulted in a payout of 75 bitcoin or 4.4 million USD  within this report I will be exploring these attacks and some of the systems that can be put in place that will help mitigate these attacks as a strong business continuity plan can help any business big or small, 20% of businesses with over 250+ staff make use of iso 27001 guidelines to ensure that they are fully compliant with industry standards of security [1], however there are many other ways of ensuring security and recovery however all guidelines touch on the same key points.
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1. Employee management
Employees are one of the most frequent failure points in any security system. social engineering techniques are the most common technique of compromising individuals  therefore a through employee training system has been shown to show a significant improvement on overall system security in a 2023 report by knowbe4 a major provider of employee phishing awareness training it was found that there was an average initial baseline PPP of 37.9%, PPP stands for Phish-Prone percentage meaning that 37.9 of employees surveyed prior to any training could pose a significant risk to system security. [2]
However, you cannot entirely rely on employee training to secure your systems therefore with the rise of remote working a strong MDM policy and a thorough minimum access policy are also key points of managing employees as an attack vector.

2. Device management
Device management is a key part of a strong security policy especially since the rise of remote working due to the covid 19 pandemic leading to the increased requirement of an MDM policy for remote workers focusing on information access control and off site data security.
a strong zero trust policy is also important to mitigate risks of users/attacks accessing more data than they would need to within their job role this should be overseen by an information security officer who has a thorough understanding of the company structure and the needs of the individuals within the business. It is also important to employ an MDM system such as Microsoft Intune or ManageEngine. 19.2% of businesses use Microsoft Intune to enforce their remote management policies [3]
3.  	Data backups and disaster recovery
A strong data backup policy is key in ensuring the continued operation of a business during a disaster situation I.e. loss of access to systems or intrusion into systems by an attacker data should be encrypted and ideally backed up across 4 different locations namely an onsite rolling backup a offsite backup to avoid loss of data due to fire/natural disaster a cloud backup and a cold storage backup to ensure that data cannot be over written accidentally. A strong data backup policy can also help ensure fast recovery in terms of restoring business continuity within these situations.
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As Discussed above ransomware has had a massive impact on many business including the NHS, Colonial pipeline and The Royal Mail

The NHS fell victim to WannaCry in 2017 which caused serious damage to the NHS there systems and also patients health and confidentiality A report into cyber security of the health and care sector has revealed that the WannaCry ransomware attack cost the NHS a total of £92m through services lost during the attack and IT costs in the aftermath. 

According to an NHS England report following the attack roughly 30%(80 out of 236) of NHS trusts 603 primary care facilities and 595 GP practices across the country  fell prey to the attack leading to extensive waiting times and many patients in intensive care having to relocate to other NHS facilities up and down the country [4]

A key part of the attack was cve-2017-0144 eternal blue which is a network file sharing protocol that allows applications on a computer to read and write to files and to request services on the same network.

The NSA originally discovered the vulnerability however they did not disclose it when it was first discovered, leading to hacker group shadow brokers to leak the vulnerability.

Analysis of the WannaCry attack since 2017 have concluded that it was an attack driven by DPRK hackers in part of a long series of attacks originating from North Korea.

At the time the NHS was still using mostly windows XP systems which Microsoft had stopped supporting 3 years prior this underline the importance of keeping your systems up to date as critical security vulnerabilities are a large part of most system updates. 





                       Colonial Pipeline attack

The colonial pipeline is a gasoline diesel and jet fuel pipe that transfers over 50% of fuel to the US east coast it was attacked on the 6th of May 2021 beginning with the theft of over 90 GBS of data from internal systems and then branching out to a full blown ransomware attack causing the vast majority of the east coast losing access to fuel for a total of 5 days however the fuel delivery systems were not actually impacted it was the payment processing facilities that were targeted causing colonial pipelines to not be able to take payments for fuel resulting in them shutting down the rest of there systems in fear of a more broad attack.

the attack cost the private sector investors in the pipeline 75 bitcoin equivalent to 4.4 million USD the transfer was overseen by the FBI [5] however on receipt of payment Darkside provided a tool to restore the systems which had a very long processing time for the vast amount of systems it had to correct therefore colonial pipelines internal systems were able to perform there own disaster recovery protocols in a more timely fashion.


The above case studies highlight the importance of a good disaster recovery system as it can save a business millions of dollars overall.

	Conclusion

the rising threat of ransomware calls for a united effort from everyone individuals, businesses, and governments. The wide-ranging impacts we have explored highlight the need to take cybersecurity seriously Businesses cannot afford to risk their data or the data of those that use there platforms hopefully this report highlights the need for business to work together to improve their security systems. We need a shift in mindset, where cybersecurity awareness becomes a part of our everyday culture. By staying informed, using smart strategies to prevent attacks, and adopting the latest technologies, we can build strong defences. Our digital world is more connected than ever, and protecting it requires a collective commitment to best practices, resilient systems, and quick responses. Only together can we hope to reduce the impact of ransomware and secure our digital future.
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