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[bookmark: _Toc37848623]1.	Introduction	Comment by Carlene Campbell: Put appendix after your reference listing. Label your figure and refer to it in your report. 
Introduction can include background literature of the subject area.

[bookmark: _GoBack]This report covers Bring Your Own Technology (BYOT) and explains what it offers and the advantages / disadvantages of using BYOT. As well as what it offers, the report also explains security challengers that are created due to the use of BYOT. The report includes a created example of a BYOT policy for a company called ‘CoffeeCapulus’ and an explanation of a BYOT framework including:
· BYOT Procedures
· BYOT Policies 
· BYOT Guidelines
The report then moves onto an explanation and example of a Mobile Device Management Software (MDM Software) for BYOT including the implementation of the software with challenges involved.  


[bookmark: _Toc37848624]2.	What is BYOT?

BYOT (Bring Your Own Technology) which is also known BYOD (Bring Your Own Device) has looked like it will become the common practice in most scenarios as smartphones are an extension of a person in the modern day. [1] This is because the convenience that is granted by these devices makes everything easier especially within workplaces for both employers and employees. Employees find it much easier to work from devices they are using every day which allows them to feel more comfortable when working, employers are also benefiting from BYOT because it saves their company the huge cost of investing and upgrading in new devices and data plans for employees to use. [1]  

[bookmark: _Toc37848625]2.1.	What does BYOT offer? What are the advantages / disadvantages?

BYOT offers an opportunity for the company to become a lot more efficient. It reduces the amount of work that IT technicians would need to do because they do not have to constantly upgrade and repair work devices when issues occur. BYOT also stops employees attempting to find loopholes / exploits in order to use their own devices that they are comfortable with rather than the devices provided by the company [2] which are usually full of bloatware that is installed by default and cannot be removed. One advantage of BYOT according to Chris Caldwell, et al. would be that the end user becomes responsible for the “purchase, care and maintenance of the access device.” [2] This means that the company is able to distance itself if an employee’s device is damaged or has anything that it shouldn’t have stored on it. However, a disadvantage of BYOT would be that IT technicians would have their resources stretched even further and would need to implement extensive policies and security measures in order to protect the company and its assets to potential cyber threats.  
[bookmark: _Toc37848626]2.2.	Security challenges created by BYOT

The security challenges that come with BYOT are very serious but can mostly be resolved with ease by IT technicians using awareness and knowing correct procedures to put in place. By implementing BYOT, the company is opening itself up to a possible cyber-attack either down to malicious intent or just pure unawareness by employees. Employees may not have the necessary security methods installed on their device such as firewalls, anti-viruses / anti-malware and may even use the devices to view websites / download software from places that are known for malware / viruses. [3] The devices used by employees are also all using different operating systems and firmware versions which is difficult for the technicians in charge of maintaining security / compatibility when most devices are completely different and require individual updates. [3]
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[bookmark: _Toc37848628]3.1.	BYOT Procedure

When a company is making use of BYOT, they need a comprehensive procedure in place to ensure that staff know what to do at any given time. According to the Tasmanian Government’s Department of Education, two points a BYOT procedure needs to consider are: [4]
“
· current research on national/international best practice
· increasing reliance on technology
“
A procedure for a BYOT system would need to cover essentials such as all levels of staff, including the CEO, board members, internal / external verifiers, management, staff members and even temporary staff / cleaning staff. Basically, any group of people that needs access the company systems would need to be included within the procedures so that they know exactly where they stand and what they need to do. It is vital for a good BYOT procedure to clearly state out all roles and responsibilities within the document so that there is absolutely no confusion. 
A BYOT procedure needs to be constantly monitored and updated to ensure that everything is covered, and nothing can be exploited. The potential risks of malicious actions that could occur just due to an outdated procedure can be extremely damaging. As well as this, a BYOT procedure needs to clearly [5]define what they are using for example, if CoffeeCapulus was making use of a Content filter for the devices brought in by staff members, they would need to define exactly what that content filter is and what it does. They must also define Acts such as the General Data Protection Regulation (GDPR). 
The procedure should have a section towards the end that covers the [5]procedure action dates where they decided to take action to cover a potential issue and should display the exact date that this action was adopted or why it was not adopted. 
Finally, the procedure should list who is responsible for the procedure maintenance and list the references used. When listing the person responsible it needs to display their name, their role within the company but also, the designee’s name and position. The list should also display the last editors name along with their job position. These should all be displayed to ensure that there is no confusion with anything within the procedure but if there are any issues, the person responsible can be contacted and the solution can be found.  
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Company policies regarding BYOT are split into 3 sections, these are:
· User policy
· Device management policy
· Security policy
These policies have to be very detailed and descriptive in order to cover all legal basis in which they are covering, this is why these documents are audited and updated frequently just in case any new issues arise from a new product etc.… BYOT policies have to be in place if a company wants to allow their employees to use their own personal devices in work however, although these policies have a lot of positive things that will increase productivity etc.… They will also create a lot of issues for IT staff members.
Adding a BYOT policy means that IT staff will have to constantly review / update the policy in order to maintain its quality and to make sure that it is still relevant. Implementing a BYOT policy ensures that you will need a more complex IT system in place that will allow multiple devices and operating systems without any problems, and if there are any problems caused the IT staff must find solutions in the most efficient way possible. 
A big negative of BYOD would be the potential legal issues that could occur, especially with maintain and storing data. According to M Dhingra, [6] A storage card is a possibility of data leakage when using BYOT and very few people actually use encryption methods to ensure the security of data stored within these storage cards. M Dhingra also provides a possible solution to this issue which would be to access the company network using [6]“virtual private networks that are available in corporate editions.”, By using these it would allow the company to create a secure channel where the data is safe while transferring around the network, it’s also important to ensure that full disk encryption is used so that staff members can store all company data on these encrypted drives so they do not risk losing this data through storage such as storage cards etc.…
In order to ensure that your BYOT policy can stay relevant it needs to be designed in a way where it can be adaptable. According to G Eschelbeck and D Schwartzberg, [7] by implementing a solution that is designed to verify that devices can be remotely managed, it can actually help you make sure that security policies are kept relevant and reliable. G Eschelbeck and D Schwartzberg state that This is especially important within an “industry with strict compliance and auditing standards.”.
There are a lot of detailed methods that could be used to increase the security of BYOT, an example of this would be making sure to [8] provide the staff with alternative ways to store content e.g. iCloud, Google drive, email with security codes that need to be input etc.… Using these methods would only slightly increase security by themselves, however, because of these methods the increase in collaboration and communication between users would, by itself, increase security. An example of a BYOT policy for CoffeeCapulus can be seen in Appendix A.
[bookmark: _Toc37848630]3.3.	BYOT Guidelines

Guidelines are especially essential when it comes to BYOT, this is because your staff are going to need to know [9]what programs their devices will be expected to run and what the recommended specification their devices should be. If the company does not provide enough information within the guidelines for BYOT, staff may not be able to access or use certain software because the specifications that their PC / mobile have may be outdated or just too slow to run the demanding software.

[9]The guideline for BYOT should make clear if there are devices that the staff members can borrow if they temporarily have no device, they can bring in. These devices should be located in one central place with necessary logs / security in place. [9]The company guideline should declare the amount of time a device can be borrowed before it needs to be returned to the company and should also offer a service desk if staff members need any help with the devices, have any questions or if you need to borrow the devices for longer than the allocated time.
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When it comes to Mobile Device Management Software (MDM) in a company using BYOT, A good software to use in the company would be Microsoft Enterprise Mobility and Security Suite. The main reason this software was chosen, is because it is developed by a very experienced company which almost guarantees its quality but also ensures that the software will not be abandoned due to lack of funding etc.… 

Device management is crucially important which leads to IT staff needing to be able to perform many actions as stated by Yuri Diogenes and Jeff Gilbert [10];

“
· Manage updates
· Monitor and trigger alerts proactively
· Perform hardware and software inventory
· Set security policies
· Distribute software
· Provide remote assistance
· Help protect PCs from malware
· Remotely wipe and selectively wipe mobile devices
“
These actions are a necessary role of IT staff when working within a BYOD system inside Microsoft Enterprise Mobility and Security Suite there is something called Microsoft Intune which is created to address the issues raised above. 

MDM is utilized across many industries including healthcare, transportation, service, education and also retail. These ranges of industries all use it in very different ways, for example the NHS in England implemented a [11]BYOD policy in 2017 which was targeted towards staff and volunteers. The purpose of this within the NHS was to improve both resource and cost efficiencies by letting staff members bring their own devices e.g. laptops and phones in order to save the NHS having to purchase these devices directly for staff members.  

With security using MDM, any potential threats need to be identified in a clear method so that IT staff can implement necessary security requirements. [12] Keunwoo Rhee et all. Created a table that included the treats and descriptions of each threat:

	Threat 
	Description 

	T1.Disclosure 
	Threat agent can leak the confidential data saved in the MDM system or the operational environment of the MDM system as well as data transferred between the components of the MDM system. 

	T2.Software 
	Threat agent can modify the operating system or application of the operating environment of the MDM system. 

	T3.Bypass 
	Threat agent can bypass the security functions of the MDM system to incapacitate the security features of the MDM system. 

	T4.Data(1) 
	Threat agent can change the data saved in the MDM system in an unauthorized way. 

	T5.Data(2) 
	Threat agent can change the data transferred by the MDM system in an unauthorized way. 

	T6.Traffic 
	Threat agent can capture and analyze the data transferred by the MDM system and leak the confidential information. 

	T7.Spoof 
	Threat agent can access the MDM system via consecutive authentication attempts or reuse the authentication data to impersonate the authenticated user/administrator. 

	T8.Malware 
	Threat agent can infect the MDM system with malware and execute the malware. 

	T9.DoS 
	Threat agent can inhibit normal operation of the MDM system. 

	T10.Leakage 
	Threat agent can extract confidential data from the data remaining in the MDM system and the operating environment of the MDM system. 

	T11.Record 
	Threat agent can exhaust the storage capacity of both the MDM system and the operating environment of the MDM system so that security-related events and data essential to the MDM system’s functionality will not be recorded. 

	T12.Disaster 
	Threat agent can stop the operation of the MDM system in the event of an unforeseen natural disaster such as an earthquake, fire or flood. 

	T13.New 
	Threat agent can attack an MDM system using a new unknown vulnerability. 



By creating a table such as the one above, IT staff would be able to isolate each threat individually and work on a solution for each while knowing everything the potential threat would be able to do. MDM brings security methods that allow you to filter what users are able to access on their devices when connected to the company network, it also allows IT staff to monitor and manage users devices remotely which means that any time staff need to revoke permissions and access to something from particular users they are able to do it easily.  
There are also disadvantages to Mobile device management and that would be things such as security gaps that require a highly trained IT technician and policies in order to fill these gaps with adequate security measures that will prevent exploitation. Any cloud service that is being used with MDM cannot be guaranteed to prevent data leakage and sometimes, companies having just invested into new computer systems won’t want to implement BYOT because it was instantly make their investment instantly nullified. 
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When implementing an MDM software, the NCSC suggests that you need to be prepared in many different aspects such as: [13]
“
· Deployment Model
· Device and Feature Support
· Device Enrolment
· Device Configuration
· Device Compliance and Monitoring
· Application Management and Data Isolation
“
All these aspects should be thought out thoroughly and planned for potential worse case scenarios so that the company is prepared if something goes horribly wrong.
When the company has decided what MDM software they would like to use, they should roll it out to small sections at a time in order to gather diagnostic information that will make the company-wide roll out operate much more smoother and if any issues do arise, the IT staff will be able to check their tests and see how the issues are fixed. 
Depending on the software used, the IT staff will need to ensure that the software can support a wide range of devices. If this is not done, you will have staff members who may be using older devices that will not be able to do any work on their devices which would massively drop productivity. 
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In conclusion, BYOT allows staff members to bring their own devices into the company site in and use those devices to do work, this is becoming increasingly popular for very good reason, it improves productivity and makes staff feel more comfortable. A major advantage of BYOT would be that it reduces a company’s spending while also improving a quality improvement for staff members. However, there is also a major downside to BYOT, this downside is that implementation a system such as this really stretches your IT staff’s resources to the point where they even be overworked. This can be resolved by hiring more IT staff however, IT staff are very expensive due to the amount of qualifications / experience needed to become a qualified technician. 
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Policy Summary:
This policy is created in order to define acceptable use by staff members using their own devices when accessing and / or modifying company information and data. At CoffeeCapulus, we want staff to be comfortable when working, because of this we are enabling the use of personal devices in order to maximize comfort and efficiency. 
All devices that are to be connected to the network will have a company created anti-virus/malware software installed which also includes email protection by default. This software will be administrated by the company IT department and will NOT be able to store any personal information. Privacy is very important to us at CoffeeCapulus, so we take the utmost pride in our methods to protect staff data. 

Supported Operating Systems:
· Windows 10 or above
· MacOS Catalina or above
· Android 10.0 or above
· Apple IOS version 13 or above
· Chrome OS version 80.0.3987.158 or above

Audience intended for the policy:
· All users accessing the business in any way using their own devices.
· Any internal or external auditor that is employed to review the process.

Assumptions:
As all staff have received GDPR training, it is assumed that all staff members have awareness for the GDPR and are fully aware of the consequences of the loss of company personal data.

BYOD / BYOT:
BYOD / BYOT also known as ‘Bring Your Own Device / Technology’ is staff members bringing devices that they are the owner of in order to access the company’s systems whether that is on company property or working remotely. 


User:
A user can be anyone who is able to access the company via their devices, this includes but is not limited to:
Staff members, internal reviewers, external reviewers, company executives, or any person who has been authorized to access the company’s systems.

Acceptable Use:

· Devices should only be used for business activities that directly or indirectly support CoffeeCapulus. 
· Employees are blocked from accessing specific websites while connecting to the company network. Some examples of blocked websites include:

· https://twitter.com/
· https://www.youtube.com/ 
· https://www.twitch.tv/ 
· https://www.facebook.com/ 
· https://www.instagram.com/ 
· https://www.reddit.com/
· https://www.ebay.co.uk/ 
· https://www.amazon.co.uk/
· https://cardiff.craigslist.org/  

· When on site, all camera and video capabilities are disabled.
· Devices should never be used to do the following:

· View / download inappropriate content
· Harass other individuals or groups
· Engage in activities not related to business e.g. (Selling items online, blogging etc.…)
· Etc.








Allowed apps / software:
· The following software / apps can be installed on devices that are used to access company data:

· Weather apps
· Approved productivity apps
· News apps
· Mail apps

Banned apps / software:
· The following software / apps should NOT be installed on devices that are used to access company data:

· Social media apps
· Movie / TV series apps
· On-demand video apps e.g. BBC iplayer, My5, etc…
· Tik Tok / other streaming apps
· Inappropriate apps e.g. Adult content

· CoffeeCapulus has a zero-tolerance policy when it comes to using devices when driving. Only hands-free should be used when driving in order to avoid accidents.
















Device security measures:
In order to ensure that the employees’ device has correct protection, the employee must make sure they follow and / or do not ignore the following points.

· All devices connected to the company network are required to have a strong password (combination of special characters, upper case / lower case characters and numbers). The password should be changed every 3 months to a password that has not been used for the past year, this is to ensure security. 
· If the employee’s device has been idle for more than 3 minutes, it must auto-lock. (This can be done within the mobile devices’ system settings).
· Jailbroken / rooted devices are forbidden and should not be used within the network.
· If the incorrect login is used more than 3 times, the device will auto lock and would need IT support to unlock.
· Employees are disallowed permission to download any app that is not on the approved app list stated in the CoffeeCapulus policy.
· Employees personal devices should not be used to connect to the company network.
· Employees access to company data is limited and is dependent on the user profiles that are setup by IT. 
· The company will provide staff with a company-certified VPN service for work devices that will allow staff to access data that is tagged as sensitive.
· When a device is connected to the network, all USB ports will be disabled in order to prevent any accidental or malicious data loss / theft. 
· At any time, the company can completely wipe a device remotely if the device has been lost / stolen or if the employees’ contract has expired with the company. 
· The employee’s device can and will be wiped if the following occur:

· The device is lost
· IT detects a data breach
· IT detects a breach in policy. 
· The employee terminates their employment.
· IT detects malware / viruses / any potential threat on the device.









Liabilities / Disclaimers:
· The user is responsible for the user to take precautions in order to prevent any loss of personal data from being lost if there are any issues that the IT staff cannot fix / prevent. The employee can do this by ensuring adequate back-ups are set up. 
· CoffeeCapulus have the right to disconnect staff devices and / or disable services without prior notification. 
· All people connecting their devices to the CoffeeCapulus network are expected to use their devices ethically and in compliance with CoffeeCapulus user policy. 
· If an employee’s device is lost / stolen, they are required to report the loss within 48 hours. The employees are responsible for contacting their mobile provider immediately when they have lost the mobile device.
· Employees are fully liable for all costs associated with their device and are fully liable for all potential risks including, but not limited to, the loss of data, both company and personal due to any operating system crashes, bugs, viruses, malware and/or any hardware or software problems that would render the device unusable. 
· CoffeeCapulus reserves the right to seek disciplinary action if this policy is not adhered to. 


By signing this document, I understand and agree with all policies and procedures within CoffeeCapulus’ BYOT policy. I also fully understand and accept any consequences that will occur if I break any of these policies.  










Signature:
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Engagement with Literature Skills	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
You have discuss key concepts and use appropriated sources and materials though some of your references could be current. (Grade mark: 70.00%)	15	10.5
		
2. Knowledge and Understanding Skills	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated understanding of the underlying principles.  Did not use the IEEE report format. (Grade mark: 70.00%)	15	10.5
		
3. Cognitive and Intellectual Skills	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
Your report discuss all the relevant areas for this assignment; policy, you have done a system design rather than a DFD but it is acceptable, network design, etc. and conclusion. A well written policy done; very good!	 (Grade mark: 77.50%)	40	31
		
4. Practical Application Skills	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
Your network design took into consideration security measures. Though no redundancy considered your core devices were hardened/protected with passwords. (Grade mark: 75.00%)	20	15
		
5. Transferable Skills for Life and Professional Practice	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your report written and flow well. It could be justify align to make it looks very professional.  (Grade mark: 75.00%)	10	7.5
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