Ransomware: Education & Prevention
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1. Introduction

This is a brief insight into the workings of Ransomware, how it may enter into your network or devices. As well as good practises to prevent this from occurring and what actions to take should it infect your system. This report will begin by discussing what malware is and how it works.

2. Malware and What It Is

Malware, abbreviated from Malicious Software, is a term used to define malicious code, which attackers will use in order to exploit devices and networks for personal or corporate gain. Malware may take on many forms and each allow it to accomplish different tasks and allow it to be transmitted and hidden in various ways. Below are some types of malware and their individual properties:

· Worms: - Self-propagate through a network and work by exploiting vulnerabilities and don’t require user interaction to inject into a system.[1]
· Trojan: - A form of Malware that will disguise itself as legitimate usually by binding itself to a legitimate file to make users execute unsuspectingly as it requires user interaction to spread but will never infect other files.[1]
· Ransomware: - Will attempt to prevent user’s access to their data without payment of a ransom sometimes by encryption of their data and in some cases if the information is proprietary may publish it. [1]
· Virus: - Malicious code that will travel using an executable file as a host and will then upon execution of the host file spread to other legitimate and uninfected files by inserting a copy of itself or overwriting another executable file	 [1]

Malware may gain access to your system through a variety of methods, many require human interaction in order to execute but there is many that do not. One prevalent way that malware is distributed in the modern world is via spam and fraudulent emails which may deceive users into opening them or following links in order to inject the malware they hide. Malware can also be picked up from the internet whereby it will be injected by user interaction sometimes from following illegitimate links posing as adverts or bypassing system countermeasures, another way malware enter a system is by physical means, this could be using removable media such as USB sticks. [2]


2.1 Ransomware and its dangers 

Ransomware, as previously discussed, is a form of malware that works primarily via the denial of access to your files and/or system with advanced versions being able to spread throughout the network to other machines. It can accomplish this through a few methods as discussed in an article on the MalwareBytes webpage; Scareware, this will attempt extort you out of personal information or finances by causing pop-ups to appear in most cases, it may pose as anti-virus software telling you that there are infections on your PC and requires a premium subscription to remove. Screen lockers, these will attempt to remove the user’s ability to interact with the system by displaying what will look like a full screen window sometimes disguising itself as a seemingly legitimate message in attempt to fool people into paying fines for “crimes” they have committed. The final form is encryption ransomware this is form is usually the most damaging and without proper backups can be very costly to recover from, it works by encrypting your files after infection and once completed will deny access to your machine and force you to pay in order to decrypt your files in the form of cryptocurrency usually. [3] However as discussed by Roderick Bauer it requires a connection to the a control server in order to generate the encryption keys in order to encrypt the files so removing a network connection during the file encryption will halt the process. [4]

2.2 Cryptowall

Cryptowall is a Ransomware Trojan that from the author’s research they have found that it is spread primarily from spam emails, advertisements and hijacked webpages [5] It has also been known to enter systems without user intervention by exploiting plugins for web browsers. [6] It came about as a variant of another piece of Malware known as Cryptolocker borrowing the interface and design until eventually developing into its own in later years. [7] In terms of impact to business and infrastructure it can pose a major threat if proper procedure is not followed with necessary backups as well as relevant access control in order to mitigate the spread should infection occur. In recent versions the process for file encryption has become much more complex, going even as far as to encrypt the file name in order to make the recovery process that much harder. This means you will be unable to compare the current files to the backups to interpret what data is missing. [8] This causes countless troubles in a real-world scenario in terms of recovery as missing data may not be noticed until weeks, months or years down the line when backups have long since been overwritten. 

2.3 Prevention & Good Practise

 In order to mitigate not only the risk of infection but also the potential downtime and effect should infection occur there a few preparation methods that can be undertaken;
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Anti-Virus Upkeep:
Although this should always be present and up to date on any network, making sure that anti-virus updates are completed regularly and are working on all systems within the network.

Backups:
Again, another that should be completed regularly regardless, there should be multiple backups present and stored in 3+ locations with at least one of these being separate to the network and another being offsite [9], the more regularly these are completed, the lower the damage to business continuity will be should recovery be required. As well as having documentation to instruct employees throughout the process to mitigate errors. You must also consider the media type for storage as some are more reliable and less likely to corrupt, they vary in applications but many of the reliable ones can include:
· LAN Storage
Storing the data on another device on the network, this may be in another location or within the same site. [10]
· Tape Storage
Slow to backup but are reliable, have a very high storage capacity and are relatively small for their capacity making them quite portable. [10]
· Cloud Storage
Using cloud services provides a very robust backup system in terms of infrastructure but suffer in terms of security as these sites are publicly available and from time to time can have breaches but using this service and having backed up files encrypted with strong passwords can circumvent this and overall will provide a highly available offsite backup repository.[10]

Operating System Maintenance:
This should be administered through both training to staff as well as the IT support team, this involves making sure the machines on your network are consistently updated with the latest security and feature updates once they have been verified in order to patch any vulnerabilities that cyber-criminals may exploit. This also involves making sure that there are no machines with unsupported Operating Systems on the network, such as Windows XP which lost support in April 2014 with still many known vulnerabilities that can be exploited by malware. [11]


Software Maintenance:
Though this follows a similar procedure as OS maintenance in terms of making sure software is updated but also includes removal of existing software from machines that may no longer be supported or necessary in order to minimise vulnerabilities.

Policy and Procedure:
Having clear and precise procedures for their activity will prevent a lot of malware from entering your system. Educating your staff on their duty when operating computers and the dangers malware can pose as well as the forms it can take on will prevent a great deal of intrusions as many pieces of malware require user interaction. Having clear outlines set out within an accessible document for all staff in the organisation about their responsibilities will help to keep this information current for employees.

2.4 Resolution if Infection Occurs

Unfortunately, your options for recovery in this situation are limited and dependent of the scale of the attack. If one machine has been compromised but has been isolated and is currently off the network you can attempt recovery of the data from the drive. However since cryptowall 5.1 currently uses AES-256 encryption method, A very secure encryption method and would take too long, feasibly, to break the encryption[8] this would not be effective the best cause of action in a single machine case would be to either recover from back up if available or if not format the drive and rebuild. In a multi machine case the best course of action would be to restore from back up, paying the ransom is never advised as Jeff Peter’s wrote on Varonis’ website “Only 19% of users that pay the ransom get their files back.” [8] In the case of any number of machines, it would be advised to immediately disconnect the device(s) from the network in order to prevent further infection and/or file encryption and run antivirus scans if the machine is still available for use. 

3. Conclusion 

Overall, in order to decrease the impact and chances of infection into the network from ransomware attacks.t is highly recommended to follow a robust backup policy accompanied by education of your staff or malware and their duties for preventing it. The IT staff should then follow a procedure of Network upkeep for operating systems, Software and anti-virus on all machines on the network. Although it is impossible to completely remove the risk of infection from malware, following these steps will provide a necessary level of both availability and security for the organisation.
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