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Abstract— Cloud computing is the most recent paradigm shift to deliver
IT services for | This has shaped the world of IT in general. The
huge development of Internet network and virtualization has been the
driving force behind the rise of this technology. Many big players in this
field such as Google, Microsoft and Amazon, have seen the opportunity of
growth through providing cloud services, offering some great benefits for
businesses, such as cost, agility, scalability, competifiveness, effectiveness
and more. However, this comes with risks that businesses should
understand and analyze before adopting one. This paper will focus on the
major benefits and risks of cloud services and proposes some
considerations and recommendations to help mitigate those risks.
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LINTRODUCTION

Cloud computing has become one of the dnving forces that shape
the world of Information Technology (IT) services in recent years,
thanks to the rapid development of the Internet, virtualisation and
power of data. Many organisations and businesses are shifting day
by day towards cloud computing services in the hope of being more
competitive, reaching bigger platforms, saving costs and increasing
availability. Cloud computing comes with many other benefits to
offer such as business agility, transferring the security and
management side of IT services to a third-party cloud service
provider. Cloud services have made a huge change in terms of
competitiveness. Having access to all the necessary computing
resources and infrastructure without spending heavily on equipment,
software and infrastructure has helped many small and medium
businesses to become more competitive and has also helped to create
new businesses, This shift towards cloud computing services is
driven by many benefits. However, adopting these types of services
comes with nsks and threats. Despite the potential nsks and
drawbacks, the on-demand of these services is still rising.

1L THE RAPID SHIFT TOWARDS CLOUD COMPUTING

A, The shift towards cloud computing
The expansion and rapid growth of cloud computing services market
1s great indication of how businesses and orgamsations are shifting
toward this technology, one of the leading marketing research
predicting that the global market value of these services could reach
up to 230 billion § by 2020 [1] (see figure -1).
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Figure 1: Cloud computing market value

Cloud computing is the most recent paradigm shift to deliver IT
services for businesses, considered as radical comparing to its
predecessor’s paradigms (distributed. centralised and decentralised)
[2]. This unique and complex framework has helped many
businesses and organisation to focus more on the business aspect
itself, creating growth and becoming more competitive. Most of
these services are billed on a pay-per-use basis or by subscription
where the business has to pay a monthly or vearly fee to access these
services. All this has given a great opportunity for small business to
expand their [T resources and services as and when needed. It also
has a great impact on business creation.

The main cloud computing service types, or computing stacks, as
are:

Software as a Service (Saa8) |3], Platform as a Service (Paa8) [4]
and Infrastructure as a Service (laaS) [5] (see Figure 2).
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Figure 2: Main cloud computing services




1) Software as a service

Software as a Service (SaaS) is a well-known cloud
computing architecture model where the software itself is offered to
the client as a service. This type of service looks very attractive to
some businesses where great cost cutting can be achieved. This helps
reduce the investment on purchasing and maintaining expensive
software especially 1f this can be accessed on a pay as you go basis
or even with flat low-cost charges from the provider [6].

Many leading [T companies such as Microsoft, Amazon Web
Services (AWS), Google, Oracle, etc. are now adopting this
technology by offering their software as a service. By having the
software in a centralised secure environment, it is much easier to
secure and maintain, and it frees the client from any security
burdens. It 1s considered as an upper layer service where the client
does not require powerful computing resources to use the software.
This can also reduce the cost of buying high spec machines that
possibly would not be utilised often.

From an environmental perspective, some research and studies
found that implementing Saa$ as a business model helps to reduce
the carbon dioxide emission by 60%. Compared to the clz
of software, 1t helps be more energy efficient [7].

2) Platform as a Service

The popularity of Platform as a Service (Paa8) as cloud
system is increasing everyday among many businesses, the fact that
been able to run an application service without the hassle of handling
its complex life cycle or having to invest heavily on the physical
underlayer to support it, from user perspective these seams to attract
users and helps them making huge savings, maintaining great
performance and guaranty high security. Adopting Paa$ as solution
could give the business great opportunity to focus more with
business side. Same as most of cloud services, PaaS model was also
built on the top of virtualization technology, thanks to that business
can scale easily as the demand grows, without the need of investing
on hardware and redundant resources [8).

3)  Infrastructure as a Service

Moving down the layers, there is Infrastructure as a
Service (laa8), one of the leading cloud computing models in terms
of demand especially among small and medium businesses. laaS
offers great automated features with high flexibility and having
access to scalable resources as and when needed, users are capable
of outsourcing and building for example an entire virtual data centre
to support their business needs and scale it as their business grows.
These services are often offered through dashboards or APl where
the client can have direct access to servers, networking hardware,
storage and hypervisors.
[aa8 model is still considered as the most flexible one thanks to the
total control given to the clients over the entire Infrastructure.
storage and processing powers [5] [9].
[aa8 comes with great potentials to allow users to perform a variety
of critical tasks such as create back-up storage. allocate the
necessary Virtual Machines (VMs) to process the workload,
monitor system performance and manage network traffic, ete. [10].
This solution may appear attractive to many businesses because of
what 1t can offer. However, this comes with nsks and challenges that
managers and decision makers should consider when adopting laa8,
Security and data integrity within the cloud are among the top
prionties for most companies. Despite the flexibility of service
charges, often pay as you go, some bills can be shocking and
expensive for users. Also, system transparency can be an issue. It is
often the case that users are not being given enough detail about the
infrastructure configuration and its performance, and this can have a
negative impact on the service offered.
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B.  Benefits and Drawbacks of cloud computing

Cloud computing surely has opened up some great new
opportunities and benefits. However this has come with some great
challenges that should be taken into account before adopting any
service model. The main challenges and risks in this field can be
related to the sensitive areas of privacy, security and data
availability.

1) Benefits of cloud computing
When 1t comes to the benefits of adopting cloud services, the list 1s
long. and the following are some of the key benefits:

a) Cost:
Cloud computing offers this great opportunity of compelling huge
savings n [T related costs, by reducing hardware purchase,
eliminating its maintenance burdens and reducing a big part of the
energy bills. In the long mun, system upgrades and software updates
can also help cut costs when adopting cloud computing [10] [11] .

b Agility:
Cloud based services provide the growth of businesses with this
unique opportunity to scale up the cloud capability as and when
needed. This advantage gives the business some level of flexibihty
and agility over competitors in their field [12] [13].

) Collaboration Increase:
Collaboration and business work sharing could have a great impact
on the business success. The adoption of cloud based services allows
all team players within the business to benefit from sharing, updating
and exchanging all the necessary information and documents in real
time from anywhere [14] [13].

d) Competitiveness:
Moving to the cloud services helps businesses to become more
competitive. The great advantage of using powerful IT resources that
are normally exclusive to big com panies helps reshape some markets
and create real competition between businesses of all sizes [13] [15].

] Disaster Recovery Solution:
With the help of cloud computing, small and medium businesses
start to benefit from having a robust disaster recovery solution in
place without a hefty large upfront investment. This was manly
limited to large businesses [13] [15].

i/l Efficiency:
Adopting cloud computing services allows the individuals and
businesses to focus more on the tasks that generate more profit and
help the growth of the business instead of dealing with hardware and
software issues. This helps evervone save time and energy[13] [15].

2) Drawbacks of cloud computing
With all the generally positive hypes that cloud computing offers,
there are some negatives and drawbacks that come wath it:

a) Downtime:

It is one of the imminent issues that most of the cloud service users
are still facing: most of the providers cannot guaranty 100%
availability of their services simply because it is Internet based and
a hardware failure can be unpredictable. There could be a thousand
reasons for a cloud platform to fail, leaving clients in a stand still
[13].




b) Security and Privacy:

This 1s one of the main concemns of many cloud service users. Data
privacy can be a great issue when it comes to handing this data to
third party cloud service providers. When it comes to security there
1s no such perfect secunty system. Loopholes and vulnerability can
always be manipulated by hackers. “Code Space™ [16] case still
stands as a good example of cybersecurity crimes within the cloud
based services, where the entire company was deleted or “killed in
the cloud” in other words [13] [15].

c) Vulnerability to attacks:
Adopting clond-based services allows accessibility from anywhere
using the Internet. However, this can pave the way to many possible
attacks that could jeopardise the entire data processed or stored in
the cloud service [13] [15].

d) Cloud platform dependencies:
Cloud computing services comes with another irritating
disadvantage for many businesses: system dependency or what is
called “Vendor lock-in" can make the customers migration from one
platform to another very complex and expensive| 13] [15].

e) Lack of tr d control:

In most cloud computing services, customers are unaware of the
configuration of their infrastructure. This has a negative impact on
the efficiency of the system and the management of the resources
available. Also, in most cases cloud services clients are given very
limited control over their hosting infrastructure [13] [15].

iparency and L

11 THE RISKS OF COMPUTER NETWORK WITHIN THE CENTRALIZED
INFRASTRUCTURE PERSPECTIVE

A, The major risks to cloud-based computer networks.

In the recent reports given by the Cloud Secunty Alliance [17].
around 90 percent of businesses and organisation are still concemed
about the use of public cloud services. Despite the security
improvements of many leading cloud service providers, clients still
fear the tragical impact of any big data breach or data loss on their
business. Many firms still hesitate to make the move of using the
cloud before having a good security strategy in place.

Some of the major risks and threats that cloud computing 1s facing
today are:

0] Data Breach

Cloud computing services are still considered as new. Some of its
special characteristics can weaken the security side and add more
security threats to the system.

Data breach 1s one of the top data security threats. It 1s defined as the
unauthorised access, viewing or retrieval of data. It is one of the
nightmares that IT management dread beside data loss, also known
as data leak or data spill [18].

b) Data loss

Data loss is one of the major risks that cloud computing services are
still facing. Using these services only increases the level of risk. This
can be caused by backup failure or issue, cyber-attack, natural
disaster or human error at the cloud level [19], It is good practice for
companies to perform an offsite data replication to protect
themselves from permanent data loss scenano [16].

c) Natural disasters

When a natural disaster strikes. it is not only the people who get
affected. Recent hurricane Sandy caused a major power outage, shut
down many cloud-based datacentres in the region and important
services were affected. Since then, many organisations have started
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to shift towards adopting DRaa$ as part of their disaster recovery
solution and to consider providers with datacentres in a different
location so that data can be replicated between locations [18].

d) Deliberate intrusion attempis or attacks

Malicious attacks can also take place m the cloud where hackers
deliberately attack specific target companies to steal valuable,
sensitive or financial data [18]. Hackers can achieve this by sending
a malware or virus to the users, exploiting weaknesses on web
applications, phishing or using social engineering attack and
provoking victims to hand vital data such as login credentials [20].

e Denial of Service (DoS)

Denial of Service (Do8) or Distributed Denial of Service (DDoS)
uses multiple systems to orchestrate an attack against the cloud
based web, device, networks or application by sending malicious
data or request until the CPU and RAM get overwhelmed and the
entire system goes offline, making it impossible for legitimate users
to access the service or application [21].

Other important risks that businesses should take into account before
adopting these models are legal risks. termination of service. account
hijacking, internal misuse, insecure interface APls, etc. [19].

B. Recommendations to mitigate the risks facing clowd computing
One of the main concemns that prevent many businesses from moving
to cloud services 1s data privacy and some of the security 1ssues
related to this technology. Sharing sensitive data with third party
service providers does not appeal to some businesses that fear the
worst.

It is upon the service provider to provide robust security and ensure
the integrity of the client’s data [22]. Nevertheless, this does not stop
the chent from having a clear strategy and policy in place to help
mitigate any possible risks.

#  Cloud service providers should have adequate knowledge and
plans in place to react to any secunty breach m an effective
way. This should be audited by a third party on a regular basis
to ensure data integrity.

*  Businesses should carry a good risk assessment of the service
provider before signing any contract. Good research on the
security history, vulnerabilities of their system and detail about
ending the service and migrating the data to future provider
could be vital.

e A company should hire a third-party vendor to monitor on a
regular basis the comphance of the terms agreed with the
service provider.

*  Data encryption should be implemented at Kemel level to
protect its integrity against any unauthorised person

e CSPs must implement industry standards for data encryption
such as AES. This would make the data unusable and useless 1f
ever hackers manage to intercept it.

e  Security measures should be in place to ensure that
communication between the client and the service provider 1s
fully secure against any man-in-the-middle attack. Encryption
kevs must remain safe at all costs.

#  Company should have a clear and firm access policy. Access
credentials should be managed and updated on a regular basis
to prevent any complacency.




C:

Raising staff awareness of all the nsks related to data integnty
and cyber-attacks [19] [18] [15] [23] [24].

Considerations on how security should be audited to defend

clowd computing services

Developing an Incident Response Plan (IRP) should help the
client minimise the damages when data is breached. This
should give some guidelines to the response team.

Centralised identity-based access using VPN should be
considered to avoid IP spoofing. This should give the client the
ability to enforce firewall rules and access rights between them
and the cloud.

Considenng data replication into a third location and adopting
DRaa8 could help mitigate data loss.

Raising staff awareness of all the risks related to data integrity
and cyber-attacks.

The client must avoid putting sensitive data in the cloud to
avoid any data being compromised. Data selection 1s key to
eliminate major risks [19] [18] [15] [23] [24].

IV. CONCLUSION

The shift towards the use of cloud services has created great

market opportunities for many cloud service providers. It has also
helped create new businesses. To ensure this growth, CSPs must
invest time and money to improve security effectiveness. data
integrity and the availability of services. However, to address these
new challenges, clients and service providers must have ngid
policies and optimal security practices in place to mitigate these risks
successfully,
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