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[bookmark: _Toc513247192][bookmark: _Toc519677509][bookmark: _Toc519859525][bookmark: _Toc519878411]1.Configurations of the Failover Cluster
[bookmark: _Toc513247193][bookmark: _Toc519677510][bookmark: _Toc519859526][bookmark: _Toc519878412]1.1The Storage Area Network
The domain controller was named Carddiff in this simulation experiment.
Figure1 shows the interface of the disk partition. By setting it, we can determine the location of the Cardiff storage.
Figure 2 is an interface for setting the storage size. We need to set up two storages, one called "quorum" and one called "storage" where "quorum" requires 500MB and "storage" requires 4.5GB. 
Figure 3 defines the storage name, "quorum".
The configuration steps for "storage" are the same as for the " quorum " step, except for the difference in size definition and name.
After this setting, we get the corresponding storage.
[image: ]
              Figure 1 the Management of the disk
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             Figure 2 define the Size of “quorum” storage
[image: ]
                 Figure 3 Name of the “quorum” storage




[bookmark: _Toc513247194][bookmark: _Toc519677511][bookmark: _Toc519859527][bookmark: _Toc519878413]1.2 Create the targets for Quorum and Storage  
We should open Sever Manager to configure it. In order to run the iSCSI Virtual Disk Wizard, click ‘File and Storage Services’ . You can repeat it at the second time,but the name is not the same.
The screenshots of the configuration steps are shown in figures 4, 5, and 6.
The creation of a target for Quorum is shown in figure 4.
Figure 5 Set the size of the disk to 450MB, remember to check Dynamically expanding
The initialization process of the target is shown in figure 6.
The access server must be added to the machine, and only through this general approach, we can ensure that the machine is accessed by its server name or IP address.
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                    Figure 4 “quorum” storage
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Figure 5 
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Figure 6 

[bookmark: _Toc519677512][bookmark: _Toc519859528][bookmark: _Toc519878414]1.3 Connect the ISCISI target through the ISCISI initiator
Click the 'Start' menu and search for the option "iSCSI". 
Figure 7 displayed ‘ iSCSI Virtual Disk Wizard’
[image: ]
         Figure 7
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           Figure 8
We should put the IP address and click the ‘quick connect’ and we can check the result in the former disk management.




















[bookmark: _Toc513247195][bookmark: _Toc519677513][bookmark: _Toc519859529][bookmark: _Toc519878415]1.4 Set up the cluster
Figure 9, 10, 11 are the process of configuring the cluster.
[image: ]
  Figure 9
[image: ]
 Figure 10
[image: ]
Figure 11
   The cluster is defined as the name of ‘lucky’. SWANSEA. NWTRADERS. MSFT is one of the nodes, the other is Bridgend . Remember the IP address 192.168.0.10
[bookmark: _Toc513247196][bookmark: _Toc519677514][bookmark: _Toc519859530][bookmark: _Toc519878416]1.5 Check the configuration of the storage
We should check that whether the configuration is successful or not which means we should check the configuration of the ‘Storage’‘Quorum’
The configuration of the storage witness is shown in Figure 12
The result of the ‘quorum storage’ is shown in Figure 13 
[image: ]
   Figure 12
[image: ]
  Figure 13
It shows the result is successful because the storages are in the right position


[bookmark: _Toc519677515][bookmark: _Toc519859531][bookmark: _Toc519878417]1.6 Configure DHCP and test the configuration
Each nodes of the cluster should be installed by the right roles, only by this way, DHCP can be configured into the right nodes. The DHCP should be also installed on failover cluster
  Figure 14, 15,16 reflects the process of configuration the DHCP server
[image: ]
Figure 14 Sever Roles DHCP Server
[image: ]
      Figure 15 Configuration 
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Figure 16 summary 

Then we can test the failover cluster when the installation of the DHCP has been completed
Figure 17 shows that we should power off the Bridgend.
[image: ]
Figure 17 power off Bridgend
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Figure 18 status of the nodes
Figure 18 shows that Bridgend status is down, Swansea status is up.
[image: ]
 Figure 19 status of the DHCP
Figure 19 reflects that the status is running.
During this experiment, it is obviously that when the nodes of Bridgend is turned off, Swansea can take the role of the Bridgend.
This is the essence of the failover cluster. When the node which is running collapses，another node is sure to guarantee the running of our work.
So, the failover cluster is very useful!
[bookmark: _Toc9936][bookmark: _Toc519677516][bookmark: _Toc519859532][bookmark: _Toc519878418][bookmark: _Toc7392][bookmark: _Toc513228149]2 Critical report of a failover cluster 
[bookmark: _Toc519677517][bookmark: _Toc519859533][bookmark: _Toc519878419]2.1 The Rationale of Failover Clustering
Failover Cluster is a service provided by the Microsoft Windows operating system for servers that prevents a single server failure from causing service failure [1]. It is a high-availability structural layer which is made by a lot of computers. One computer is considered as a node which have the function of redundancy. The whole system of the cluster can bear some of the nodes losing efficacy. If some errors failures or damages occur, they can’t affect the running of the whole system. When one server takes over the role and function of the failed server, we define the process as "failover" [2].So that each of them is determined to be alternate server for another at least .
The working principle of the failover cluster must be based on the management mode of the domain. The heartbeat mechanism is used to monitor the health of each node. The server which is standby make use of the signal of the heartbeat to decide whether the host server is normal. In order to active the server which is standby, the precondition is that ensure the host server will not work anymore.
 All the information is written into the storage area network, the physical servers can access them together at the same time.
 The function of the failover cluster will be triggered under the following three circumstances:
· The cluster administrator requests it
· The physical server running that process has become overload
· The physical server running that process has suffered a hardware or software failure and cannot continue running the process.
 When the hardware failure happens and the transferring host is still active, a snapshot of the final process state information which is written to the storage area network will be taken and the application will be paused. The host which is receiving the information reads status message from the shared storage equipment. The receiving host continues the process which follows the status information taken from the storage area network. The cluster updates the address resolution protocol table to update the routing table and redirects requests for that process to the new running node.
[bookmark: _Toc519677518][bookmark: _Toc519859534][bookmark: _Toc519878420][bookmark: _Toc513228150]2.2 The Quorum Device and Its Relevance to the Cluster as a Whole

Failover Cluster decides the condition of the system by Quorum Voting , transfer a failure automatically or take a cluster offline [3, 4]. When the nodes fail, the other nodes will continue to provide services. However, when there is a problem in messaging between the nodes, the cluster will stop serving, such as most of the nodes has failed. But the cluster could bear How many nodes have failed? The Quorum will use the majority principle to determine it. If the cluster reaches the required number of arbitrations and at the same time more than half of the healthy nodes vote for yes, the process will be continued. Otherwise it will be stopped. During the suspending time, the normal node remains the former condition while monitors the wrong node come back. When the normal nodes reach the standard of arbitration success, the cluster returns to normal and continues to provide services.
The majority principle of the arbitration mode means that all voting nodes vote. If the proportion of votes is more than 50%, then the WSFC considers the cluster to be in a healthy state, performs failover, and continues to provide services. Otherwise, the WSFC considers the cluster to be seriously faulty, and the WSFC makes the cluster is offline and the service is stopped. According to the composition type of the arbitration node set, the arbitration mode is divided into the following four types:
• Node Majority: In a cluster, the voting nodes are the node servers of the cluster. If more than half of the voting nodes vote is favor, the WSFC determines that the cluster is healthy.
• Node and File Share Majority: Similar to the Node Majority mode, except that the remote file share is configured as a voting Witness, the shared file is called an arbitration file, or a witness file. Using a quorum file, the remote file has voting rights, and if other nodes can connect to the shared file, then the file is considered to vote for favor. If the voting node and the file sharing vote are more than half of the votes, the WSFC determines that the cluster is healthy. As a best practice, File Share Witness is not stored on any of the node servers in the cluster, and any node server is set to have access.
• Node and Disk Majority: Similar to the Node Majority mode, except that the shared hard disk is configured as a voting Witness, the shared hard disk is called a quorum hard disk or a witness hard disk. The quorum hard disk needs to share storage, and each node in the cluster needs to mount the same shared hard disk.
•Disk Only: There is no majority, just a shared hard drive as the only witness, any node in the cluster can access the shared hard disk, which means that once the quorum hard disk is offline, the cluster will stop providing services. 
Node Majority and Node and File Share Majority are the common arbitration mode. If the number of cluster nodes is odd, then the node majority arbitration mode is used; if outcome is even Then, use the node and file sharing majority arbitration mode, which needs to configure a shared folder, each node in the cluster has permission to access the shared folder, and the shared folder cannot be created on the node of the cluster.
 Quorum is distributed by the storage area network model with an extra quorum disk.

[bookmark: _Toc519677519][bookmark: _Toc519859535][bookmark: _Toc519878421]2.3 Cluster modes and Resource Groups
There are three modes of failover: automatic failover (no data loss), planned manual failover (no data loss), and forced manual failover (possible data loss). The last form is often referred to as "forced failover" [5].
Automatic failover happens when a primary copy is lost.
A planned manual failover or "manual failover" is usually a failover initiated by the database administrator for management purposes. 
Forced failover (may lose data) A failover that can be initiated by a database administrator when no secondary replicas are synchronized with the primary replica, or if the primary replica is not running and no secondary replica is ready for failover
  Cluster nodes is the owner of virtual IP which can be expanded to DNS [6]. There can be only one owner at a time, while the cluster owner redirects the request to the right node but the level is very low. If the owner node has failed, it will assign another node being the owner. Multiple nodes need to access the cluster storage and disk witness at the same time. The resource group called ‘iscsi’ is been used. Based on Small Computer System Interface, the hard drives will be chained together in serial. What is more, a disk and a server is also the resource group.

[bookmark: _Toc13899][bookmark: _Toc519677520][bookmark: _Toc519859536][bookmark: _Toc519878422]2.4 The heartbeat network and its operation.
Nodes can’t tell the cluster when they’ve stopped working. A very tiny data packet will be sent at a regular time. When receive it, the other should decide respond for it or not. Usually the time interval is 1.2s, by this way, the server and the client can know each other well to ensure that everything is good. The result is that the path between them is unimpeded
But if 5 sequential signals have not be sent, the configuration of the cluster will be taken by the node. If it has detected the node is unconnectable，the voting system will be activated. After that, the next step is to redistribute the process.

[bookmark: _Toc3245][bookmark: _Toc519677521][bookmark: _Toc519859537][bookmark: _Toc519878423]3.Explain the difference between failover and Network Load Balancing clusters
Failover clusters mainly provide high redundancy and reliability, not necessarily scalability; network load balancing clusters is good on the scalability and reliability, but with a significant limit on the usable applications [7]. 
The most important criterion for distinguishing between the two is that whether your application is stateful or stateless. 
Failover can run both supports both stateful and stateless applications: clustering is suitable for applications that need to run for a long-time state or have a lot of data to update. They are defined as stateful applications, mainly in Database and messaging. Failover clusters are typically used in several areas: files, prints, databases, and message. The most common area is Hyper-v and DHCP.
Network load balancing cluster can only run the specific ‘stateless’ applications which are generally network-heavy. The applications don’t depends on an internal state so that every request is independent of those which came before. The read-only data or the data which is not usually change is the typical character of the stateless application. Network load balancing is suitable for the area of Front-end Web, FTP, firewall, VPN and proxy. What is more, NLB is also the best choice of the TCP or UDP-based services and applications. 
You can somewhat combine the two.  It’s not uncommon to see a web setup that the failover cluster used in the database server in the backend, and an NLB cluster running the web frontend connecting to it.
Stateful servers can be used in many places, such as MSN, online games. When receives the request sent by each connection, it can keep the status information [8]. If you have to deal with it later, you can easily find the history. Although stateful server performs better when refers to the implementation of function, but since it has to keep much information and state, it tends to be less powerful than the stateless [9]. Refer to the dealing with the simple services, the stateless is better [10]. But it also has a lot of shortcomings. For example, it is a nightmare to finish instant messaging by stateless servers.
[bookmark: _Toc5349][bookmark: _Toc519677522][bookmark: _Toc519859538][bookmark: _Toc519878424]4.Evaluate critically the implemented cluster architecture for operation and performance
It has the main server, since we do the experiment on the virtual machine. When we connected to the virtual machine, the cluster occurs in front of us. It is the combination of the sources which puts them all together into a group. When the failover cluster is build on the virtual machine, accordingly the construction of the software is completed. The operation circumstances run stably on the virtual machine, the failover cluster not only good at operation but also the performance.
You must make sure every operation is accurate and test the performance! When we can not sure about the operation, we always ask for teacher Tim’s help to make the operation is correct.
After the teamwork with lingling on the construction of the cluster, we took the test on the function of it. Here is the evidence of some test.
Figure 17 shows that we should power off the Bridgend.
[image: ]
Figure 17 power off Bridgend
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Figure 18 status of the nodes
Figure 18 shows that Bridgend status is down, Swansea status is up.
[image: ]
Figure 19 status of the DHCP
Figure 19 reflects that the status is running.
During this experiment, it is obviously that when the nodes of Bridgend is turned off, Swansea can take the role of the Bridgend. This is the essence of the failover cluster. When the node which is running collapses，another node is sure to guarantee the running of our work.
  The test for the performance is very important during the whole experiment, if you missed one mission or mistake one mission, maybe you can run well on the next few steps until you find the fault before the end. That is terrible, because you will renew the experiment that means do it again. So you must make every operation accurate and test the performance! We also do some test on the performance of the construction of the storage witness which is shown in part 1.
   On the physical side of the cluster, it also has an impact on the performance of the cluster. The physical machines such as servers switch and storage disks, they probably put together in the same room or separated rooms which are not have windows in case of the theft, so we need the good air conditioner to solve the thermal problem cause by the cluster. They also should away from the plumbing to prevent them from water to ensure the good performance. Not the top of the building in case of the ceiling leaks, not the bottom of the building in case of the flood. It is better to away from the external wall in case of the falling of the wall.
[bookmark: _Toc513228155][bookmark: _Toc519859539][bookmark: _Toc519878425][bookmark: _Toc26741][bookmark: _Toc2030][bookmark: _Toc7742]5.Deployment of failover cluster in the cloud-based environment

With the development of information technology, cloud computing is becoming the emerging computing model of the Internet. Cloud computing makes it possible to migrate computing and data resources to the Internet, providing new infrastructure and platform services to meet the needs of high-speed processing of massive data. According to the authoritative definition of NIST, cloud computing is divided into three major service modes: Saa S, Paa S, and Iaa S, namely software as a service, platform as a service, and infrastructure as a service [11].
Here introduce two kinds of cloud-based environment. One is Microsoft azure, another is open stack.
[bookmark: _Toc519859540][bookmark: _Toc519878426]5.1 Microsoft Azure
Microsoft Azure is a product providing cloud computing service. It aims to manage build, deploy and test applications and services by a lot of network of Microsoft-managed data centers. 
   The operator should log in the Windows Azure to build the severs Active Directory Domain Controller and Storage Server. All of the following step is necessary for building the failover cluster on the cloud-based environment of the Azure.
· Arrange and adjust the cluster node and virtual machines under the circumstance of Windows Azure.
· Configurate the option of clustering feature to build two failover cluster
· Assign the file server role which is available
· The construction of the virtual machines in the cloud-based environment 
   As we know in the lesson, the SAN is important part of the failover cluster. There is some software have the function of SAN or others. It can make up the deficiency of deployment of the cluster in cloud platform. There are some examples in the following open stack cloud platform.
[bookmark: _Toc519859541][bookmark: _Toc519878427]5.2 Open stack
Open Stack is a cloud platform managed project and is used as a generic front end for Iaa S resources.
[bookmark: _Hlk519885386]Open Stack provides users with freely available virtual machines [12]. The virtual machine is placed on the single node. When it cannot provide normal services to the user, such as the disk transfer information of the virtual machine storage location is interrupted. If the service is interrupted, the user can’t access the virtual machine again. What is worse, the application deployed on the virtual machine will not provide normal service, which should not happen in actual use. We can solve this problem with the principle and configuration of the failover cluster.
[image: ]
            Figure 20 framework
The cluster environment is divided into two parts: shared storage environment and high availability cluster environment.
Shared storage
The environment provides synchronization and sharing of storage between servers, making the data required by the service consistent
High availability cluster environment provides cluster resource management service that monitors faults and handles faults and provides continuity of virtual machine services
The two storages are respectively mounted on two servers. The data in the storage is backed up and synchronized by DRBD. The DRBD is in single-master mode. That is, only one server can be used as the master node at the same time, and other servers can only act as slave nodes. Synchronous data in the master node, this experiment uses two servers, so there is only one subordinative node.
[image: ]
                Figure 21 deployment
In the subordinative directory, the corresponding directory of the virtual machine information of the master node is shared by NFS, so that the virtual machine can be created on both nodes at the same time, and the information of the virtual machine is the same in the two nodes. The heartbeat detection of the cluster is implemented by Corosync. The cluster management is implemented by Pacemak-er. Corosync and Pacemaker need to be deployed as the control software of the cluster on the two servers.
The virtual floating IP provided by Pacemaker points to the primary node, provides the IP address for NFS, and remotely shares the storage contents of the primary server through the NFS  
The picture above is what I draw by visio by myself to explain the constitution and deployment of the system based on my understanding.
    When one server is running the virtual machine as the primary node, the other server is the subordinative node. The subordinative node constantly monitors the master server. Once the master server fails (such as host failure, network failure, software failure, etc.), the subordinative node automatically takes over the task of the master node, so that the entire application system can continue to work. Once the master node is repaired, the task can be switched from the subordinative node to the master node.
[bookmark: _Toc519859542][bookmark: _Toc519878428]6. Any other critical concepts involved in failover clustering 
[bookmark: _Hlk519778519]The quorum disk holds a configuration database of the cluster and contains various configuration information in the database. Arbitration is very important in a cluster. It mainly provides the following two functions: consistency. For all configuration information related to the cluster, arbitration acts as the most authoritative repository. If the cluster service cannot read the quorum log, it will not start. Because it can't save in a consistent state, and this is one of the most important requirements in the group. The role of mediation, arbitration provides a mediation effect to avoid the situation of 'separately'. When all network communication links between two or more clusters fail, a separate situation occurs. After using arbitration, you can guarantee that any cluster resource will only be online at a certain node.
Windows Server 2008 supports three basic types of failover clusters: clusters which the node is single, clusters which the nodes are multiple but the arbitration is single, and half-node clusters.
Cluster which the node is single:
Clusters which the node is single cannot be used to implement failover, and are generally used to implement simpler shared resources and network storage management. The main advantage is monitoring and automatically restarting applications and dependent resources when a failure or stop responding. A single-node cluster can be used as a file, print, or WEB share, and this cluster is primarily designed to make it easier for users to access the appropriate resources without the need to provide other complex features. This practical application should be relatively small.
Multi-node cluster:
[bookmark: _GoBack]Multi-node clusters are commonly used: multi-node clustering modes include "active, active" and "active, inactive" modes[13]. In the "active, inactive" mode, one or more servers are active and can handle client requests, while others are idle. In the "active, active" mode, all nodes are active and can handle client requests. One of the active nodes fails, and the other nodes take over the work of this node until the node returns to normal.
There is one quorum device in the multi-node cluster configuration, and all node shared cluster configuration information data is stored on the quorum device's storage device.
More than half of the node cluster:
There is also a failover cluster type that is a majority of the number of nodes in which nodes do not need to be connected to a shared storage device, and each node can have its own storage device. Cluster configuration data can be kept on multiple disks within a cluster so that each node can have its own quorum device.
More than half of the node cluster configurations are typically used to spread across servers in different locations. Most importantly, this is because each node can have its own storage device and a local copy of the cluster configuration data.
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