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Exercise 01: Convert Image File from E01 Format to dd Format
Lab Scenario
James, a forensics investigator, is appointed to examine an E01 format forensic image file on a Linux workstation. However, the forensic examination of E01 image file works perfectly only when the forensics workstation is Windows-based, not Linux-based. To examine the E01 file format image file on a Linux workstation, the investigator needs to convert the E01 image file to dd file format.
As a forensics investigator, you should know how to convert the E01 file format to dd file format.

Lab Objectives 
E01 and dd are forensic image file formats used to store bit-by-bit copies of storage devices such as hard disks, USB drives, etc.
The objective of this lab is to help you understand how to convert the E01 file format to dd file format using Linux commands. 

Lab Environment 
To carry out this lab, you need the following: 
· Windows Server 2022 virtual machine 
· Ubuntu Forensics virtual machine 
· Web browsers with an Internet connection 
· Administrator privileges to run the tools



Overview of the Lab
This lab familiarizes you with the xmount tool. It helps you understand how to convert an E01 image file to a dd image file on the Linux workstation for further analysis.

Lab Tasks
1. Turn on the Ubuntu Forensics virtual machine
2. Login into your Ubuntu machine 
3. Click on the Files icon in the Launcher panel to launch the File Manager.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

4. The File manager window will appear pointing to the Home directory. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]

5. Next go to the browser Navigate to Forensics tools Evidence File folder Forensic images
6. Copy the Windows_Evidence_001.E01 file into the Home directory of Ubuntu.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
7. In this lab, you are going to convert an image file with the E01 file format to the dd file format. To do this, we need to install the xmount tool.
8. Click on the Terminal icon from the launcher panel to launch the command line terminal
[image: A screenshot of a computer

AI-generated content may be incorrect.]
9. Command line terminal launches. You require root privileges in the terminal to install an application.
10. Type sudo su and press Enter. You will be prompted to enter the password. Type the root password and press Enter.
11. Now, you will enter the root terminal as shown in the following screenshot: 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
12. To install xmount, type the command apt-get install -y xmount and press Enter
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Note: If you face any issues with the internet connectivity, run the commands ifdown - a followed by ifup -a; and then run the command apt-get install -y xmount.

Note: The apt-get install -y xmount command will not execute in case another process is using the apt command. In this scenario, restart the Ubuntu Forensics virtual machine and then run the command for xmount so that it executes successfully as shown in the above screenshot.

13. To convert the E01 file using xmount and mount it, execute the command xmount --in ewf Windows_Evidence_001.E01 /home/jason/Documents in the terminal. This command converts the E01 file to a dd file and mounts it onto the Documents folder.

Note: Make sure that the mount directory is empty before executing the command. You may also create a new empty folder and provide the location of the created empty folder for the mount directory.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
14. The mounted drive (here, Documents) will be created on the system. 
15. Click on the mounted Documents directory to find the Windows_Evidence_001.dd file, as shown in the following screenshot:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
16. In this manner, you can convert the E01 file into a dd file format for further examination.
17. The next task of an investigator would be to mount this file on the machine and view its contents. 
18. Close all open windows
	




Lab Analysis 
Analyse and document the results of this lab exercise.

Exercise 02: Mount Images on a Linux Forensic Workstation
[image: A close-up of a document
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19. Navigate to Forensics tools Evidence File folder Forensic images and copy the MAC_Evidence_001.dd
[image: A screenshot of a computer

AI-generated content may be incorrect.]
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[image: A screenshot of a computer
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Lab Analysis 
Analyse and document the results of this lab exercise.
 Using https://tryhackme.com/ website

1. Once you have signup go to learn and do one of the Forensics free lab

[image: ]

2. Choosing any of the Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

3. To select a free walk through task, select 
a. Go to Walkthroughs as shown below

[image: ]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Choose any of the free walkthrough exercises and give it a go. If you have not done the “Intro to Digital Forensics”, start with that one.
e. Now try to find a lab on how to convert an E01 image file to a dd image file and vice versa.
f. Or choose a forensics lab of your choice.

There are many other similar sites.  If you are using a different one, please share it with the class.  Do any of the free walkthrough exercise but the option is yours if you want to subscribe (pay).
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Lab Scenario

Forensic investigators generate an image file of the evidence gathered from a hard drive to
conduct an investigation. In order o access and examine the files present in the image fle, the
investigator should mount the image file using different tools.

In some cases, the investigator ends up in a situation where he/she cannot use ther preferred
tool. Therefore, the forensicinvestigator should know how to mount different forensic file image
formats on different workstations using different tools

I this scenario, we consider mounting image files on a Linux forensic workstation.

Lab Objectives

Linux workstations can support various file systems and contain advanced tools that can help
conduct a forensic investigation.

Forensic image files are mounted ona drive to access and analyze files/folders present within the
age file.

‘The objective of this ab s to help you understand how to mount image files on a Linux forensic
workstation:

* Mount a dd image file using mount command
= Mounta dd image file using a loop device.
Lab Environment
To carry out this lab, you need:
= Windows Server 2022 virtual machine
= Ubuntu Forensics virtual machine
= Web browsers with an Internet connection

* Administrator privileges to run the tools
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Overview of the Lab

I this ab, we shall demonstrate how to mount image i

Lab Tasks

1. This labis a continuation of the previous lab. In the previous b, we saw how to convert
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an E01 image to a dd image. In this lab, we will see how to mount this converted image
(Windows_Evidence_001.dd) to view its contents

Now, in the Ubuntu Forensics machine, click on the Terminal icon from the launcher
panel to launch the command line terminal,

The command line terminal launches. You require root privileges in the termina to install
an application.

Therefore, type sudo su and press Enter. You will be prompted to enter the password.
Type toor as the password and press Enter.
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5. Now, you will enter the root terminal as shown in the following screenshot:

If you have not shut down theUbuntu forensicsvirtual machine, and
the Windows_Evidence_001.dd file is still mounted on the Documents directory, skip
toStep 09.

7. 1fyou have rebooted the machine, the mounted image would disappear, and you need to
again convert the EO1 file using xmount and mount it. Therefore, type xmount —in ewf
Windows_Evidence_001.E01 /home/jason/Documents and press Enter. This command
converts the file and mounts it to the Documents foider.

8. The Windows_Evidence_001.dd file appears in the Documents directory, as shown n the
following screenshor:

© =

9. Next, we will mount this image. In this lab, we are going to create a directory
named dd within the /mt directory and mount the image on thi directory.
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10.To create the directory, issue the command mhkdir /mnt/dd.

11.To mount the image located at /home/jason/Documents/ onto /mat/dd in read-
only mode, type the command mount -o ro
/home/jason/Documents/Windows_Evidence_001.dd /mnt/dd)/ and press Enter.

12. Now the image is successfully mounted on the dd directory. To view the contents of the
image through the command line termina, type Is la /mnt/dd and press Enter.

13. Alist of all the files pertaining to the image appears as shown in the following screenshor





image17.png
1470 view these files in the file manager, click on the Files icon in the Launcher panel to
launch the File Manager.

15. The File manager window will appear pointing to the Home directory. Click on + Other
Locations from the left pane.
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16. Now, click on Computer to view the folders present in that location.
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17. Now navigate to the directory, mat > dd to view the files.

Note: If the folders do not open by double-clicking on them, right-click on the folder a

click on Open.

nd

18. Our next task is to mount a dd image that contains Apple File System.
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21 Next, we shall mount an image by attaching it to a loop device. Before attaching it
need to find a free loop device.
Note: Clear the terminal screen by issuing the clear command and continue to the nex!
step.

22, The losetup -f command helps you identiy the first unused loop device. Therefore, issu
this command to view the unused loop devic

Note: The unused loop device returned n the output might vary in your lab envir

deringloop1a a5 the unused device. To attsch the image o th
loop device, type losetup /dev/loop14 MAC_Evidence_001.dd in the command ln
terminal and

(MAC_Evidence_001.dd) to the loop device loop1d.





image21.png
25. The mounted image (named Evidence Image) can be seen on the Launcher Panel.

26. Click on the mount con to see the Evidence Image folder that contains the contents of the
image file, as shown in the following screenshot.





image22.png
27. Sometimes, images may contain hidden files and folders. To view them, press CtrisH on
the keyboard.

28.In this manner, you can mount an image file using mount and losetup commands. These
images form the base of the investigation and help gain crucial nsights related to the
investigation.

29. Close all open windows.
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