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1. Introduction 

Cloud computing has brought about changes in the ways organisations obtain and use 

computing resources. Cloud computing allows users to have access to computing resources 

such as servers, storage, networks, and applications through on-demand provisioning of 

computing resources based on varying demands [10], [20]. 

There are various technologies that support today’s cloud computing environments. The 

technology of virtualisation enables partitioning of physical hardware into several virtual 

machines that allow sharing of resources. Containerisation is another form of abstraction that 

packages applications and their dependences to provide portable environments. Docker is an 

example of containerisation software that facilitates application development and scalability 

[5], [6], [8]. 

The cloud applications should also react to varying demands appropriately. Load balancing 

allows distribution of requests among resources while scalability allows adding resources 

when there is more workload. Application gateways can allow for intelligent routing and 

securing of traffic at application layer. Serverless computing using platforms like AWS 

Lambda and Azure Functions have allowed execution of event-based code without having to 

deal with servers [11], [14], [15]. 

The following report provides a critical analysis of virtualization, Docker containerization, 

images, volumes, and networking; load balancing, scalability, and application gateways; and 

drivers behind the use of cloud services. It will also provide a comparison between serverless 

computing and containerization. The practical activities using Docker and videos will show 

real-life implementations of these concepts. [4] 

2. Virtualisation and Its Role in Cloud Computing 

2.1 Principles of Virtualisation 

Virtualisation is a basic technology used in cloud infrastructure due to its ability to abstract 

physical computing resources and create multiple isolated virtual environments on them. The 

difference between virtualisation and deployment of applications is that while without 

virtualisation each physical server is allocated to one application, with the help of 

virtualisation, computing resources of one physical machine can be distributed among several 

virtual machines (VMs). Virtual machines are managed by a hypervisor which allocates 

physical resources for each of them such as computing power, amount of memory, amount of 

storage and interfaces with networks. In cloud environment, abstraction allows infrastructure 

providers to distribute computing resources dynamically according to user needs [1], [2], [4]. 

The principle of resource abstraction can be exemplified by a physical server which has a 

multi-core processor, 64 GB of RAM and considerable amount of storage. Without 

virtualisation, an organisation installs one OS and application on this server. If application 

uses only part of the resources, then there will be unused capacity. Using virtualisation, one 

physical server can run several VMs which have their own shares of CPU, memory, and 

storage resources. For example, VM1 can contain a web server, VM2 an application server 

and VM3 a developer's environment. All workloads will be isolated but will use the same 

hardware resources. 
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Figure 1: Virtualisation of shared physical hardware 

 

 

 

Figure 1. Several virtual machines running on the resources of one physical server with the 

help of hypervisor. 

The resource sharing ability is especially useful in cloud computing because IaaS providers 

build large data centres which consist of considerable amounts of physical resources. 

According to research by Shi and Lin, virtualisation allows IaaS providers to pool physical 

resources and present them to users in form of virtual machines [4]. 

2.2 Advantages of Virtualisation in Cloud Computing 

The first advantage is high efficiency of resource usage. One physical server may support 

several loads and there is no need in separate hardware. Good placement of VMs is important 

since poor allocation will lead to wasted resources, increased power consumption, and higher 

costs [4], [11]. Thus, cloud vendors apply resource management techniques to know where to 

place VMs and to migrate workloads between hosts. 

Another advantage is isolation. Every VM works in a logically isolated environment and 

applications running on one VM have no access to processes and filesystem of other VM. It 

makes VMs suitable for hosting several customers or applications in shared infrastructure. 

Isolation is not full, however. Research shows that performance interference occurs when 

VMs share common physical hardware such as CPU, memory, or storage [1], [2]. Therefore, 

cloud vendors must carefully manage resources to provide good service. 
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Flexible and scalable environment is the third advantage. New VM can be created using 

existing image or template without need of buying new server and its installation. VMs can 

also be migrated between physical servers in case of need of rebalancing. The research on 

VM migration shows its importance for dynamic allocation of resources, compliance with 

service-level requirements and lower operating costs [3]. These features correspond to the 

cloud computing requirements in terms of fast allocation of resources. 

2.3 Critical evaluation 

Although virtualisation brings many advantages, it still causes some challenges related to 

management and performance of system. The software itself consumes some resources and 

several VMs competing for common hardware may demonstrate performance variations [1], 

[2], [3]. In addition, inefficient allocation of VMs leads to high power consumption and low 

economy of consolidation [1], [2], [3]. The problem of security also should be managed since 

vulnerabilities or errors of configuration at the level of hypervisor or host may affect several 

virtual loads. 

Still, the advantages of virtualisation make it very suitable for cloud infrastructure. 

Consolidation of loads, isolation of customers, dynamic allocation of resources and VM 

migration provide technical base for scalable IaaS platforms. Most importantly, virtualisation 

should not be confused with cloud computing. The former is the technology of creating 

abstract computing environment while cloud computing is combination of virtualisation and 

other technologies like automation, networking, storage, and service management. 

Virtualization can be regarded as one of the most essential technologies that enable cloud 

computing, but not necessarily the only definition of cloud computing. The most valuable 

role it plays is converting a static physical environment to a dynamic resource pool of logical 

resources. 

3. Containerisation and Docker 

3.1 Principles of Containerisation 

Containerisation is a form of operating-system-level virtualisation whereby the application 

and its dependencies are bundled in an isolated execution environment known as a container. 

Unlike a traditional virtual machine, a container does not need a complete guest operating 

system in most cases. Containers share the operating-system kernel but are isolated from 

processes, file system and network of other applications running on the host OS. 

Containerisation is therefore relatively light-weight and facilitates efficient creation, start and 

replication of application workloads. 

Differences between virtual machines and containers are significant when it comes to cloud 

computing. While a virtual machine has a full guest operating system, a container includes 

the application, runtime, libraries, and configuration necessary for the application. Therefore, 

it is possible to have many containers on the same host because there will be reduced 

operating system overhead. Recent literature suggests that containerisation is a key 

technology for cloud-native environments due to portability, efficiency, scalability, and 

automated deployment [5], [6], [8], [18]. 
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Containerisation is mostly used with microservices architectures. The idea is to develop 

separate independent services instead of one large application. For instance, an e-commerce 

application may include services for authentication, product management, payments, and 

order processing. Each service is packaged in its own container and can be deployed and 

scaled separately. Literature analysing Docker-based microservice architectures reveals that 

containers provide isolation and flexibility while allowing to deploy services independently 

[5], [7], [19]. 

The basic structure can be illustrated as follows: 

➢ Physical/Cloud Infrastructure -> Host Operating System -> Container Runtime -> 

Containers -> Applications 

Unlike virtualised infrastructure, which is structured in a following way: 

➢ Physical Infrastructure -> Hypervisor -> Virtual Machines -> Guest Operating 

Systems -> Applications 

This is one of the reasons why containers are so popular in modern cloud environments. 

Nevertheless, containers cannot be regarded as smaller virtual machines as they have unique 

isolation and security properties [1], [2], [18]. 

3.2 Docker as a Containerisation Platform 

Docker offers an environment for creating, running, and deploying containerised 

applications. The key elements include Docker files, images, containers, registries, volumes, 

and networks. 

 

The Docker image is a packaged and immutable template for the creation of containers. It 

includes file system layers and other configurations necessary to run an application. 

Container is an active instance of an image. A Dockerfile includes all the steps that will be 

used to build an image. The instructions in Docker documentation include FROM, COPY, 

RUN, CMD, ENTRYPOINT, ENV, EXPOSE, USER, and WORKDIR [5], [6]. 

In such case, the following relationship can be established: 

Dockerfile → Build → Image → Run → Container 

This distinction between image and container is crucial. The image can be built only once but 

later used to produce multiple similar containers. In this way, reproducibility is ensured. 

3.3 Advantages of Containerisation in Cloud Computing 

There are several benefits offered by containerisation that are specifically related to cloud 

computing. 

Portability 

The application with all its dependencies is encapsulated in the image, and thus, differences 

between development, testing, and production environments decrease. It is possible to 

transfer a container image between compatible environments without manually recreating 

application dependencies. 
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3.4 Dockerfile Creation 

 

A practical example can be created using an HTML webpage hosted on NGINX. The project 

comprises an index.html file and a Dockerfile. 

for example, the HTML application could be: 

 

The FROM keyword indicates the base image. Here, the NGINX Alpine image is used to 

provide a web-server environment. The COPY keyword will copy the student’s HTML file to 

the directory that is used by NGINX. The EXPOSE keyword specifies the port number that is 

used by the application. Notably, according to Docker documentation, EXPOSE does not 

expose the port but rather publishes it during runtime using keywords such as -p [5], [6]. 

This example shows the usefulness of the Infrastructure as Code methodology since the web 

server is installed automatically and the file is copied without manual intervention. 

3.5 Creating and Executing a Docker Image 
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This gives practical proof that the Dockerfile has built a good image and that the image can 

be executed as a working web application. 

The container status can be checked with: 

➢ docker PS 

The container log can be viewed with: 

➢ docker logs cloud-web 

Next, the lifecycle management can be conducted as: 

➢ docker stop cloud-web. 

➢ docker rm cloud-web 

Here we see how different the image and container are: while the container is shut down, the 

image remains as a reusable artefact. 

3.6 Publishing Docker Images to Docker Hub 

It is particularly important when using containers if it is possible to transfer the images 

between different environments. Docker Hub is a service which provides the ability to store, 

manage and share images [5], [6]. 

Initially, the developer logs in to the service: 

Now, Docker documentation suggests that labelling and pushing are the ways to add the local 

image to a Docker Hub repository [5], [6]. The image will be downloaded later into another 
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environment: 

 

In practice, it means that the image is detached from the developer's computer and is ready 

for usage by another developer or cloud service provider. In case of CI/CD, for example, the 

image could be automatically built, evaluated, and moved to production environment. 

Nevertheless, when it comes to publishing images, one needs to pay attention to security 

issues. Companies should not put passwords, API keys, or any other secrets inside their 

images. Besides, the images should be scanned for any known vulnerabilities. The container 

image is not necessarily secure just because it is isolated [17]. 

3.7 Container Volume 

The container is usually considered replaceable or ephemeral, which becomes a challenge 

when dealing with the situation where the application produces some information that must 

outlive the life cycle of the container. Solve this issue, Docker introduced volumes that 

provide persistent storage that is independent of the specific container. 
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Volume can be created using: 

 

The Docker documentation differentiates between the volumes and the writable layer of the 

container and provides tools to mount the volumes in containers [6], [7]. 

For example, let us take an instance of the database container: 

Database Container | v /var/lib/data | v Docker Volume | v persistent data 

If the container that houses the database is deleted and re-created, the volume can then be 

attached to this new container. Application and data lifecycles are thus managed 

independently. 

But a cloud system cannot consist only of creating volumes. An organisation needs to think 

about backups, replication, availability, access control, and recovery. A Docker volume 

running on a single host cannot be considered available [4], [10]. 

3.8 Networking for Containers 

Networking facilitates communication between containers and external systems. The 

networking options in Docker include bridge networks and other drivers based on the 

deployment environment [10]. 

User-defined networks can be created with the help of: 

➢ docker network creates cloud-network. 

The network can be inspected with: 

➢ docker network ls 

➢ and: 

➢ docker network inspects cloud-network. 

A container can be attached to the network during creation: 
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The documentation from Docker says that “services running on containers attached to a user-

defined network may communicate with each other without needing to publish all of the 

services’ ports” [10]. 

The web service can communicate with the API, while the API communicates with the 

database. Only services that need to be externally accessible need to publish appropriate 

ports. 

This separation improves architectural organisation and can reduce unnecessary network 

exposure [10], [17]. 

3.9 End to End Docker Walk Through 
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The significance of each exercise individually increases in importance when integrated into a 

single process. 

 

 

This workflow explains the relevance of containerization to cloud computing. The application 

is developed only once, packaged along with all dependencies in an image, and thereafter can 

be made available using the registry. The cloud computing infrastructure can leverage this 

image to instantiate multiple application instances. Further application instances can be 

created based on increased demand; hence containerization becomes compatible with cloud 

load balancing and scalability practices [11], [12], [18]. 

The above workflow shows separation of concerns where the Dockerfile is used to build the 

application environment, images are the deployable items, containers are live instances, 
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Docker Hub helps in the distribution process, volumes ensure persistence, while networking 

allows service interaction. 

In cloud-native systems, such separation helps automate the entire process in a repeatable 

manner. From research on Docker and cloud native systems, it can be inferred that the usage 

of containerization is increasing in scalable distributed applications and microservices 

architectures [5], [7], [11], [19]. But the value of containerization gets magnified when 

containers are part of other activities like orchestration, monitoring, security, and automation. 

3.10 Criticism of Docker and Containerization 

While there are many benefits to using Docker, there are some considerations about the 

technology before adopting containerization. 

Containerization is a step forward when compared to the legacy server-based approach in 

general. While virtualization is all about making hardware abstractions, containerization 

makes application abstractions. This idea has been put to practice using Docker images, 

Dockerfiles, Docker registries, volumes, and networking. Combining them with native cloud 

services for scalability, load balancing, and orchestration enables the development of more 

portable, repeatable, and adaptive applications [1], [5], [8]. 

4. Load Balancing, Scalability and Application Gateways 

4.1 Load Balancing 

Load balancing is the task of routing incoming application requests across different 

computing resources including virtual machines, containers, or application instances. The 

main idea is to avoid overloading a particular resource when others are idle. In cloud 

computing, good load balancing will increase resource utilization, response time, throughput, 

and availability [12], [13]  of an application. This especially true for web applications since 

the number of users can be varied over time. 

For example, an online application of some university can start with using two web servers. If 

there are thousands of students accessing the website simultaneously before the deadline for 

some assignment, then all their requests to a single server will lead to higher CPU usage, 

higher response time and may cause service interruption. The load balancer will spread these 

requests between the servers. 
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Figure 8. Incoming client requests distributed across multiple application instances by a 

cloud load balancer. 

4.2 Scalability 

Scalability is the ability of the application to manage changes in workload by expanding or 

reducing the computing resources available. There are two basic techniques of scaling – 

vertical scaling and horizontal scaling. 

Vertical scaling involves expanding the resources of one node: for instance, expanding virtual 

machine memory from 4 GB to 16 GB. The approach is simple but limited by the upper 

capacity of a particular node and dependent on the type of platform. 

Horizontal scaling means increasing the amount of application instances: 

➢ 2 instances → 4 instances → 8 instances 

The technique is especially suitable for cloud-native applications because they could start and 

stop instances based on workload. For example, AWS EC2 Auto Scaling allows one to 

expand or reduce the number of instances based on the needs and integrate them into Elastic 

Load Balancing [11], [12]. 

Nevertheless, scalability is not just an addition of the number of resources unlimitedly. More 

instances mean more infrastructure costs. Besides, the application should have the ability to 

work properly in case of adding more instances, especially when it comes to statefulness, 

session and persistent data [11], [18]. 

4.3 Application Gateway 
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The application gateway offers a way to manage and route web traffic via application-level. 

An application gateway can look at HTTP data and making routing decisions on URL paths 

and host headers whereas a simple network load balancer relies on IP address and port 

numbers for routing [10], [12]. 

Microsoft Azure Application Gateway works on OSI Level 7 and features application-aware 

routing, SSL/TLS termination, autoscaling, zone redundancy and integrates with Web 

Application Firewall functionalities [4]. E.g., requests for: 

➢ www.example.com/images 

can be routed to image processing service, while for: 

➢ www.example.com/orders 

to an order management service. 

4.4 Cloud Provider Strategy: Azure 

Several load balancing strategies are offered by Azure, which is suitable for various needs. 

Application Gateway strategy is suitable for HTTP/HTTPS applications due to a combination 

of Layer 7 routing with load balancing and other features [4]. 

The capacity of the Azure Application Gateway v2 is scalable; it increases or decreases 

depending on traffic changes [5]. It is also capable of covering availability zones, providing 

increased fault tolerance [5]. Azure represents a good example of how load balancing and 

scaling can work together. 

 

Architecture of an online store application: 
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Figure 9: Azure application architecture combining gateway, load balancing, and 

scaling

 

Figure 9. Application Gateway distributing customer traffic across scalable application 

instances. 

4.5 Load Balancing and Scaling Relationship 

Load balancing and scaling deal with different but related issues. Whereas scaling provides or 

takes away application capacity, load balancing helps distribute traffic among this capacity. 

In case an application consists of two servers and the workload grows, autoscaling adds two 

more servers. As a result, a load balancer will be able to spread the traffic between four 

servers. In the opposite situation, the reduction in workload allows eliminating excess 

instances along with automatic adjustment of traffic distribution. 

This connection is illustrated by AWS guides, which state that instances launched by EC2 

Auto Scaling may be automatically added to Elastic Load Balancing and removed when they 

are terminated [11], [12]. At the same time, the scientific literature mentions load balancing 

as a critical element for maintaining performance and resource utilization in cloud computing 

environment [12], [13]. 

Thus, scaling without load balancing may result in underutilization of added resources, and 

load balancing without scaling cannot generate extra capacity if all existing resources are 

busy. 

4.6 Combined Benefits for the Client 

In combination with application gateways, load balancing and scaling become more reliable 

solutions [11], [12]. An application gateway offers intelligent application routing as well as 
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certain security features. The load balancer distributes requests among healthy application 

instances, and scaling regulates the number of application instances depending on demand. 

For a client, this could offer: 

• Increased availability: Failed application instances will not get any requests. 

• Increased performance: Requests will be distributed rather than concentrated on one 

application instance. 

• Scalability: Additional resources may be engaged during the peak period of load. 

• Cost savings: Unnecessary application instances may be eliminated due to low 

demand. 

• Increased security: Application gateway can be equipped with web application 

firewall features. 

• Greater flexibility: Various application instances could be routed based on specific 

HTTP request characteristics. 

 

Thus, the combination becomes a full-scale solution for traffic management. The gateway 

decides on how traffic should be managed; the load balancer defines where the traffic should 

be distributed; the scaling controls how many application instances should be available. The 

proposed combination is especially relevant to cloud applications with volatile demand. 

 

5. Driving Factors in Cloud Computing and Serverless 

Computing 

5.1 Driving Factors in the Development of Cloud Computing 

Cloud computing development was triggered by such economic, technological, and 

organizational factors as the need for higher flexibility and efficiency. The existing IT 

infrastructure implies that organizations should buy servers, networks, and storage to install 

applications. It leads to high expenditures and the necessity to forecast the demands properly. 

With cloud computing, it is possible to get computing capacity as a service, hence avoiding 

the necessity of buying lots of permanent infrastructure [20]. 

5.1.1 Cost Efficiency 

Costs are among the driving factors for implementing cloud computing technology. With 

traditional data centre infrastructure, it is necessary to buy enough infrastructure to cope with 

peak loads even though maximum load is needed infrequently. Hence, hardware can be idle 

for a considerable period [20]. With cloud computing, it becomes possible to manage 

resources according to needs. 

5.1.2 Flexibility and Agility 

Thanks to cloud platforms, it is possible to quickly provision computing resources without 

the need to acquire new hardware. Businesses can build development environments, deploy 

software and experiment with new services without buying extra physical servers. It 
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contributes to organizational flexibility and helps enterprises to adjust to changes in customer 

demands. 

The other benefit of cloud computing is that it enables experimentation. Computing resources 

can be provisioned temporarily for purposes of development or testing and then terminated. 

Thus, new projects do not require a lot of investment from organizations, which helps them to 

respond to changing business needs [20]. 

5.1.3 Scalability and Elasticity 

Scalability is another driver of cloud adoption. The capacity of a cloud application can vary 

significantly between regular and peak times. For example, the workload of an online store 

can increase during a major sales event. In response to such a situation, cloud infrastructure 

increases the capacity of an application during peak hours and decreases it afterwards [11], 

[12]. 

The use of cloud computing provides better resource utilization as businesses do not 

necessarily have to maintain their maximum capacity. Moreover, customer experience is also 

improved through this approach [11], [20]. 

5.2 Serverless Computing and Function as a Service 

Serverless computing is an abstraction in cloud computing. Serverless computing is not about 

the absence of the servers; rather, the underlying infrastructure is managed by the cloud 

provider, while the developer focuses on the application code. Function as a Service (FaaS) is 

one of the most popular serverless architectures where applications are broken down into 

functions that run based on events [14], [15]. 

AWS Lambda is an example of FaaS. AWS defines Lambda as compute service that allows 

running code without provisioning or managing servers and features automatic scaling and 

pay-per-execution billing [14], [15]. Triggers for execution include HTTP requests, file 

uploads, and messages. 

Azure Functions is another serverless solution. According to Microsoft, Azure Functions is 

an event-driven platform for building serverless solutions that allow file processing, 

scheduled executions, creating web APIs, handling database events, and messaging [14], 

[15]. Its Flex Consumption hosting option supports event-driven scalability and pay-as-you-

go pricing [5]. 
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A typical serverless workflow can therefore be represented as:

 

For instance, when a customer uploads an image, the storage service may trigger a serverless 

function to process the image and save the output. There is no need to maintain the server 

ready to always receive uploads. 

5.3 Comparison between Serverless and Containers 

Factor Containerisation Serverless/FaaS 

Deployment unit Container image Function 

Infrastructure 

management 

Customer/platform 

responsibility 

Mainly cloud provider 

Runtime control High Lower 

Portability High Lower 

Scaling Platform/orchestrator dependent Automatic 

Long-running workloads Well suited More workload-

dependent 

Event-driven workloads Suitable Highly suitable 

Operational overhead Higher Lower 

 

Containerization is an option when developers need full control over the application runtime. 

Docker allows developers to package the applications and their dependencies in an image that 



ACCA7027                                                                                                                     2535266 

can then be deployed across all similar environments. Thus, containers are good for long 

running services and applications requiring specific runtime environment settings. 

 

Serverless is a more abstract solution. Developer deploys functions, cloud provider deploys 

the execution infrastructure and manages capacity issues. That may lead to reduced 

operational burden and increased speed of software development. Systematic review of 

serverless computing indicates that reduced infrastructural management is among key 

features of the approach, along with performance, testing, debugging, portability, and 

deployment issues [14], [15], [16]. 

Thus, the compromise is between control and convenience. Containers offer greater control 

and portability, serverless – reduced responsibility for infrastructural management. 

5.4 Criticism of Serverless Computing 

Serverless computing offers numerous benefits but creates certain limitations. One limitation 

is cold start latency, when an idle function may require an environment for execution to be 

started before a request is processed [16]. It is a problem that affects applications needing 

consistently fast performance. 

Vendor lock-in is another challenge. Serverless applications rely on provider-specific storage, 

message queues, authentication, and monitoring services. Multi-cloud serverless computing 

research states vendor lock-in as one of the critical problems since the important level of 

abstraction makes switching providers harder [14], [15]. 

Serverless still requires security measures to be applied. While the infrastructure management 

is delegated to the provider, developers must care about application permissions, 

dependencies, secrets, and configuration. According to the research, serverless applications 

present their own security issues because applications include multiple functions 

communicating with cloud services [15], [17]. 

Therefore, serverless computing cannot be considered as a universal alternative for 

containers. Containers may prove to be better suited when runtime control, portability, and 

long execution time are needed. Serverless computing is well suited for event-based, 

sporadic, and fluctuating workloads [14], [15], [16]. 

In general, development of cloud computing technologies is based on increasing flexibility, 

elasticity, automation, and abstraction. Virtualization abstracts physical hardware, containers. 

6. Practical Demonstration and Video Evidence 

The practical demonstration offers the evidence of the entire process of development of a 

Docker application. In the first place, the Dockerfile is used for creation of an image of a 

simple web application. The image is constructed with the use of “docker build” command 

and run as a container with port binding that makes it possible to access the HTML webpage 

from the browser [5], [6]. The next step includes the creation of Docker volume to show how 

data persistence works and user-defined network to show container-to-container 

communication [7], [10]. Finally, the image is tagged and uploaded to the Docker Hub, which 

means that one can distribute his/her container image on another machine [5], [6]. 
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Video: https://youtu.be/MuvthF70Ss0?si=KVj1zAs-tBoMPaJW 

7. Critical Discussion 

The technologies reviewed above show that cloud computing brings numerous advantages 

but at the same time involves compromises. While containerization enhances deployment 

consistency, portability, and resource utilization, containers still require efficient image 

management, network management, storage, and security management. According to 

research, containerized architecture allows enhancing data-centre efficiency by avoiding 

over-allocation in comparison with the traditional applications deployment [1], [2], [8]. 

Nevertheless, containerization does not eliminate infrastructure complexity as orchestration, 

monitoring and security become crucial aspects of the operation. 

In an equivalent way, load balancing and scalability are not separate but complementary 

properties. Load balancing distributes tasks among resources while scalability offers extra 

resources in case of demand increase. The research on Docker-based cloud environments 

shows that proper scheduling and load balancing increase workload distribution in 

containerized resources [7], 11], [12]. Thus, only an increase in application instance numbers 

does not ensure better performance without effective workload distribution [11], [12], [13]. 

The higher level of abstraction offered by serverless computing simplifies infrastructure 

management. However, this advantage comes together with certain compromises related to 

security, portability, and control. Marin *et al.* emphasize particular security issues arising in 

serverless architecture which include complex function interaction and access control [15], 

[17]. Thus, serverless technology is not always better than containers. 

In conclusion, there is no universal best cloud architecture. Container is recommended when 

the runtime control and portability are significant factors whereas serverless computing 

architecture provides value where workloads are event driven and vary [14], [15]. Hence, the 

combination of both may offer a good compromise between control, scalability, flexibility, 

and efficiency. The right technology should be chosen based on workload and other criteria 

like cost and performance. 

8. Conclusion 

As shown throughout this report, cloud computing represents a holistic system whereby 

virtualisation, containerisation, networking, scalability and serverless technologies meet 

various infrastructure and application needs. While virtualisation makes resource sharing 

efficient, Docker containerisation allows for portable and reproducible application 

environments. The practical demonstration, in turn, showed how Dockerfiles, images, 

containers, volumes, networking and image publishing may be used in contemporary 

application development [1], [5], [6], [10]. 

In addition, it has been found that load balancing and scalability complement each other, as 

the former ensures proper distribution of load, while the latter increases capacity. Azure 

Application Gateway further expands on these abilities through the provision of application-

layer routing, autoscaling and zone redundancy [11], [12]. Lastly, the research on the cloud 

adoption reasons proved cost efficiency, flexibility, elasticity, and minimal infrastructure 
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management among important motivating factors. Serverless platforms like AWS Lambda 

and Azure Functions abstract even more from runtime, but still containers remain a better 

option where needed [1], [14], [15]. 

In summary, there is no single optimal cloud technology. Instead, the efficient design of 

cloud architecture requires choosing and integrating appropriate technologies depending on 

the workload, performance, security, cost, and availability considerations [1], [11], [15], [17], 

[20]. This justifies a hybrid approach that allows for the coexistence of containers, and 

serverless computing technologies. 
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