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ABSTRACT  Due to the large flow of information from the Coffee Blue Company, most employees and customers can free access through the network, related information, which involves personnel and company information security issues, this paper by comparing different and network security model, put forward a based on ITIL cafe network information operation system, to protect the privacy of companies and private information security and property security.
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 INTRODUCTION

With the rapid development of computer network technology in the new era, the loopholes of the network system are also shown.Some security risks will pose a serious threat to the continuous operation of the system.Therefore, we need to cause the relevant departments to pay attention to it.In the complex network attacks, different network attacks combine with each other, and form a new and powerful network attacks, which pose a great threat to the computer network security and defense work.In addition, the type and number of computer viruses are increasing, and different virus attack methods will have a serious impact on computer networks.unintentional mistakes by computer operators will also lead to security vulnerabilities in the computer network.Computer use users lack of security awareness, in the choice of password is more casual, resulting in the network or account and others to share, will also only increase the computer network security risks.At the same time, some network software has vulnerabilities, and the software vulnerabilities are inevitable.Some software companies for the convenience of subsequent operation software, design software deliberately leave simple loopholes, once cracked, will cause unimaginable consequences, so this paper is based on coffee blue online sales model, and personnel data information circulation, by comparing three security model, put forward based on ITIL coffee blue enterprise network information security operations system.

II. THE P2P NETWORK SECURITY MODEL

A P2P network, also known as a peer-to-peer network, is a distributed network model that works without a server.Different from the traditional Client / Server mode, in the P2P network, computers are directly connected, do not need the server to transmit intermediate information, each user has absolute control of their own resources, can end the sharing at any time.That is, in the P2P networks, the nodes are all freely independent, and the node behavior also has strong anonymity, autonomy, and heterogeneity.The high degree of freedom also causes many fraud in P2P network, which hinders the deepening development of P2P network.Therefore, it is a very necessary measure to establish the security model of P2P network and improve the practicability of P2P network.

P2P network security problems and solutions.In most cases, the structure of the P2P network is distributed. The application of this structure will give the P2P network enough flexibility and good scalability, at the cost of the subsequent security risks.Without servers, that is, no central nodes, which makes it difficult for nodes to conduct identity authentication, secure transmission and encryption of data. At the same time, in the P2P network, network information and intellectual property rights are difficult to be effectively protected, and routing security protection, data access and virus defense problems are also difficult to solve.In order to solve these P2P network security problems, in terms of the current technical means, can be mainly by the P2P network content security, network security, node security and communication security four aspects, the application of credit mechanism, digital copyright protection mechanism, firewall, antivirus software and other Internet technologies.Among these mainly applied technologies, the credit mechanism has been widely widely used, and it has been proved to be the most effective one-species method.

The P2P network security model classification
Overview of the P2P network trust model.At present, P2P network trust security model can be roughly divided into two kinds: centralized management model and peer trust model.The former is mainly using the traditional network management mode, the practical method in the traditional network into P2P network: however, because P2P network to a certain extent and the traditional network, centralized management model can only play an effective role in P2P network, in many other aspects, this method can not apply the advantages of P2P network.In contrast, the peer trust model is more in line with the characteristics of P2P network, which can well play the flexibility and scalability of P2P network, and plays a good role in promoting the further development of P2P network in the future. Therefore, this is the main research direction of P2P network security model.However, in the application process of this model, there are some difficulties to establish the trust relationship between nodes, so the establishment of peer trust model is the key and difficult point of relevant aspects.This paper focuses on the relevant aspects of the peer trust model.

Advantages and disadvantages of the P2P model
In this model, the trust values of different nodes, the trust value evaluation system, and the accession and exit rules of different nodes are described in detail.This network security model can well protect the transaction behavior of users in the network and the security of user information, which can effectively promote the high-speed operation of the network system.

The disadvantage is the delay of messages. The forwarding of messages by each node is not sent to all nodes at the same time. In some networks, it is randomly forwarded to other nodes, which causes the message to be forwarded multiple times to all nodes.And the repetition of messages, because each node forwards the message, the same node will receive the same message many times, which leads to the duplication of messages, large redundancy.

III. THE P2DR NETWORK SECURITY MODEL
In recent years, the research of network security technology has gradually got rid of the traditional single defense thought limitation, and began to pay attention to the important role of intrusion detection system and real-time response system in network security.As a model representative of a comprehensive, dynamic and real-time active defense and developing timely response measures using intrusion detection, P2DR provides a good solution for network security management.It can make timely adjustments according to the dynamic changes of the network to maintain the relatively safe and stable state of the network system. 

A.Introduction to the P2DR network security model
The P2DR model is a dynamic model in which the concept of time is introduced, and a description of how to achieve system security and how to evaluate the state of security is given. The P2DR model is a major improvement to the traditional security model.The P2DR model includes four main parts: Policy (security policy), Protection (protection), Detection (detection), and Response (response).Protection, detection and response constitute a relatively complete and dynamic security cycle to ensure the security of the information system under the guidance of the security strategy.The P2DR network security model is shown in Figure 1.
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Figure 1: The P2DR network security model

Policy.It is the core of the model and is responsible for developing a series of control strategies, communication strategies and overall security strategies.The establishment of a strategy system includes the development, evaluation and implementation of security strategies.Strategy means the goal of network security, which determines the intensity of various measures.Because the pursuit of security is to pay a price, generally sacrifice the comfort of users, and the operation performance of the entire network system, so the strategy should be formulated according to the needs.After developing a good strategy, several other aspects of network security should run around the strategy.

Protection。It is an important part of the model, through the traditional static security technology and methods to achieve, mainly have firewall, digital encryption technology, identity authentication control, etc.Through the firewall to monitor and limit the data packets in and out of the network, prevent the illegal access between the internal and external networks, improve the protection ability of the network, protect the confidentiality, integrity, availability, controllability and undeniability of the information system, you can develop the agent built-in host firewall policy according to the security policy.

Detection。It is the embodiment of the dynamics of the whole model, which can ensure that the model increases with the events, and the defense ability also improves.Detection is the basis of dynamic response and strengthening protection, and a tool to enforce security strategies. Through continuous detection and monitoring of the network and systems, new threats and weaknesses are found, and timely and effective response is made through circular feedback.The security risk of the network exists in real time. The detection object is mainly for the vulnerability and external threat of the system itself, and the detection tool is used to understand and evaluate the security status of the system.

Response。It is the most effective way to solve the potentiality of security, and occupies an important position in the security system.Mainly responsible for making the correct timely response after detecting security vulnerabilities and security incidents, so as to adjust the system to the lowest risk, the most safe state.

B.Advantages and disadvantages of the P2DR network security model

P2DR network security model theory puts forward a new concept of security, security can not rely on simple static protection, also can not rely on simple technical means to solve, but with the development of network technology and application technology.Through the study of P2DR network security model, combining various network security techniques and management means.The practical operation results show that the proposed design scheme has a good safety effect.However, the P2DR model also has an obvious weakness, which ignores the intrinsic changing factors. Such as the flow of personnel, personnel quality and strategy implementation of the instability. In fact, security issues involve a wide range of areas, in addition to protection, detection and response, the system itself security "immunity" enhancement, optimization of the system and optimization of the entire network.
IV.IT SECURITY INFORMATION MANAGEMENT SYSTEM BASED ON ILIT
ITIL, known as the IT Infrastructure Library, refers to the service management standards for the IT industry developed by BT in the mid-1980s to support service management with infrastructure.The IT core includes business perspective, planning and implementation, and service management.ITIL architecture management application management, service, support, security management, service transfer and other seven modules.ITSM integrates network management system development and management and other related management activities is an important embodiment of the practical application of ITIL.ITIL is also the methodological foundation of ITSM. IT services support the daily operation management of the infrastructure, including five management processes, including release, configuration, change, issues and events.The IT service transfer function is closely linked to the organization's annual continuous evaluation and planning. The five main functions include availability, capability, service continuity, service finance, and service level management.ITSM includes a service function and ten related processes, involving all aspects of the organization. It needs to select the processes for management scientifically according to the actual business situation and its own characteristics. ITSM strategy can also be implemented based combining the weakest problems and links in the current management process, so as to achieve significant results quickly, and choose and arrange different implementation and adjustment orders according to their actual situation.

With the continuous development of science and technology and the continuous advancement of information technology, the application of IT service management in the development of enterprises is deepening, and the value and role are becoming more and more important.The original IT operation and maintenance management mode has low cost efficiency, which affects the sustainable development of enterprises.The introduction of ITIL technical framework can turn the original IT operation and maintenance workers into service management work, improve the enterprise operation and maintenance service management ability and core competitiveness, greatly reduce the operating costs, so that enterprises can survive and develop steadily in the fierce market competition.Therefore, we need to strengthen the application of ITIL-based IT service management system.

The Status of the ITIL

ITIL's position in the field of IT service management, as a de facto best practice standard, has become a channel to understand and measure the value of IT services.Usually, an enterprise will face the following IT operation and maintenance requirements.ITIL describes the best practice experience of IT service management and identifies specific operational activities, but does not specifically target any particular technology and platform and only provides guidance in theory.How to use ITIL technology scientifically and implement it is the key to the whole project transformation. It is necessary to clarify which process of ITIL technology must be used, and all IT technicians need to make scientific and reasonable planning combined with the business situation and development requirements of the enterprise.ITIL application processes can meet the needs of the actual development of the enterprise, step by step to carry out scientific design.It is necessary to establish an effective project team to determine the content and plan of the project management, formulate a systematic and perfect assessment mechanism and follow-up system, and reasonably control the project progress combined with the control nodes of the project formulation.

The Operation flow

To build a more efficient Coffee Blue network information management system with better service quality, we should first build a scientific and reasonable business process system.Based on the traditional business process data, the network security business as a specific form of business, based on ITIL thought business process into event management, problem management and change management module, in order to better use the existing resources to prevent unexpected business events or reduce its impact on the information system, introduce the ability management of security resources, security services.
Business process management is an extension of traditional workflow management.It provides a unified modeling, execution and monitoring environment for various business processes of enterprises, and ensures the security of information.At present, the representative business process management system is an integrated ITIL business process management standard system.Information Technology Infrastructure Library The Information Technology Infrastructure Library describes a comprehensive list, tasks, procedures, and responsibilities that are applicable to any organization for some important IT practices.ITIL provides a user-oriented, holistic and guiding framework for process design, but ITIL only provides an overall system model architecture.In terms of specific modeling techniques, the commonly used methods can be divided into process-centered and data-centered two categories.among,Data-centered is a new trend in the field of business process management. This idea takes into account business data and activities in business process, is better than the traditional workflow management idea, and is easy to implement with SOA, among which Artifact proposed by IBM is a typical representative.The Artifact-based business process model fully integrates the data into the business disposal process, and reconstructs the business process by observing and analyzing the changes of the key data in the business flow process, so as to improve the disposal efficiency of the business.Based on this model, the business process management system is built to better record the core business information in the business process process, which is of great significance for the further analysis and improvement of the operation and maintenance process.

Coffee Blue network information security system based on ITIL
To build a more efficient and better service quality management system of network security operation and maintenance, we must first build a scientific and reasonable business process system.Based on traditional business process data, the network security business as a specific form of business, based on ITIL thought business process into event management, problem management and change management modules, IT service management IT department need to solve network, host application, data storage, desktop, security and technical management, which requires a set of scientific process, based on ITIL process management is the standardization system, through the establishment of scientific process system, the standardization of management.

The Coffee Blue network information security system based on ITIL is shown in Table 1.

TABLE I

Coffee network information security system based on ITIL
	Management classification
	Function

	IT Services Management
	Solve the network, host applications, data storage, desktop, security and other technical problems

	Network monitoring management
	Do fine management of network equipment

	Network configuration management
	Provides configuration change reports and configuration security compliance reports

	Application Service Management
	Monitor the hardware server, OA, PDM, ERP, MES and other key business application systems

	Business simulation simulation management
	From the perspective of business users, to use the IT business availability and monitoring of the perception

	Deep Application Performance Perspective
	Rapid positioning through deep, performance perspective

	Storage monitoring
	Monitoring and management of the storage device performance indicators

	Information technology equipment management
	An IT asset management system that automatically identifies IT asset changes


IT Services Management:IT department need to solve the network, host application, data storage, desktop, security and other technical problems, effectively to the whole process of scientific and standardized management, which requires a set of scientific process, based on ITIL process management is enterprise needs standardization system, by establishing the enterprise scientific process system, realize the standardization of management, standardization.

Network monitoring management:Due to the enterprise deployment switch, firewall, intrusion detection system and other network equipment, the premise of the stable operation of business application system is network equipment in good condition, the system administrator need to understand the performance parameters of the network equipment, the existing conditions because of too many equipment, no unified management interface is difficult to do fine management of each network equipment.

Network configuration management:Automatic backup the configuration files of network equipment and security equipment, monitor the changes of configuration files and submit alarms; provide effective audit process, effectively guarantee the security of configuration files, and provide configuration change report and configuration security compliance report according to the management requirements.

Application Service Management:Enterprise deployment hardware server, OA, PDM, ERP, MES and other key business application systems, real-time monitoring of their performance and running status in real time, is the most basic guarantee for enterprise scientific research and production, if failure, will have a bad impact on the business conditions.

Business simulation simulation management:Application of numerous B / S business system, using host application server and network monitoring, can help us from the technical IT business perspective, but in KPI index management, the accuracy of the performance threshold configuration, which needs to optimize through long-term management experience, and KPI index is the perspective of IT technicians and actual users, business simulation management from the business users, the perspective of IT business availability and monitoring.

Deep Application Performance Perspective:Application of many B / S business systems, composed of Web end, application server and database three-layer architecture, in KPI monitoring and front end simulation, from some technical indicators and front end monitoring, but for business processing link, can not locate the specific problems of the business, through deep application performance perspective, quickly help us to Tomcat, Jboss, Weblog, WebSphere, IIS application server and database performance slow requests and SQL statements.

Storage monitoring:The important business data of the application system needs to be stored on the storage device. Once the failure occurs, the normal development of the production tasks of the enterprise will be affected.Therefore, the need for the monitoring and management of storage device performance indicators is also very urgent.

Information technology equipment management:The daily management of information equipment is a very tedious work, form entry alone IT asset management, often in daily work because of equipment and system temporary changes and upgrade, and IT assets data chaos, so a set can automatically identify IT assets change IT asset management system, for our daily IT management work is very necessary.

V. CONCLUSION
Through ITIL-based operation and maintenance information resource management, caffeine blue enterprises can not only realize the unified management of IT resources, but also provide quantifiable services according to users' needs, improve the utilization rate of IT resources, and reduce operating costs.A set of ITIL-based operation and maintenance management system can provide a stable and high-quality support environment for the operation of Coffee Blue enterprise information system, IT operation and maintenance personnel themselves have more time to focus on the improvement of business level, so as to obtain economic and social benefits for enterprises to a large extent.

REFERENCES

Ma Jie, Huang Xin. Design and Implementation of Enterprise Information Performance Evaluation System Based on ITIL [J]. Network security and Information Technology, 2021 (11): 70-72.

Gao Zhiping. Design and Implementation of Operation Management System Based on SpringBoot Framework and ITIL Method [D]. East China Normal University, 2021.DOI:10.27149/d.cnki.ghdsu. 2021.001482.
 Zhou Ying, Hu Shunquan. Analysis of automated operation and maintenance method based on ITIL [J]. China Management informatization, 2021,24 (06): 130-131.
Wang Xiaoxiao, Wang Tingwen, Ma Yuling, Fan Jiayi, Cui Chaoran. Credit Risk Assessment Method for P2P online loan borrowers based on Deep Forest [J]. Computer Science, 2021,48 (S2): 429-434.
Zhang Xiaoyu. Research on P2P Listening System Based on the crawler principle of DHT Network [J]. Microprocessor, 2021,42 (05): 22-25.Cybersecurity C I. Framework for Improving Critical Infrastructure Cybersecurity[J]. 2014. 
Zhu Hongyu, Guo Jiangbo, Xu Jiafu, Ren Bin, Li Xiang, Chang Xiaoyun, Jiang Kun. Research on the open IT operation and maintenance cloud service Platform based on ITIL and Internet of Things [J]. Chinese Medical Equipment, 2020,17 (11): 110-113.Klosterboer, ITIL Capacity Management[M], Larry IBM Press, 2011, 9-17. 
Yao Wei. Operation and maintenance system based on ITIL concept is practiced in hospital Information Department [J]. Computer Age, 2020(09):123-124+127.DOI:10.16644/j.cnki.cn33-1094/tp. 2020.09. 033.Robert R. Moeller, Executive's Guide to IT Governance: Improving Systems Processes with Service Management[M], America, John Wiley & Sons Inc, 2013,9-17.
Yang Binbin, Wang Haomiao, Li Yachun. Application and Thinking of Expressway Intelligent Operation and Maintenance Process Based on ITIL [J]. Traffic Informatization in China, 2020(08):111-114.DOI:10.13439/j.cnki.itsc. 2020.08.010.OGC. ITIL v3 Continual Service Improvement [M], UK: TSO (The      
Stationery Office), 2011.
Li Xiang. Optimization on IT Operation Management of PC Insurance Company based on ITIL [D]. East China Jiaotong University, 2020.DOI:10.27147/d.cnki.ghdju. 2020.000265.

Luan Jinwei. Application Research of ITIL-based ITSM System in A Enterprise Operation and Maintenance [D]. Southeastern University, 2020.DOI:10.27014/d.cnki.gdnau. 2020.004262.

Chen Shichang. Research on the role of ITIL in the operation and maintenance service management of data centers of telecom operators [J]. Sichuan Cement, 2020 (03): 279.


1

