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Abstract: 

The conclusion summarizes the impact of Industry 4.0 on SMEs in the Wales region, highlighting the challenges faced by small and medium enterprises and the potential benefits of digital manufacturing. It acknowledges the impact of COVID-19 on digital transformation for SMEs and the increased cash flow in the UK. The conclusion also acknowledges the lack of expertise as a challenge for SMEs. The literature review showcases the ongoing work and initiatives aimed at assisting SMEs in adopting Industry 4.0 technologies, emphasizing the importance of digital skills, training, and the support provided by the Welsh government and organizations like MADE CYMRU. It also mentions the role of AI and machine learning in addressing cybersecurity threats and improving data protection for SMEs. The case studies in Southeast Wales highlight the positive outcomes of digital technologies for SMEs, including increased efficiency, cost savings, improved communication, and enhanced competitiveness.


Introduction:
Small and medium-sized enterprises (SMEs) are under enormous pressure to make their manufacturing operations ethical and sustainable in the age of Industry 4.0 and the circular economy (Kumar et al., 2020). Also, SMEs considered to have an impact for industrial regards the economic development (Rauch et al., 2019). 
Additionally, digital manufacturing has brought great advantages for SMEs in terms of improve the production line and solved the problems with the load time as it become shorter. In addition, the cash flow has been improved, and customers relationship experience has been improved. Again, SMEs could easily get advantages of range of new technologies as many of them are cheap and less complexity to be implemented ( IngPro, 2023).
However, the outbreak of the COVID-19 pandemic further highlighted the significance of digital transformation for SMEs. The pandemic had a profound impact on the revenue and cash flow of nearly 80% of SMEs in the UK (Bank of England, 2020). It created unprecedented challenges and necessitated rapid adaptation to survive and thrive in a highly disrupted market. Digital technologies and AI became essential tools for SMEs to navigate through the crisis, enabling remote operations, online customer engagement, and efficient resource management. Further, SMEs is not able to keep updated in the global market due to their lack of technology ability to offer sustainable operation (Singh & Kumar, 2020).
In this context, it is crucial to explore the impact of digital transformation, driven by AI, cybersecurity, and cloud storage on SMEs in Wales. As part of the broader Industry 4.0 paradigm, SMEs in Wales have been compelled to embrace digital technologies to stay relevant and competitive. Understanding the implications and outcomes of this digital transformation journey is essential to uncovering the opportunities and challenges faced by SMEs in Wales and identifying strategies for their sustained growth and resilience.
Therefore, this essay aims to examine the impact of Industry 4.0 and the adoption of digital technologies supported by AI on SMEs in Wales. It will explore the benefits, challenges, and potential strategies for SMEs to leverage digital transformation effectively. By analysing relevant studies, reports, and real-world examples, this essay seeks to shed light on the transformative power of digital technologies and AI in empowering SMEs in Wales to thrive in the digital era.




Background Research:



The digital strategy was implemented in Wales in 2021 to provide a clear vision for the adoption of digital technology across the region, with the aim of improving people's lives. According to a study conducted by Waters (2021), the introduction of digital technology in Wales has demonstrated numerous benefits in supporting public services and businesses.
Meese (2021) reports that in 2019, there were 267,000 enterprises in Wales, with 99.4% of them being small and medium enterprises (SMEs). These SMEs employed over 1.2 million people, accounting for 62.4% of the total jobs in Wales, and generated £122.5 million in annual turnover, highlighting their importance to the Welsh economy.
Another study by Rawindaran et al. (2021) supports these findings, indicating that the number of enterprises in the UK was estimated at 262,800, encompassing both large and small businesses. In Wales, SMEs accounted for 1.2 million employed individuals, representing 62.6% of the employment count for Wales. Small and medium enterprises in Wales also accounted for 39.4% of the turnover, while the remainder constituted large enterprises in 2021. The study focused on SMEs with 0 to 249 employees, which accounted for 99.4% of the total SMEs in Wales, with the micro-size category (0 to 9 employees) representing 95% of all SMEs in Wales. The study specifically examined funding for SMEs in Wales.
Furthermore, Rawindaran et al. (2021) conducted a study on SMEs in Wales during the Covid-19 lockdown, which revealed similar behavioural patterns among SMEs in other countries such as Spain and Australia. The study highlighted the contribution of people's behaviour to the promotion of cyber threats and security vulnerabilities. One significant finding was the lack of human awareness regarding the prevention of cybercrime, suggesting that a lack of education on intelligent software technology could be a key reason for the limited adoption of this new technology. The study emphasized that SMEs heavily rely on expert advice to understand how advanced software operates, further underlining the need for education in this domain.
Moreover, the study indicated that SME management teams expressed a desire to learn about cybersecurity and the potential threats it poses to their businesses. Additionally, it revealed that most small and medium enterprises lack an understanding of terms such as machine learning and artificial intelligence (AI). Therefore, the study recommended that the sector would benefit from education and training initiatives.
To support the implementation of advanced cybersecurity technology in SMEs, the study suggested government involvement through the provision of grants and expertise.


The COVID-19 pandemic has accelerated the reliance of small and medium-sized enterprises (SMEs) on the Internet. Thomas (2021) agreed with GDPR (2019) that Covid 19 has an effect on small and medium enterprises and accelerates the adoption of technologies across the UK more than ever.
However, this increased connectivity has made SMEs more susceptible to cyberattacks. To address this issue, the government has taken proactive measures and issued guidelines on data protection, aiming to minimize the impact of cyber threats on SMEs, in accordance with the General Data Protection Regulations 
(GDPR 2019).
Tulip (2020) claims that the impact of Covid-19 has compelled businesses to embrace Industry 4.0. Failure to adopt these new technologies would result in exclusion and loss of operational opportunities.

According to the Skills for Success report by Thomas (2021), which surveyed 1,500 business leaders of SMEs from across the UK, including Wales, around 54% of SMEs in the UK faced challenges in adopting digital technology due to the impact of Covid-19. In 2019, small and medium enterprises (SMEs) in Wales accounted for 60% of employment and 40% of turnover, underscoring their significance in the local economy. Recognizing this, many SMEs in Wales are embracing digital skills and training to enhance their operations, driven by the recognition of the potential benefits. Approximately 70% of business leaders have expressed their desire for development and training in the next 12 months, indicating a growing awareness of the importance of digital skills in driving business success.
Moreover, to expedite the adoption of digital technologies in SMEs, the Welsh government has formulated a digital strategy that emphasizes providing digital skills within the workforce. Apprenticeships play a crucial role in achieving this goal by offering flexible education and training, enabling the introduction of digital technologies to SMEs in Wales. By combining practical on-the-job training with theoretical knowledge, apprenticeships bridge the skills gap and equip individuals with the competencies required to leverage digital tools and strategies.
Further, the study shows 80% of these SMEs showed interest in continuing to use digital technology even after the pandemic regulations have been lifted.
However, the study also highlights the challenges SMEs face when adopting new technologies, with 30% of business leaders citing cost and time as primary barriers (Thomas, 2021). 
Data protection is considered highly valuable in business, as highlighted by a study conducted by Soni and Bhushan (2019) in their paper titled “How Several Algorithms of Machine Learning can be used to Overcome the Popular Issue Faced by Cyber Security.” The study argues that with the enormous amount of data transferred over the internet, there is a risk of exposure to cyber-attacks, leading to financial losses for businesses. Furthermore, the evidence suggests that traditional technologies are no longer sufficient to protect SMEs from such attacks. To address this issue, the study suggests that the adoption of more advanced intelligent software and machine learning is needed to enhance cyber-attack protection. 
Another study by ( Vakakis et al. 2019) supports these findings, noting that traditional technologies are no longer effective in combating cyber-attacks. 
Additionally, (Wylde et al. 2022) discuss the successful implementation of detection methodologies using appropriate datasets. The results demonstrate high accuracy in recognizing cyber-attacks, leading to the conclusion that machine learning-based protection has become popular among SMEs, offering secure data environments and safe real-world object interactions in the realm of the Internet of Things. These studies collectively illustrate the potential of machine learning technologies and artificial intelligence in reducing the risks of cyber-attacks.


MADE Cymru is composed of three programs aimed at guiding organizations through Industry 4.0 via collaborative research and development and upskilling. These programs are partially or entirely funded by the European Social Fund/European Regional Development Fund, administered by the Welsh Government. MADE CYMRU provides SMEs in Wales with opportunities to access technologies like advanced manufacturing and acquire skills to benefit their businesses (MADE CYMRU, 2020).
In facilitating access to the Knowledge Transfer Partnership program, the Welsh government assists SMEs in Wales. This program aims to improve SMEs' accessibility and cost-effectiveness. To further support SMEs during economic difficulties, eligible businesses now receive a 75% subsidy on the total program cost, reducing their contribution to 25% (Cat. Maclean, 2023).
According to Wright (2020), the Welsh Government granted £46,210 to both Port Talbot and the University of South Wales as partners to enable Aurora to utilize artificial intelligence (AI) for conducting risk assessments within the construction industry. This initiative is crucial as risk assessments are required for every building, and the process incurs significant costs due to a shortage of skilled professionals. By leveraging AI technology, time-saving and error reduction can be achieved, addressing these challenges effectively.
There is £1.8m fund from the European Regional Development fund, which is offered through Welsh Governments to support SMEs to have access to new data that will have an impact on SMEs.  (Whitaker & Burnap, 2019) study the Data Innovation Accelerators (DIA) offers expertise to companies that are willing to adopt artificial intelligence in their business but lack expertise. Furthermore, the aim of DIA is to investigate the existing data to help discover new services and can access another expert partner. 
Moreover, DIA works closely with small and medium enterprises business in Cardiff, Newport, Monmouthshire, Powys, Wrexham, and Flintshire are all part of the Vale of Glamorgan (Whitaker & Burnap, 2019).
The study examined by (UWTSD, 2023) discusses the support provided by MADE CYMRU to SMEs across Wales. MADE CYMRU offers a flexible learning environment that suits the schedules of professionals working in the industry. The course is conducted through online sessions every Friday and is accredited by the University of South Wales, Trinity Saint David. The objective of this course is to provide professionals with opportunities to adopt new technologies in their organizations. Additionally, it aims to enhance professionals' knowledge and enable them to apply this knowledge to their workforce. Consequently, the adoption of this new technology is expected to increase efficiency and maximize productivity in the future.
 Furthermore, manufacturers usually have been sold very expensive equipment without knowing what the results might get, and to solve this issue the research conducted by (UWTSD, 2023), claims that, an Advanced Design Engineering Project (ADE) in Wales offer a chance to manufacturers to have an experience of this equipment before they can buy them, by offering access to these technologies. For example, 3D scanning, reverse engineering, and vacuum casting to assist whether this is a right fit for certain jobs. 
There are many advantages to adopting this technology. (MADE CYMRU, 2020), argues that timesaving as there is no time to wait for supply. Also, the 3D will help to increase prototyping. Further, the production will be boosted. Moreover, improve customer demands, and the reduction of the cost and waste will be achieved.
Overall, this review offers an in-depth examination of the impact of digital technology and digital transformation on Welsh SMEs. It emphasises the significance of digital skills and training for SMEs, the challenges they face when adopting new technologies, and the initiatives and support offered by the Welsh government and organisations such as MADE CYMRU. The review also emphasises the importance of artificial intelligence and machine learning in addressing cybersecurity threats and improving data protection for SMEs. It presents various studies and reports to back up the arguments and provides insights into the benefits of digital technology adoption, such as increased efficiency, productivity, and cost savings.
















Main Content:

This section will explore various of case studies in Wales region and explore the impact of SMEs on industry 4.0.




case study 1: Southeast Wales (SEW):

A case study in Southeast Wales (SEW) demonstrates the positive impact of digital technologies on small and medium-sized enterprises (SMEs) in the region. The adoption of broadband has facilitated the utilisation of various digital technologies, yielding the following benefits:
1. Cloud computing, particularly remote work capabilities, has been crucial for businesses. Cloud storage offers flexible access for employees and senior management, enabling work-from-home arrangements. Additionally, cloud computing facilitates remote data sharing and access, reducing the significance of physical work locations. It also ensures easy data accessibility from multiple sites (WERU,2019).
The implementation of cloud computing in Southeast Wales has resulted in expanded businesses and improved work-life balance for employees.
2. Efficiency and cost savings have been significant for SMEs in Southeast Wales. Savings can vary from conservative estimates of a few hours per workweek to the equivalent of two to three full-time equivalent (FTE) hours. Some businesses reported annual savings of up to $50,000. Consequently, improved efficiency became a primary outcome for all SMEs in the region (WERU,2019)
3. Communication between Southeast Wales and SMEs has seen notable improvement. Customer relationship management (CRM) systems have been instrumental in customer retention and information dissemination to prospective and current clients. Digital communication tools, such as Skype, have facilitated information sharing between customers and businesses, leading to enhanced services from SMEs. Moreover, these digital tools have reduced the need for extensive travel. Furthermore, SMEs in SEW have become more competitive, expanding their reach to compete with larger companies (WERU,2019)
Overall, this case study highlights the positive outcomes of digital technologies for SMEs in Southeast Wales, ranging from increased efficiency and cost savings to improved communication and competitiveness.
case study 2:  Mid-Southwest Wales (MSWW):
The significant advantages of cloud functionalities for SMEs in the region, particularly in enabling remote work. The following key points emerge:

2. Cloud services: SMEs in both rural and urban areas of Mid-Southwest Wales benefit from cloud services, which help overcome the challenges posed by significant travel distances in the region's rural geography. This remote operational capability has allowed businesses to expand their access to a wider talent pool. Consequently, it has the potential to improve business capacity and reduce costs, especially in cases where specific software development functions can be performed in regions with lower employment costs (WERU,2019).

3. Working from home: Digital technologies offer further training opportunities to support individuals working from home, addressing specific needs and challenges of the region. This aspect holds promise in resolving certain issues related to remote work in the area (WERU,2019).

4. Cost and time reduction: SMEs in Mid-Southwest Wales recognize the positive impact of digital technologies, particularly in terms of communication with other SMEs. The use of cloud functionalities has contributed to significant cost and time reductions, further highlighting the benefits of adopting these technologies (WERU,2019).

Overall, this case study underscores the advantages of cloud functionalities for SMEs in Mid-Southwest Wales, ranging from the ability to work remotely and expand access to a talent pool to cost and time savings.


case study 3:  North Wales:
A case study of North Wales reveals the utilization of digital technologies in SMEs for sales and marketing purposes. The following key points emerge:

1. Customer relationship management (CRM): SMEs in North Wales have leveraged CRM systems to provide targeted special offers to customers based on their return patterns within a short period or at specific times of the year. This personalized approach enhances customer engagement and improves sales outcomes (WERU,2019).

2. Access to Wi-Fi: Small and medium-sized businesses in the region expect seamless connectivity through Wi-Fi, enabling them to digitally engage with people while staying at their accommodations. This connectivity facilitates efficient communication and interaction with customers, suppliers, and partners (WERU,2019).

3. Cost and time savings: The adoption of digital technologies has not only enabled cost and time savings but also created new job opportunities in North Wales. The region's rural-urban makeup, coupled with remote working capabilities, has enhanced worker flexibility and reduced the distances travelled by employees in the course of their job. ` Consequently, unemployment rates in North Wales have decreased, benefiting the local workforce (WERU,2019).
 Overall, this case study highlights the positive impact of digital technologies, particularly customer relationship management, on SMEs in North Wales. The adoption of these technologies has not only improved sales and marketing strategies but also generated new job opportunities in the region.








Case Study 4:
The aim of this case study is to investigate the impact of the Advanced Manufacturing Research Centre (AMRC) Cymru. The AMRC Cymru focuses on translating world-leading research into practical improvements for industries to enhance productivity, increase competitiveness, and save time, money, and energy. The case study highlights the expertise areas of AMRC Cymru, which include artificial intelligence, machine learning, additive layer manufacturing, robotics, virtual and augmented reality, and more.
The case study emphasizes the partnerships and collaborations that AMRC Cymru has established with major companies like Airbus, Rolls-Royce, and Toyota, supporting their research and development initiatives. It also mentions the support provided to more than 50 small-to-medium-sized enterprises in the Welsh manufacturing sector, demonstrating the centre’s commitment to fostering innovation and growth across a broad spectrum of businesses. Again, and set to support a further 60 manufacturers in the next 12 months.
Additionally, the case study highlights a specific project called the Digital Manufacturing Support (DIMAS) program, which exemplifies AMRC Cymru's efforts to assist local businesses through various manufacturing innovation activities, such as product development and process improvement.

Overall, the study highlighted how AMRC Cymru support more than 50 SMEs of Welsh manufacturing business, and collaboration between industry, academia, and government, driving forward research, and development. Moreover, the study emphasises the area of expertise that would support SMEs to adopt technology such as artificial intelligence, machine learning, and robotics. 









Case Studies

This study demonstrates the use of artificial intelligence and machine learning in health care and how SMEs in Wales have taken advantage of this technology.
Studies have been carried out by (Evans, et al, 2020). The system was developed by two teams, namely SKYSTRM and CEMET that uses in retirement villages and care home. This idea has solved the challenges associated with not having enough staff to monitor people. Using this system allows us to monitor people remotely and keep people safe and unharmed. Furthermore, this system uses artificial intelligence and machine learning to provide help when vulnerable people required assistance in case of an emergency.

1. Provided safe for individuals, The system was developed by two teams, namely SKYSTRM and CEMET that uses in retirement villages and care home. This idea has solved the challenges associated with not having enough staff to monitor people. Using this system allows us to monitor people remotely and keep people safe and unharmed. Furthermore, this system uses artificial intelligence and machine learning to provide help when vulnerable people required assistance in case of an emergency.
2. Routines can help keep them safe, CEMET have helped to develop a system using AI to assist people who are vulnerable to provide help in the event of an emergency.
3. SKYSTRM contain cameras, which could track individual movement. Also, the system can learn about individuals and what is normal and abnormal to allow the system to notify the family or carer about any concern. For example, if the person was lying next to a bed which is not normal. Further, the system keeps the privacy of an individual safe.
Overall, this study highlighted that CEMET and SKYSTRM use AI and machine learning to provide help to vulnerable people in home care, Again, the designed system can monitor people remotely.
























Conclusions: 
However, the outbreak of the COVID-19 pandemic further highlighted the significance of digital transformation for SMEs. The pandemic had a profound impact on the revenue and cash flow of nearly 80% of SMEs in the UK (citation needed). It created unprecedented challenges and necessitated rapid adaptation to survive and thrive in a highly disrupted market. Digital technologies and AI became essential tools for SMEs to navigate through the crisis, enabling remote operations, online customer engagement, and efficient resource management. Further, SMEs is not able to keep updated in the global market due to their lack of technology ability to offer sustainable operation (Singh & Kumar, 2020).


To summarise, this easy have thoroughly discussed the impact of industry 4.0 on SMEs in Wales region. This easy started up by introduce the SMEs has greatly affected by the industry 4.0 and has put the small and medium enterprises under pressure. Also, this paper highlighted the protentional benefits of digital manufacturing on SMEs in terms of improve the workforce and make the relationships with customer to be better. Again, the paper emphasised that the digital technologies has help the economic to growth. Additionally, this new technology is very easy for SMEs to be adopted.
 Moreover, this paper acknowledges the impact of COVID 19 has on digital transformation for SMEs. It helps the cash flow in the UK to be increased by 80%.
Nonetheless, the paper acknowledges the challenging that SMEs facing such as the lack of the expertise. Following that the aim of this paper was stated Cleary.

The literature review shown that there is a lot of work ongoing to small and medium enterprises to adopt the industry 4.0. The review provides a comprehensive examination of the impact of digital technology and digital transformation on SMEs in Wales. It highlights the importance of digital skills and training for SMEs, the challenges they face in adopting new technologies, and the initiatives and support provided by the Welsh government and organizations like MADE CYMRU. The review also emphasizes the role of AI and machine learning in addressing cybersecurity threats and improving data protection for SMEs. It showcases various studies and reports to support the arguments and provides insights into the benefits of digital technology adoption, such as improved efficiency, increased productivity, and cost reduction.
 Additionally, this research has looked at various case studies in Wales region.  For example, Southeast Wales, this case study highlights the positive outcomes of digital technologies for SMEs, ranging from increased efficiency and cost savings to improved communication and competitiveness.
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