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MODULE CODE: acca6023
Enterprise Networking, Security and Automation

TIME:  2 HOURs 
answer all questions


Equipment or materials required. Please select from the following:
Adnoddau neu ddefnyddiau sydd eu hangen. 

Cyfrifiannell/Calculator	     

Llyfr Agored/Open Book

Arall/Other				






ANSWER ALL QUESTIONS
Use self-Marking Packet Tracer File

Part 1: IN-CLASS ASSESSMENT (15 Marks)
1.   SIC_OSPF (3 Marks)
2.      SIC_IPV4_ACL (3 Marks)
3.      SIC_IPV4_NAT  (3 Marks)
4.      VPN Challenge (3 Marks)
5.      Trouble Shooting Enterprise Networks (3 Marks)

Topology
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Part 2: - Device Configuration and Network Connectivity (85 marks)
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Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

R1 Se0/1/0 10.67.254.2 255.255.255.252 N/A

G0/0/1 192.168.1.1 255.255.255.0 N/A

Lo0 10.52.0.1 255.255.255.248 N/A
R2 Se0/1/0 10.67.254.1 255.255.255.252 N/A

GO0/0/1 10.67.1.1 255.255.255.0 N/A

G0/0/0 209.165.201.1 255.255.255.224 N/A
S1 VLAN 1 192.168.1.2 255.255.255.0 192.168.1.1
S2 VLAN 1 10.67.1.2 255.255.255.0 10.67.1.1
PC-A NIC 192.168.1.50 255.255.255.0 192.168.1.1
PC-B NIC 10.67.1.50 255.255.255.0 10.67.1.1
Webserver NOC 209.165.201.2 255.255.255.224 209.165.201.1
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Overall Feedback Assessment ltems Connectivity Tests
N

Expand/Collapse All | Show Incorrect ltems

Assessment Items Status Points Component(s) Feedback
=l Network
=-PC_A
& Default Gateway Correct 1 Ip
=l Ports
=I- FastEthernet0
& |P Address Correct 1 Ip
& Subnet Mask Correct 1 Ip
--PC B
& Default Gateway Correct 1 Ip
=l Ports
=I- FastEthernet0
& |P Address Correct 1 Ip
& Subnet Mask Correct 1 Ip
= R1
=l ACL 0 Acl
¥ 1 Correct 3 Acl
=l Console Line
& Login Correct 1 Physical
&  Password Correct 1 Other
=l- DNS
4 |P Domain Name Correct 1 Other
& |P Domain-Lookup Correct 1 Other
&  Enable Secret Correct 1 Other
&  Host Name Correct 1 Other
4 |P Domain Name Correct 1 Other
=I- NAT 0 Nat
=l Inside Source List 0 Nat
& NAT Source Setting 1 Correct 3 Nat
- OSPF
=l Process ID 10
= Networks
& Route0 Correct 2 Routing
& Routel Correct 2 Routing
-1 Passive Interface 0 Routing
& Loopback0 Correct 1 Routing
& Router ID Correct 1 Routing
=l Ports
-l GigabitEthernet0/0/1
& |P Address Correct 1 Ip
&  NAT Mode Correct 2 Nat
& Port Status Correct 1 Physical
& Port Up Correct 1 Physical
& Subnet Mask Correct 1 Ip
=}~ Loopback0
& |P Address Correct 1 Ip
& OSPF Network Type Correct 2 Routing
& Subnet Mask Correct 1 Ip
=I- Serial0/1/0
& |P Address Correct 1 Ip

Score
Item Count

Component
Acl

Ip

Nat

Other
Physical
Routing

: 140/140
1 104/104

Items/Total
3/3

28/28

3/3

34/34
20/20

16/16

Score
9/9
32/32
7
50/50
20/20
22/22
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Assessment Items Status Points Component(s) Feedback
=I-- Serial0/1/0
& |P Address Correct 1 Ip
& NAT Mode Correct 2 Nat
& OSPF Dead-Interval Correct 1 Routing
& OSPF Hello-Interval Correct 1 Routing
& Port Status Correct 1 Physical
& Port Up Correct 1 Physical
& Subnet Mask Correct 1 Ip
=l Security 0 Other
&  Modulus Bits Correct 1 Other
& Service Password Encryption Correct 1 Other
=l User Names 0 Other
&  Username Correct 2 Other
=l VTY Lines
=l VTY Line 2
& Login Correct Physical
& Transport Input Correct Physical
-l-R2
=l ACL 0 Acl
& R2_SECURITY Correct 4 Acl
=l CDP 0 Other
&  CDP Enabled Correct 2 Other
=l Console Line
& Login Correct 1 Physical
&  Password Correct 1 Other
=l- DNS
4 |P Domain Name Correct 1 Other
& |P Domain-Lookup Correct 1 Other
&  Enable Secret Correct 1 Other
&  Host Name Correct 1 Other
4 |P Domain Name Correct 1 Other
- LLDP 0 Ip
& Enabled Correct 2 Ip
=l- NTP 0 Other
=l NTP Server Information 0 Other
&  Address0 Correct 2 Other
- OSPF
=l Process ID 10
=l Area 0 Routing
=}~ Area 0 1 Routing
& Area Status Correct 1 Routing
& Default Information Correct 1 Routing
= Networks
& Route0 Correct 2 Routing
& Routel Correct 2 Routing
-1 Passive Interface 0 Routing
& GigabitEthernet0/0/1  Correct 1 Routing
& Router ID Correct 1 Routing

=l Ports
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Assessment Items ‘ Status Points Component(s) ‘ Feedback
=l Ports
=} GigabitEthernet0/0/0
& Access-group Out Correct 2 Acl
& |P Address Correct 1 Ip
& Subnet Mask Correct 1 Ip
-1 GigabitEthernet0/0/1
& |P Address Correct 1 Ip
& LLDP Transmit Correct 2 Other
& Port Status Correct 1 Physical
& Port Up Correct 1 Physical
& Subnet Mask Correct 1 Ip
=I- Serial0/1/0
& |P Address Correct 1 Ip
& OSPF Dead-Interval Correct 1 Routing
& OSPF Hello-Interval Correct 1 Routing
& Port Status Correct 1 Physical
& Port Up Correct 1 Physical
& Subnet Mask Correct 1 Ip
=l Routes 0 Other
=I- Static Routes 0 Routing
& Route0 Correct 2 Routing
=} Security 0 Other
&  Modulus Bits Correct 1 Other
& Service Password Encryption Correct 1 Other
=l User Names 0 Other
&  Username Correct 2 Other
=l VTY Lines
=l VTY Line 3
& Login Correct 1 Physical
& Transport Input Correct 1 Physical
=181
& Default Gateway Correct 2 Ip
=l Ports
-l FastEthernet0/1 0 Other
& Port Status Correct 1 Physical
-l FastEthernet0/19 0 Other
& Port Status Correct 1 Physical
-l FastEthernet0/5
=l Port Security
&  Enabled Correct 2 Other
&  Maximum Static MACs Correct 2 Other
&  Port Security Violation Correct 3 Other
& Sticky Enabled Correct 2 Other
=1 GigabitEthernet0/2 0 Other
& Port Status Correct 1 Physical
=I- Vlan1
& |P Address Correct 1 Ip
& Subnet Mask Correct 1 Ip
VLANS 0 Other
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VLANS

=l CDP
&  CDP Enabled
& Default Gateway
&  Host Name
=l LLDP
&  Enabled
=I- Ports
-l FastEthernet0/18
&  LLDP Receive
& LLDP Transmit
=l Port Security
&  Enabled
& Maximum Static MACs
& Port Security Violation
& Sticky Enabled
-l FastEthernet0/22
& Port Status
-l FastEthernet0/5
&  LLDP Receive
-l FastEthernet0/6
& Port Status
-1 GigabitEthernet0/1
& Port Status
=I- Vlan1
& |P Address
& Subnet Mask
=l Web_Server/NTP Server
& Default Gateway
=I- Ports
=l FastEthernet0
& Subnet Mask
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