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[bookmark: _Toc159581122]Introduction

In this assignment, I have been assigned 2 different tasks to complete. In the first task, I have been asked to produce detailed research about hypervisors used in visualisation and this includes their architecture, hardware requirements, advantages, scalability, security, and compatibility. In addition, I have been asked to choose a hypervisor which will then be used for the second task of the assignment. 
In task 2 I have been shown a network topology by a company called NOSS and they operate at 2 different locations. With this topology I will need to create a fully functional virtualized network that includes some key information. For example, the network will need to be connected using IP addresses and for the task I will be using 2 servers and 2 host machines. In addition to this, I will need to conduct research on IP addressing and how it works. Furthermore, my report will need to contain referencing which follows the IEEE standard.
[bookmark: _Toc159581123]Task 1 – Hypervisor Introduction

To begin with, there are 2 different types of hypervisors which can be used in virtualisation. There is a type 1 hypervisor and a type 2 hypervisor, and they both have their differences which will be covered within this report. In addition to this, the hypervisor types also have similarities which will once again be covered within this report. A hypervisor is crucial when creating a virtual machine as it creates a layer which separates the hardware of the computer from the virtual machine and the operating system that the virtual machine is running.

[bookmark: _Toc159581124]Type 1 Hypervisor

To begin with, a type 1 hypervisor is known as a bare-metal hypervisor, and it communicates directly with the underlying machines hardware. This specific hypervisor will be installed directly onto the host machines hardware and not through an operating system. However, in some cases, the type 1 hypervisor can be embedded into the machine's firmware. In addition, the hypervisor communicates with the hardware directly and it can allocate recourses which are dedicated to the virtual machine's hardware. 
The type 1 hypervisor will use the following hardware to operate: the CPU and its cores, the memory (RAM), storage (hard drive) and the networking interfaces. When the user installs a type 1 hypervisor, they can manage exactly how many recourses they would like to assign to the virtual machine. For example, if you have an 8-core processor then it could be wise to assign your virtual machine with about 2-4 cores which would result in the virtual machine running faster compared to if you assigned the virtual machine with only 1 core.
Here is a list of some examples of a type 1 hypervisor: VMware ESXI, Microsoft Hyper-V, Citrix XenServer, Proxmox VE and Oracle VM. The listed hypervisors all allow the use of a type 1 hypervisor.
[bookmark: _Toc159581125]Advantages (Type 1)
There are many advantages when it comes to using a type 1 hypervisor over a type 2 hypervisor. The first major advantage of a type 1 hypervisor is the performance efficiency. Due to the hypervisor running directly on the physical hardware of the host machine, it eliminates the need for an intermediate host machine. Due to the direct communication between the hardware, it allows for efficient recourse utilization which means that the performance of the virtual machine is substantially improved. [1] “Type 1 hypervisors offer greater performance to their VMs. This is because they don’t need to negotiate resources with the operating system or travel through the operating system layer. The type 1 hypervisor offers dedicated underlying resources without any negotiation required.”
There are multiple examples of things which use a type 1 hypervisor. These include ESXI and ESX, Microsoft Hyper-V, oracle VM server and Citrix Hypervisor. Each of these use a type 1 hypervisor and they are used to create virtual machines.

[bookmark: _Toc159581126]Scalability (Type 1)
The scalability of a hypervisor refers to how efficiently it can manage and support a big number of virtual machines across multiple hosts. There are many things which come under the scalability aspect, and these are the resource allocation, live migration, management tools, cluster environments and even the hardware support. All the features listed above are essential when dealing with the scalability of a hypervisor. The type 1 hypervisor ticks all the boxes when it comes to the scalability aspect and all its subsections. This is due to the architecture of the type 1 hypervisor compared to the type 2 hypervisor.

[bookmark: _Toc159581127]Security (Type 1)
A major difference between a type 1 hypervisor and the type 2 hypervisor is the security of it. Due to the type 1 hypervisor not requiring a shared layer with the operating system, it makes it drastically more secure. [2] “By comparison, Type 1 hypervisors form the only interface between the server hardware and the VMs. Bare-metal hypervisors tend to be much smaller than full-blown operating systems, which means you can efficiently code them and face a smaller security risk.” In addition, the type 1 hypervisor offers a higher level of isolation for each virtual environment. In addition, both hypervisors offer built in security controls and these are virtual firewalls, network isolation and network traffic monitoring which help with the security massively.

[bookmark: _Toc159581128]Compatibility (Type 1)
When it comes to the compatibility of the type 1 hypervisor, there are a few weaknesses within this area. The first drawback is that this hypervisor required a lot more initial setup and configurations when you first start using it. This is due to the hypervisor needing dedicated hardware and drivers. In addition, the type 1 hypervisor is more expensive and more complex to manage as specialised tools and skills are required.

[bookmark: _Toc159581129]Type 2 Hypervisor

A type 2 hypervisor is the other option that you have when creating a virtual machine. This hypervisor works in a different way compared to the type 1. The major difference between the type 1 and type 2 hypervisor is that the type 2 hypervisor doesn't run directly through the underlying hardware and instead this runs as an application on an operating system. Due to this, the type 2 hypervisor is rarely seen in a server-based environment and instead its more suited for an individual PC user who need to run multiple operating systems. You can create any of the following operating systems on the typer 2 hypervisor: Windows client / server, macOS or even Linux. There are multiple different use cases for each of these operating systems. As an example, for this assignment I will be using the windows OS, and I will be using a windows client and a windows server.
There are also multiple different type 2 hypervisors which can be used. The 6 main type 2 hypervisors are Oracle VirtualBox, VMware Workstation, VMware Fusion, Parallels Desktop, QEMU and KVM. Some of these are used for a Windows based virtual machine such as Oracle VirtualBox and VMware Workstation and some are used for a macOS such as VMware Fusion and Parallels Desktop.


[bookmark: _Toc159581130]Advantages (Type 2)
The type 2 hypervisor comes with a lot of advantages compared to the type 1 hypervisor. To begin with, the biggest advantage is the ease of installation and the ease of use. [3] ” Type 2 hypervisors are usually easier to set up and use. Hence, they’re more common among end users.” For example, the type 2 hypervisor can be installed like any other application on a PC and in addition, the user doesn't need to modify their current setup to enable virtualisation. 
Another advantage is that the hypervisor has a feature called “Snapshot” which allows the user to capture the current state of the virtual machine which means that you can go back to that snapshot at any given time. For example, if you made a mistake then you can revert to the original snapshot. Another feature that the type 2 hypervisor has is “cloning support”. This allows the user to duplicate existing virtual machines to increase the efficiency and speed.

[bookmark: _Toc159581131]Scalability (Type 2)
Due to the architecture of the type 2 hypervisor, there are many limitations when it comes to the scalability aspect. For example, due to there being an additional layer in-between the guest operating system and the underlying hardware, the scalability can be affected when there are multiple virtual machines setup, and this will cause a heavier load on the system. Unlike the type 1 hypervisor, the type 2 doesn't have the best scalability.
[bookmark: _Toc159581132]Security (Type 2)
The security of the type 2 hypervisor is another area that is weak compared to the type 1 hypervisor. As explained previously, due to there not being a shared layer with the operating system, this significantly weakness the security of the hypervisor. However, the security is still good but when compared to the type 1 hypervisor its poor.
[bookmark: _Toc159581133]Compatibility (Type 2)
When it comes to the compatibility aspect of a type 2 hypervisor, there are several strong points when it's compared to the type 1 hypervisor. To begin with, the type 2 hypervisor will support any hardware that you have installed on your machine, and this will include the CPU architecture, memory, and networking hardware. In addition, there are regular updates done to the type 2 hypervisor to support new hardware and software. Also, the type 2 hypervisor supports a wider range of hardware and operating systems. [4] “It has broader hardware compatibility since it relies on the host operating system for device drivers. They can work with a wider range of hardware configurations, making them more flexible in terms of hardware support.”

[bookmark: _Toc159581134]Conclusion of the hypervisors

After looking at the advantages and disadvantages of each hypervisor, I have to a conclusion on which one I'll be using to setup my virtual network. This will be the type 2 hypervisor. I have decided to choose this one because it has all the features that I need to create my virtual machine. After conducting my research, I found out that the type 2 hypervisor is more suited to users who are looking to setup a multiple of virtual machines rather than a server-based environment. To further add, even though the security is much weaker on the type 2 hypervisor, this won't affect the work which I have been set massively.
In addition, the type 2 hypervisor is a lot more user friendly and it's much easier to setup from scratch compared to the type 1 hypervisor. Furthermore, the type 2 hypervisor has some features which I'd like to use in my virtual machine, and these are the snapshot feature and the cloning support. All the reasons stated above is why I have decided to use the type 2 hypervisor over the type 1 hypervisor.

[bookmark: _Toc159581135]IP addressing

To begin with, an IP address is a numerical number which is assigned to any device that is connected to a network and uses the internet protocol for communication. An IP address serves 2 purposes, and one is that it uniquely identifies a device in a network and the other is to provide the location of that device within a network. 
[bookmark: _Toc159581136]IPv4
There are 2 separate versions of an IP address, and these are IPv4 and IPv6. IPv4 consists of 32-bit addresses in the following format “192.0.1.1” and this means that there can be 4,294,967,296 addresses assigned. These IP addresses are also split into 5 different classes. [5] “There are five classes of IP addresses, labelled A, B, C, D and E, each with its own range of values and uses. The first three classes are the most commonly used, and we will discuss them in more detail below.” For example, any IP address which ranges from (1-127) is in a class A network and any IP address that ranges from (192-223) is inside the class C network. 
In addition, there are also certain IP address which are specifically reserved for certain tasks, and this includes the (127) IP address as this is used as a default route in networking. Even though the number of IP addresses in a IPv4 network seem like a large number, these IP addresses were used up quite quickly in the rapidly improving networking industry. Due to this, there needed to be a solution, and this is why IPv6 was created.
[image: ]
[bookmark: _Toc159581137]IPv6
[bookmark: _Int_SFyFJPZQ]IPv6 works in the same way as IPv4 meaning that the IP address is still used for communication across the network. However, there are a few differences between each other. To start off with, the format of IPv6 is completely different and this is because IPv6 uses both numbers and letters, and these are split into eight groups of four hexadecimal digits. Each group will represent 16 bits and these groups are separated by Collums. [6]” An IPv6 (Normal) address has the following format: y: y: y: y: y: y: y: y where y is called a segment and can be any hexadecimal value between 0 and FFFF. The segments are separated by colons” An example of a IPv6 format is “2001:db8:3333:4444: CCCC:DDDD:EEEE:FFFF”. 
The biggest difference between the two IP address types is that on IPv6 there 3.4x10(38). This number of IP addresses is incomprehensible, and we will not run out of IP addresses for years upon years. In addition to the number of IP addresses that can be assigned, the security of IPv6 is also improved as it offers built in data authentication and data encryption.  This is another strong point of using a IPv6 address. In addition, the IPv6 offers improvements when it comes to the address space, efficiency and ease of network management compared to IPv4.
[image: ]


[bookmark: _Toc159581138]Task 2 – Screenshots and annotations
[image: ]
In the screenshot above, I have setup 4 different virtual machines as per the topology. I have created 2 different servers and 2 different hosts for each of Swansea and London. In addition to this, I used appropriate names for each of the virtual machines which goes of the topology that I was given.
[image: ]In the screenshot above, I assigned the appropriate IP address and the subnet mask for the Swansea host machine. This was found in the topology that I was given. I then proceeded to do the same for the London host machine, but the Ip address was different as per the topology.



[image: ]In the screenshot above, I assigned the correct IP address and the subnet mask to the Swansea server as per the topology. I then proceeded to do the same thing for the London server.

[image: ]
After I set up the clients and servers along with their correct IP addresses, I then needed to enable settings within the “Windows Defender Advanced Settings”. I needed to do this to enable file sharing and the “ping” command. The settings that I changed had “echo” in the name. I done this for each one of my virtual machines.

[bookmark: _Toc159581139]Troubleshooting
Once all the steps above were completed, I then tried to get a successful ping from the Swansea client to the Swansea server. However, I was getting a connection, but it wasn't a successful one.

[image: ]
The screenshot above shows me trying to ping the server however I was unsuccessful. I then tried to troubleshoot a few things in the network, and I realised that I needed to enable one more setting. 
[image: ]
The screenshot above shows the setting that I needed to change before I could get a successful ping. The setting that needed to be enabled was “icmp” and this needed to be enabled for each server and host that I have setup.


[image: ]However, after changing the setting I was still getting an unsuccessful ping and after doing more troubleshooting, I realised that I was trying to ping the wrong IP address. Once I managed to find the IP address to ping, the ping was finally successful.
[bookmark: _Toc159581140]Testing

[image: ]The screenshot above shows be entering the” ipconfig” command which shows what IP addresses and subnet masks I've set for the Swansea server and host. I also done this for the London server and client.

[bookmark: _Toc159581141]Final ping (London)
[image: ]
The screenshot above shows my successful ping between the London server and the client.













[bookmark: _Toc159581142]Final ping (Swansea)
[image: ]
The screenshot above shows my successful ping between the Swansea server and the client.
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