The Stack and C++ function calls.

A stack is a Last In First Out (LIFO) queue data type.  There are two basic operations associated with a stack:

1. Push()  This places a data item onto the top of the stack.

2. Pop() This removes a data item from the top of the stack.

  The following diagram illustrates a stack.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	   Stack pointer
	
	7
	Top

	
	
	5
	

	
	
	4
	

	
	
	9
	

	
	
	3
	


The stack has a stack pointer which always points to the top of the stack and is automatically adjusted to point to the top of the stack after each push or pop of data.

A push operation will first move the stack pointer to point to the next, empty location on the stack and then copy the data into this location.  In the 80x86 processor the stack grows downwards. This means that during a push operation the stack pointer is decremented by 2 bytes, or 4 bytes if a double word (32 bits) is being pushed onto the stack.  Popping data off the stack is the reverse of a Push.  It is up to the programmer to keep track of the stack pointer. Be careful.

  The stack is used by a program to keep track of return addresses.  When a function is called the return address (the calling program’s next instruction pointer address)  is stored on the stack.  At the end of the function call this return address is popped off the stack and placed back into the Instruction Pointer, the program then continues with the next instruction in memory.   

The stack is also used to store local variables declared by the called function and to hold the parameters (if any) passed to the function.   We can access these function parameters using the inline assembler simply by referring to the parameter names, but we could refer to the stack itself if we wanted to optimise our code execution time, but to do this we need to know in detail how a C++ function uses the stack.  The following article excerpt from the Microsoft Developer Network (MSDN) Library describes how C++ uses the stack.

“On the x86 architecture, stacks grow downward, meaning that newer data will be allocated at addresses less than elements pushed onto the stack earlier. Each function call creates a new stack frame with the following layout, note that high memory is at the top of the list: 

· Function parameters

· Function return address

· Frame pointer

· Exception Handler frame

· Locally declared variables and buffers

· Callee save registers 

The data elements are stored on the stack in the following way. The function parameters are pushed on the stack before the function is called. The parameters are pushed from right to left. The function return address is placed on the stack by the x86 CALL instruction, which stores the current value of the EIP register. The frame pointer is the previous value of the EBP register and is placed on the stack when the frame pointer omission (FPO) optimization does not take place. Therefore, the frame pointer is not always placed in a stack frame. If a function includes try/catch or any other exception handling construct, the compiler will include exception handling information on the stack. Following that, the locally declared variables and buffers are allocated. The order of these allocations can change depending on which optimizations take place. Finally, the callee save registers such as ESI, EDI, and EBX are stored if they are used at any point during the functions execution.”

So immediately after a function call the stack will look like this:
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Fortunately the inline assembler will automatically place all this information onto the stack.  We are responsible for ensuring that the stack pointer and return address remain unchanged at the end of our function.  Note that a malicious coder might be able to change the function return address since the program is allowed to modify the stack.  This is the idea behind buffer over-run attacks used by certain hackers. Be careful!

