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Executive Summary

This report document is in two parts, part one will evaluate why and how a business organisation might use digital identity across social media platforms, looking at both large corporate and public services organisations as well as small and medium enterprises. The report will also look at what risks the use of social media poses to businesses and how they can manage the risks that social media and digital identities can pose to them as business. The second part of the report will look at why and for what reason businesses create a digital identity for their customers across social media platforms and what risks and security measures are required to manage the risks identified. 

The writer has drawn on knowledge and experience from previous employment within a public sector organisation, and current knowledge and experience of operating a sole trader small business. Research documents have been referenced and there has been a larger than usual amount of focus given to blogs from experts in the field of business and cyber security to underpin and evidence information shared within the report. 

Part one and Part two draw on similar principles of the need for robust applications of risk assessments followed by risk management implementation consistently across the business to maintain sensitive data of the both he business and consumer which will in turn maintain the positive business to consumer relationship. 

Introduction 

This report will discuss principles of risk assessment, risk management and data control within the context of engagement with social media in business. The report will use examples of large, branded businesses to illustrate data breaches that have occurred in recent times and maintain a focus where possible on small business. 

Part One

Social media is widely seen a valuable platform not only for private use but also for business purposes. The use of social media platforms is usually low-cost, relatively easy to handle, and it seems that businesses can access a variety of stakeholder groups, especially potential and existing customers relatively effortlessly.  Consoli (2015) numerous research reports confirm that businesses can use this web 2.0 platform to disseminate information in the context of marketing, public relations, communication, and to generate sales. 
However, research also shows that small to medium size enterprises (SME) often have significant difficulties to adapt technological opportunities to their business and to realize their potentials. Wagner suggests that business users may perceive social media applications as more risky than other established forms of communication channels such as e-mail. (Wagner, 2014)
Yet research and reports primarily focus on how much social media helps businesses. Social media platforms like LinkedIn, Facebook, and Twitter have become vital parts of doing business the real-time interaction and expansive reach make social media platforms powerful tools for advertising and marketing. 
Wagner (2014) reminds us that the world of social media is fast moving and businesses who decide to enter the world of social media must be prepared to encounter potential difficulties, and face risks economically, socially and reputationally as well as functional risks. 
What are Cyber / Social Media Risks?
“Put simply, cyber risks is the set of threats a business takes on when they employ technology and utilize information” (UpGuard, 2017). Yet  Steve Nicholls says “In today’s digital culture, the greatest risk of all is not to embrace social media because your competitors will be” (Steve, 2014). 
Despite any perceived risks it can be agreed that businesses of all sizes and sectors are now engaging and utilising social media as part of their businesses at varying degrees, as opposed to avoiding use of social media and lagging behind in terms of engagement and success / sustainability. 
In an internet Blog Steve Nicholls (Steve, 2014), lists five key risks to businesses using social media. 
1. Reputation Damage
2. Security Issues
3. Engaging in two-way dialogue and potential criticism
4. Trust as part of the culture
5. Wasting company time
Risk Assessment / Management 
“A cyber security risk assessment is about understanding, managing, controlling and mitigating cyber risk across your organization. It is a crucial part of any organization's risk management strategy and data protection efforts” (UpGuard, 2017). 
A business would identify the risks, similar but not exclusive to those above and apply them to a risk matrix, like the template in appendix 1. The risk matrix is a tool to be able to examine the risk to the business and identify how to manage the risk and then work to identify management strategies relating to the risk. 
An example of the risk would be reputation damage, where there is a risk to a business’s reputation by creating negative publicity. The business owner would consider the potential of this risk arising and the potential economic impact such a risk could cause for the business to then make a decision of whether to accept, share, mitigate or control the risk. In this instance a solution / control measure would be to create an approval process / agreement of who processes the communication which represents the business to be shared on social media, reducing the probability of the risk arising but accepting that this risk can not be completely removed due to the nature of human error. A “real life” example was in 2013 after the Boston Marathon ,(where there was a terrorist attack at the finishing line) , Adidas sent out pre-set emails to customers who had taken part using the subject line “Conrats, you survived the Boston Marathon!” (Griffith, 2018). 
Another example from the risks identified above and a potentially significant risk to business is that of security Issues, all warnings with computer software warn users of the risks of hacking, spy-ware, and bugs etc. According to online information one of the main threats from cyber criminals is 'phishing'.  
The social Media Monthly (2019) describes phishing as a severe cybercrime, when a hacker fraudulently attempts to access sensitive information and personal identifications such as usernames, emails, credit card details or other information that can be used for financial gain.
 Recent research has found that more than a quarter of office workers did not know what phishing was, and nearly a third did not routinely report suspicious emails to their senior or nominated person. 
Potential solutions to security issues as a small business would include many security features, such as firewalls and anti-virus software. In a larger business / cooperation such concerns would often be managed by dedicated IT personnel. But no matter how sophisticated technical measures are, it only takes one member of staff to click on the wrong link, and the door to sensitive and confidential business information is left wide open.
 In 2018 “Facebook says almost 50 million of its users were left exposed by a security flaw” (Lee, 2018). The article goes on to say that “The company said attackers were able to exploit a vulnerability in a feature known as “View As” to gain control of people's accounts” (Lee, 2018) demonstrating that even the largest social media sites themselves are not immune to risk. 
 Social Media Business Policy
“A social media policy (also called a social networking policy) is a corporate code of conduct that provides guidelines for employees who post content on the Internet either as part of their job or as a private person” (Rouse, 2011). 
Businesses should develop a policy setting out what is and what is not acceptable behaviour at work when using the internet, emails, smart phones, and networking websites. The policy should also give clear guidelines for employees on what they can and cannot say about the organisation. 
Some social media policies are ten pages long with very specific rules, using the Welsh NHS document in appendix 2 as an example of the detailed nature of a social media policy within a large public sector organisation in comparison to a sample generic social media policy which is a template for small businesses available in appendix 3. Rouse (2011) refers in her blog to other policies being broad, using “The Twitter policy at Zappos simply says Be real and use your best judgement" (Rouse, 2011). Different sites, different audiences, different purposes.". (Lee N. , 2016)
Part two
Evaluate how and why a company may strive to create a digital identity for each of its customers gleaned online.  Based upon your answer what would be the security ramifications to the company in terms of the risks it faces and what precautions could be used to lessen the risk.

Customers Digital Identity and Business to Consumer relationship

Social Media has become a powerful tool for business to use in connecting with their customers, with social media certainly making major organisations such as the NHS more accessible to the consumer, which is recognised in their principles of their social media policy (appendix 2). This Business to Customer (B2C) relationship, appears to expand across a range of digital channels and customers seem to be expecting smarter, more personalised, and more seamless experiences. 

It therefore makes sense that altering the customer experiences is central to digital transformation, and that customer digital identity and access management (CIAM) is one of “the key enabling technologies and solutions that makes this possible (Glazer, 2018).

An important aspect of connection to a brand is familiarity. When a local coffee shop owner remembers a customer’s name, it means something – it makes that person want to come back. In this new digital reality, customers expect to be recognised and remembered across every interaction and communication channel.
“According to a recent Salesforce research paper, State of the Connected Customer, 75 %  of consumers expect companies to provide a consistent experience wherever they engage with them” (Glazer, 2018).
Digital Identity is rising, and it supplies business with information such as customer transactions, bill payments, preferences, social media data etc. Digital identity will grow rapidly. It will help business to shape its services according to customer preferences, and it has become a catalyst for business growth.
Digital identity has evolved a lot, from the earlier email/customer registration service to the latest biometrics’ mediums. When Internet was accepted as a medium for business, customer registration process came into existence and it was basically designed to acquire customer data. 
Historically, identity management was focused on internal users within a business, employees, contractors or stakeholders, and Identity was about ensuring those users had the correct levels of access needed to perform their jobs. Today with digital transformation businesses must now take into account the external digital identities of their customers, whose data they harvest to promote the business to customer relationship, increasing the demands on the business to safely manage and protect the data they have collected. 
In a similar way to part one, the business would carry out a risk assessment, identify the risks, bearing in mind that not every cyber threat bears the same degree of risk and from there put in place a risk management plan proportionate to the identified risk. 
Isaac Kohen (2020) warns business in his blog that not all data losses are the work of cybercriminals and that a significant number of data breaches are by businesses own employees. An example to support this statement is that “in August, hundreds of Australians personally identifiable information and health details were exposed to the public after an employee accidentally sent a sensitive spreadsheet to an organisational outsider” (Kohen, 2019). He goes on to identify another ten data breach risks for business in 2020 with phishing emails being number 8 and the top 6 as follows:
1. Accidental sharing
2. Overworked security teams
3. Employee Data Theft – “Verizon`s 2019 Insider Threat Report found that 57% of database breaches include insider threats” (Kohen, 2019).
4. Ransomware, it is reported by Kohen (2019) that these kinds of attacks doubled in 2019.
5. Bad Password hygiene (easy to guess passwords)
6. Bribery, an example in 2018 Amazon accused several employees of participating in bribery schemes that compromised customer data.
On looking at these top 6 risks to business, the emphasis falls again on protecting, safely storing, and having competency-based training and policy and procedure handling sessions with anyone who accesses data within a business arena. The risks when managing customer data are two-fold not only a risk of reputational and economic damage to the business but also a potential financial or identity loss to the customer. Customer data is more than a marketing tool it has also become a valuable commodity to hackers, and it is the responsibility of people holding digital information to ensure it is safely protected forum public disclosure or misuse. 
Conclusion
Cyber security, social media and risks associated with these areas are ever changing and evolving and it would be essential for any business holding personal data to continuously monitor changes in regulations and legislation, as well as monitoring changes in risks posed to security measures. It is evident that the world of social media is fast moving and businesses who decide to enter the world of social media must be prepared to encounter potential difficulties, and face risks economically, socially and reputationally as well as functional risks, as evidenced by human errors, bribery and accidental sharing of massive organisations such as Adidas, Facebook and Amazon.  
It is clear from statistics and evidence within he reports that it is not in any business best interest to simply withdraw from social media platforms to manage their cyber risks, but to put in place risk management strategies to accept, minimise, mitigate or manage the risks identified. Whilst it is essential for business to safeguard their own data to minimise reputational or functional and economic damage to business, there is also a significant emphasis and responsibility for businesses to safely manage and process and not hold excessive amounts of data whether hard data or digital data on customers.
The subject or social media and digital identity is vast, and this report has only touched the surface on a small and narrow snapshot of the subject. 

Recommendations 

For Businesses to check if they need to be registered with the Information Commissioners office before changes in regulations in 2021

For small business owners not to be overwhelmed by the information available on this topic and develop risk assessments and management plans proportionate to the size of the business

To check that small businesses are including data protection or breach of data within their own business insurance policies.
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APPENDIX 1

Social Media Risk Assessment Matrix

	Threat
	Risk Value = Probability of Event x Cost of Event
	How to Manage Risk Strategy
	Specifics of strategy
	

	Confidential information leaks
	0.8 x £500,000 = £400,000
	Mitigate
	· Encryption
· Invest in internet security and ensure these defences are up to date
	

	Social media having a negative impact on a brand’s reputation
	0.6 x £100,000 = £60,000
	Accept risk
	
	

	Intellectual property theft
	0.5 x £200,000 = £100,000
	Control
	· Training on Social Media use
· Monitoring Social Media Feeds
	

	Legal ramifications
	0.4 x £100,000 = £40,000
	 Share risk
	Third party insurance against risk happening
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





















APPENDIX 2

n NHS Wales organisations are making increased use of Social Networks to communicate with patients, service users, staff and other stakeholders to deliver key messages for good health care and other useful services. However, with its use, NHS Wales organisations have a responsibility to ensure that the operational effectiveness of its business and the security of its information assets are protected and its reputation maintained. This policy governs the conduct of all staff (including contractors, agency and temporary staff) of NHS Wales with the aim of ensuring that they are aware of their personal responsibilities for appropriate use when using such social media facilities. 2. Purpose This policy aims to:  empower and support staff in making effective and appropriate use of social media tools as an appropriate part of their work to communicate and engage;  help staff get the best out of the tools available whilst maintaining a safe professional environment and protecting themselves as well as the organisation;  provide guidance to staff on their personal responsibility as an employee of NHS Wales when using any social networking site;  make staff aware of the issues relating to the use of social media for both private and professional purposes;  provide employees with information to consider before participating in or developing any new social media application;  ensure staff are aware of relevant legislation and standards in relation to the publishing of information online, including codes of practice issued by professional and regulatory bodies and the implications of using social media inappropriately;  to provide direction on further advice and information; 3. Scope and Application This policy applies to all NHS Wales staff, locum staff, students, trainees, secondees, volunteers contracted third parties and others (permanent or temporary). It sets out staff’s responsibilities when using social media and the implications involved. It is intended to outline areas of best practice and illustrate where challenges can arise for individuals and NHS Wales. It applies to the use of social media for business and personal purposes, both at work and outside of the work environment; i.e. in one’s own time, using one’s own or NHS equipment and personal or organisational social media accounts or identifiable Internet presence. For the purposes of this document it should be understood that the term social media is used in reference to all Internet social networking and media sharing sites, (such as Facebook, Twitter, YouTube, Snapchat, Instagram, Flickr etc.) and to all ‘blogs’, ‘chat’, on-line commentaries, diaries, discussion forums, ‘wikis’ and sites allowing the posting of user generated content for mass consumption. Author: All Wales Internet and Email Policy Leads P a g e | 3 Version: 0.10 NHS Wales All Wales Social Media Policy 4. Principles NHS Wales organisations recognise the role and value of social media as a means of communication and of improving the way it reaches out and interacts with different communities internally and externally. It also has a duty to protect its staff and services users from the potential risks around its use. These risks need to be identified and managed so that the benefits of social media can be realised in as safe a manner as possible. The organisation acknowledges everyone has a right to express themselves using social media. It also recognises its role in offering advice on safe use of social media and highlighting the responsibility of individuals to be aware of the potential consequences of posting content on to publically accessible platforms. The blurring of boundaries between a person’s private and professional life on social media is recognised and it is important that staff understand and are mindful that inappropriate use could damage their own reputation as well that of others, including family, friends and colleagues and NHS Wales. NHS Wales staff have a responsibility to adhere to this national policy. 5. Best practice Here are some key points and advice to consider when using social media in either a professional or personal way. More detailed advice is available in appendices A and B. Be yourself – identify who you are and whether you are speaking on behalf of an organisation, if commenting in a personal capacity make sure that it is made clear the views are your own. It is a public space – remember that by posting information online you are publically publishing that content and it will be available to a wide audience. Even when posting to ‘closed’ or ‘private’ groups that information can be copied, shared and used by others in ways you may not have considered. Never say anything that you wouldn’t stand up and say in a public meeting. Respect others – adhere to the values and principles around respect and dignity championed by NHS Wales and your local organisation. Rules around bullying and harassment are as valid online as they are in the physical world. Consult your policies and professional codes of conduct for more details. Do not post pictures or information about others without their consent. Do not publish obscene words, pictures or videos. Respect yourself and your organisation – whether you are clearly identified as an NHS Wales staff member or not, your words and actions online can act as an ambassador for your organisation. Do not post anything that would bring yourself or NHS Wales into disrepute. There are many channels to share grievances and raise concerns and they should be used appropriately. Respect patients – the strict and legal obligations around patient confidentiality extend to the online world both when using social media for private and professional use. Never post any information that could breach these rules. Do it right – do not begin or set up any professional social media account without first consulting with your local Communications Team and securing its support. There are rules and governance arrangements in place to make sure standards are consistent and the staff and the local organisation are properly supported and protected. All staff have a responsibility to be aware and to follow this policy. Online activity is governed by the same rules, policies and procedures around behaviour and conduct Appendices A and B provide guidance on use and unacceptable behaviours. Author: All Wales Internet and Email Policy Leads P a g e | 4 Version: 0.10 NHS Wales All Wales Social Media Policy Any staff who are in any doubt about what they should or should not post on social media sites – particularly about their work – or who discover online content that may harm the reputation of their organisation, should contact their local Communications Team, Workforce and OD Team and/or their Information Governance Team. 6. Business Use of Social Media Business use of social media may include:  Creating and/or managing content on a social media site created, branded and managed by NHS Wales or the Local Health Board or Trust;  participation in third party professional forums and/or discussion boards relating to one’s work;  the monitoring of social media for business purposes. Local restrictions are generally in place to ensure that only those members of staff having a genuine business need are given access to organisational social media pages and can issue corporate or organisational statements and update content. Anyone wishing to develop a social media site or application on behalf of the organisation should speak to their Communications Team in order for them to provide advice and guidance on the local approval process. Anyone speaking in any kind of professional capacity or deploying social media on behalf of NHS Wales or their local organisation has a responsibility to conduct themselves in an appropriate manner, as they should when addressing the media or any public meeting or forum. Staff are encouraged to participate in or contribute to professional forums relating to their area of work. Where an employee is called upon to publish content in a professional capacity on a social media web site, the following guidelines apply:  Before participating, approval should be sought from your line manager;  you should clearly identify yourself as an employee of NHS Wales;  you should only provide information about your work location if it is absolutely essential;  be professional - make sure you are seen to act in an honest, accurate, fair and responsible way at all times;  obtain appropriate permission to publish any information, report or conversation that is not already in the public domain;  do not cite or reference colleagues, partners or suppliers without their approval;  respect copyright when including or linking to images or other material. In addition staff should never:  Mention any information relating specifically to an individual patient or client or other member of the public where there is any possibility that that individual can be identified, unless written consent has first been obtained from the data subject or their appointed representatives;  endorse or appear to endorse any commercial product or service;  voice political opinion in the course of their NHS work/capacity. Author: All Wales Internet and Email Policy Leads P a g e | 5 Version: 0.10 NHS Wales All Wales Social Media Policy 7. Personal Use of Social Media The personal use of social media is a common part of day to day life for many people. Some are rightly proud to be NHS Wales employees and may actively use social media as part of their professional development or highlight their role as part of their online biography. It is important for individuals to understand their role as ambassadors for their organisation and to be conscious of the impact of their actions and words online which may negatively impact on the reputation and trust of the public. The relationship with social media changes as soon as staff identify themselves or are identified as employees of NHS Wales or their local health board or trust. In these circumstances they must make it clear that any views and opinions are personal and not necessarily those of their employer. As an NHS Wales employee it is important to remember that expressing views or commenting on content on the Internet in relation to the NHS cannot be divorced from one’s working life. Unguarded comments in relation to one’s work, one’s working environment, one’s colleagues, patients, carers, visitors, suppliers and contractors etc. can bring the organisation into disrepute and may invite legal action against both the employee and their employer. Where the NHS site uses public Wi-Fi (wireless fidelity network) staff are encouraged to use their own personal device to use any social media channels they wish to access. Personal use of social media, should not be allowed to interfere with the performance of one’s duties and any such access should occur during breaks or outside of normal working hours. 8. Harassment, bullying and ‘trolling’ on social media If staff believe they are being harassed, bullied or victimised as a result of another member of staff’s post to an internet site, they can take action. Staff should access bullying and harassment policies which outline the informal and formal action that can be taken. Alternatively, they can inform their line manager or an adviser in HR, or report the incident to the police or to the social media site. A new and unwelcome trend in social media is trolling – where someone looks to upset and provoke an argument by posting inflammatory statements. This is an offence under the Malicious Communications Act.1988. If you are being targeted by a troll do not respond. You can report their behaviour via the social media site or through the police. Contact your local Communications Team for advice and support. 9. Patient and public use of social media Patients and the public are free to use social media while on NHS Wales sites and are supported in this by the availability in many places of free WiFi facilities. However, whilst on NHS Wales sites they are asked to be mindful of the dignity of other patients, the public and staff. They should not take photos of others or post their names and or other details online without their express permission. Failure to treat others in this way and to show respect for the rights of other patients, the public and staff will result in action being taken in the same way as any other inappropriate behaviour. Author: All Wales Internet and Email Policy Leads P a g e | 6 Version: 0.10 NHS Wales All Wales Social Media Policy 10. User Responsibilities In order to minimise the risks inherent in using social media, to avoid loss of productivity and to ensure that adequate IT resources are available for business purposes, all staff are expected to adhere to this policy. 11. Monitoring and Compliance NHS Wales reserves the right to monitor Internet traffic using its network infrastructure. Local Health Boards and Trusts may monitor and log comments and references on social media sites (including those made by their own staff) relating to themselves, their staff, their services and the patients in their care. In addition, staff and contractors are encouraged to report any contravention of this policy that they become aware of via the local incident reporting process. It is the responsibility of the appropriate line manager to investigate any reported breaches and these will be dealt with in accordance with the All Wales Disciplinary Policy. Where the organisation considers material published by staff in a personal capacity on social media sites to be in contravention of this policy then it may:  ask for the material to be removed;  undertake an investigation into the facts, seriousness and implications of the publication which may result in disciplinary action (in line with the relevant disciplinary policies);  report the individual to their professional registration body (which may then decide to undertake their own investigation and action);  report the individual to the relevant legal authorities. Failure to adhere to this policy may lead to disciplinary action up to and including dismissal, depending on the individual circumstances of the case. Staff are also advised that the following action may be taken by third parties:  A breach of the law may lead to criminal prosecution.  A person or company may take civil action and sue an individual for damages if defamation of reputation can be demonstrated.  Harassment is a criminal offence for which the harasser can be imprisoned. Victims of harassment may also be able to claim damages from the harasser.  A copyright owner may sue an individual for damages in the event of breach of copyright.  Accessing and transmitting sexual material may be a criminal offence. The courts may take action against individuals where appropriate.  Professional bodies and organisations have regulations and guides in relation to professional conduct when using social media. In breaching these, staff may be subject to action by these organisations (which may include the loss of professional registration). This is not a complete list and there may be other actions not shown above. Author: All Wales Internet and Email Policy Leads P a g e | 7 Version: 0.10 NHS Wales All Wales Social Media Policy 12. Supplementary Use of the Welsh Language All corporate Social Media channels must comply with local Welsh Language Policies and Procedures. Training Training relating to this policy must take place during the induction programme for new staff or as part of refresher training at least every two years as part of the Information Governance and/or Information Security training. Definition and Terms Used Definitions of many of the terms used in this Policy are contained in Appendix C. 13. Review and revision arrangements Maintenance of this policy This document is issued and maintained by the NHS Wales Informatics Service (NWIS) on behalf of the Health Boards/Trusts, following approval by the Information Governance Board and Welsh Partnership Forum. This policy will be reviewed as per the review date on the policy front sheet or as agreed by the Information Governance Board and the Welsh Partnership Forum, however it will be reviewed on an adhoc basis particularly where they are affected by major internal or external changes such as:  Legislation;  Practice change or change in system/technology; or  Changing methodology. Author: All Wales Internet and Email Policy Leads P a g e | 8 Version: 0.10 NHS Wales All Wales Social Media Policy Appendix A – Staff Guidance on the Use of Social Media Sites This Guidance should be read in conjunction with the Social Media Policy.  Always read the terms and conditions to understand what you are signing up to. If in any doubt seek the advice of your Information Governance department.  Restrict the amount of personal information you post online to an absolute minimum and make use of site security settings to hide any information required by the site but not essential to your use of the site.  Use a unique complex password to log into the site.  Remember that you are personally responsible for anything you post online.  Restrict from public view comments made on your profile page until you approve them, bearing in mind that you may be liable for the comments of others appearing on your profile.  Never comment with anything that you would not wish others to hear.  As with any other medium, do not give out any information about staff, contractors, patients, service users or other potentially confidential information on social media. Business correspondence must be made using internal channels (e.g. email) where an internal user can be verified via the internal address book.  Do not send personal or other sensitive information via a social media site.  If you are subject to a social engineering, hacking, virus intrusion or blagging incident in a work capacity and on a work social media channel you must report this immediately via the NHS Wales’ incident reporting system (Datix). Author: All Wales Internet and Email Policy Leads P a g e | 9 Version: 0.10 NHS Wales All Wales Social Media Policy Appendix B – Unacceptable use of social media Staff should never:  divulge or share confidential or personal identifiable or sensitive information in relation to patients carers or staff;  post any material or information that may undermine the dignity or be detrimental to the care and well-being of, patients, carers, staff or others;  post any material that represents an invasion of patient or staff privacy;  post inappropriate comments about patients, staff members or others – this includes discussion of work-related issues, conversations about patients and complaints about colleagues;  use social media to bully or intimidate a member of staff;  post any material that falsely or misleadingly represents the views, standards or performance of NHS Wales or their local health board or trust;  claim to speak on behalf of NHS Wales or the local organisation without appropriate approval;  publish any material, including images that has been obtained at work or as part of one’s profession or during the performance of one’s duties, without appropriate approval;  use social media in any way which brings the NHS or the individual’s profession into disrepute;  use defamatory, obscene, hateful, pornographic, violent, terrorist, racist, sexist, homophobic, transphobic or otherwise illegal, offensive or discriminatory language or material;  make comments that can be interpreted as defamatory, demeaning, inflammatory, indecent or unlawful;  use social media in any way which is illegal;  accept a ‘friend’ request from a patient or client (or their family member) who is only known through their work for the NHS;  use their work email address as part of a personal login / registration on a personal site. Author: All Wales Internet and Email Policy Leads P a g e | 10 Version: 0.10 NHS Wales All Wales Social Media Policy Appendix C - Definitions Social Media: Websites and applications that enable users to create and share content or to participate in social networking. [Oxford English Dictionary] Social Networking: The use of dedicated websites and applications to interact with other users, or to find people with similar interests to one’s own. [Oxford English Dictionary]. Examples include Facebook, Bebo, Myspace, Twitter and Linkedin. Social Engineering: Obtaining information by masquerading as a person with a bona fide interest in that information (e.g. a member of an organisations staff) by use of social skills. Blagging: Obtaining information on another person, usually by assuming a false identity, without that other persons knowledge or consent. Note: Social Engineering and Blagging are sometimes interchangeably used in the wider sense of obtaining information to hack systems or phone services; or to fool people into disclosure of any related information by trickery) Blogging A personal website or web page on which an individual records opinions, links to other sites, etc. on a regular basis. [Oxford English Dictionary] Micro-Blogging or Tweeting A social media site to which a user makes short, frequent posts. [Oxford English Dictionary]



APPENDIX 3

Sample Social Media Policy POLICY This policy provides guidance for employee use of social media, which should be broadly understood for purposes of this policy to include blogs, wikis, microblogs, message boards, chat rooms, electronic newsletters, online forums, social networking sites, and other sites and services that permit users to share information with others in a contemporaneous manner. PROCEDURES The following principles apply to professional use of social media on behalf of [Company] as well as personal use of social media when referencing [Company].  Employees need to know and adhere to the [Company’s Code of Conduct, Employee Handbook, and other company policies] when using social media in reference to [Company].  Employees should be aware of the effect their actions may have on their images, as well as [Company’s] image. The information that employees post or publish may be public information for a long time.  Employees should be aware that [Company] may observe content and information made available by employees through social media. Employees should use their best judgment in posting material that is neither inappropriate nor harmful to [Company], its employees, or customers.  Although not an exclusive list, some specific examples of prohibited social media conduct include posting commentary, content, or images that are defamatory, pornographic, proprietary, harassing, libelous, or that can create a hostile work environment.  Employees are not to publish, post or release any information that is considered confidential or not public. If there are questions about what is considered confidential, employees should check with the Human Resources Department and/or supervisor.  Social media networks, blogs and other types of online content sometimes generate press and media attention or legal questions. Employees should refer these inquiries to authorized [Company] spokespersons.  If employees find encounter a situation while using social media that threatens to become antagonistic, employees should disengage from the dialogue in a polite manner and seek the advice of a supervisor.  Employees should get appropriate permission before you refer to or post images of current or former employees, members, vendors or suppliers. Additionally, employees should get appropriate permission to use a third party's copyrights, copyrighted material, trademarks,
Social media use shouldn't interfere with employee’s responsibilities at [Company]. [Company’s] computer systems are to be used for business purposes only. When using [Company’s] computer systems, use of social media for business purposes is allowed (ex: Facebook, Twitter, [Company] blogs and LinkedIn), but personal use of social media networks or personal blogging of online content is discouraged and could result in disciplinary action.  Subject to applicable law, after‐hours online activity that violates [the Company’s Code of Conduct] or any other company policy may subject an employee to disciplinary action or termination.  If employees publish content after‐hours that involves work or subjects associated with [Company], a disclaimer should be used, such as this: “The postings on this site are my own and may not represent [Company’s] positions, strategies or opinions.”  It is highly recommended that employees keep [Company] related social media accounts separate from personal accounts, if practical.
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